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ABSTRACT

The Atmel AVR microcontrollers are excellent for signal processing applications
due to their powerful architecture, strong instruction set and built-in multi-channel
10-bit Analog to Digital Converter (ADC). The megaAVR® series further have a
hardware multiplier, which is important in signal processing applications.

This thesis describes the process of designing a ciphering voice and the
implementation of an ciphering using an Atmega8535 microcontroller, which is
one of At mega Atmel AVR series family of microcontrollers.

The thesis in the first chapters explains the ciphering theory in brief, their main
classifications according to the method of the implementation

In the third chapter the thesis establishes in details the information needed for the
implementation of voice ciphering in general on AVR microcontrollers firstly, and
then focuses on the process of implementing a specific on Atmega8535 from
scratch. A program has been written and a circuitry has been built, then results of

the implementation are analyzed to support the theory.



By

Ll (Clubun) aHa 4G abae (e il Aallae e dlaidal iyl
Gaal Alaiu¥) 8 Leids 68 8 bl ellil )l i il o1 30 (oamy callai e
3 _pde ddull ) 5 Anladll clladl Gl GlaSatial) Gl sl el i A s )’
Soypall & Jax s

Leiladdat da ja calladl) Lot 4 3 jlas GileSatia Atmega AVR SleSaidl)
AN LA 3 5 saaiall <l il 53 Cpanaall M- Bl J saall g oy
Glapkil I age g8 5 ¢gale o lia Ll @lld 368 mega AVR dluls 5 jdall
ALY Aallag

oY) IS € GLatal daad il yall A5l o sl W) 4 s 8 )
Llaia¥) caland a5 "ingriiall dpcanl) Llain) cilad e dalad) Ualaall
Clae B Bac by sl Jalye s ¢ hagiiall e dpcadl

Coratl 4 sllaall e glaall Jraldilly o 35031 il sl S35 (MATLAB7
Gaki o Hsaab a8 Vil AVR I cleSaia e ale JS6) Al ) ciladi sl
Al e Atmegal6 oSadall e aaas "Aagiie dacan lata) md "
Aghail) ae il Gl il calla g dleall B il iy o5 gl pall S s



TABLE OF CONTENTS

ADSTract ciiiiiiiiiiiiiiiiiiiinnsnesssetittietttttiicttccssssssnnns 11
B L iiiiieiieereeree et teeraetaeraenteneenaensenteneenenaennnn |11
Table of Contents.....cooiviiiiiiiiiiinnnnnnnnennenceeeeerccccnnses 10%
List of Figures.....cc. covviiiinniiiiiiiinnnnriiicessenncensecccnes VII
Chapter One: INTRODUCTION

INTRODUCTION  tieiiiiiiiiiiiiiiieieiernrtesesesessnsnsesnsessssnsnsenee
1.1. BACKGROUND iiiiiiiiiiiieettetiiiccsssncnssssssssssscssssssnnes 2
1.2. OBJECTIVES  riiiiiiiiiiiientettiitcssssssnnssssssssscsccssannns 3
1.3. CHAPTERS OUTLINES ...ctiiiiiiiiiiiiiinnnransttcccsssscccssncccsnns 3
CHAPTER TWO: Encryption &Cipher

2R 114 o0 {1 o1 { [0 o I 6
2, 2 TYPES Of SECUNTLY cuvvvniineiinrines ceverennrereecneceasensiossensansonnions 6
2, SENCRYPTION ...iiiiiiiiiiniiiiiiieetiiiienctccssssssscossssssscosnnians 6
2,3, 1 Three Types of ENCryption ...ccciveieeiiieiiiinneeenrenrensenncnne 6
2, 3,1, 1 Manual encryption  ciiiiiiiiiiiiiiiieiieeiaeeieceatanann. 8
2,3,1, 2 Transparent enCryption ..cc.ccceeceeeeeceneccacencececcacanconns 8
2, 3, 1, 3 Semi-Transparent, or “On-the-fly”, encryption ............ 9
2, A CIPHER  ciriiiiiiiiiiiiiiieiiiietetieascssnscsssnscssnsscoisnascnnns 10
2,4,1C0de & cipher  ...ciiiiiiiiiiiiiiiiiieiiieiineicietenntesnscnnnnss 11
2,4, 1, 1 COOBS tererrernuriariureneeneesarsnsssasonsonsosssnssnsssnssnsnsas 12
2,4, 1,2 Comparison of codes and CIPhers ...ccceeeiieeeinreeneccnnnen. 13
2,4, 2 CIPhEr KBY uuiiieiiieiiiiiieeiireeineteestenscsnnscsasosansonnsonnns 15

2,4,3Types of ciphers  .ooceiiiiiiiiiiiiiiiiiieiiienntcsenasscsnscnne 16



2,4, 3,1 Symmetric Algorithm .......ccccoviiiiiiiiiiiiiiiiiiiiniinnnne. 18

2,4, 3,2BIOCKCIPNEIS 1eiitiiuiiiiiieiieiiietinioinieiatententonsonsosnssnsons 19
2,4,3,3Stream CIPhering  ..ccciieiiiiiiiiiiiieiieeieenesececsnconcons 20
2,4, 3, 3,1Public Key AIgorithms .....ccciieiiiiiniiiniinienecnniennneness 21

CHAPTER THREE: DESIGN & IMPLEMENTION

3.0 Introduction iiiiiiiiiiiiiiiiiiiiiiiei i eii e i e e e eees 24
3,1, 2 Front end voice ciphering ........ccccceeiiiiiieiiniiniiiaicnniennennes 25
3, 4 Analog-to-Digital Conversion ON AVR ...cccciieiiieiineeenneennnnn 25
3, SIMPELEMENTION  iiiiiiiiiiiiiiiiiiiiiiiiiiiiieennrneneee 28
3, 5,1 Front end Algorithm  ....cccciiiiiiiiiiiiiiiiiiiiiiiiiiiniiinnnnees 28
3, 5, 1, 1Initialize the Ports ......ccccieiveeiiiieiiiiniiiiinierinrcsnsccnns 29
3,5,1, 2 A\D CONVEISION  ciiiieiniieieiniieiainiiuenietatnesasncnases 30
3,5, 1, 3 Ciphering algorithm ... ..cciiiiiiiiiiiiiiiiiiiiieiennnnnes 31
3,5,1,4 Output the Result ...iiiiiiiiiiiiiiiiiiiiiiiiiieniionnnens 32
3,5,1, 5DVACONVErSION iuiiiiiiiiiieiiieiniieneeeierareasaenenees 33
3, 5, 2 the Hardware Circuitry ......cccoceeiiiieieiineieiiienrcesenscnnns 33
Chapter four: ConClUSION ..cceiiieiieiieiieeeneiiecinreeerensenncencanen. 36
REFERENCES:.......ciiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiieiinenicneennnnn. 38
APPENDIX A: The Implementation Program ............c.c......... 39
APPENDIX B: Atmega8535 Datasheet Summary ................... 41

APPENDIX C: DACO8 Datasheets ...ccceeeeiereiieeeeeeeereeesecennons 62



List of Figures:-

Figure no Figure name Page
2,1 outline of cipher system 11
2,2 types of ciphering 17
3,1 normal transmission speech steps 23
3,2 front end voice ciphering speech transmission | 24
steps
3,3 ciphering algorithm Data flow 28
3,4 Getting Samples from the ADC Data Flow 29
3,5 ciphering data flow 31
3,6 circuit block diagram 32
3,7 Avr circuit 33
3,8 Microphone circuit 34
3,9 Speaker circuit 34







