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ABSTRACT 

 
 

The Atmel AVR microcontrollers are excellent for signal processing applications 

due to their powerful architecture, strong instruction set and built-in multi-channel 

10-bit Analog to Digital Converter (ADC). The megaAVR® series further have a 

hardware multiplier, which is important in signal processing applications. 

This thesis describes the process of designing a ciphering voice and the 

implementation of an ciphering using an Atmega8535 microcontroller, which is 

one of At mega Atmel AVR series family of microcontrollers. 

The thesis in the first chapters explains the ciphering theory in brief, their main 

classifications according to the method of the implementation 

In the third chapter the thesis establishes in details the information needed for the 

implementation of voice ciphering in general on AVR microcontrollers firstly, and 

then focuses on the process of implementing a specific on Atmega8535 from 

scratch. A program has been written and a circuitry has been built, then results of 

the implementation are analyzed to support the theory.   

 

 

 

 

 

 

 

 

 



 ذجرٌذج

غانثا  (دساساخ)انرطثٍماخ انًشرًهح عهى يعانجح نهثٍاَاخ يٍ يصادر ذًاشهٍح خارجٍح 

يا ذرطهة تعض اَىاع انررشٍخ انرلًً نرهك انثٍاَاخ لٍم ذىظٍفها فً الاسرجاتح نذذز 

فً يصم ذهك انذالاخ فإٌ انًرذكًاخ راخ انخاَاخ انصًاٍَح وراخ انسرح عشرج . خارجً

. خاَح ذذخم فً انصىرج

  يرذكًاخ يًرازج َسثح نثٍُرها انفعانح، دسيح ذعهًٍاذها Atmega AVRانًرذكًاخ 

انرلًً انًضًٍ رو انمُىاخ انًرعذدج ورو انخاَاخ انصُائٍح -انمىٌح، وانًذىل انرًاشهً

 فىق رنك، نذٌها ضارب يادي، وهى يهى جذا نرطثٍماخ mega AVRسهسهح . انعشرج

. يعانجح الاشارج

انثذس فً اتىاته الاونى ٌشرح َظرٌح انًرشذاخ انرلًٍح تاخرصار، انشكم الاساسً 

يرشذاخ الاسرجاتح "و " يرشذاخ الاسرجاتح انُثضٍح انًُرهٍح"نهًعادنح انعايح نـ

، وٌشرح يرادم انرصًٍى تًساعذج دسيح تريجٍاخ "انُثضٍح غٍر انًُرهٍح

MATLAB7 وفً أتىاته الأخٍرج ٌؤسس تانرفاصٍم انًعهىياخ انًطهىتح نرطثٍك ،

 أولا، شى ٌرًذىر دىل ذطثٍك AVRانًرشذاخ انرلًٍح تشكم عاو عهى يرذكًاخ انـ 

.  يٍ انثذاٌحAtmega16يذذد عهى انًرذكى " يرشخ اسرجاتح َثضٍح يُرهٍح"

. ذًد كراتح انثرَايج شى تٍُد انذائرج انعًهٍح ودههد َرائج انرطثٍك نرذعى انُظرٌح

 

 

 

 

 

 

 



TABLE OF CONTENTS 

 

Abstract   ………………………………………….……….II         

 III….……………………………………………………التجريدة

Table of Contents………………………………………..…IV 

List of Figures…….. ……………………………..………. VII 

Chapter One: INTRODUCTION 

INTRODUCTION     …………………………………………………...2                             

1.1. BACKGROUND        ……………………………………………...2   

1.2. OBJECTIVES           ………………………………….…………...3 

1.3. CHAPTERS OUTLINES …………………………………...…….3 

CHAPTER TWO: Encryption &Cipher  

2, 1 Introduction ………………………………………………………6              

2, 2 Types of security ……………… ………..………….………….…6              

2, 3 ENCRYPTION ………………..……………………………….…6          

2, 3, 1 Three Types of Encryption   ……………….………………….6 

2, 3, 1, 1 Manual encryption             ………………………………….8 

2, 3, 1, 2 Transparent encryption    ………………………………….8 

2, 3, 1, 3 Semi-Transparent, or “On-the-fly”, encryption …………9 

2, 4 CIPHER        …………………………………………….………10 

2, 4, 1 Code & cipher      ………………………………………….…11 

2, 4, 1, 1 Codes   ……………………………………………………..12 

2, 4, 1, 2 Comparison of codes and ciphers …………………..…….13 

2, 4, 2 Cipher Key  …………………….……………………………..15 

2, 4, 3 Types of ciphers       …………………………………………..16 



2, 4, 3, 1 Symmetric Algorithm   ……………………………………18 

2, 4, 3,2BlockCiphers ……………………….….……………………19 

2, 4, 3, 3 Stream ciphering       ……………………………………….20 

2, 4, 3, 3,1Public Key Algorithms …………………………….…..…21 

 

 

CHAPTER THREE: DESIGN & IMPLEMENTION 

3.1 Introduction               ………………………………………………24 

3, 1, 2 Front end voice ciphering ….………………………….………25 

3, 4 Analog-to-Digital Conversion ON AVR  ………………………...25 

3, 5 IMPELEMENTION         ……………………………………..….28 

3, 5, 1 Front end Algorithm      ……………………………………….28 

3, 5, 1, 1Initialize the ports   ………………………………………….29 

3, 5, 1, 2 A\D conversion            ……………………………………….30 

3, 5, 1, 3 Ciphering algorithm           ………………………………….31 

3, 5, 1, 4 Output the Result            ……………………………..…….32  

3, 5, 1, 5 D\A conversion  ……………………………………….33 

3, 5, 2 the Hardware Circuitry   …………………………….………33   

Chapter four: Conclusion  …………………………………………..36 

REFERENCES:…………………………………………………......  38 

APPENDIX A: The Implementation Program …………………… 39 

APPENDIX B: Atmega8535 Datasheet Summary ………………. 41 

APPENDIX C: DAC08 Datasheets ……………..………………… 62 

 

 

 



List of Figures:- 

Figure no Figure name Page  

2, 1 outline of cipher system  11 

2, 2 types of ciphering 17 

3, 1 normal transmission speech steps 23 

3, 2 front end voice ciphering speech transmission 

steps 

24 

3,3 ciphering algorithm Data flow 28 

3, 4 Getting Samples from the ADC Data Flow 29 

3, 5 ciphering data flow 31 

3, 6 circuit block diagram  

 
32 

3, 7 Avr circuit 33 

3,8 Microphone circuit 34 

3,9 Speaker circuit 34 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 


