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ABSTRACT 

The use of packet based NIDS is expensive because each packet must be 

inspected deeply. This research provides solution for discovering network 

attacks in efficient manner using flow based network intrusion detection 

system. The designed system closely monitors the internet traffic based 

on some time-based aggregated traffic (TAT) features to determine 

existence of brute-force attack .These TAT features are extracted from a 

previously dataset of NetFlow records using a C code program. The 

designed system provides a property of discovering attacks with 

undefined signature (unknown attacks).The obtained result shows 

reduction in false alarm and high level security provided by this system. 
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 المستخلص

ً علي محتویات الحزمھ مكلف لأنھ یتطلب فحص   استخدام نظام اكتشاف الاختراقات استنادا

دقیق لكل محتویات الحزمھ. ھذا البحث یوفر حل لاكتشاف الاختراقات التي تحدث في الشبكات 

ً على بعض  بطریقھ ذات كفاءة وذلك باستخدام  نظام اكتشاف الاختراقات علي الشبكة استنادا

بناءً على  ھذا النظام یقوم بصوره محكمة  بمراقبة حركة البیانات على الانترنت المعاملات.

 عن طریق برنامج سي بإستخداماستخلاص خصائص لبیانات مجمعة في فترات زمنیة معینة 

. لتحدید ما اذاكان ھنالك اخترق ام لا   مجموعة بیانات من سجلات بروتوكول محدد مسبقا

اف اللإختراقات التي لا یكون لدیھا نمط محدد و معروف ، النتائج النظام بتوفیر خاصیة اكتش

التي تم الحصول علیھا تشیر الى انھ تم تقلیل نسبة الانذار الخاطئ وتوفیر درجة عالیة من 

  الأمان بإستخدام ھذا النظام.
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1.1 Back ground 

Intrusion Detection can be defined as “ security system that monitors 

computer systems and network traffic and analyzes that traffic for possible 

hostile attacks originating from outside the organization and also for system 

misuse or attacks originating from inside the organization”[1]. It detects 

unwanted exploitation to computer system, both through the Internet and 

Intranet.   

In general, we can divide IDSs into two basic classes based on their 

position in the network:  host-based IDSs (HIDSs) and network-based 

(NIDSs). IDSs also can be classified based on its detection model into two 

categories: signature-based and anomaly-based. Signature-based IDS 

maintains a database of known intrusion technique (attack signature) and 

detects intrusion by comparing behavior against the database. Disadvantage 

of this technique is ineffective against previously unseen attacks and hence 

it cannot detect new and unknown intrusion methods as no signatures are 

available for such attacks. Anomaly based NIDS monitors network traffic 

and compares it against an established baseline of normal traffic profile. The 

baseline characterizes what is "normal" for the network - such as the normal 

bandwidth usage, the common protocols used, correct combinations of ports 

numbers and devices to detect malicious traffic, parameters like number of 

connection request, number of rejected connection ,average packet size, flag 

values present in the packet headers are used. But due to the dynamic nature 

of network traffic and application access, this type of detection can generate 

false alarms.  

Required challenge in anomaly detection is the volume of data for 

analysis. Collection and analyses of network traffic information at packet 

level for a high-speed network to provide accurate result in real-time is a 
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difficult task. In case of high speed network, packet-level traffic monitoring 

is expensive because of deep packet inspection requirement and those 

intrusion detection systems can detect only known attacks based on 

signatures. Due to these reasons, flow based traffic monitoring and Anomaly 

detection is important. 

1.2 Problem  statement 

  Collection and analyses of network traffic information at packet 

level for a high-speed network to provide accurate result in real-time is a 

difficult task. In case of high speed network, packet-level traffic 

monitoring is expensive and it is very time consuming because of deep 

packet inspection requirement. 

 Signature-based IDSs cannot detect unknown attacks, either 

because the database is out of date or because no signature is available 

yet, and they cannot detect some type of attacks such as scan, flood, DoS 

and DDoS because they have no signature pattern and they appear as 

abnormal behavior in the  network. 

1.3 Proposed solution 

The proposed solution for the problems is by using  a flow based 

anomaly network intrusion detection system. The system use the "flow-

level NIDSs", in which  rather than looking at all packets going through a 

network link, it looks at aggregated information of related packets of 

network traffic in the form of flow, so the amount of data to be analyzed 

is reduced.  

Also the system use the "Anomaly-based or behavior-based method" 

which works by building a model of normal traffic data pattern during a 

training phase, then it compares new inputs to the model. A significant 
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deviation (change) is marked as an anomaly (abnormal or intrusion), so 

this method is able to detect unknown attacks.  

1.4 Research aim 

The aim of this project is to design and implement a flow based 

anomaly network intrusion detection system that can detect Denial of 

Service, flooding, host and port scan attacks.  

1.5 Research Outline 

This thesis is organized as follow: Chapter two introduces the 

network intrusion detection system and its types. In addition, the chapter 

reviews types of attacks. In chapter three, the design of "flow based 

network intrusion detection system" was demonstrated. In chapter four 

the results were showed and discussed. In chapter five, the conclusion and 

recommendations were presented. 
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2.1 Introduction 

The rapid proliferation of computer networks has changed the 

prospect of network security. An easy accessibility condition cause 

computer network’s vulnerable against several threats from hackers. 

Threats to networks are numerous and potentially devastating. Recent 

reports on Internet security breaches indicate that the frequency and he 

damage costs are continuously rising. Up to the moment, researchers have 

developed Intrusion Detection Systems (IDS) capable of detecting attacks 

in several available environments. 

2.2 Intrusion detection system 

An IDS is best defined as software or hardware used to detect 

unauthorized traffic or activities that are against the allowed policy of a 

given network [2]. IDS do it by collecting data from network and analysis 

of transmitted packets inside the network. But generally IDSs do not act 

operative reaction against occurred attacks. IDS have many classification 

based on several aspects. 

2.2.1 Based on detection model 

If a system bases the detection on a definition of normal behavior of 

the target system, it is called behavior-based. If it matches the input data 

against a definition of an attack, it is known as knowledge-based. In 

literature, the community usually refers to these classes with the names of 

anomaly-based and misuse-based [3]. 

2.2.1.1 Signature based  

The signature-based IDSs, also named “misused-based”, works 

similar to anti-virus software. It employs a signature (pattern that 

correspond to a known threat) database of known attacks, and if a 
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successful match with current input, an alert is raised. A well-know 

example of this type is Snort [4] which is an open source IDS that 

monitors network by matching each packet it observes against a set of 

rules.  

Signature based method is very useful for known attacks, Although 

Signature-based IDSs cannot detect unknown attacks, either because the 

database is out of date or because no signature is available yet, it has low 

false alarms (high accuracy), Signature based systems are reactive, in that 

they combat against known attacks, that have already affected and 

damaged a number of systems before being identified.   

 2.2.1.2 Anomaly based 

Anomaly detection is an active area in network intrusion detection 

research which was originally proposed by Denning [5]. It can detect 

various types of intrusion based on the deviation in the normal usage of 

network and this has an advantage over signature based technique. 

Anomaly-based or behavior-based IDS works by building a model 

of normal traffic data pattern, then it compares new inputs to the model. 

A significant deviation (change) is marked as an anomaly (abnormal or 

intrusion). Anomaly-based is able to detect unknown attacks but it suffers 

from producing false alarms [4].  It refers to finding out the abnormal 

pattern of traffic or abnormal behavior from network or system. 

2.2.2 Based on their position in the network  

Most traditional intrusion detection systems (IDS) take either a 

network- or a host-based approach to recognizing and deflecting attacks. 

Each approach has its strengths and weaknesses. 
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2.2.2.1 Host based 

Host-based intrusion detection systems are aimed at collecting 

information about activity on a particular single system, or host[6] . The 

term “host” refers to an individual computer. 

2.2.2.2 Network based 

 Network-based intrusion detection systems offer a different 

approach; “These systems collect information from the network itself,” 

[6] rather than from each separate host. information is collected from the 

network traffic stream, as data travels on the network segment [6].  

Network-based systems are extremely portable. They only monitor traffic 

over a specific network segment, and are independent of the operating 

systems that they are installed on. There are two methods basis on the 

source of data to be analyzed in NIDSs:  

 Packet based 

In packet-based, also named “Deep Packet Inspection” (DPI), the 

combination of header and payload scan determines whether a packet is 

an intrusion or not. Incoming packets are scanned and every single rule of 

the database is checked against it as shown in figure 2-1. The database 

rules include thousands of signatures and patterns of attacks.  

 
Figure 2.1: packet based IDS 



9 
 

  

The main advantage of packet-based approach is that all common 

kinds of known attacks and intrusions practically can be detected if the 

data source deliver entire network packet for analysis. However, it cannot 

detect unknown attack since it compare with predefined and known 

malicious signatures [4].  

However, systems that are capable of monitoring every packet on a 

high-speed network are very expensive and high resource consumption. 

Moreover, a drop of packets will occur if the NIDSs speed is not high 

enough to let the analysis process be done.  

In signature-base detection, as the number of attacks increase, the 

number of malicious (intrusion) signatures increase in the database in 

NIDSs. Usually, these databases contain hundreds or thousands of 

signatures. NIDS has to add these new signatures into its signature list 

quickly without disturbing its main function of detecting intrusion. NIDSs 

then search for these signatures in network traffic to detect intrusions. To 

detect signatures, all network traffic must be compared against every 

signature to identify if a match exists or not. Therefore, the efficiency in 

accessing such database for analyses is also critical. Another issue is that 

signature matching is impossible for most cases of encrypted payload, 

degrading the detection performance of NIDSs. A comprehensive 

evaluation of packet-based performance with high volume NIDSs is 

presented in [4].  

 Flow based 

For high speed networks, it is important to explore alternative to 

packet-based inspection for efficient NIDSs. One option that currently 

attracts the attention of researchers is flow-based intrusion detection. 

Flow-based technique is widely deployed as data source in applications 
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like network monitoring, traffic analysis and security [4]. This method is 

characterized by flow data or network flow. Flows don’t provide any 

packet payload unlike packet-based approach, as shown in figure 2.2. 

 It rather relies on information and statistics of network flows.  A 

flow can be defined as a unidirectional data stream between two computer 

systems where all transmitted packets of this stream share the following 

characteristics: IP source and destination address, source and destination 

port number and protocol value [4]. Nowadays special measurement 

systems are able to provide other characteristics in addition to the above, 

for instance:  

 The number of packets and amount of bytes transferred in a flow.  

 The start and end time of a flow (in milli-second).  

 
Figure 2.2: flow based IDS 

 

2.3 network attacks 

Network and computer attacks have become pervasive in today’s 

world. Any computer connected to the Internet is under threat from 

viruses, worms and attacks from hackers. Home users, as well as business 
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users, are attacked on a regular basis. Thus the need to combat computer 

and network attacks is becoming increasingly important. 

Flow-based intrusion detection, since it relies only on header 

information, can address only a subset of the attacks presented above. In 

particular, the research community currently provides approaches to 

detect the following classes of attacks: 

• Denial of Service. 

• Scans. 

• flooding. 

2.3.1.1 Denial of Service attack 

 A Denial of Service attack attempts to slow down or completely 

shut down a target so as to disrupt the service and deny the legitimate and 

authorized users can access [7]. Such attacks are very common in the 

Internet where a collection of hosts are often used to bombard web 

servers with dummy requests illustrated in Figure 2.3. Such attacks can 

cause significant economic damage to ecommerce businesses by denying 

the customers an access to the business. There are a number of different 

kinds of DoS attacks, some of which are mentioned below. It is shows a 

denial of service attack (DDoS in this case), wherein an attacker uses a 

number of compromised hosts to attack a given victim. 
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Figure 2.3: Denial of Service attack 

 Flaw Exploitation DoS Attacks 

In such attacks, an attacker exploits a flaw in the server software to 

either slow it down or exhaust it of certain resources.  Ping of death attack 

is one such well known attack. A ping of death (POD) is a type of attack 

on a computer that involves sending a malformed or otherwise malicious 

ping to a computer. A ping is normally 64 bytes in size (or 84 bytes when 

IP Header is considered); many computer systems cannot handle a ping 

larger than the maximum IP packet size, which is 65,535 bytes. Sending a 

ping of this size can crash the target computer. Some limitations of the 

protocol implementation also lead to vulnerability which can be exploited 

to implement DoS attacks such as DNS amplification attack, which uses 

ICMP echo messages to bombard a target. For these attacks, a signature 

can be devised easily, such as to determine a ping of death attack a NIDS 

needs to check the ping flag and packet size. 

 Flooding DoS Attacks 

In a flooding attack, an attacker simply sends more requests to a 

target that it can handle. Such attacks can either exhaust the processing 

capability of the target or exhaust the network bandwidth of the target, 
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either way leading to a denial of service to other users. DoS attacks are 

extremely difficult to combat, as these do not exploit any vulnerability in 

the system, and even an otherwise secure system can be targeted. A more 

dangerous version of DoS attack is called Distributed Denial of Service 

attack (DDoS), which uses a large pool of hosts to target a given victim 

host. A hacker (called botmaster) can initiate a DDoS attack by exploiting 

vulnerability in some computer system, thereby taking control of it and 

making this the DDoS master (Figure 2-3). Afterwards the intruder uses 

this master to communicate with the other systems (called bots) that can 

be compromised. Once a significant number of hosts are compromised, 

with a single command, the intruder can instruct them to launch a variety 

of flood attacks against a specified target [7]. 

2.3.1.2 Scanning Attack 

In such attacks, an attacker sends various kinds of packets to probe a 

system or network for vulnerability that can be exploited. When probe 

packets are sent the target system responds; the responses are analyzed to 

determine the characteristics of the target system and if there are 

vulnerabilities (illustrated in Figure 2-4) where a single attack host scans 

a number of victims. Thus scanning attack essentially identifies a 

potential fused which yields these information: 

 The network topology. 

 The type of firewall used by the system. 

 The identification of hosts that are responding. 

 The software, operating systems and server applications that are 

currently running. 

 Vulnerabilities in the system. 
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Figure 2.4: scan attack 

Once the victim is identified, the attacker can penetrate them in a 

specific way. Scanning is typically considered a legal activity and there 

are a number of examples and applications that employ scanning. The 

most well known scanning applications are Web search engines. On the 

other hand independent individual ay scan a network or the entire Internet 

looking for certain information, such as a music or video file. Some well-

known malicious scanning include Vertical and  Horizontal port 

scanning, ICMP (ping) scanning, very slow scan, scanning from multiple 

ports and scanning of multiple IP addresses and ports. NIDS signatures 

can be devised to identify such malicious scanning activity from a 

legitimate scanning activity with fairly high degree of accuracy [7]. 

2.3.1.3 Flooding attack 

 Ping flood and ping of death: 

Ping flood is similar to Smurf where in the victim is bombarded with 

thousands of ping packets. In Ping of death, the victim is sent corrupt 

packets that could crash the system [8]. Smurf and ping floods are very 

easy to craft and any novice attacker could do it with ease.   These attacks 

could cause considerable damage in small Local Area Networks. 

 UDP flood:  
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UDP flooding is similar to ping flood. Here instead of ping packets, 

UDP packets are bombarded against the server. UDP could be a lot more 

effective than ICMP in smaller networks as the size of the UDP packets 

are enormous. The packet size could be set up to 65000 bytes which 

could easily flood a given Ethernet network when multiple zombies are 

set up. This project has analyzed all the above described attacks and has 

brought down some interesting observations. 

2.4 Related work 

Recently, instead of packet based analysis, flow based security 

analysis and anomaly detection are getting attention from many 

researchers. Mayung et al [4] suggests that by aggregating packets of the 

identical flow, one can identify the abnormal traffic pattern that appears 

during attack. They formalize detection function for attack detection, 

which are composed of several traffic parameters and constant value.  

Another work based on flow monitoring is explained in[9]  which 

work on monitoring the four predefined metrics that capture the flow 

statistic of the network. This method is capable to detect UDP flood, 

ICMP flood and scanning, by using Holt-Winters Forecasting technique. 

This technique makes projection about future performance based on 

historical and current data of the network. The prediction which comes 

out by this technique may arise false alarms because network behavior is 

not static. 

Anomaly-based detection stated by [10] analyses user behavior and 

the statistics of a process in normal situation, and it checks whether the 

system is being used in a different manner. In addition [10] has described 

that this technique can overcome misuse detection problem by focusing 

on normal system behavior rather than attack behavior. However [10] 
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assume that attacks will result in behavior different from that normally 

observed in a system and an attack can be detected by comparing the 

current behavior with pre-established normal behavior. This detection 

approach is characterized by two phases which is the training phase and 

detection phase. In training phase, the behavior of the system is observed 

in the absence of attack, and machine learning technique is used to create 

a profile of such normal behavior. In detection phase, this profile is 

compared against the current behavior, and deviations are flagged as 

potential attacks. The effectiveness of this technique is affected by what 

aspect or a feature of system behavior is learnt and the hardest challenge 

is to be able to select the appropriate set of features. The advantage of this 

detection technique is that it can detect new intrusion method and capable 

to detect novel attacks. However, the disadvantage is that it needs to 

update the data (profiles) describing the user’s behavior and the statistics 

in normal usage and therefore it tend to be large and therefore need more 

resources, like CPU time, memory and disk space. Moreover, the 

malware detector system often exhibit legitimate but previously unseen 

behavior, which leads to high rate of false alarm.  

In the current trend, few researches such as  [10]and[7] have been 

found to manipulate this detection technique by combining either 

Signature-based with Anomaly-based detection technique(Hybrid-SA) in 

order to develop an effective malware detector’s tool. 

A hybrid-based IDS stated by [4] make a tradeoff between 

availability of limited data of flow-based techniques, which have negative 

effect on accuracy of NIDSs, and full data of packet-based which lead to 

a higher resources consumption. Therefore flow-based detection should 

not substitute the packet inspection one. However, combination approach 

to combine both approaches to power their advantages and overcome 



17 
 

their drawbacks is proposed. Flow-based technique takes advantage of 

packet-based technique to reduce false alarms. We therefore expect a 

potential in mixing both approaches to detect at least the same quantity of 

attacks while consuming less resources. 

2.5 Summary 

There are problem that some attacks have traffic patterns that cannot 

be characterized by only one flow. To detect this type of attack, we need 

traffic information that can identify traffic patterns. Aggregating related 

flows can generate this information, which is called traffic pattern data. 

By examining parameters of traffic pattern data we can discover traffic 

used in attacks, such as flooding and scanning. 

 

 

 

 

 



 

 

 

 

 

 

 

Chapter Three 

 

 

Research Methodology 

 

 

 

 

 

 



19 
 

3.1 Introduction 

This chapter describes the implementation details of developing and 

implementation of the proposed flow based anomaly detection system. 

3.2Research Activities 
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Figure 3.1: Research activities sequence 

 Literature Review 

We reviewed a number of scientific papers related with our proposed 

system and follow major related works, Theories and hypotheses 

mentioned in the literature. 

 Analyze requirements 

      Specification of Dataset was been determined. 

 Data selection 

The selection of dataset depends on [11]. 

 Feature selection 

We select some feature from Dataset. 

 Feature extraction 

We extract the selected feature in previous step for TAT instead of 

flow record. 

 Result analysis and rule deriving 

Analyze results for labeling TAT to obtain good result. 

 Testing 

Training rules with labeling TAT record to improve accuracy of rules. 

3.3 Flow based anomaly detection system 

This section is divided into two parts .The first part describes the 

characteristics of our selected dataset as prerequisites for system ,The 

second part describes the implementation details of designing an effective 

NIDS that is capable to detect brute-force attacks. In the following 

subsections we will describe and discuss all processes and 

implementation details. 
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3.3.1Dataset 

Our project depend on pre-prepared dataset by[11], [11] explained 

clearly and in details all the processes and procedures taken to create 

flow-level dataset.This dataset has ten attributes, but we select eight of 

them, as illustrated in Table 3.1. 

 

Table 3.1: Final Eight Attributes selected for datasets 

 attribute attribute Description 

1 Stime Unix time of the first packet in the flow 

2 etime Unix time of the last packet in the flow 

3 SrcIP source IP 

4 DstIP destination IP 

5 SrcPT TCP/UDP source port number or equivalent 

6 DstPT TCP/UDP destination port number or equivalent 

7 pkt Number of Packets in the flow 

8 Pyt 
Number of Layer 3 bytes in the packets of the 

flow 

 

  

Labeling means determines if the flow record is malicious or free 

attack. As [11] mention, each malicious flow is assigned three digits to 

identify the specific attack type. Table 3.2 shows this labeling method. A 

label of “223” means that the attack is a flood because the first digit is 

“2”, DDoS because the second digit is “2” and the used protocol is UDP 

because the third digit is “3”. 
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Table 3.2: Three Digit labeling method of malicious flow 

 

3.3.2 Flow-Level Brute-Force Attack Detector                                                                                                                             

The objective of this part is to aggregate previously prepared 

NetFlow records in fixed time windows and extract traffic features that 

give optimum detection result according to the selected detection method 

and finally to come out with rules for detection and identification of  

brute-Force Attack in near real time. The proposed system is presented in 

Figure 3.2. As illustrated, the system has the following main sequential 

processes Time-based Aggregation of Traffic (TAT), labeling TAT 

records, developing of a detection model based on the TAT records and 

testing. 
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Figure 3.2: Designing and Testing of the Flow-Level Brute-Force 

Detector. 

3.3.2.1Time-based Aggregation of Traffic 

The flow-level dataset entity which appears in Figure 3.1as input of 

the Time-based Aggregation of Traffic process is the same brute-force 

dataset which had been described in previous section. In this process, we 

group NetFlow records of the brute-force dataset into window of t second 

then we extract various statistical metrics which we call Time-based 

Aggregated Traffic (TAT) features. Figure 3.3represents a conceptual 

diagram showing this process. We chose time window for our 

experiments 60 sec, we wrote a C program to implement the described 

process (see Appendix A). Figure 3.4 illustrates the flow chart of that 

program. 
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Figure 3.3Time-based Aggregation of Traffic 
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Figure 3.4: flow chart of Time Aggregation of Traffic 

3.3.2.2 Labeling TAT Records 

In labeling TAT there is a problem of how to classify a TAT record 

when it contains both classes of benign and malicious flows. To deal with 

this problem, we chose to label a whole TAT record as malicious if the 

record satisfies that the number of malicious flows is 5o flows or greater. 

We modified the previous written program that implements Traffic 

Aggregation labeling for each TAT (see Appendix A). The flow chart of 

the modified program is illustrated in Figure 3.5 

 

Figure3.5: Flow Chart of Traffic Aggregation of Traffic and TAT record 

Labeling. 

3.3.2.3 Detection Model Design and Profiling 
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Design of the detection model is done in three sequential steps. The 

first phase is the selection of significant TAT attributes that reflect traffic 

variations of brute-force attacks. The second step is determining threshold 

values that differentiate normal and malicious TAT records. The final 

step is to formulize detection rules from combinations of these threshold 

values. 

 Selection of Significant TAT attributes  

We may assess the effect of each feature in detecting attacks by 

analyze the labeled TAT records to study the effect of each attack over 

TAT attributes. 

 TAT statistics and Profiling 

For detection process we calculated statistical features (AVG, 

STDEV) for each TAT attribute to characterize, differentiate and 

identify normal TAT records and malicious TAT records. 

 Threshold Values and Detection Rules 

We use the combination of (AVG, STDEV) for TAT attribute as 

threshold, then detection rule will explain in next chapter. 

3.3.2.4 Testing 

This testing is done on labeled TAT records to check the detection 

method and identification accuracy in terms of true positive and false 

positive for brute force attack. We implement the constructed attack 

detection rules showed in the previous section. We checks a TAT record 

whether it is benign or malicious.  
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4.1   Introduction: 

In this chapter we illustrate result and output of each phase in 

proposed system. 

4.2   Result of Time-based Aggregation Traffic 

Table 4.1 lists and describes the full attribute set (TAT record fields) 

extracted out of one time window of NetFlow records. 

Table 4.1: Extracted Features of Time Window NetFlow Records 

 TAT feature Description 
1 #flows number of flows 
2 #2pflow number of flows that contain 1 to 2 packets 

3 #pkts number of packets 

4 #byts number of bytes 

5 #srcIP number of distinct source IP addresses 

6 #dstIP number of distinct destination IP addresses 

7 #srcPt number of distinct source Ports 

8 #dstPt number of distinct destination Ports 

4.3 Result of Labeling TAT Records 

After labeling phase the TAT records statistics shown in Table 4.2 

calculated from result obtained from C program (see Appendix B). 

Table 4.2: Statistics of 60 seconds window TAT records 

TAT records statistics 60 sec TAT 

Malicious TAT records 49 

free attack TAT records 74 
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4.4 Result of Detection Model Design and Profiling 

Statistical from Significant TAT attributes and threshold used in rule 

for detection illustrated in Table 4.3.  

Table 4.3: TAT attributes threshold 

Attribute Threshold 

 # flows 18417 

 # srcIP 1408 

 # srcPt 7534 

# pkt2flow 41 

 

Where: 

          pkt2flow=2pflow/ flows. 

 

After experiment and observation, we notice that the features in 

Table 4.3 have more effect as shown in figure 4.1 this features had been 

used to formed suitable rule. 

 
0

5000

10000

15000

20000

25000

 #flows #srcIP #srcPT #pkt2flow

normal

maliciois



30 
 

Figure 4.1: TAT Attributes for Normal and Brute force attack (Average 

Value) 

 

The Rule: 

IF((flows>=18417  AND  srcIP>=1408) OR (pkt2flow <=41 AND srcPt 

>=7534))  

Label =1 

else 

Label=0 

4.5 Result after Testing Rule 

After applied rules of detection method with labeled TAT record we 

obtain the result shown in Table 4.4 

Table 4.4: accuracy of detection rule 

TPR FPR 

80% 8% 
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5.1 Conclusion 

A flow based detection system is proposed in this research. The 

proposed system provides a generic solution for detecting network 

anomalies like scan and flood (Brute force attack) for high speed 

network. The achieved results were satisfactory with ratio 86.99%. 

5.2   Recommendations  

This research has provided   report on the design process of our 

system; definitely we need more study to improve reliability, capability 

and accuracy of our system. The following improvements can be 

recommended for possible future work: 

 Another statistical method can be used, like: chi squire . 

 More features can be used, or combination of any effective 

features. 

 This system can be implemented online. 

 Determining the classification of the attacks types can be added. 

 Using more time windows and select the optimum one, will give 

more accurate result. 

 

 

 

 

 

 

 



33 
 

REFERENCE 
[1] I. D. Systems, “Interested in learning SANS Institute InfoSec 

Reading Room Intrusion Detection Systems : Definition , Need and 
tu , A ll r igh ts.” 

[2] M. Alenezi and M. J. Reed, “Methodologies for detecting DoS / 
DDoS aƩacks against network servers,” no. c, pp. 92–98, 2012. 

[3] S. S. Rajan and V. K. Cherukuri, “An overview of intrusion detection 
systems,” Retrieved May, vol. 12, no. 3, pp. 559–563, 2010. 

[4] H. Alaidaros, M. Mahmuddin, and A. Al Mazari, “From Packet-
based Towards Hybrid Packet-based and Flow-based Monitoring 
for Efficient Intrusion Detection: An overview,” Iccit, pp. 844–849, 
2012. 

[5] A. Lazarevic, L. Ertoz, V. Kumar, A. Ozgur, and J. Srivastava, “A 
Comparative Study of Anomaly Detection Schemes in Network 
Intrusion DetecƟon † 2 EvaluaƟon of Intrusion DetecƟon Systems.” 

[6] “Interested in learning more ?,” no. Security 401. 

[7] R. Srivastava, “Survey of Current Network Intrusion Detection 
Techniques,” J. Inf. Eng. Appl., vol. 3, no. 6, pp. 27–33, 2013. 

[8]  Denial of service attacks and migration technique, “Interested in 
learning SANS Institute InfoSec Reading Room ", 2011.  

[9] H. A. Nguyen, T. Van Nguyen, D. Il Kim, and D. Choi, “Network 
Traffic Anomalies Detection and Identification with Flow 
Monitoring,” 2008. 

[10] Y. Robiah, S. R. S, M. Z. M, S. Shahrin, M. A. Faizal, and R. Marliza, 
“A New Generic Taxonomy on Hybrid Malware Detection 
Technique,” vol. 5, no. 1, pp. 56–61, 2009. 

[11]  A. Abdlla, S.Nour, "Dataset Generation and Network Intrusion 
Detection Dataset based on Flow Information", PhD thesis, UTM 
university, Nov 2015. 

  



 

 

 

 

 

 

 

 

 

APPENDIX 

 

 

 

 

 

 

 

 

 

 

 

 



36 
 

A.APPENDIX A 

CODE OF AGGREGATION AND LABELING 

 

#include<stdio.h> 

#include<stdlib.h> 

 

#define SIZE 100000 //maximum size of array 

FILE *rf, *wf,*wr; 

unsigned long no_flow 

,sum_pkts,sum_bytes,pkt2,s[SIZE],y[SIZE],x[SIZE],

v[SIZE],usrcIP,udstIP,usrcPT,udstPT, 

foundIPadrs,foundIPdst,foundptdrs,foundptadst,e,o

o; 

 

int j=0,n,a,b,c,r,label; 

 

 

struct FlowRecord { 

    unsigned long   flowId; 

 unsigned long  stime; 

 unsigned long  stmsec; 

 unsigned long  etime; 

 unsigned long  etmsec; 

 unsigned char  protocol; 

 unsigned long  srcIP; 

 unsigned long   srcPT; 

 unsigned long  dstIP; 
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 unsigned long   dstPT; 

 unsigned long  pkts; 

 unsigned long  bytes; 

 unsigned long  clss; 

 }; 

struct FlowRecord FR; 

 

void R_file(); 

void W_file(); 

void parameter(); 

void writeTAT(); 

void intializeTAT(); 

 

 int main(void) 

{ 

if ((rf=fopen("D:/eflows2014-11-

13_15_43_05clss.csv", "r"))==NULL)//reading file 

{ 

  printf( "Read file could not be opened\n" ); 

  exit(1); 

} 

 

if ((wf=fopen("D:/writingfile.txt", 

"w"))==NULL)//writing file 

{ 

  printf( "Write file could not be opened\n" ); 

  exit(1); 

} 
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R_file(); 

while(!feof(rf)){ 

   intializeTAT(); 

    do{ 

 

        W_file();//calling function 

        parameter();//calling function 

        R_file();//calling function 

 

    } while( !feof(rf) &&(r +60 > 

FR.etime));//feof was test 

 

writeTAT(); 

} 

 

fclose(rf); 

fclose(wf); 

 

 return 0; 

} 

 

void R_file()//function read from file and write 

on other file 

{ 

fscanf(rf,"%lu,",&FR.flowId);//reading 

fscanf(rf,"%lu,",&FR.stime); 

fscanf(rf,"%lu,",&FR.stmsec); 

fscanf(rf,"%lu,",&FR.etime); 
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fscanf(rf,"%lu,",&FR.etmsec); 

fscanf(rf,"%u,",&FR.protocol); 

fscanf(rf,"%lu,",&FR.srcIP); 

fscanf(rf,"%lu,",&FR.srcPT); 

fscanf(rf,"%lu,",&FR.dstIP); 

fscanf(rf,"%lu,",&FR.dstPT); 

fscanf(rf,"%lu,",&FR.pkts); 

fscanf(rf,"%lu,",&FR.bytes); 

fscanf(rf,"%lu,",&FR.clss); 

} 

 

void intializeTAT() 

{ 

 no_flow=0 

,sum_pkts=0,sum_bytes=0,pkt2=0,usrcIP=0,udstIP=0,

usrcPT=0,udstPT=0; 

 

     r=FR.etime; 

     oo=0; 

} 

 

void W_file()//function read from file and write 

on other file 

{ 

fprintf(wf,"%lu,",FR.flowId); 

fprintf(wf,"%lu,",FR.stime); 

fprintf(wf,"%lu,",FR.stmsec); 

fprintf(wf,"%lu,",FR.etime); 
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fprintf(wf,"%lu,",FR.etmsec); 

fprintf(wf,"%u,",FR.protocol); 

fprintf(wf,"%lu,",FR.srcIP); 

fprintf(wf,"%lu,",FR.srcPT); 

fprintf(wf,"%lu,",FR.dstIP); 

fprintf(wf,"%lu,",FR.dstPT); 

fprintf(wf,"%lu,",FR.pkts); 

fprintf(wf,"%lu,",FR.bytes); 

fprintf(wf,"%lu\n",FR.clss); 

} 

 

 

 

void parameter() 

{ 

 

no_flow++; 

sum_pkts+= FR.pkts; 

sum_bytes+=FR.bytes; 

 if(FR.pkts<=2) 

    pkt2++; 

 

foundIPadrs = 0; 

for (  n=0;n < usrcIP; n++ ) 

    { 

        if(s[n]==FR.srcIP) 

            { 

           foundIPadrs = 1; 
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           break; 

        } 

 

    } 

 if (foundIPadrs ==0){ 

    s[usrcIP]=FR.srcIP; 

    usrcIP++; 

 } 

 

foundIPdst = 0; 

for (  a=0;a < udstIP; a++ ) 

    { 

        if(y[a]==FR.dstIP) 

            { 

          foundIPdst = 1; 

           break; 

        } 

 

    } 

 if (foundIPdst ==0){ 

    y[udstIP]=FR.dstIP; 

    udstIP++; 

 } 

 

 foundptdrs = 0; 

for (  b=0;b< usrcPT; b++ ) 

    { 

        if(x[b]==FR.srcPT) 
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            { 

           foundptdrs = 1; 

           break; 

        } 

 

    } 

 if (foundptdrs ==0){ 

    x[usrcPT]=FR.srcPT; 

    usrcPT++; 

 } 

 

 foundptadst = 0; 

for (  c=0;c < udstPT; c++ ) 

    { 

        if(v[c]==FR.dstPT) 

            { 

           foundptadst = 1; 

           break; 

        } 

 

    } 

 if (foundptadst ==0){ 

    v[udstPT]=FR.dstPT; 

   udstPT++; 

 } 
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if (FR.clss!=0) 

 { 

     oo++; 

     } 

} 

 

 void writeTAT() 

{ 

 

 

    if ((wr=fopen("D:/result.csv", 

"a+"))==NULL)//reading file 

{ 

  printf( "writing file could not be opened\n" ); 

  exit(1); 

} 

e=(oo*1.0/no_flow) ; 

 

//if(oo>=1) 

//    label=1; 

//    else 

 if(oo>= 50) 

    label=1; 

    else 

    label=0; 

 

fprintf(wr,"%lu,",no_flow ); 

fprintf(wr,"%lu,",sum_pkts); 
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fprintf(wr,"%lu,",sum_bytes); 

fprintf(wr,"%lu,",usrcIP); 

fprintf(wr,"%lu,",udstIP); 

fprintf(wr,"%lu,",usrcPT); 

fprintf(wr,"%lu,",udstPT); 

fprintf(wr,"%lu,",pkt2); 

fprintf(wr,"%lu,",oo); 

fprintf(wr,"%lu,\n",label); 

fclose(wr); 

} 
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B.APPENDIX B 

RESULT OBTAINED FROM C PROGRAM 
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