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Appendix A

Appendix A

A.1  SYSTEM INSTALLATION CODES

A.1.1 SYSTEM SETUP

<?php
@include once('wdll_out.php');
@include_once('wdll/wdll.php");
@include once(‘'wdll_fun.php');
wdll time();
wdll_bdx();
wdll header(wdll setupx, wdll setup);
[k RPN g % ks s ettt ot otk s st ok ookl s e e ok
$py=9$ POST['pa'l;
strip_tags('$py');
if(isset($py) and !lempty($py))
{if ($py !=1) {wdll_mssg(wdll _wrong);
echo w;
wdll_go(wdll back,"index.php",1);die;}
else {
wdll_mssg(@mysqli_error($conn));
echo w;wdll_go(wdll back,"index.php",1);
echo w;
die;
}
mysqli_close($conn);

P

else{wdll mssg(wdll jwrong);



echo w;

wdll go(wdll back,"wdll _new.php");die;}

wdll footer(wdll copyright);

wdll_bdy();

echo "<font color = \"ffffff\"><center>";echo 'Generated in .'wdll_time().'
seconds.";

echo "</font>";

>

2. Wdll_db.php.
<?php
@include once('wdll_out.php');
@include once('wdll_fun.php');
wdll time();
wdll_bdx();
wdll_header(wdll setupy, wdll setup);
for($i=0;$i<=$h1;$i++)

{for ($s = 0; $s < $co; $s++)

{

$ins = "$in Sitn $tbSi (id , xy0 , xyl , xy2 ,xy3 ,xy4 ,Xy5 , xy6 ,xy7 ,xy8 ,xy9)
$vn (NULL , MD5(MD5( '$dnl')),'$dn2', '$dn3','$dn4',
MD5('$dn5"),'$dn6','$dn7','$dn8",'$dn9" ,'$dn1")";

$qry = mysqli_query($conn, $ins);}}

if (Sary) {

echo "<br />";

mysqli_close($conn);

WAL mSg("X: woveeiieeie e 'Y | Done");echo w;

echo "<META HTTP-EQUIV=\"Refresh\" CONTENT=\"2; url=wdll_conf.php\">";
}

else {wdll mssg("X: ....cccceeevrviiviinninnieenceeeeee )Y | None <br>",wdll_rwrong);
echo w;

echo w;



wdll_go(wdll_back,"index.php");
die;}

3. Wdll_conf.php.
<?php
@include once('wdll_out.php');
@include once(‘'wdll_fun.php');
wdll time();
echo w;
wdll_mssg(wdll gwrong);
wdll footer(wdll copyright);

4. Wdll_dconf.php.

<?php

@include once('wdll_out.php');
@include_once('wdll/wdll.php");

wdll_bdx();

wdll header(wdll title, wdll subty);

okttt s s s ot ookl s s ot ot okl s s ot ot ks s stk ks et ok koo
$yyx = wdll_wd11().$ POST['xxy'].wdll_wdll(); //db
$yxy = wdll_wd11().$ POST['xyx'l.wdll_wdl1(); //user
$xxy = wdll_wd11().$_POST['yyx'T.wdll_wdl1(); /pass
if (wdll_check($ch1,$chl,$chi,$chl) != true) {wdll_mssg(wdll_iwrong);
echo w;

wdll_go(wdll back,"wdll conf.php",1);}

else{

$dnll = Syyx;//db

$dnl12 = $xxy;///pass

$dn13 = $yxy;//user

$dnl = wdll_wdll();

$dn8 = wdll_wdll();

//xy0 = xy4 = random

//xy6 = pass



//xy8 = db

//xy2 = user

$ins = "$in $itn $tb$l

(id , xy0 , xyl , xy2 ,xy3 ,xy4 ,xy5 , xy6 ,xy7 ,xy8 ,xy9) $vn

(NULL , '$dn10',"$dn2', '$dn13','$dn4", '$dn10','$dn6",'Sdn12",'$dn8",'Sdn11" ,'$Sdn1’

)"
echo w;
wdll msg("X: .oevieiiieiieeeeeereeesieeesieeenn Y| DoOne™);
echo "<META HTTP-EQUIV=\"Refresh\" CONTENT=\"2; url=wdll finsh.php\">";
else {wdll mssg("X: ....ccocvveiiieeiiieeicieecceieeeeeeennt Y | None");
echo w;

wdll_mssg(mysqli_error($conn));

wdll_go(wdll back,"wdll conf.php");

die;

twdll_footer(wdll copyright);wdll_bdy();

echo "<font color = \"ffffff\"><center>";

echo 'Generated in '.wdll_time().' seconds.";echo "</font>";}

>

5. Wdll_finsh.php.

<?php
@include once('wdll_out.php');
@include once('include/wdll.php");
@include once('wdll_fun.php');
wdll time();
wdll_header(wdll title, wdll subtd);
for($i=0;$i<=$h1;$i++){

for ($s = 0; $s <= $co; $s++) {

$dn3 = wdll_wdll();
$dn4 = wdll_wdll();
$dn5 = wdll_wdll();

if ($qry) {



echo w;
@mysqli_close($conn);
wdll_msg(wdll _dono);
echo w;
wdll_mssg(wdll done);
echo w;
wdll_mssg(@mysqli_error($conn));
echo w;
wdll go(wdll back,"index.php");
die;}
wdll footer(wdll copyright);
wdll_bdy();
echo "<font color = \"ffffff\"><center>";echo 'Generated in .'wdll_time().'
seconds.';echo "</font>";

>

6. Wdll_Fun.php.

<?php
U*************************Thne**************************************

Hookk

function wdll time() {static $txr;if($txr== 0){S$txr= microtime(true);}else{return

(string)(microtime(true)-$txr);} }

U******************************************************************

include once('wdll/wdlLphp');

function wdll_wdll()

{$txy = "abcdefghijkmnopqrstuvwxyz023456789";
srand((double)microtime()*1000000); $i= 0; $xy =" ; while ($i <= 15)

{$ryx =rand() % 33; $exm = substr($txy, $ryx, 1); $xy = $xy . $exm;$i++;}return
$xy;}

function sg($su){for($x=0;$x<=strlen($su)-6;$x++) {$str = $su[$x];return $str;} }

>



A.1.2 DB INFORMATION CHANGING

1. Wdll_changer.php.

<?php

@include once (‘wdll_out.php');

wdll form tool();

wdll footer(wdll copyright);

wdll_bdy();

echo "<font color = \"ffffff\"><center>";
echo 'Generated in .wdll time().' seconds.";
echo "</font>";

>

2. Wdll_tool.php.
<?php

@include once(‘wdll/wdll.php');@include once('wdll out.php');@include once('wd
11_fun.php');wdll_time();wdll_bdx();wdll header(wdll tools, wdll tool); $tb11=
111.$tbx ;$bgd = "$sn xyl , xy8 , xy2 ,xy6 ,xy7 $fn $tb$1 $wn xy4 = '$tb11'";
mysqli_free result(Sres);

$s11 = substr($xyyx,7,-8);
$sll = substr($yxxy,7,-8);

wdll_inj($Sops);

wdll_inj($oun);

if (wdll_check($ops,$oun,$dgi,$dgr) != true)

{wdll_mssg(wdll_tiwrong);

echo w;

wdll go(wdll back,"wdll changer.php",1);

die;}

if($s11 = Soun || $sll != Sops) {wdll_mssg(wdll_tno);

echo w;

else{$qrl = "Sun $tb$1 $stn xy6 = '$dgi', xy2 ='$dgr' $wn xy2 = '$xyyx' AND xy6



{echo w;
wdll go(wdll back,"wdll changer.php",1);
die;}
else {wdll_msg(wdll tok);
echo w;} }
@mysqli_close($conn);wdll footer(wdll copyright);
wdll_bdy();
echo "<font color = \"ffffff\"><center>";
echo 'Generated in .wdll time().' seconds.";
echo "</font>";

>

A.1.4 SYSTEM STAYLE

1. Index.php.

<?php

@include once('wdll_out.php');

wdll time();

wdll_bdxx();

wdll_header(wdll title,wdll subtx);

echo "<font color = \"ffffff\"><center>";
echo 'Generated in .'wdll time().' seconds.";

echo "</font>";

2. Wdll_New.php.

<?php

@include once('wdll_out.php');
@include once('wdll_fun.php');
wdll time();

wdll footer(wdll copyright);
wdll_bdy();

echo "<font color = \"ffffff\"><center>";



echo 'Generated in .wdll time().' seconds.";
echo "</font>";

>

3. Wdll_Out.php.
<?php
include once('wdll/wdlLphp');
include once('wdll_fun.php');
$kl="1";
$k1="1";
{if(file_exists('lang/wdll_en.php')) include once('lang/wdll_en.php');}
function wdll_header($title, $subheader = ""){
echo "<html dir =\"tr[\">
<head>
<link href=\"style/style.css\" rel=\"stylesheet\" type=\"text/css\" />
<META http-equiv=\"Content-Type\" content=\"text/html\" charset=\"windows-
1256\">
<title>$title</title>
</head>
<body>
<p align=\"center\"><font face=\"arial black\"size=\"5\" color =\"fffff\">ICD -
Firewall</font></b></p>
<p align=\"center\"><b><font
face=\"tahoma\"size=\"4\"color=\"#ff0000\">§$subheader </font></b></p>
<hr>
<br>";
}
function wdll_footer(Scopy right){
echo "<br>
<hr>";
echo "<p align =\"center\"><b><font face=\"arial\"size=\"2\" color
=\"ftfff\">Powered by Razan Elnour Copyright ©2014 <br>ICD - Firewall

</font></b></p>



</body>

</htmI>";}
function wdll form log(){

if(k == 1){$dir = "rtl";$alg = "left";$getp = wdll_p0;$GO = wdll_go;$psl
=wdll_psl;}

echo "<form method=\"post\" action=\"wdll ndb.php\">

<div align=\"center\">

<table dir = \"$dir\" border=\"1\" bgcolor =\"ff0000\" width=\"50%\"
id=\"table2\">

<tr>

<td align=\"center\" bgcolor=\"red\"><b>

<font face=\"tahoma\"size=\"2\"color=\"#000000\">$getp</font></b></td>

<td align=\"center\"bgcolor =\"#336600\"><font
face=\"tahoma\"size=\"2\"color=\"#{ffff{\">$psl</font></td>

<td align=\"center\"><font face=\"tahoma\">

<input type=\"password\" name=\"pa\" size=\"30\"></font></td>

</tr>

<tr>

<td colspan=\"2\" align=\"$alg\"bgcolor=\"000000\">

<input type=\"submit\" name=\"okay\" value=\"$GO\"></td></tr>

</form></div></table>";}

function wdll_form config(){
if(k == 1){8dir = "rtl";$alg = "left";$algl ="right";$GO = wdll_go;$dbnl
=wdll dbnl;$dbul =wdll_dbul;$dbpl =wdll dbpl;$ranl =wdll ranll;$fil
=wdll_fil;$datl =wdll_datl;}

else {$dir = "rtd";$alg = "right";$algl ="center";$GO = wdll_go;$dbnl
=wdll dbnl;$dbul =wdll_dbul;$dbpl =wdll dbpl;$ranl =wdll_ranll;$fil
=wdll_fil;$datl =wdll_datl;}

echo "<form method=\"post\" action=\"wdll dconf.php\">

<div align=\"center\">

<td align=\"S$algl\" bgcolor=\"#{f0000\"><font
face=\"tahoma\"size=\"2\"><b>$ranl</font></td>

<td align=\"center\" bgcolor=\"#{f0000\"><font face=\"tahoma\">



<input type=\"text\" name=\"yxy\"size=\"30\"></font></td>

</tr>

<tr>

<td colspan=\"2\" align=\"$alg\">

<input type=\"submit\" name=\"send\" value=\"$GO\"></td></tr>

</form></div></table>";}

</tr>
<tr>
<td align=\"$algl\"><font
face=\"tahoma\"size=\"2\"color=\"#{fffff\">$dbpot</font></td>
<td align=\"center\"><font face=\"tahoma\">
<input type=\"text\" name=\"ops\" size=\"30\"></font></td>
</tr>
<tr>
<td align=\"$algl\"><font
face=\"tahoma\"size=\"2\"color=\"#{ffff{\">$dbnut</font></td>
<td align=\"center\"><font face=\"tahoma\">
</tr>
<tr>
<td colspan=\"2\" align=\"$alg\">
<input type=\"submit\" name=\"send\" value=\"$tGO\"></td></tr>
</form></div></table>";
}
function wdll_mailer() {
if(k == 1){8dir = "rtl";$alg = "left";$algl ="right";$sbg = wdll sbg;$by =
wdll_mils;$namn = wdll_nam;$mail = wdll mail;$sit =wdll_site;$msgs =
<font face=\"tahoma\"size=\"2\"color=\"#ffffff\">$by</font></b></td>
<td align=\"center\"><b>
<font
<td align=\"$algl\"><font
face=\"tahoma\"size=\"2\"color=\"#{fffff\">$sbg</font></td>
<td align=\"center\"><font face=\"tahoma\">

<input type=\"textarea\" name=\"sbg\"size=\"26\"></font></td>



</tr>

<tr>

<td align=\"$algl\"><font
face=\"tahoma\"size=\"2\"color=\"#{ffff{\">$msgs</font></td>

<td align=\"center\"><font face=\"tahoma\">

<textarea cols=\"27\" rows=\"3\" name=\"msg\"></textarea></font></td>

</tr>

<tr>

<td colspan=\"2\" align=\"$alg\">

<input type=\"submit\" name=\"send\" value=\"$go 1\"></td></tr>

<div align="center">

<table dir = "ltr" border="2" bgcolor ="464FE8"width="65%">

<tr>

<td>';}

function wdll_bdx(){

echo "<br><br><br>

<div align=\"center\">

")

echo "<table border=\"1\" align =\"center\" width=\"60%\">

<td align=\"center\" bgcolor=\"#0000{f\">

<font face=\"tahoma\"size=\"2\"color=\"#f{fffff\"><b>$msg</b></font></td>

</table>";}
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Appendix B

B.1 SYSTEM OPERATIONS CODES

B.1.1 FIREWALL (CONFIG FILE)

1. Wdll.php.

<?php
2 e e e e e e e *\

F—_— - +

| If you get any errors while attempting to connect to |

| MySQL, you will need to email your webhost because we |

| cannot tell you the correct values for the variables |

| in this file. |

A e %/

//$sin=""; //activ Number {*} exaple 58800239681385739
I i

$dbh = "localhost"; //locallhost {*}

$dbu = "root";  //dbuser {*}
$dbp = "root"; //dbpwd {*}
$dbn = "final";  //dbname {*}

$lang = "en"; // for arabic = ar ,engilsh = en ,frinsh = fr

T

global $tb;
$tb = "wdll"; //Table name / defult wdll {*}
$co =10; // Field Count defult 181 , if use same table for other script set var =
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$yyn = "* Random valuess"; // Random Value  valeur aléatoire s sdal) dail)
{*}

$ql =""; //Site User example wdll {*}
$h1 ="3"; // table count .. defult 3
T

/l Options below Leave it as it /l
T

$sn = "SELECT";

$fn = "FROM";

$wn = "WHERE";

$cn="CREATE";

$tn = "TABLE";

$in = "INSERT";

$vn="VALUES";

$itn = "INTO";
$un = "UPDATE";
$stn ="SET";

$dn ="DATABASE";

//define(xy,"$sin");

$1=2;

$111 =150/3;

$tbx = MD5(MD5($yyn));

define(lang,"$lang");

define(111,$111-1);

global $conn;

$conn = @mysqli_connect($dbh, $dbu, $dbp, $dbn);

if (!$conn) {die('Could not connect: ' . @mysqli_error($conn));}



B.1.2 FIREWALL EXECUTION

1. Firewall.php.

<?php
@include once('wdll.php");

$tb11=111.$tbx ;

$bgd = "$sn xyl , xy8 , xy2 ,xy6 ,xy7 $fn $tb$1 $wn xy4 = '$tb11' ";
$res = @mysqli_query($conn,$bgd);

$df = @mysqli_fetch array($res, MYSQLI NUM);

$yyxy = $df[1];//db
$xyyx = $df[2];//user
$yxxy = $df[3];//pass = kb708nz=7 aaaaa cpjnzbpz =8

$xxyx = $df[0];

Syyyx = $df[4];
@mysqli_free result($res);
@mysqli_close($conn);

$s11 = substr($xyyx,7,-8);//user
$sll = substr($yxxy,7,-8);//pass
$sgg = substr($yyxy,7,-8);//db
$oll = substr($xxyx,7,-8);

$stt = substr($yyyx,7,-8);

define(tbxyl,"$sll"); //pass
define(tbyxi,"$q1$sgg"); //db
define(tbyxl,"$q1$s11");//user
define(tbxyl,"$stt");
define(tbyx1,"$sll"); 2>



