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ABSTRACT

In symmetric cryptosystems a primary key is used to create a number
of subkeys according to specified key scheduling algorithm; certain initial
keys are weak keys. The initial value is split into two halves, and each half is
shifted independently. If all the bits in each half are either 0 or 1, then the key
used for any cycle of the algorithm is the same for all the cycles of the
algorithm This can occur if the key is entirely 1s, entirely Os, or if one half of
the key is entirely 1s and the other half is entirely 0s.for this reason the design
of a good key schedule is a crucial aspect of cipher design. In This research
presents new algorithms that simplify the creation and expansion process of
the encryption key of the DES algorithm, which is considered one of the most
important elements in the process of encryption, by creating new key
generator architectures that allows us to generate pseudorandom 16 different
keys to be used in cryptographic, algorithm suitable for hardware or software
Implementations.These changes, based on genetic algorithm, Simulation
study shows that the proposed technique gives a totally different group of
pseudorandom subkeys each time we run the generator. Furthermore;
comparison analyses between the proposed subkey generation process and the
standard technique used in DES. The proposed method is then been evaluated
and subjected to many randomness tests in order to measures it is strength. A
file has been encrypted using proposed method and the standard technique
used in DES, then the randomness of each one is been subjected to test using
Statistical Test Suite (STS). The result show that the proposed method gives

good result and can be used in future in many cipher for keys generation.



saliioal

15y dac il pesiliall (ge 220 oLl ul ) Ll aodivy Flaall il olas b

L) Caai JS 8 bl JS il 13 L aliine oygemy Ciuad JS Aal) fys opiual ) 7kl
i usal) - Giall i s A ylall e nysa US4 a2di il Lkl allal) sda 81 510
S elial 5 caaly g oo g L) GIS 1) 13 Gy o oS Asaplal) Cilyss US
asamai () ) 3gd Slial e sl g8 LAY Caailly ¢ Claaly ~lidall Caal IS 1)
3 b))l i Ly Gl Jaa (8. a0l apeal (e ala il g8 sai il dlgoa
b aliall aal (e taals iiny 3 (DES duayleal il o lide asis o L) dlee avil
4k 7 le 16 2l W many (o3l ~Baall 3ana 258 Aplana £ L) Gk e« pdlil) Alac
o3a L Clymayally Al Clipdail Ao wlin Ge))led i Gl b lgaladi WY dabidey )y de
Alide de gana any i) mysaill oAbl cpuiy ediall Aaa)plead) ) Dol ol
e Boke s iliall Al dolany Lo o 58 Bya JS 8 Ay all dn 5 A jil) mildall (e Lala
DES & dexdi wual) Ay sl dpiilly 5l el al g dlee G Dl 43 )laa ¢elld
o i sl Jal (e Al dall CHEAY) o HESU ety dagiial) pUill i o3 (ha
Jlaa) 23 DES 4 axai sl bl alailly o~ gdall alail) e JS aladiuly Cile i i

o e Judaql Statistical Test Suite(STS) alasnuly cpall) (1 JS 41y e



s Gl deadl fpe Baad) @ Jadi ial) i lgaladd bl (Sarg cdua 4y "’.kau" da yiaal) dgyyhl)

EPSREDUREE



Glossary

block

A sequence of consecutive characters encoded at one time.

block length

The number of characters in a block.

cipher
An algorithm for performing encryption (and the reverse, decryption)
- a series of well-defined steps that can be followed as a procedure. Works at

the level of individual letters, or small groups of letters.

Ciphertext
A text in the encrypted form produced by some cryptosystem.

The convention is for ciphertexts to contain no white space or punctuation.

cryptanalysis
The analysis and deciphering of cryptographic writings or

systems.

cryptography
The process or skill of communicating in or deciphering

secret writings or ciphers
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P-value

The probability (under the null hypothesis of randomness) that the chosen test
statistic will assume values that are equal to or worse than the observed test
statistic value when considering the null hypothesis. The P-value is frequently

called the “tail probability”.
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