Appendix 1

Setting up Data Label- Label Component-policyl
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Appendix 2

Setting up Data Label of policyl
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Setting up Use's Label of policyl

E%i Oracle Policy Hanager

File ject Help

o - LBACSYS
“; IigFine Grained Access Contral Policie LEVElS, -
ﬂ Oracle Label Security Policies
5 S-ElroLr Marne: lLE[ﬁC_ Browse...
lf—)—l:ll_ahels Aszsign levels to the user by picking the short form:
Components
thata Lahels
=H Authorizations
Iinggram Linits Type Short | Long Description
Lsers ! Maximum |5 SECRET Llzer's highest level
Lﬁ Minimum | C CONFIDEMTIAL | User's lowest level
E-JProtected Objects Drefault o COMFIDEMTIAL | User's default level
&lPoL2 © | Row o3 COMFIDEMTIAL | Raw level on INSERT
PoL3
POL4
POLS
Appendix 4

Detail of Use's Label of policy 1
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Appendix 5

Figure 5.5: Data retrieving of policy 1
(The shadow Column Represents Data Label of tuple)
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Appendix 6

Setting up Access Control Options of Policyl
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Setting Up Row Label Security Privileges-Policyl
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Appendix 8

Message Error Shows Violation of Some Restrictions on Policyl
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! ZEi1714 ORA-0405S: error during execution of trigger LEACSYS. LBACEAU0_3Z2125'
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Appendix 9

Setting up Data Label- Label Component on Policy2

3 Oracle Policy Hanager
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Appendix 10

Setting up Data Label of Policy2
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Detail of Use's Label of Policy 2
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Appendix 12
Setting up Access Control Options of Policy2
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LIE_CLS |LIBRARY_ID |ADDRESS_ID |LIBRARY_MNAME |LIERARY_DETAILS |POLI

Result of Read Request of Policy 2
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Detail of Use's Label of Policy 3
(User LBAC has no label security)
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Appendix 15
The Result of Read Request of Policy 3
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