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£ SMS Interface

Secure Messaging System (Demo)

Choose the connection option:
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£ SMS Interface

Secure Messaging System (Demo)

ble prograrm o SecurebessagingSystem. exe

4

IS Jiaal aadiaadl Lo deal sl oda elas dunlud) aaill dgals (o (508 Jualy) LA die
(O3l el Jd alady Ay 5 el il sladll

CAWINDOWSA\system32'cmd. exe - H:EMS_Prnject_FinalLSMS_lpplicatiun"dsﬂs_i_mplernen

~exampless~SecureMeszagingSystem.cpp<lB4): MQ4CPP SecureMesszagingSystem.cpp n
sexamplessSecureMessagingSystem.cpp(lB@5)>: This example shows how to implement s
tored&forvward as a Secure Messaging System .
sexanplessSecureMessagingSystem.cpp<122)>: Default host name=192_168.1.10
wexamplessSecureMeszagingSystem.cpp(124)>: Default host port=48808
sexanplessSecureMessagingSystem.cpp(158): Starting client threads...
sexanplessSecureMessagingSystem.cpp<6?>»: ...wait -1 secs...
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£ SMS Interface

Secure Messaging System (Demo)

) te and Time e and Time
1 300000 19/10/2008 12:50:31 o 19/10/2008 12:50:34 o
2 300001 19/10/2008 12:51:03 o 19/10/2008 12:51:04 o
3 300002 19/10/2008 12:51:05 go 19/10/2008 12:51:08 yo
4 900003 19/10/2008 12.51:07 o 19/10/2008 12:51:08 o
5 300004 19/10/2008 12:51:09 o 19/1042008 12:51:10 g
G 300005 19/10/2008 12:51:11 go 19/10/2008 12:51:12 o
7 900006 19/10/2008 12.51:13 go 19/10/2008 12.51:14 o
8 300007 19/10/2008 12:51:15 & 19/10/2008 12:51:16 o
3 300008 191042008 12.51:17 g 19/10/2008 12:51:18 g

it Grade]|Student Result|Re
19/10/2008 12:50:34 o
19/10/2008 12:51:04 o
19/10/2008 12:51:08 o
19/1042008 12:51:08 o
19/10/2008 12:51:10 o
19/10/2008 12.51:12 yo
19/10/2008 12:51:14 o
19/10/2008 12:51:16 o
19/10/2008 12.51:18 o
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#+ Request Bulk Students' Results Form

From 900000 ] plo 9009399

de gana JA2) & 28 a5 (Request Bulk Results) L3 e haaall vie dgal ) sda jelas



#+ Request Student's Result Form

Requested Student [0
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£ SMS Interface

Secure Messaging System (Demo)

SecureMessagingSystem. exe

Fart Murmnber 4000¢
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\WINDOWS\system32\cmd.exe - SecureMessagingSystem.exe -5 4000 SMSSYS !

SsexamplessSecureMessagingSysten.cppiiB4): MQ4CPP SecureMessagingSystem.cpp
sexamplessSecureMessagingSysten.cpp{lB5>: This example shows how to implement
oredforward as a Secure Messaging System
SexampleszsSecureMessagingSystem.cppC138): Server port=4068
SexamplessSecureMessagingSystem.cpp(l67): Starting server threads...
SexamplessSecureMessagingSystem.cppd{6??: ...wait -1 secs...
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% SMS Interface

Secure Messaging System (Demo)
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(Key.txt) gl padall
Users.txt

SMSSYS,SMSPSwW

Key.txt

1234567890123456

LS o 5 sl il Uiy als Jghan 000 dila) caat T daal ) aUAS Jglan lila 2

et

RequestsMessagesQueue

Jiad) ac) clibyl) g g8
ID Int
StdID nvarchar(20)
Posted Tinyint
PostedMessageDateTime Datetime
SentMessageDateTime datetime

(G Bl Jibu ) Ul clilyy Bas A aty — lallal) Jib ) J g

StudentResults

Jiad) ac) clibyl) g g8
ID Int
StudentID nvarchar(20)
StudentGrade int
StudentResult nvarchar(5)
ReceivedMessageDateTime | datetime
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StudentResults

Jiad) ac) clibyl) g g8
ID int
StdID nvarchar(20)
StdGrade int
StdResult nvarchar(5)
GetingDateTime datetime

(pdaall) Al alai Uiy Sac Bl adly — CUal) il Jgaa
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U8 ety osll ol e olall oo I S 5a Jied o5

il st ) Ll ) SMSClient.log

sy ey ) i Y sl il AS Uiy psiy

A0V ol 1 5 e LDl SMSClientRe.log

Ji @lliy a3l sl e 5obeall Qo il ASa iy i

A5 ol 1 5L s ) SMSServer.log
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ALY il 1 5Ly Lewdeiad) SMSServerRe.log
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SMSClient.log SMSClientRe.log
;s Jsb Job S ; Jsb Jsb {5
&y | dsb | & | g dsb | »
Ay | S ) Al deed gy | S ) 4:“."‘“3 Vi
oy | R P e | A U AL || | Al
2| e | B iy |y | B dgea | Y| s | e
J8ial) agagpie b
9 44 43 43 180353 9 81 71 71 180720
477 46 46 46 648749 | 477 83 74 74 649172
518 46 46 46 689808 | 518 83 74 74 690223
880 46 45 45 11052343 | 880 83 73 73 | 1052619
900 46 44 44 11072364 | 900 81 71 71 | 1073120
901 46 44 44 11073317 | 901 83 73 73 | 1073677
922 46 45 45 11094311 | 922 83 74 74 | 1094602
(< 128 = gl i) plida Jgh) jidiall 3529 2
1009 a7 44 48 724038 | 1009 84 73 80 124452
1477 47 46 48 | 1192019 | 1477 84 75 80 | 1192423
1518 a7 46 48 33141 | 1518 84 74 80 33583
1880 a7 45 48 394599 | 1880 84 74 80 395300
1900 a7 44 48 414615 | 1900 82 71 80 415293
1901 a7 44 48 415564 | 1901 84 73 80 416300
1922 a7 45 48 437486 | 1922 84 75 80 438365
(<2192 = gl i) plida Jgh) jidiall 3529
2009 a7 44 48 77507 | 2009 84 73 80 78351
2477 47 46 48 545728 | 2477 84 75 80 546488
2518 a7 46 48 586733 | 2518 84 75 80 587468
2880 a7 45 48 948457 | 2880 84 74 80 949574
2900 a7 44 48 968445 | 2900 82 71 80 969523
2901 a7 44 48 969383 | 2901 84 73 80 970542
2922 a7 45 48 990355 | 2922 84 74 80 991506
(< 256 = gl i) plida Joh) jidiall 3529 2
3009 a7 44 48 276535 | 3009 84 73 80 277400
3477 47 46 48 12738 | 3477 84 75 80 13536
3518 a7 46 48 386175 | 3518 84 75 80 387182
3880 a7 45 48 | 1110171 | 3880 84 74 80 |1111366
3900 a7 44 48 | 1150214 | 3900 82 71 80 | 1151298
3901 a7 44 48 | 1152185 | 3901 84 73 80 | 1153386
3922 a7 45 48 |1194191 | 3922 84 75 80 | 1195414




SMSServer.log SMSServerRe.log

; Jsb Jsb ; Jsb Jsb

9] 5 5 9] 5 5
ay | M aﬁ‘ S I R aﬁ‘ A
sagh | BN g | W sag | SN oy | B
i Al ) i Al )

9 44 43 43 9 81 71 71
477 46 46 46 477 83 74 74
518 46 46 46 518 83 74 74
880 46 45 45 880 83 73 73
900 46 44 44 900 81 71 71
901 46 44 44 901 83 73 73
922 46 45 45 922 83 74 74
1009 47 44 48 1009 84 73 80
1477 47 46 48 1477 84 75 80
1518 47 46 48 1518 84 74 80
1880 47 45 48 1880 84 74 80
1900 47 44 48 1900 82 71 80
1901 47 44 48 1901 84 73 80
1922 47 45 48 1922 84 75 80
2009 47 44 48 2009 84 73 80
2477 47 46 48 2477 84 75 80
2518 47 46 48 2518 84 75 80
2880 47 45 48 2880 84 74 80
2900 47 44 48 2900 82 71 80
2901 47 44 48 2901 84 73 80
2922 47 45 48 2922 84 74 80
3009 47 44 48 3009 84 73 80
3477 47 46 48 3477 84 75 80
3518 47 46 48 3518 84 75 80
3880 47 45 48 3880 84 74 80
3900 47 44 48 3900 82 71 80
3901 47 44 48 3901 84 73 80
3922 47 45 48 3922 84 75 80
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SecureMessagingSystem.cpp

-— |'.. .I'-. -'r ."I ._r ."r .I'-. |'.. _-'-. l'll ."r l_r l'll ."I _-'-. |'.. _-'-. |'.. .l'r l'll l'r l_r l'll _-". l‘l _-". l'll ."I -'ll "r _-'-. |'.. _-'-. l‘l l'r : l_r l'll -'ll l‘l _-". |'.. .I'-. -'ll "r ._r ."I -'ll l'r _-". |'.. _-'-. -'ll ."r l_r .l'r _-'-. |'.. _-'-. |'.. rII ._r ."r l'll |'.. _-'-. l'll _-". l_r .l'r l'll ."I _-'-. |'.. _-'-. |'.. .l'r l'll l'r
2 fJ MQACPP - Message gueuing for C++

3 // Copyright {C) 2004-2007 Riccardo Pompec (Italy)

a f/f

5 f/ This library is free software: you can redistribute it and/or

& /f modify it under the terms of the GNU Lesser General Public

fF# License as published bv the Free Software Foundation; eitcher

/4 wersicn 2.1 of the License, or (at your option) any later version.

fF# This library is distributed in the hope that it will be useful,
/f but WITHOUT ANY WARRANTY; without even the implied warranty of

/4 MERCHRNTABILITY or FITHESS FOR A PARTICULAR PURPOSE. Sesz the GHU
ff Lesser General Public License for more details.

A B3 b 3 n

i

15 // You should have received a copy of the GHU Lesser General Public

1€ f/ License along with this library: if not, write to the Free Software

17 // Foundation, Inc., 5% Temple Place, Suite 330, Boston, MA 02I111-1307 U3A
19

"StoreForward.h™
1 "Logger.h”
22 #include "SMS5.h"™

24 glass MyClient : public SMSClient
o =4 I

26 private:
27 unsigned itaCnt;
29 public:

30 MyClient (const char* theName, const char* theWorkingPath, const char* theHost,
short thePort,const char* theRemoteService)

31 :SM3Client (theName, theWorkingPath, theHost, thePort, theRemoteService)
32 {

33 icsCnt=0;

34 SCHEDULE [this, 100}

qLC 1=

35 )2

36

37 virtual ~MyClienti{) {}:

2R

39 protected:

a0 virtual wvold onWakeup (Wakeup®* theMessage)
41 {

GetHewMessageFromDB () ;

[
s

ke

(=

class MyServer : public SMSSerwver

I

public:
MyServer (const char*® theName) : 5M5Server ({theName)
i

il
o I LT o BT SR TN o

e

wirtual ~MyServer/()
{
}:
protected:
string service (string theBuffer)

atring BeplyMessage = GetMessageFromSecureChannel (theBuffer) ;
return ReplyMessage:

i
-

b

void main sleep(int val)

B R BT T T R = R A, T T o R e = ]

[ O O A s O 0 I O IO 0 O I Y Y Y Y T

DISPLAY (" ...wdait 7 L wval << ™ gecs...")

&8 Thread::sleep (val*1000) ;

E% }

71 bool CheckUserfuthorization(char *UserMams, char *Password)
T

73 FILE * pFile;
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char buffer[100]1="";
string LoginInfo, LogUserMame, LogPassword, Uname, Psw;
int i, pos;
pFile = fopen ("users.txt","r"}:
LoginInfo.erase():
LogUserName.erase();
LogPassword.erase()
if [(pFile!=NULL})
1
fgets (buffer, sizeof{buffer), pFile};
for (i = 0; i <« sizeof(buffer); i++)
if (buffer[i] '= NULL)
LoginInfo.append(l, buffer[i]):
pos = LoginInfo.find("',"};
LogUserName.append {LoginInfo, 0, pos):
LogPassword.append {LoginInfo, pos + 1, LoginInfo.lesngthi)):
fclose (pFile);
}
Uname.erase ()
Psw.erase();
Uname.assign (UserName) ;
Psw.assign (Password):
if | {LogUserHame.compare (Uname) == 0) && (LogPasaword.compare (Paw) == 0})
return true;
else
return false;

]
int main{int argv,char®* argcl[])

i
DISPLAY ("MQ4CPP SecureMessagingsSystem.cpp™)

DISPLAY ("This example shows how to implement storesforward as a Secure Messaging

System™)

bool client=false;
char* host=NULL;
int hport=0;

if{argv < 5)
{

DISPLAY ("Client usage: SecureMessagingSystem —c hostip port username password™)

DISPLAY ("Server usage: SecureMessagingSystem -3 port username password”™)
returno 0;

else if(string(argc[l]) .compare{"-c™)==0 && argv==g)

{
if (CheckUseriuthorization(argc[4], argc[3]))

{
client=true;
DISPLAY ("Default host name=" << argcl[2])
host=argc([2];
DISPLAY ("Default host port=" << argcl[3l)
hport=atcteci (argec[3]1):

}

else

{

TRACE ("This user has no sufficient access permissions, please check

username or password and try again."):

return 0;
}
else if(stringlargc[l]).compare("-3")==0 && argv==>35)
‘ if (CheckUserAuthorization(argc[3], argcl4]1))
{
client=false;
DISPLAY ("Server port=" << argcl[2]]
hport=atcl (argc[2]);
}
elae
{

TRACE("This user has no sufficient access permissions, please check your

username or password and try again."):
return 0;

4



-1 oy tn

=
1 I

olnindn in inninoGnoGn g e s b dn s

e =]

K=t
L )

-1 Ty LN

LD O

S T T T T R T

o o

L T, I [,

& nm

[ S 0 BT R PR O B R

L b e

-1 M LN

[ o T S R e S

L =l RN o N w RN w N o Y RN )

(=]

else

DISPLAY ("Client usage: SecureMessagingSystem -c hostip port username password")
DISPLAY ("Server usage: SecureMessagingSystem -3 port username password™)

return 0;

try

if{client==true)

MessageForwarder* aForwarder=new MeasageForwarder("MyForwarder™,"tlog”);

{
DISPLAY ("Starting client threads..."})
STARTLOGGER ("client.log")
LOG("!111111 SecureMessagingSystem.cpp — client
MyClient* aStorer=new MyClient ("B

[

main_slieep(-1}):

1

glae

{
DISPLAY ("Starting server threads..."}
STARTLOGGER ("server.log")
LOG(™!111111 SBecureMessagingSystem.Ccpp — ServVer
MessageProxyFactory aFactory("MyFactory", hport):
MyServer* aServer=new MyServer ("MyServer”):
main_sleep(-1};

}

DISPLAY("...stopping threads...”)

Thread::shutdownInProgress|();
STOPLOGGER ()

STOPREGISTRY ()

STOPTIMER (}

¥
catch (Exceptione ex)
TRACE (ex.getMessage () .c_str{))

1

éatch(...]

TRACE ("Unhandled exception”™)

DISPLAY{"...done!")
if(client)

DISPLAY ("See client.log for details™)
else

"MyServer™ ¢

DISPLAY("See server.log for details"™)

return 0;



3
2 R
8 class SMS
=
10 pubklic:
11 SM5({};
12 ~BMS () ;2
13
14 protected:
15 int print_error (SOLHEHV henwv,
1& SQLEDBC hdbec,
17 SQLHSTMT hstmt) :
11 int check_error (SQLHEHV henwv,
19 SQOLEDBC hdbec,
2 SQLHSTMT hstmt,
2 SQLEE frc);
void TerminateDBConnection (SQLHENY hEnv, SQLHDBC hDBC, SQLHSTMT hStmt):
DWORD TimeMilliSeconds (LARGE INTEGEER theTime, LARGE INTEGER theFreguencies):
vold WriteToLogFile (char* FileName, string MesgssagelD, int OriginalMsglLen, int

CompressedMsgLen,
int EncryvptedMsgLen, DWORD ProcessTime) ;
string GetEncDecKey ()}
string ConverctToStr (UCHAR Str[], int StrLength):;
void ConvertToHex(int Dec, string sHex):
volid ConvertToDec {char* Hex, int &Dec):
string EncryptMessage (string Message) ;s
string DecryptMessage (string Message) !

protected:
LARGE INTEGEE Frequencies;
LARGE TNTEGER Process_StartTime:
LARGE ITNTEGEER Process_EndTime;
string MessagID;
int OriginalMsgLen;
int CompressedMsglLen;

40 int EncryptedMsglen;

41 CWORD ProcessTime;

42 }:

43

44 class SMESClient : protected MessageStorer, SMS

45 |

4& public:

47 SMSClient (const char* theName, const char* theWorkingPath, const char* theHost,

thePort, conat char* theRemoteService)
{SClient ()}
i GetMHewMessageFromDEB () »

ed:

ing generateServerBXMLMIEG {atring studentID, string MessageID):
class SMSS5erverReply : protected Observer, SMS
{
public:

SMSS5erverFeply (const char* theName) ;s

~SMSServerBeply () ;
volid ProcessFeedbackMessage (string theBuffer):;

2 protected:
3 vold reverseServerBXMIMSG(string theBuffer, string 3tdInfo[]):
4 }:
& class SMSServer : protected Serwver, 5SMS
71
puklic:

SMSServer (const char* theWame);
~SM55erver():
string GetMessageFromSecureChannel (string theBuffer):

(R, O T M O (O O O O O A R N R R T T ]



] i~ P
13 protected:

string generateClisentBEMLMSG (string studentID, string studentGrade, char
studentResult, string MessagelID)}:;

volid reverseClientBXMLMSG (string theBuffer, string StdInfo[]):

}:
$endif // SMS H



SMS.cpp

#include "StorefForward.h”™

2 #include "Logger.h"™

3 #include "Compression.h”

1 #include "examples/rijndael.cpp”
5 #include "Sessicn.h”

& #include "sms.h"

T #include <string>

B #include <stdio.h>

% #include <3tdlib.h>

£in

Jude <stdlib.h>
1 <memory.h>
<3qgl.h>

<sglext.h>

SQLINTEGER =sglcode;

SQLSMATLINT length;

while { S5Q0LError(henwv, hdbc, hstmt, =3glstate, s3glcode, buffer,
SOL_MARYX MESSAGE LENGTH + 1, &slength) == 5QL_SUCCESS }

SR R T T

14 #include <time.h>
15 uwsing namespace std:
17 SM5: :5M5(}
18 |
19 }
21 SMS5::~5M5()
22 |
23 }
EE- I,-'Ju.h'J..h'J.J..-tJuv'J..tJ..l e e i e e e e
26 *T¥ —: print error — call 3QLError(), display SQLSTATE and message
:? '\-‘Ju;'lr'ljaj.:-"l.l’"ix'ljxk'\-‘11’1J"\-tJu:-‘Jux'lJ'lk:-‘Ju:-"il'l.-’:-‘)a'\-t]ul’l;'l.-’:-tjajJ"ll"i]u'\-‘]u:-t'll"i]’\j.:-‘Ji
28 int SMS3::print_error(SQLHENV henwv,
29 SQLHDEC hdbec,
30 SOLHSTIMT hstmt)
27 I
= i
3 S5QLCHAR buffer[S0L_MA¥ MESSAGE LEWGTH + 1]:
3 SQLCHAR sglstate [SQL_SQLSTATE SIZE + 1]
=]
3
3
3
38 {

39 - TRACE (Th*+*2 FREOR - *AxLamy .

40 TRRCE (™ SQLSTATE: "<<sglstate]:

TRACE ("Native Error Code: "<<sglcode):
TRACE (buffer) :

b
: return { S50L ERROR) ;
: ¥ /¥ end print error- ¥y
_ II-'J.J'iJ'!J.:-k;'!.i"il’ij.:-tj'\-’11"’1J':-'Ju:-’Jul'iJ"lJu:-’lxir'lrvhxjr'lrij:-’l.:-J.l"!.i"!]u-’l.:-tij'i]"\-kxh
48 *x — check srror — call print error(), checks sewverity of return code
;E :-'J..r'J..-"J.Ju:-'Ju.-"J..l"J..r'J.LxJu:-'J..r'J..'-'wh:-'k.r'J..hJ.Ju:-'Juh‘J..‘-"J..‘-':-'k:-an.t!..r'J..t'l:Ju:-'k.'-"J..l"J.Ju:-'J.:-:'J..-"J..I':-'Ju.-'_I.-'
50 int 5MS::check_error(S5QLHENV henwv,
51 SQLHADBC hdbc,
52 SQLAHSTMT hstmt,

SQLRETUEN frc

SQLRETURN roc;
print error(henv, hdbc, hatmt):
switch {(frc){
case SQL SUCCESS : break:
case SQL_ERROR :
case SQL_ INVALID HAWDLE:
TRACE (™ ** FATRL EEREROE, Attempting to rollback transaction **™):
rc = 3QLTransact (henv, hdbc, 5QL ROLLBACK) ;
if (rc != EQL_SUCCESS)
TRACE ("Rollback Failed, Exiting application™)
else
TRACE ("Bollback Successful, Exiting application™):
exit (frc);
break:
case S5QL SUCCESS WITH INFO
TRACE (™ **%* Warning Message, application continuing™};

-1 otn

T ]
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71 break:

72 case SQL_NO DATR FOUND :

72 TRACE ("™ ** No Data Found ** ™);
74 break:



75 default

76 TRACE (" ** Tnwalid Beturn Code *% "™}:

77 TRACE (" ** Lttempting to rollback transaction *¥%")

78 5QLTransact (henv, hdbc, 50L_ROLLBLCE) :

79 exit (frc):

850 break;

A1 }

B2 return (50L SUCCESS) :

84 } /* end check error */

85

3e l,-'J..ts..rs.J.:-Ju.i!..r*!..r'J.J.:-cJ.As..hs..H-k:-'k.r'J..rJ.J.aJ.vs..r'J..-Vk-Ju.rJ..hs..r-'J.:-J..-'*J..r*J.J..-'J.:-cs..rs..t:-Ju.-Jn

87 *% - TerminateDBConnection - call TerminateDBConnection{), terminate the database
ﬁﬂ"_ut_u“

BE AN A N N A A N TN A T AN N TN TN ENTENEN A EN TN RANT AT AN TN T

8% woid SMS::TerminateDBConnection {SQLHENYV hEnwv, SQLHDBC hDBC, SQLHSTMT h3Stmt)

- L |

RETCODE retcode:
// Free the allocated statement handle
retcode = S5QLFreeStmt (hStmt, SQL_DROP)
if (retcode != SQL SUCCESS )
check_error(hEnv, hDBC, SQL_ KULL HSTMT, retcode):
// Disconnect from datasource
retcode = SQLDisconnect (hDBC);
if (retcode != 50L SUCCESS )
print_error (hEnv, hDBC, SQL_NULL HSTMT) :
// Free the allocated connection handle
retcode = SQLFreeConnect {hDBC);
if (retcode != S5QL SUCCESS )
print error (hEnv, hDBC, 5QL NULL HSTMT

¥

1 /S Free the allocated ODBC environment handle

1 retcode = SQLFrecEnv (hEnv);

1 if (retcode !'= 30L SUCCESS )

1 print_error (hEnv, hDBC, SQL_KULL HSTMT) ;

1

1

117 DWORD 5MS::TimeMilliSeconds (LARGE INTEGER theTime,

111 LARGE_INTEGER theFrequencies)

112 |

113 DWORD ClockTime = theTime.u.LowPart;

114 DWORD freg = theFreguencies.u.LowPart;

115 DWORD MilliSeconds = |(({double)ClockTime/ (double)freq) * 1000;

1ic return MilliSeconds;

117

118

11% woid SMS::WriteToLogFile{char* FileName, string MessagelD, int OriginalMaglen , int
CompressedMsglen_,

121 int EncryptedMsglen , DWORD ProcessTime )

121

122 FILE * pFile;

123 char buffer[&53]="", bufferl[&3]="", bufferZfes]="";

124 pFile = fopen (FileName,"a+t™);

125 if (pFile!=NULL})

&G i

127 string Traceline;

128 TracelLine.append({MessagelD, 0, MessageID.lengthi()):

1289 TracelLine += ", ";

130 Traceline.append(itoa (OriginalMsglen , buffer, 10), strlen(itoa

(OriginalMsglen , thfer, 10} 3):
131 TracelLine += ", "
132 TracelLine. appe"j{ toa (CompressedMsglen , bufferl, 10), strlen(itoa

(CompressedMsglen , bL_fe_l, 10313

133 Traceline += ",

1324 TraceLine. appe"j{ toa (EncryptedMsglen , bufferZ, 10}, strlen(itoa
(EncryptedMsglen , buffer2, 10})):

135 if (ProcessTime_ != NULL)

136 {

137 Traceline += ", ";

138 char ProcessTimeStr[&5]:

135 _ice4toa(ProcessTime_, ProcessTimeStr, 10):

140 Traceline.append (ProcessTime3Str, strlen(ProcessTime3tr)):

141 }

142 ITracelLine += "\n";

143 fputs (Traceline.c_str(), pFile};



feclose (pFile);

string SMS::GetEncDecKey ()

FILE * pFile;
char buffer[70]="":
string theKewy;
pEFile fopen

HHEHRFHMHRFR H

("key

i,

LEXE", "™}

1 if (pFile!=NULL}
155 {
156 fgets [buffer, sizecf(buffer), pFile};
157 theKey.erase () ;
158 for (int i=0; i<sgizeof{buffer); i++)
1565 if (buffer[i] != HULL)
160 theKey.append(l, buffer[i]);
161 Eclose (pFile);
1&2 K
163 return theKewy:
led }
1&5
lée string SMS5::ConvertToStr (UCHAR Strf]l, int StrLength)
1&7T |
18 int i
169 string StrResult;
i StrBesult.erasel);
for (i = 0 i < Strlength; i++)
i
if (Scr([i] '= HUOLL)
StrResult.append({l, Str[il):

.
1
return StrResult;
!

void SMS::ConvertToHex({int Dec,
{

char Hexaf[l0];

switch (Dec)

{

case 10:

Hex="4";
break;

dlka b
Hex="B";
break;

12=

Hex="C":;

case

cdase

default

Hex=itoa(Dec, Hexa, 10);

void SMS::ConvertToDec(char*
gwitch (Hex[0])
{
case

A
Dec=10;
break;

Hex,

string sHex)

int &Dec)



o

Dec=12;

15 break;
20 caae: "I
21 Dec=13;
22 break:;
23 cage: “ET:
2 Dec=14;

break:;
cage "ET:
Dec=15;
break;
defaultc
Dec = atoi (Hex):

S L

LAY s R = v ]

}
string SMS::EncryvptMessage(string Message)

ring msg="";
ring blockMsg="";
string Hex:

ol G Cad (a3 Cad L3 a3 [ B B D

=1 O L0 s L B b o

t
£

unsigned char cipherMsgl[le]l="":
unsigned char plainMsg[le]="";

SN O O I S T O T S A T OO I e e o T OO e I e T O I I o I O I R

W Lo L
LD ED

2 Bijndasl rijnd;

2 char ch;

2z int counter=0, i=0, Jj=0, k=0, 1=0, m=0, x=0;

24 string KeyS5tr = GetEncbhecEey():

2 unsigned char *key = new (unsigned char[KeyStr.length()+1l]}:
&

L for (i=0; i<{int)KeyStr.length(); i++)

2 key[i] = KeyStr.at(i};

el int KeySize = Key3tr.length();

2z if (KeyStr.length() == 1l&)

2 X = rijnd.inict(Rijndasl::CBC, Rijndael::Encrypt, key,Riindael::EKeyvlcBytes, o

0);
glae

if (EeyStr.length{) == 24)
X = rijnd.init(Rijndasl::CBC, Rijndael::Encrypt, key,Rijndael:: "4
KeyZ4Bytes, 0):
else

T LA

3 3

= rijnd.init(Rijndael::CBC, Rijndael::Encrypt, kev,Rijndael:: "4

[
[

[
in
i)

int lastBlockSize = (Message.lengthi) % 1&};

}
for (k=msg.length(), k<lé;k++)
i

plainMag[k]= ch;

-1
RN

= rijnd.blockEncrypt (plainMsg, KeySize*E, cipherMsag):
or (m=0; m<lEe; m++)

=5}
e

LA G

blockMsg.append{l, cipherMag[m]}:

260

Z61 ConvertToHex (lastBlockSize, Hex);

262 msg.erase(}:

263 memset (plainMsg, "\0', 16);

2ed memset (cipherMsg, "\0', 1&8});

2E5 blockMsg.erase ()

286 msg.append(l, Hex.at(03)):

ZeT for (k=0; k<({int)Message.lengthi() rk++)
ZE8 {

260 msg.append (1, Message.at(k)):

271 B

271 if (mag.length{}<16)

272 {

A3 ch=" ';

274 for (k=0; k<{int)msg.length():k++)
235 {

276 plainMsg[k]=msg.at (k) :

2

2



lae
aor (i=0; i<({int)msg.length{); i++)

== =

counter++;

plainMsg[j]=msg.at{i);

J++4:

if {j == 1&)

{
1l = rijnd.blockEncrypt({plainMsag, le&é*8, cipherMsg):;
for (m=0; m<l6; m++)

blockMsg.append{l, cipherMsgiml):

02 .
3 if ({counter == msg.length{) & j !'= 0)
{
ch=" *;
for (k=j; k<lo:k++)

plainMsg[k]l= ch;

G0 L3 £ L3 L B4 L3 £ L £ L3 B3 B3 B3B3 B3 B3 BB B3 B B3 B B3

wige )
5 }
14 1 = rijnd.blockEncrypt({plainMag, (sizecf{kevy)-1)%*3, cipherMsg): "4

11 for ( m=0; m<lé; m++)
blockMsg.append (1, cipherMsg[m]):;

}
1

return blockMsg:

string SMS5::DecryptMessage (string Message)

string blockMsg="";

unsigned char cipherMsg[le];
unsigned char plainMsg[le]:;
Eijndael riijnd;

int x:

G 3 G Ca G Ca L0 G0 G £ L Gd L3 L0 L3 L oG

329 string KeyStr = GetEncDecEey():

330 unsigned char *key = new (unsigned char[Key3tr.length()+1]):

331 for (int i=0; i<(int)KeyStr.length({); i++)

332 key[i] = KeyStr.at{i):

333 int KeySize = KeyStr.length(}:

334 if (KeyStr.length() == 1lig)

335 X = rijnd.init(Rijndael::CBC, Rijndael::Decrypt, kev,.Rijndael::EeyvleBytes, 0);

336 else

337 if (Kew3tr.length() == 24)

338 X = rijnd.inic{Rijndael::CBC, Bijndael::Decrypt, kev,Rijndael::Key24dBytes, o
Oy:

335 else

3410 X = rijnd.init ({Rijndael::CBC, Biijndael::Decrypt, kev,Rijndael::Key3ZBvtes, «

341 I S — |

memset (plainMsg, "%0', 16);
memset (cipherMsg, '"\0', 1&});
int counter=0, i=0, 3j=0, k=0, 1=
int firstBlock=0, lastBlockSize=0
char Hex[1]="";
blockMsg.erass ()2
for (i=0; i<(int)Message.length(); i++)
counter++;
cipherMsg[j]l=Message.at{i):
J++:;
if (j == 1le)
{

1l = rijnd.blockDecrypt (cipherMsg, Kev3ize*d, plainMsg);
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if (firstBlock == 0]
i
start = 1;
firstBlock = 1;
Hex[0] = plainMsg[0]:
ConvertToDec (Hex, lastBlockS5ize):

}
clse
i

start = 0;
}
if {counter == Message.lengthi))

{
for { m=start; m<=lastBlockSize; m++)
{
blockMag.append{l, plainMag[m]}:
}

for ( m=start; m<l6; m++)

blockMsg.append(l, plainMsg[m]});

J=0;
}

¥
return blockMsag:

SM5C1lient: :SM3Client (const char* theMame, const char* theWorkingPath, const charc#*
theHost, short thePort,const char* theRemoteService)
:MessageStorer (theMame, theWorkingPath, theHost, thePort, theRemoteService)

void SMSClient: :GetNewMessageFromDB ()
QueryPerformanceFrequency (&Frequencies) ;
QueryPerformanceCounter (&eProcess_StartTime);
kool foundNewRec = false;
char* aString;
string Message, StudentID, MessageID;

SQLHENYV hEnv = NULL; // Env Handle from SQLAlloccEnwv ()
SQLHDBC hDBC = NUOLL; // Connection handle
5QLHSTMT hStmt = NUOLL:// Statement handle

BETCODE retcode;

UCHAR ID[5]="":// Model buffer

UCHAR 5tdID[10] { Model buffer

/S Get the new incomming message from database

v
= = — — ——

UCHAR szDSHN[SQL_MAY DSN LENGTH] = "SM5_DSH":// Data Source Hame buffer
UCHAR s3=UID[13] = "":// User ID buffer
TUCHAR szPasswd[7] = "":// Password buffer

SDWORD cbModel, cbModell:// Mcocdel buffer bytes recieved
UCHAR s5zS5qglStril28]= "SELECT * FEOM ReguestsMessagesQususe where Posted=0":
lize connec for selection

r for ODBC Environment handle
SQLA11locEnv (&hEnwv):
if (retcode '= SQL _SUCCESS )
check error(hEnv, hDBC, 5QL_MNULI. H3TMT, retcode);
/f Allocate memory for the connection handle
retcode = SQLA1lccConnect (hEnv, &hDBC);
if (retcode != SQL SUCCESS )
check error (hEnv, hDBC, S5QL_NULI._ HSTMT, retcode):
// Connect to the data source "szDSH" using userid and password.
retcode = S5QLConnect (hDBC, s=zDSH, SQL HTS5, ssUID, 5QL NT5, s=zPasswd,SQL _HNTS);
if (retcode == SQL_SUCCESS || retcode == 5QL_SUCCESS WITH INEFQ)
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f/ Rllocate memory for the statement handle
retcode = SQLAllocStmt (hDBC, &hStmt);
if {retcode != S5QL_SUCCESS )
check error (hEnv, hDBC, 5QL NULL HSTMT, retcode);
// Prepare the 50L statement by assigning it to the statement handle
retcode = 53QLPrepare (h3tmt, sz35gql3tr, sizeof (sz5gl3tr));
if {retcode != SQL_SUCCESS )
check_error (hEnv, hDBC, h5tmt, retcode):
f/{ Execute the 5QL statement handle
retcode = SQLExecDirect (hStmt, s£5gl5tr, 5QL_NTS):
if (retcode != 5QL SUCCESS )
check error (hEnv, hDBC, h3tmt, retcode);
f/ Project columns
retcode = 5QLBindCeol (hStmt, 1, 5QL_C CHAR, ID, sizeof(ID), &cbModel};
if {retcode != 5QL_SUCCESS )
check_error (hEnv, hDBC, hStmt, retcode};
retcode = S5QLBindCel (hStmt, 2, 50L_C CHAR, S5tdID, sizeoi(5tdID),scbModell):
if {reteode != 50L SUCCESS )
check_error (hEnv, hDBC, hStmt, retcode):
while ((retcode = ZQLFetchihStmt))} == 5QL_SUCCESS)
1
ProcessTime = TimeMilliSeconds (Process StartTime, Frequencies):
foundNewRec = true;
//f Convert the message into binary¥ML format (Translator Filter)
StudentID = ConvertToStr (5tdID, sizecf(5tdID)):
MessagelID = ConvertToStr (ID, sizeof (ID)):
Message = generateServerBXMLMSG (StudentID, MessagelD):;
COriginalMsglen = Message.lengthi):
S/ Compress the binaryXML message (Compression Filter)
PacketCompression compression(true):;
Message = compressicn.dsflate (Message) ;s
CompressedMsglen = Mesasage.lengthi):
// Encrypt the message using Rijndael algorithm (Encryption Filter)
Message = EncryptMessage (Measage) s
EncryptedMsglLen = Message.lengthi):
S/ Send message via messaging channel (Message Multiplexer Filter)
send (Message)
/4 Update the selected recodes
SQLHENV hEnvUpdt = NULL; //
SQLADBC hDBCUpdt = WULL; //
SQLASTMT hStmitUpdt = WULL:
BEETCODE retcd:
UCHAR =zS5glStrUpdate[l28]="":
string SglStr = "Update ReguestsMessagesUueue S5et Posted=2Z Where ID = ";
S5gl5tr.append (MessageID, 0, MessageID.lengthi)):;
Inke A7
for (i=0; i<(int)3gl3tr.length(}; i++)
35z25glStrUpdate[i]=35gl3tr.at (i} ;
3z3gl3trUpdate [1] =NULL;
f/ Initialize connection for update

v Handle from SQLAllocEnv{)
nnection handle
tement handle

f/ Bllocate memory for ODBC Environment handle
retcd = SQLAlLlocEnv (&hEnvUpdt)
if (retcd != 5QL_SUCCESS )
check error (hEnvUpdt, hDBCUpdt, S0L HWULL HSTMT, retcd):
/¢ Allocate memory for the connection handie
retcd = SQ0LAllocConnect (hEnvUpdt, shDBCUpdt):
if {retcd '= S5QL_SUCCESS )
check_error (hEnvUpdt, hDBECUpdt, 50I._NULL HS5TMT, retcd):
S/ Connect to the data source "szDSN" using userid and password.
retcd = S5QLConnect (hDBCUpdt, s=zDSN, 5QL_NT5, s=zUID, 5QL_NTS5, szPasswd, 5Q0L_NT3) o

if (retcd == 50L_SUCCESS || retcd == 5QL_SUCCESS_WITH INFC)
{
S/ Rllocate memory for the statement handle
reted = 5QLAllccStmt (hDBCUpdt, &hStmtUpdt):
if ({retcd !'= 3QL S5UCCESS )
check_error(hEnvUpdt, hDBCUpdt, SQL_NULL HSTMI, retcd):
/! Prepare the 5QL statement by assigning it to the statement handle
retcd = 53QLPrepare (h3tmtUpdt, sz3gl3trUpdate, sizeof (sz3gl3crUpdate));
if ([reccd !'= 3QL SUCCESS )
check error (hEnvUpdt, hDBCUpdt, h3tmtUpdt, retcd):



=)

/4 Execute the 53QL statement handle
retcd = 5QLExecDirect (hStmtUpdt, sz5gl3trUpdate, SQL_NTS});
if [retcd != 5QL SUCCESS )

check_errar[ﬂlnv?pd:, hDBCUpdt, hStmtUpdt, retcd):
TerminateDBConnection (hEnvUpdc, hDBCUpdt, h3tmtUpdt):

(S|
[ ot |

-1 Ty LN s

B s ] |

or (i=0; i<sizecf(5tdID)}; i++)
ID[i]=NHULL;

fi=0; i<sizeof (5tdID}; i++)
StdID[i]=NULL

!
I
I
(]
H

if (retcode != 5QL HO DATA FOUHD)

(R o I B

L I T T R I B I R BT B I R R
&3
[Fal=.

14 check error (hEnv, hDBC, h3tmt, retcode};
15 // Terminate the database connection
16 TerminateDBConnection (hEnv, hDBC, hStmt):
217 if (foundNewRec)
518 // Trace process
516 WriteToLogFile ("SMSClient.lcg™, Messagelll, OriginalMsglen, CompressedMsglen, "4
EncryptedMsglen
520 ProcessTime] ;
521 }
S22
523 string SMSClient::generateServerBEMLMSG (string studentID, string MessageID)
SL42 g
285 ListProperty itsIxXxStructure;
527 TRACE ("Populating TX structure™)
D28 itsTxStructure.free():
528

StringPropertv*® aStringProperty studentID=new StringPropertv("studentID"}:
aStringProperty_studentID->set (studentlID}):;
itsTxStructure.add{aStringProperty_studentID);

[ o R S

StringProperty® aStringProperty MessagelDl=new StringProperty ("MessageID”):
aStringProperty MessagelID->set (MessagelD) !
itaTxStructure.add{aStringProperty MessagelD):

o0y LNl

string aString:;
encodeProperties (itsTxStructure,aString)
return astring;

1 L0 LN G0 LN O LN Onon
SR LI L Y P R L L Y L R Y L L N

s == r]

SM35erverReply: :3M35erverReply (const char* theName) :0Observer (theName)
i

SM35erverReply: :~3M55erverReply ()

552 wvoid SMSServerReply: :ProcessFeedbackMessage (string theBuffer)

553 |

554 ============================
555 ntResults table.

éfring Message, StdGrade, StdResult;

558 string StdInfo[d]:

559 /S Get message from the messaging channel

SEQ Message. appﬂrd( heBuffer, 0, theBuffer.lengthi}):

o6l EncryptedMsgLen = Message. length[}:

562 // Decrypt the received message

5&3 Message = DecryptMessage (Message)

SE4d CompressedMsglen = Message.length():

5&5 // Decompress the message

SEE PacketCompression compression({trus):

SET Message = compreasion.inflate (Message):

SEB OriginalMsglen = Message.length{):

S&0 reverselServerBXMLMSG (Measage, S5tdInfo):

570 re=============================================================================
571 SQLHENV hEnv = NULL; // Env Handle from SQLAllocEnv()
272 SQLHDBC hDBC = NULL; // Connecticon handle

SQLHSTMT hStmt = NOLL;// Statement handle
RETCODE retcode;

i oen
= |

[=3
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int i
UCHAR szDSN[SQOL MAX DSN LENGTH] = "S5MS DSH™:// Data Source Mame buffe
UCHAR s=zUID[13] = "";/f User ID buffer
UCHAE szPasswd|[7] = "";// Pasaword buffer
UCHAR s3z5glStr[l2B];
string SglStr = "Insert INTO StudentResults (StudentID, StudentGrade,
StudentResnlc) Values (":
SglStr.append (StdInfo[0], 0, StdInfo[0].length()):
Sglitr-f=-""; T
S5glstr.append (StdInfo[l], 0, Stdinfo[l].lengthi());
SHLSCE =0, s
Sglstr.append{StdInfol2], 0, StdInfol2].length()):
SglStr 4= "")™:
for (i=0; i<(int)SglStr.length():; i++)
3253g15tr[i]1=5gl5tr.at(i):
3z5gl5tr [i]=NULL;
/S Allocate memory for ODBC Environment handle
retcode = SQLAllocEnv (&hEnv);
if (retcode !'= 5QL SUCCESS )
check error (hEnv, hDBC, SQL NULL HSTMT, retcode):
/f Allocate memory for the connection handle
retcode = SQ0LAllocConnect (hEnv, &hDBC):
if (retcode !'= 50L SUCCESS )
check error (hEnv, hDBC, S0L_NULIL HSTMT, retcode);
// Connect to the data source "3£D5N" using userid and password.
retcode = 5QLConnect (hDBC, s=zDSM, S0L_NTS5, s=UID, SQL_NTS5, szPasswd,SQL_NIS)»
if (retcode == SQL_SUCCESS || retcode == 3QL_ SUCCESS5 WITH INF{O)
i

H

/¢ Allocate memory for the statement handle
retcode = SQLAI1ocStmt (hDBC, &hStmt);
if (retcode != S5QL_SUCCESS )
check_error (hEnv, hDBC, 5QL_ NULL_HSTMT, retcode}:
/# Prepare the 5QL statement by assigning it to the statement handle
retcode = SQLPrepare (hStmt, s=z5gl3tr, sizeof (sz5glS5tr)):
if (retcode !'= 5QL_SUCCESS )
check_error (hEnv, hDBC, hStmt, retcode):
/S Execute the S50L statement handle
retcode = SQLExecDirect (hStmt, s=z5gl5tr, S5QL_NTS):
if (retcode != 5QL SUCCESS )
check_error (hEnv, hDBC, hStmt, retcode):r
// Terminate the database connection
TerminateDBConnection (hEnw, hDBC, hStmt):

i e e

{// Update the ReguestsMessagesQuene table.

e e L e e e —————————

SQLHENV hEnvUpdt HNULL; v Handle from SQLL
SQLHDEC hDBCUpdt NULL; / onnection handle
SQLHSTMT hStmtUpdt = HULL:// Statement handle
RETCODE retcd;

OCHAR szS5glStrUpdate[l28]="";

(I}

1locEnv)

string S5glStrUpdt = "Update RegquestsMessagesQueue Set Posted=l, SentMessageDateTimew

=getdate () Where ID =";

Sgl3trUpdt.append (Stdinfo[3], 0, StdInfo[3].length(}):

for (i=0; i<(int)Sql3criUpdct.length(}; i++)
g3z5glitrUpdate[i]=5qglitrUpdt.at (i) ;

3z5gl5trUpdate [1]=NULL;

I connection for

Init 1ze

update
f for ODBC Environment handle
reted = SQLAllocEnv (shEnvUpdt):
if (reted != 50L_SUCCESS )
check error (hEnvUpdt, hDBCUpdt, SQL_NULL HSTMT, retcd):
// RAllocate memory for the connection handle
retecd = 5QLAllocConnect (hREnvUpdt, shDBCUpdL):;
if (retcd != 5QL_SUCCESS )
check error (hEnvUpdt, hDBCUpdt, S5QL_NULL HSTMT, retcd):
// Connect to the data source "3zDSHN™ using userid and password.
retcd = 3QLConnect (hDBCUpdt, szD3H, 5QL_NTS, szUID, 3QL_NTS5, sszPasswd, 3QL_NTS);
if (retecd = S5QL_SUCCESS || retcd == 5QL_SUCCESS WITH_INFO)
i
S Rllocate memory for the statement handle
reted = SQLAllocStmt (hDBCUpdt, &hStmtUpdt);



647 if (retcd != 30L_SUCCESS )

6 check_er:a:(hEanpdt, hDBCUpdt, 3QL WULI, H5TMT, retcd):

] f/ Prepar he 50L statement by assigning it to the statement handle

] retecd = SQLPrepare (h3tmtUpdt, sz5gl3trUpdate, sizeof (3z5glStrUpdate));
[ if (retcd '= 5QL SUCCESS )

[ check_error (hEnvlUpdt, hDBCUpdt, hS5tmtUpdt, retcd):

// Execute the 50L statement handle
retcd = SQLExecDirect (h3tmcUpdt, sz3glStrUpdate, SQL_NIS):
if (retcd '= SQL_SUCCESS )

check error (hEnvUpdt, hDBCUpdt, h3tmtUpdt, retcd);
TerminateDBConnection (hEnvipdt, hDBCUpdt, h3tmtUpdt);
QuervyPerformanceFreguency {(&Freguencies) ;
QueryPerformanceCounter (sProceas EndTime) ;
ProcessTime = TimeMilliSeconds (Process _EndTime, Frequencies):
/§ Trace process
WriteToLogFile ("SMSClientRe.log”, StdInfo[d], OriginalMsglLen, CompressedMaglen, o

EncryptedMsglen,

LI Vi 1

LI i 1

[ A e L e
o on oh BN oLn
[ = T

B3 b=

663 ProcessTime) ;

oEd

6ES )

GEE

067 wvoid SMSServerBReply::reverseServerBXMLMSG (string theBuffer, string StdInfol])
] ListProperty itsEx3tructure;

decodeProperties (theBuffer,itsBxStructure);
TRACE ("Retrieving data from structure");

o

Property* aProperty studentID=itsRxStructure.get{"studentID"};
if (aProperty_studentlID!=NULL && aProperty studentID->is (FROPERTY STRING))
{

o

StdInfo[0]=((5tringProperty*)aProperty studentID)->get():;

(o -

& Oy Oy

0 Property* aProperty studentGrade=itsBExStructure.get ("studentGrade”):;
81 if (aProperty_studentGrade!=NULL && aProperty studentGrade->is (PROPERTY_STRING) )
g2 {
53 StdInfo[l]=((StringProperty*)aProperty studentGrade)}->get(};
B4 E‘
>
856 Property* aFroperty studentResult=itsRxStructure.get{"studentResult™):
B7 if{aProperty_studentBesult!=NULL s& aProperty_studentResult-»>is (PROPERTY_CHAR))
g8 {
=1

5 StdInfo[2]=((CharProperty*)aProperty studentResult)->get():

Property* aProperty MessagelD=itsRxStructure.get("MessageID");
_r{aEr“pe::y MessagelID!=NULL && aProperty_ MessageID->is (FROPERTY STRING))
'.

StdInfo[3]=((StringProperty*)aProperty_MessagelD)->get():

TRACE ("S5toring received structure™)
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{
7 cfstream aStream("rxstruct.log™);

itsEx3tructure.serialize (aStrean) ;
aStream.close();

:a eh ] sl

{
TRACE ("Exception during storing of file ")

M55erver:: SM535erver (const char*® theName) : Server (theName)

M55erver: :~3M35erver ()

T71% string SMSS5erver: :GetMessageFromSecureChannel (string theBuffer)
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QuervPerformanceFrequency (sFrequencies) ;

CSLISTream aStream;

string Measage, StudentID, StudentGrade, StudentBesult, MessagellD:

string StdInfolZ2]:

Message.erase():

[/ G2t message from the messaging channel

Message.append (theBuffer, 0, theBuffer.lengthi)}):

EncrvptedMsglen = Message.lengthi):;

// Decrypt the received message

Message = DecryptMessage (Message) ;s

CompresssedMsglen = Message.length():

/S Decompress the message

PacketCompression compressicn{trus);

Message = compression.inflate (Message);

DriginalMsglLen = Message.lengthi):

!/ Trace process

reverseClienctBEMLMSG (Message, StdInfo);

WriteToLogFile ("SM55erver.leg”, S5tdInfoll], OriginalMsglLen, CompressedMsgLen,
EncryptedMsglLen,

HNULL) ;
SQLHENV hEnv = NULL; // Env Handle from SQLAIlocEnwv()
SQLHDBC hDBC = NUOLL; [/ Connection handle
SQLHSTMT hS5tmt = NULL:// S5tatement handle
BEETCODE retcode:;
OCHAR StdID[10]="":// Model buffer
UCHAR StdGrade[4]="";// Model buffer

UCHAR StdBesult[2]="":// Model buffer
// Get the new incomming message m database

UCHAR szDSN[SQL_MAX DSH LENGTH] = "STDRESULTS_DSNHY;// Data Source Hame buffer
OCHAR 3=zUID[13] = "";// User ID buffer

UOCHAR szPasswd[7] = "";// Password buffer

SDHORD cbModel, cbModell, cbModelZ;:// Model buffer bytes recisved

UCHAR szSglScr[lig]= "";

string 5gliS5tr = "SELECT * FROM StudentResults Where StdID = ";
SglStr.append (StdInfo[0], 0, StdInfo[0].lengthi()):
int i;

length(); it++})

retcode = SQLAllocEnv (shEnv);
if (retcode != 50L_SUCCESS )

check error (hEnv, hDBC, S50QL NULL HSTMT, retcode);
/S RAllocate memory for the connection handle

retcode = SQLAllocConnect (hEnv, &hDBC):
if (retcode != 5QL SUCCESS )
check error (hEnv, hDBC, S5QL WULL_ HSTMI, retcode);
// Connect to the data source "szDSHN" using userid and password.
retcode = 3QLConnect (hDBC, szDS5NH, SQL_NTS5, s=0ID, S50L _NWTS3, szPasswd,30L_NTS);
if (retcode == S5QL_SUCCESS || retcode == 5QL_SUCCESS WITH INFO)

S/ Rllocate memory for the statement handle
retcode = S5QLAllocStmt {hDBC, &h3tmt) ;!
if (retcode '= 50QL_ S3SUCCESS )
check error (hEnv, hDBC, 5QL NULL HSTMT, retcode)r
f/ Prepare the 50L statement by assigning it to the statement handle
retcode = S5Q0LPrepare (hStmt, szSglStr, sizeof (s=z5glStr)):
if (retcode !'= 5QL_SUCCESS )
check_error (hEnv, hDBC, h5tmt, retcode);
S/ Execute the S50L statement handle
retcode = SQLExecDirect (h5tmt, s5gl5tr, 5QL _NTS5):
if (retcode !'= 5QL_SUCCESS )
check error (hEnv, hDBC, h53tmt, Tretcode);
[/ Project columns
retcode = 5QLBindCol (h3tmt, 2, 5QL_C CHAR, 5tdID, sizecf(5tdID),&cbModel):
if (retcode != 5QL_S3UCCESS )
check error (hEnv, hDBC, h53tmt, retcode):;
retcode = S5QLBindCol (hStmt, 3, 50L_C CHAR, S5tdGrade, sizeof (S5tdGrade),s
cbModell) ;
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if (retcode != 5QL_S5UCCESS )
check error (hEnv, hDBC, hStmt, retcode)
retcode = SQLBindCol (h3tmt, 4, 5QL C CHAR, S5tdResult, sizeol(5
cbModel2) ;
if (retcode '= 30QL SUCCESS )
check_error (hEnv, hDBC, h3tmt, retcode);

ResultExist = false;
dﬂrt D.erase();
udentGrade.erase(};
StudentResult.erase() s
MessagelD.erase();

LA 7 T
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while ((retcode = 5QLFetch(h3tmt)) == SQL_SUCCESS)

' BResultExist = true;
StudentID = ConvertToStr{(5tdID, sizecf (StdID)};
StudentGrade = ConvertToStr(StdGrade, sizecf (StdGrade)):

StudentResult C:nve::T:E:rrSthesult, gizeot (StdResult)):
MessagelD.append (StdInfol], 0, StdiInfo[l].lengthi)};

/ Terminate the database connection

erminateDBConnection (hEnwv, hDBC, hStmt):

/ If no results exist, then return the ID with zeros
=

=

i [BesultExist == false)
;

StudentlD.append (StdInfo[0], 0, StdInfo[0].length()}:
StudentGrade.append(l, "0"}:
StudentResult.append (i, "N'};
MessagelD.append (StdInfo[l]l, 0, StdInfof[l].lengthi()):
// Convert the message into binaryXML format (Translator Filter)
string ReplyMessage = generateClientBEMLMSG (StudentID, StudentGrade,
at(0), MessagelD):
OriginalMsglen = ReplvMessage.lengthi):;
// Compress the tiﬁa;;ﬁﬂ* message (Compression Filter)
ReplyMessage = compression.deflate (ReplyMessage);
CompressedMsglen = Rnﬂljﬂessage.+e1gtr{|,
// Encrypt the message using Rijndael algorithm (Encryption Filter)
BeplyMessage = EncryptMessage (ReplyMessage) !
EncryptedMsglen = BeplyMessage.lengthi);
/f Trace process

"

WriteToLogFile ("3M535erverRe.log"”, MessagelD, OriginalMsglen, CompressedMsglen,

EncryptedMsgLen,
NULL}) ;

return BeplyMessage;

studentBesult, string Messagell)
ListProperty itsTx3tructure;

TRACE ("Populating TX structure")
itsTxStructure.free();

tdResult

StudentResult

string SMSServer::generateClientBXMIMSG(string studentlID, string studentGrade,

StringProperty* aStringProperty_studentID=new StringProperty ("studentID");

ajtringProperty_studentID->set (studentlD);
itsTxStructure.add(aStringProperty_studentID);

StringProperty* aStringProperty_studentGrade=new StringProperty(|"studentGrad

aStringPropertvy studentGrade->»set (studentGrade);
itsTx5tructure.add (aStringProperty_studentGrade) ;

), &

char

da

CharProperty* aCharProperty studentResult=new CharProperty("studentResult”}):

aCharProperty_studentResult-»set (studentResult);
itsTx5tructure.add(aCharProperty_studentResult};

tringProperty® aStringProperty MessagelDl=new StringProperty ("MessageID™);

aStrlngPerﬂrtE_Hessaceit—ﬁseti“essageID'
itsTxStructure.add(aStringProperty MessagellD);

string aString;
encodeProperties (itsTxStructure,aString):

s

.



return as3tring:

void SMSServer::reverseClientBXMLMSG (string theBuffer, string StdInfol])
LisctProperty itsRxStructure;

decodeProperties (theBuffer, itsExStructure) ;
TRACE ("Betrieving data from structurs™)

Property* aPFroperty studentlID=itsRx3tructure.get{"studentID"};
if{aProperty studentID!=HULL && aProperty studentID->is (FROPERTIY STRING) )

StdInfo[0]=({StringProperty*)aProperty studentID)->get(]:

Property* aProperty MessagelD=itsReEStructure.get("MessageID");
if{aProperty MessageID!=NULL && aFroperty MessagelD->is (PROPERTY STRING) )

O CO OO D0 C0 0D D Ch 0

StdInfo[l]l=({(StringProperty¥*)aProperty_ MessagelID)->get():

TRACE ("Storing received structure™)
trv
ofstream aStream{"rxstruct.log™):;
icsBEBxStructure.serialize (aStream) ;
aStream.close ()

catehi...)

TRACE {("Exception during storing of file ™)

ot



