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Abstract

This research addresses the issue of securing the exchange of information
between different systems interconnected via wide networks, in order to avoid
security penetrations resulting from the direct link between those systems.
To achieve this goal, the principle of messaging has been used as a way to
integrate the systems and this make the messages as a media for transferring
information among them, and then the messaging system which is responsible
for this has been secured.

For the exchange of information messages between integrated systems, the
end-point code of the messaging middleware extracts the requesting
information message from the database of one of the communication parties
and thereby secures that message and sends it over the network; on the other
hand the communication party who is concerned with the request information
message will receive and process this message and then queries the requested
information from the database and sends the result in the form of a message
again after securing it to the first party.

The open-source system (Message Queue For C Plus-Plus) has been enhanced
as secure messaging system by adding a code to contact the Microsoft SQL
Server database and this code is supported by a model for securing messages
using several means, including a restructuring using vector classes,
transforming to binary format, compressing using ZIP algorithm and Finally,
encoding using standard Rijndael encryption algorithm. Also the access
permissions to the messaging system has been controlled, so the authorized
users just have the right to access; in addition to all the messages traffic has
been registered into the log files of the system.

The system has been developed using C++ programming language, in addition
to that a front-end has been developed using Delphi development tool in order
to operate the system, and thereby it was tested under Windows XP operating
system.

While testing the system there was numerous messages with different lengths
are used, and therefore were to examine the impact of model Encryption -
which is the most important part of the provided security model - at the length
of messages and at the sending time of them in the case of existence and
absence of the encryption model. The experiment found that the presence of the
whole security model added a high complexity and confidentiality into the
messages; in addition to that, the existence of encryption system within the
security model doesn't have a big effect on the rate of the messages’ sending
time and its affection on the message length not more than 15 bytes for each
one sent regardless of its length.



