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MotivationMotivation

 Today’s businesses depend heavily on the database, with the Today’s businesses depend heavily on the database, with the 
large numbers of DBMS products, the users are need some large numbers of DBMS products, the users are need some 
kind of assurance that the products they use providing kind of assurance that the products they use providing 
adequate security.adequate security.

 Users have to be experts to be able to conduct standard and Users have to be experts to be able to conduct standard and 
scientific comparative study between available DBMSs scientific comparative study between available DBMSs 
products and trade off between them.products and trade off between them.

 This study provides an in-depth comparative assessment of the This study provides an in-depth comparative assessment of the 
security features available with (Oracle Database 11g), security features available with (Oracle Database 11g), 
(Microsoft SQL 2008), and (MySql 5.1).(Microsoft SQL 2008), and (MySql 5.1).  



  

Research ProblemResearch Problem

 Lack of scientific comparative studyLack of scientific comparative study



  

Research ObjectivesResearch Objectives

 Study and analysis of security features of the selected Study and analysis of security features of the selected 
RDBMSs.RDBMSs.

 Develop and employ common evaluation security Develop and employ common evaluation security 
criteria. criteria. 

 Conduct a comparative study to examine and evaluate Conduct a comparative study to examine and evaluate 
the chosen RDBMS based on the developed security the chosen RDBMS based on the developed security 
criteria.criteria.



  

Previous WorkPrevious Work

 David Litchfield have examined the differences between the David Litchfield have examined the differences between the 
security posture of Microsoft’s SQL Server and Oracle’s security posture of Microsoft’s SQL Server and Oracle’s 
RDBMSs based upon faults reported by external security RDBMSs based upon faults reported by external security 
researchers. researchers. 

 A general comparison is made covering Oracle 8, 9 and 10 A general comparison is made covering Oracle 8, 9 and 10 
against SQL Server 7, 2000 and 2005.against SQL Server 7, 2000 and 2005.  

 The conclusion of David Litchfield’s study that Microsoft The conclusion of David Litchfield’s study that Microsoft 
SQL Server has a stronger security posture than the OracleSQL Server has a stronger security posture than the Oracle  



  

The Developed Security Evaluation The Developed Security Evaluation 
CriteriaCriteria



  

The Comparative StudyThe Comparative Study

High Availability
Data Failures 



  

The Comparative Study ContThe Comparative Study Cont

System Failures 



  

The Comparative Study ContThe Comparative Study Cont
Disaster Recovery 



  

The Comparative Study ContThe Comparative Study Cont

Human Errors 



  

The Comparative Study ContThe Comparative Study Cont

System Maintenance 



  

The Comparative Study ContThe Comparative Study Cont
Data Maintenance 



  

The Comparative Study ContThe Comparative Study Cont

High Availability tools Comparison 



  

The Comparative Study ContThe Comparative Study Cont

 High Availability tools supportedHigh Availability tools supported  



  

The Comparative Study ContThe Comparative Study Cont
Access Control 
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Encryption Algorithms 
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Data Integrity 
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Results AnalysesResults Analyses



  

Results AnalysesResults Analyses



  

ConclusionConclusion

 The result of the study has classified and graded the three The result of the study has classified and graded the three 
chosen RDBMSs according to the developed security chosen RDBMSs according to the developed security 
evaluation criteria, which ranks Oracle on the topmost. evaluation criteria, which ranks Oracle on the topmost. 

 The comparative study have confirmed that Oracle provides The comparative study have confirmed that Oracle provides 
comprehensive, unique, powerful, and simple-to-use comprehensive, unique, powerful, and simple-to-use 
capabilities that protect businesses against unauthorized users, capabilities that protect businesses against unauthorized users, 
system faults, data corruption, disasters, human errors and so system faults, data corruption, disasters, human errors and so 
forth. forth. 

 SQL Server and MySQL offers a basic set of database security SQL Server and MySQL offers a basic set of database security 
features and lacks the completeness and depth of database features and lacks the completeness and depth of database 
security functionality required by most businesses today. security functionality required by most businesses today. 



  

LimitationsLimitations

        The proposed comparative study have conducted based on the The proposed comparative study have conducted based on the 
standard security evaluation criteria, there are additional standard security evaluation criteria, there are additional 
decisive factors have not taken into account. For instance:decisive factors have not taken into account. For instance:

 the reported security breaches, vulnerability incidents, and the reported security breaches, vulnerability incidents, and 
survey findings or upshot for the chosen RDBMSs. survey findings or upshot for the chosen RDBMSs. 

 However, such factors are strategic; their influence is trivial to However, such factors are strategic; their influence is trivial to 
the overall evaluation due to the autonomous implementation. the overall evaluation due to the autonomous implementation. 



  

Future WorkFuture Work

      There are two dimensions open for future research, first: There are two dimensions open for future research, first: 
considering the additional strategic security factors, and lastly: considering the additional strategic security factors, and lastly: 
accomplishing the other evaluation criteria such as transaction accomplishing the other evaluation criteria such as transaction 
handling, scalability, cost, vender support and stability. handling, scalability, cost, vender support and stability. 
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