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ABSTRACT

The purpose of an Information Security management System (ISMS) is to
protect the valuable information resources of an enterprise. In addition, it is
necessary to ensure that appropriate, effective, well-written policies, standards,
and procedures are premeditated as well as correctly implemented. Although,
the related standard documents are considered as the primary and distinctive
references in order to establish such systems. The struggle and complexity that
face an enterprise is originally derived from density and complication of such
standards. This study proposes simple and effective framework to establish
ISMS especially for medium and small entrprices. As case study, the proposed
framework is applied to AMONIA Petroleum Company, which ensured the

feasibility and inclusiveness.
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