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ABSTRACT

Mobile devices are gradually becoming commonplace. The computational and
networking power of mobile devices is constantly increasing and new technologies are
integrated into them to support new functionalities and services . On the other hand, the
field of databases and more generally data management is also expanded with new
services and applications. Mobile Database system is the one of this new applications,
and WAP (Wireless Application Protocol) is a key technology for mobile device to
support new functionalities and services .

Nowadays, several banks start using mobile technologies to offer services by
accessing databases such as Short Message System (SMS) and WAP banking which
means they are expanding their network that causes many security risk in their core
banking databases . Therefore a framework is required to address security issues in
mobile databases access such as Confidentiality , Authenticity , Integrity and
availability .

This work is considered with action of a secure mobile database access framework
and Developing application of a secure Mobile banking system. Using WAP
technologies and Wireless Mark up Language (WML) and ASP language .

v



Lelaai Lgme 8l o Byan cnlis 5 LRy 8y giiag 8] in Jlgadl 8 el cavial
calabia oy b Lplasd il ol gll 8,5 alaninl o s3an cnloany cailiag) sacls
paad Basling Blawss cnlabiun e §)le JIgadl 8jeal moai culaban Ity sl
Jio 83an s iy callgy cangs cnbldl aclgs ls o )al 5al ey o Jlgadl 5505
Syl g andl gl aad s L] Jgaagll B gl Sjea] qanins il enll) aslgs
sl Sl bl ae 8 ] Jgangll e esd) Sy Jlgall e 88 paod) cnloss] o338 3 cnga
cleasdl Jio loj (s) by e sl oo Blgadl mpijea aaninls cgiblaa 8 )15 yaaill
e gl im 1305 Ol gll 838 5 LJaatinly o] 8 pad Sl JLa ) alasinls 8 padl
aclgs (o 3anilly coleglaa] rali folie aslgi lplany Loe Sull 8,3 junall 850))

] gdg e ¥ I Jalil) b pad] @las b eja w0l cnlildl aclgd ly bl
5onlilllg 5aall v (58 20 By pd] Jlo polill LS (8 ad  plil] =]y Joc

p= ] Jyogll (o Gl bl aelgs (ol Joe )] puag oigy ca) 139
ol Juad S (3 Il e 8 paand] culoand] 0238 3 Sadan woanai ga s Iy
gl 88 5 alaninly lagad]

LIST OF FIGURES

figure no Figure Name page
2.2 WAP-Enabled Devices 5

v



2.2 Messaging Interface 7
2.3 The mobile Database System 12
2.4 The research processes 34
3.1 Firewall 42
3.2 Mobile banking security zone 43
3.3 Security Zones 42
4.1 Tables for Mobile Banking. 48
4.2 customers Table. 48
4.3 balance Table. 48
4.4 Transactions Table. 49
4.5 Request Table 49
4.6 Administrators Table. 49
4.7 Currency Table. 50
4.8 Main home. 51
4.9 Information about bank. 51
4.10 vision. 52
4.11 Currency Main. 52
4.12 Currency show. 53
4.13 Mobile banking Services. 53
4.14 ATM card or cheque Request 54
4.15 statement. 54
4.16 Balance. 55
4.17 Update Currency 55
4,18 Administrator capability. 56
4.19 Change password. 56
4.20 Mobile Banking. 57
4.21 Administrator page. 57
4.22 Incorrect user name or password. 58
4.23 Security 58
4.24 Firewall 59
6.1 Currency. 65
6.2 Cheque or ATM card request sended 65
page
6.3 Password (PIN) changed password 66
6.4 add new administrator 66
6.5 add new customer 67

VI




LIST OF TABLES

Tabel no table name page no
3.1 Security layers 35
3.2 Security layers descriptions 35
3.3 application Security Framework 36
3.4 access control techniques 39
3.5 database layer security summary 40
3.6 network layer security summary 42

VII




ACRONYMS

WAP Wireless Application Protocol
WML Wireless Markup Language
SMS Short Messages System

WAE Wireless Application Environment
XML Extensible Markup Language
MDS Mobile Database System
WWW World Wide Web

DAC Discretionary access control
MAC Mandatory Access Control
LBAC Label-Based Access Control
RBAC Role Based Access Control

PIN Personal Identification Number
ACL Access Control List

MIC Message Integrity Code

M- Mobile Commerce

Commerce

E- Electronic Commerce
Commerce

DB Database

SSL Secure Sockets Layer

WTLS Wireless Transport Layer Security

VIII




TLS

Transport Layer Security

WPKI Wireless Public Key Infrastructure

PKI Public Key Infrastructure

HTML Hyper Text Markup Language

ASP Active Server Pages

1S Internet Information Services

HTML Hyper Text Markup Language

WTP WAP transaction protocol

TCP transmission control protocol

GSM global system for mobile communications
IP Internet protocol

LAN local-area network

ubDP user datagram protocol

HTTP Hyper Text Transfer Protocol

ODMG Object Database Management Group

DB Database

DBMS Database Management System

RDBMS Relational Database Management System
DOS Denial of Service

IX







