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Abstract

With the tremendous development in information technology, which is witnessing
great progress day after day, it has become imperative to use this development to
facilitate transactions in various walks of life, but in return many gaps appeared in this
use which must be addressed when they appear in order to reach the optimal use of this
technology.

This tremendous development has accompanied many risks to the information of the
individual, hence the basic need to preserve individuals' information, especially the
absolute personal information. Password authentication was one of the first solutions
used, but the password itself became an easy way to hack and thus facilitate the
impersonation process of the individual. . Other methods of authentication have emerged,
including tenure-based authentication and biometric authentication, which are the most
accurate form of authentication due to their dependence on an individual's biometric
characteristics.

In this research, this part was focused on, and we took an example of that to extract the
national number in place of a lost one on the e-government. The national number
includes a feature of the individual's biometric features (fingerprint). The service is
submitted through the e-government after verifying the user using the unique vital
characteristics, in order to obtain it in an easy way for the citizen to remove his waiting

and queue.
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class E-government /

Admin

email: string

id: int

name: string
national-number: int
password: string BirthCertificate

+ o+ + 4+ +

+ falow users() : void + Exract Birth Certificate(string, int, int, int, string, string) : void

1.*

User Performs

address: string

birthdate: int

career: string
certifExtarctionDate: string
child-gender: string 1.%
child-name: string
dateofbirth: int

email: string
fatherFullname: string
FatherNationalno: int
fatherReligion: string
fatherResidence: string
fingerprint: blob
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motherFullname: string 1.7 "
MotherNationalno: int
name: string
national-no.: int
password: string
phone-number: int
placeofbirth: string
typeofnationality: string
user-type: string
workAddress: string

R 4

Nationalnumber

Performs + Extact a National number instead of missing(blob, string, string, int) : void

P I

Exract Birth Certificate(string, int, int, int, string, string) : void
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login(string, string) : void

signin(int, int, string, int, string, string, string, string) : void
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Home

Welcome

Rayan Omer rayan12@gmail.om
12346689 0911011548
What is your Birthdate?

sses 3/5/1998

gender

J5a it Agaly guaass (Y- £) Sl
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Sudan e-Gowernment Search Search

#

National Number

Rayan Omer 4/471999

Wedad Abdo Ali Khrtoum|
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Home

birth certificate

mohammed ali mohammed 123456098
fatema mohammed 0110000670

12309768 sudan

chaild gender
® Male O Female

Blaal) Salgd g hASa) g (0 ¢ )JSad)
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Enroll

Verify

Remove Clear users

Settings

Users
razan
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Sudan e-Government Search Search

# Name eServices Last online status Number

rayan Extract natonal number 8/8/2020 11234567
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Name Type
id int{11)

usertype  varchar(255)
nationalno varchar{255)
name varchar(255)
dateofBirth date

gender varchar(255)
address varchar{255)
phoneno  int(255)
email varchar(255)

password varchar(255)

A g yiShY) A gSall il 3ol ) ¥ ¢

;L Jghaadl (e 2o e il 8ae 8 (e A g STV A Sl alas o S5

Collation

utf8_general_ci
utf8_general_ci

utfé_general_ci

utf8 general_ci

utf8_general_ci

utf8_general_ci

utfé_general_ci

Al (padiiceas palidall Jgaaldl V.Y .Y €

.Z\:\SJ)'.'\ST;[\ Lo oSl Dol ‘?A Gl c_lﬁ\i‘g dadliall readieal) Olaglea & 4y

Attributes Null Default Comments Extra

No
No
No
No
No
No
No
No
No
No

None AUTO_INCREMENT
None
MNone
None
None
None
MNone
None
MNone

None

Crpadiinaall ilily Bas B puagy(d- ¢ )JSad)
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Name Type

id > int(11)
name varchar(255
email varchar(255

)
)
password varchar(255)

(255)

nationalno varchar(255

Collation

utf8_general_ci
utf8_general_ci
utf8_general_ci

utf8_general_ci

Attributes Null Default Comments Extra

No
No
No
No
No

None AUTO_INCREMENT
None
None
None

MNone

Al Cdpdia bl Sasld puiagy( ) « — ¢ ) JSa)
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Name Type Collation Attributes Null Default Comments Extra
name varchar(255) utf8 general ci No None
serviceid int(11) No MNone
servicename varchar(255) utf8_general_ci No None
DateofApplyService date No None

allail) ciladd ciliby Saeld puiagy() V- ¢)JSi)
Bld Sy Alagl aB ) Al dasdy gaidiall Jeand V.YV YLE

ca8l oy Ahagll Bl = hhata) dexd sl P Glagleal) gaes iy Jgaall 1 Gaisy

Name Type Collation Attributes Null Default Comments Extra
id > int(255) No None AUTO_INCREMENT
RegistOffice varchar(255) utfé general ci No MNone
CertifExtractionDate varchar(255) utfé_general_ci No MNone

Nationalno varchar(255) utfé general_ci No MNone

name varchar(255) utfé_general_ci No MNone

PlaceofBirth varchar(255) utfé general ci No MNone

DateofBirth date No Mone

motherName varchar(255) utfé_general ci No MNone

socialStatus varchar(255) utf8_general_ci No None

Gender varchar(255) utfé_general ci No MNone

TypeofNationality varchar(255) utf8_general_ci No Mone

Career varchar(255) utfé_general ci No None

WorkAddress varchar(255) utfé_general_ci No MNone

2Bl (1 bl a3 )t daddd clibud) Bao 8 aagy ) Y- £ )JS
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Name Type Collation Attributes Null Default Comments Extra
id int(255) No None AUTO_INCREMENT
council varchar(2565) utf8_general_ci No None

placeOfCert varchar(255) utf8_general_ci No None
dateofBirthinBlocks varchar(255) utf8_general ci No None
dateofBirthinFigures date No None

fatherfullName varchar(2565) utf8_general_ci No None

fatherNationality varchar(255) utf8_general_ci No None

fatherReligion varchar(2565) utf8_general_ci No None

fatherResidence varchar(255) utf8_general_ci No None

motherfullName varchar(255) utf8_general ci No None

motherResidence varchar(255) utf8_general_ci No None

childName varchar(2565) utf8_general_ci No None

childGender varchar(255) utf8_general_ci No None

placeofBirth varchar(255) utf8_general_ci No None

mothernatno varchar(255) utf8_general_ci No None

fathernatno varchar(255) utf8_general_ci No None

province varchar(255) utf8_general_ci No None

Dlaall Balgd z)Adu) dasdd cilibnd) ac B puagy() ¥ — ¢ ) J<id)

46



LAY €. ¢

i) Jall Aelal) 5y guall U ety aUail) iy e 58 gl 5 apanal 2oy
1 Jiah i) Jal) gudatl dalall 5 ) suall i g1 Aualli i jo Juadll 130 8 Wl
Aol e G 5k pria il oUaill Cilgals paansi @
Gl shaal) a6l seaadl Gladd S pe GULy Bac B (paal All g aldaill Glily 2o ) 8 muags @
Jeanill Fa ) il shaall prana 5l 45 IV A Sl by 2e iy laddl) ) ey A 33U
A5 ASIY) A Sl Ayl e lassl) e saY e U e sleall g s 45l e
el Jal) Gl JUail) 8 Lgaladiind o3 3 cliald) (e z3ai a5 @

47



o) L)

Glua gilly bl

48



daddall V.0
lede danll Koy A laagilly ¢ Aapall 038 (0 L) daasill o5 3 el (gom piasicn Juadl) 130 b
Q_m.m Y.o

oy Alagud) dig S dagSall dulsy (3 Ly S AagSall (pfiaddl zigas ol 3 Linas dll desy
tl deasill @ oz yiall alaill i e

o londl) Caiiea 4 a3g &g FSIY1 dasSal) Ly o BpasSall cloaal) il g 5 aiga eliy .
c lasgie Ol dage bl cleadg e ol dags bl cilead ) deadl) dosles Gues

b o35 Adle ol daps llamy dules dedd (g 36 Jy bl ) z)As) desd Mn L LY
- &gl ABalaall alasiul AV Liga e 3aadlly dialiadl)

Lo dialae piig B olal dayy allatig daalen B dead a5 Dlaall salgd zhata) derd 2in 5 .Y
sall dalSy

Sluagll) Y. 0

ety allaill cpuas (8 deld Al Gluagl) aen llia o) Y1 Galal) 8 Jodaal) 2gall e a2l e
P o ol e s Gl 13 sae Gl la S) g S cig ) g las

Glaadai ddasyg aDIA (e Ailaguad) duig STV daasSal) Aifgy lead il AN Cailgell gaadai olis) )
- e S adall cileas

- Gl e Blhell clead IS anail daae gudaly §)lyy JS oy LY

g e Gyl Gunay ) Aalal) eVl Ay (3yh slag) ) (s Y

49



L4

A0l

8l Jy by o) zhatud dead Ly S AasSall Giend adky 9 7€) aBge slii] & Al 2es

(el Jand) @iy b 53sa9al) dacad) po bl atie daas o @R Gk e L S ABlradll casig

ogal Ll Al e Lgd dBaliaall g Dle Balgd zhAtu) daddg

OSas o) @l (B ling gw daglan (Y Jsaasl) sl Cun cilaglaal) yeae (pnpdially aslgll oAl

leias dubial) cBlebaall b Lagady duaddl) ot 5 duagad gy Gaps o) daaall g il

Ohlsall Llle ) dayn Gacas 1385 deadl) Dl Cran lo 383lan Jers Liad A 3 g€all e laladl)
. dagSall Calagals

) daaalls ¢ ale (lla O a4 wiy Ol cdn AU Uiy O g2y 3 Cand) 138 (e elgmY) 5 A dan
clallall a5 dteady

iyl o WSy oolnadlly Lol Gab LT Oy dag Do 4l (b Uity Gl8 cctunall 126 2gall JS e 3

JoY) L o i€ Lol @l)lg abusg aglll duag . oSilae) JU 38 Gandl 138 sSs oF sai Ddly cdlgladl)

bl Dall il ale 32 L s

50



Sl

[1] https://ar.wikipedia.org/wiki/As s A< 4a Sa

[2] Edrees, Rasha Galal Eldin Hassan Mohamed, and Othman O. Khalifa.
"Challenging Development Citizen-Centric E-Governance in Sudan." International
Journal of Innovative Science, Engineering & Technology 2.8 (2015): 452-456.
[3] Hassan, Rasha G., and Othman O. Khalifa. "E-Government-an Information
Security Perspective." International Journal of Computer Trends and Technology
(IJCTT) 36.1 (2016): 1-9.

[4] Rui, Zhang, and Zheng Yan. "A survey on biometric authentication: Toward
secure and privacy-preserving identification." IEEE Access 7 (2018): 5994-6009.
[5] Dougherty, Geoff. Pattern recognition and classification: an introduction.
Springer Science & Business Media, 2012.

[6] https:/ar.wikipedia.org/wiki/ble¥! i

[7] https://www.almrsal.com/post/200279

[8] https://read.opensooq.com/ s> - gulai/

[9] https://www.seha.sa/

Gla pdzal) jalaa
2020/1/31 ks sl LY dasSa il
https://u.ae/#/

2020/2/1 s &asa &,

http://xn——ngbn6f.xn——mgbaam7a8h/ar/Pages/default.aspx

51



https://www.bahrain.bh/

https://www.alrajhibank.com.kw/ar/pages/default.aspx

https://www.seha.sa/

https://www.absher.sa

52

2020/2/3 cadl ZosSa Ay

2020/1/31 gpkaill aabil el



Gldalal)
i) Jal) il Lgaladind o3 3 cilialal) (e gz ilad el 138 ey
:aw Jeaal Jaadd allas CJLu
s deadl) dalas
s Eucalaill Gase 2snge padiceal das Cles (UiSY Jodall dosad dolee z3gall 138 miag
e sl il Saall golicartoadd e gilagll o8 arsindl g3 (b Aliaiall artivll claglae JIS3)

el an il LY bl 8a0l8 b lgain Sl g sall AalS ¢ g 5K el

const berypt = require('beryptjs’);
const express = require(‘express');
const router = express.Router();

const Usermodel=require('../Models/usermodel’);

router.get('/signupform’ , (req,res)=>{
res.render('signupform’);
)
router.post('/signupform’, (req,res)=>{
try{
const { id , usertype, nationalno, name, dateofBirth ,gender, address,phoneno,
email,password} = req.body;
const user=new Usermodel({
id , usertype, nationalno, name, dateofBirth ,gender, address,phoneno,

email,password

i
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const Usermodel = require(‘./Models/usermodel');
const berypt = require(‘beryptjs’);
module.exports.authentication = async (name , password)=>{
return new Promise(async (resolve , reject)=>{
try {
console.log(name);
/| search the user by email
const user = await Usermodel.findOne({ where: { name: name } });
console.log(user);
console.log(user);
console.log(name);
berypt.compare(password , user.password , (err, isMatch)=>{
if (err) throw err;
if (tisMatch){
reject( password didn’t match’);
console.log('password didn’t match’)
}
resolve(user)
1)
Jcatch (e) {
reject("You are not registered’);

console.log("You are not registered")}
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berypt.genSalt(10 , (err , salt)=>{

if (err) throw err;

berypt.hash(user.password , salt , async (err , hashedPassword)=>{
if (err) throw err;
user.password = hashedPassword;
const saveduser = await user.save();
console.log(saveduser);
res.send(saveduser);

)
1)s
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RunWorkerCompletedEventArgs taskResult = BusyForm.RunLongTask("Waiting for fingerprint
..."", new DoWorkEventHandler(doVerify),false,((CData)lbDatabase.SelectedItem).EngineUser,
new EventHandler(CancelScanningHandler));

VerificationResult verificationResult = (VerificationResult)taskResult.Result;

if (verificationResult.engineStatus == NffvStatus. TemplateCreated) {

if (verificationResult.score > 0){

DBCon db = new DBCon();

//db.getcon();

bool result = db.select(((CData)lbDatabase.SelectedItem).Name.ToString());

if (result){

MessageBox.Show(string.Format(" {0} Verified .\r\nFingerprints match. Score: {1}",
((CData)lbDatabase.SelectedItem).Name, verificationResult.score));

}
else{

MessageBox.Show(string.Format(" {0} Please Register your national number
first.\r\nFingerprints do not match. Score: {1}", ((CData)lbDatabase.SelectedItem).Name,
verificationResult.score));

b
b

else{
MessageBox.Show(string.Format(" {0} Please Enroll Your Finger Again.\r\nFingerprints do not
match. Score: {1}", ((CData)lbDatabase.SelectedItem).Name, verificationResult.score));

}

}

¥

catch (Exception ex)

{
MessageBox.Show(ex.Message);

¥
§
}
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