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(And he took attendance of the birds and said, why do | not see
the hoopoe- or is he among the absent? | will surely punish him
with severe punishment or slaughter him unless he brings me
clear authorization but the hoopoe stayed not long and said |
have encompassed [in knowledge ] that which you have not
encompassed and | have come to you from sheba with certain
news )
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Chapter 5

Do You Really Need More Information?

The difficulties associated with intelligence analysis are often attributed to
the inadequacy of available information. Thus the US Intelligence
Community invests heavily in improved intelligence collection systems
while managers of analysis lament the comparatively small sums devoted
to enhancing analytical resources, improving analytical methods, or gaining
better understanding of the cognitive processes involved in making
analytical judgments. This chapter questions the often-implicit assumption
that lack of information is the principal obstacle to accurate intelligence
judgments.>?
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Using experts in a variety of fields as test subjects, experimental
psychologists have examined the relationship between the amount of
information available to the experts, the accuracy of judgments they make
based on this information, and the experts' confidence in the accuracy of
these judgments. The word "information,” as used in this context, refers to
the totality of material an analyst has available to work with in making a
judgment.

Using experts in a variety of fields as test subjects, experimental
psychologists have examined the relationship between the amount of
information available to the experts, the accuracy of judgments they make
based on this information, and the experts' confidence in the accuracy of
these judgments. The word "information," as used in this context, refers to
the totality of material an analyst has available to work with in making a
judgment.

Key findings from this research are:

Once an experienced analyst has the minimum information necessary to
make an informed judgment, obtaining additional information generally
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does not improve the accuracy of his or her estimates. Additional
information does, however, lead the analyst to become more confident in
the judgment, to the point of overconfidence.

Experienced analysts have an imperfect understanding of what information
they actually use in making judgments. They are unaware of the extent to
which their judgments are determined by a few dominant factors, rather
than by the systematic integration of all available information. Analysts
actually use much less of the available information than they think they do.

As will be noted below, these experimental findings should not necessarily
be accepted at face value. For example, circumstances exist in which
additional information does contribute to more accurate analysis. However,
there also are circumstances in which additional information--particularly
contradictory information--decreases rather than increases an analyst's
confidence.

To interpret the disturbing but not surprising findings from these
experiments, it is necessary to consider four different types of information
and discuss their relative value in contributing to the accuracy of analytical
judgments. It is also helpful to distinguish analysis in which results are
driven by the data from analysis that is driven by the conceptual framework
employed to interpret the data.

Understanding the complex relationship between amount of information
and accuracy of judgment has implications for both the management and
conduct of intelligence analysis. Such an understanding suggests analytical
procedures and management initiatives that may indeed contribute to more
accurate analytical judgments. It also suggests that resources needed to
attain a better understanding of the entire analytical process might
profitably be diverted from some of the more costly intelligence collection
programs.

These findings have broad relevance beyond the Intelligence Community.
Analysis of information to gain a better understanding of current
developments and to estimate future outcomes is an essential component
of decision making in any field. In fact, the psychological experiments that
are most relevant have been conducted with experts in such diverse fields
as medical and psychological diagnosis, stock market analysis, weather



forecasting, and horserace handicapping. The experiments reflect basic
human processes that affect analysis of any subject.

One may conduct experiments to demonstrate these phenomena in any
field in which experts analyze a finite number of identifiable and classifiable
kinds of information to make judgments or estimates that can subsequently
be checked for accuracy. The stock market analyst, for example, commonly
works with information concerning price-earnings ratios, profit margins,
earnings per share, market volume, and resistance and support levels, and
it is relatively easy to measure quantitatively the accuracy of the resulting
predictions. By controlling the information made available to a group of
experts and then checking the accuracy of judgments based on this
information, it is possible to investigate how people use information to
arrive at analytical judgments.

An Experiment: Betting on the Horses

A description of one such experiment serves to illustrate the procedure.>
Eight experienced horserace handicappers were shown a list of 88
variables found on a typical past-performance chart--for example, the
weight to be carried; the percentage of races in which horse finished first,
second, or third during the previous year; the jockey's record; and the
number of days since the horse's last race. Each handicapper was asked
to identify, first, what he considered to be the five most important items of
information--those he would wish to use to handicap a race if he were
limited to only five items of information per horse. Each was then asked to
select the 10, 20, and 40 most important variables he would use if limited to
those levels of information.

At this point, the handicappers were given true data (sterilized so that
horses and actual races could not be identified) for 40 past races and were
asked to rank the top five horses in each race in order of expected finish.
Each handicapper was given the data in increments of the 5, 10, 20 and 40
variables he had judged to be most useful. Thus, he predicted each race
four times--once with each of the four different levels of information. For
each prediction, each handicapper assigned a value from 0 to 100 percent
to indicate degree of confidence in the accuracy of his prediction.
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When the handicappers' predictions were compared with the actual
outcomes of these 40 races, it was clear that average accuracy of
predictions remained the same regardless of how much information the
handicappers had available. Three of the handicappers actually showed
less accuracy as the amount of information increased, two improved their
accuracy, and three were unchanged. All, however, expressed steadily
increasing confidence in their judgments as more information was received.
This relationship between amount of information, accuracy of the
handicappers' prediction of the first place winners, and the handicappers'
confidence in their predictions is shown in Figure 5.

Figure 5
ITEMS OF INFORMATION

With only five items of information, the handicappers' confidence was well
calibrated with their accuracy, but they became overconfident as additional
information was received.

The same relationships among amount of information, accuracy, and
analyst confidence have been confirmed by similar experiments in other
fields.>* In one experiment with clinical psychologists, a psychological case
file was divided into four sections representing successive chronological
periods in the life of a relatively normal individual. Thirty-two psychologists
with varying levels of experience were asked to make judgments on the
basis of this information. After reading each section of the case file, the
psychologists answered 25 questions (for which there were known
answers) about the personality of the subject of the file. As in other
experiments, increasing information resulted in a strong rise in confidence
but a negligible increase in accuracy.*®

A series of experiments to examine the mental processes of medical
doctors diagnosing illness found little relationship between thoroughness of
data collection and accuracy of diagnosis. Medical students whose self-
described research strategy stressed thorough collection of information (as
opposed to formation and testing of hypotheses) were significantly below
average in the accuracy of their diagnoses. It seems that the explicit
formulation of hypotheses directs a more efficient and effective search for
information.>®
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Modeling Expert Judgment

Another significant question concerns the extent to which analysts possess
an accurate understanding of their own mental processes. How good is
their insight into how they actually weight evidence in making judgments?
For each situation to be analyzed, they have an implicit "mental model"
consisting of beliefs and assumptions as to which variables are most
important and how they are related to each other. If analysts have good
insight into their own mental model, they should be able to identify and
describe the variables they have considered most important in making
judgments.

There is strong experimental evidence, however, that such self-insight is
usually faulty. The expert perceives his or her own judgmental process,
including the number of different kinds of information taken into account, as
being considerably more complex than is in fact the case. Experts
overestimate the importance of factors that have only a minor impact on
their judgment and underestimate the extent to which their decisions are
based on a few major variables. In short, people's mental models are
simpler than they think, and the analyst is typically unaware not only of
which variables should have the greatest influence, but also which
variables actually are having the greatest influence.

All this has been demonstrated by experiments in which analysts were
asked to make quantitative estimates concerning a relatively large number
of cases in their area of expertise, with each case defined by a number of
quantifiable factors. In one experiment, for example, stock market analysts
were asked to predict long-term price appreciation for 50 securities, with
each security being described in such terms as price/earnings ratio,
corporate earnings growth trend, and dividend yield.>” After completing this
task, the analysts were asked to explain how they reached their
conclusions, including how much weight they attached to each of the
variables. They were instructed to be sufficiently explicit that another
person going through the same information could apply the same
judgmental rules and arrive at the same conclusions.

In order to compare this verbal rationalization with the judgmental policy
reflected in the stock market analysts' actual decisions, multiple regression
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analysis or other similar statistical procedures can be used to develop a
mathematical model of how each analyst actually weighed and combined
information on the relevant variables.*® There have been at least eight
studies of this type in diverse fields,* including one involving prediction of
future socioeconomic growth of underdeveloped nations.®® The
mathematical model based on the analyst's actual decisions is invariably a
more accurate description of that analyst's decisionmaking than the
analyst's own verbal description of how the judgments were made.

Although the existence of this phenomenon has been amply demonstrated,
its causes are not well understood. The literature on these experiments
contains only the following speculative explanation:

Possibly our feeling that we can take into account a host of different factors
comes about because, although we remember that at some time or other
we have attended to each of the different factors, we fail to notice that it is
seldom more than one or two that we consider at any one time.%!

When Does New Information Affect Our Judgment?

To evaluate the relevance and significance of these experimental findings
in the context of intelligence analysts' experiences, it is necessary to
distinguish four types of additional information that an analyst might
receive:

Additional detail about variables already included in the analysis:
Much raw intelligence reporting falls into this category. One would not
expect such supplementary information to affect the overall accuracy of the
analyst's judgment, and it is readily understandable that further detail that is
consistent with previous information increases the analyst's confidence.
Analyses for which considerable depth of detail is available to support the
conclusions tend to be more persuasive to their authors as well as to their
readers.

Identification of additional variables: Information on additional variables
permits the analyst to take into account other factors that may affect the
situation. This is the kind of additional information used in the horserace
handicapper experiment. Other experiments have employed some
combination of additional variables and additional detail on the same
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variables. The finding that judgments are based on a few critical variables
rather than on the entire spectrum of evidence helps to explain why
information on additional variables does not normally improve predictive
accuracy. Occasionally, in situations when there are known gaps in an
analyst's understanding, a single report concerning some new and
previously unconsidered factor--for example, an authoritative report on a
policy decision or planned coup d'etat--will have a major impact on the
analyst's judgment. Such a report would fall into one of the next two
categories of new information.

Information concerning the value attributed to variables already
included in the analysis: An example of such information would be the
horserace handicapper learning that a horse he thought would carry 110
pounds will actually carry only 106. Current intelligence reporting tends to
deal with this kind of information; for example, an analyst may learn that a
dissident group is stronger than had been anticipated. New facts affect the
accuracy of judgments when they deal with changes in variables that are
critical to the estimates. Analysts' confidence in judgments based on such
information is influenced by their confidence in the accuracy of the
information as well as by the amount of information.

Information concerning which variables are most important and how they relate
to each other: Knowledge and assumptions as to which variables are most
important and how they are interrelated comprise the mental model that tells the
analyst how to analyze the data received. Explicit investigation of such
relationships is one factor that distinguishes systematic research from current
intelligence reporting and raw intelligence. In the context of the horserace
handicapper experiment, for example, handicappers had to select which variables
to include in their analysis. Is weight carried by a horse more, or less, important
than several other variables that affect a horse's performance? Any information
that affects this judgment influences how the handicapper analyzes the available
data; that is, it affects his mental model.

The accuracy of an analyst's judgment depends upon both the accuracy of
our mental model (the fourth type of information discussed above) and the
accuracy of the values attributed to the key variables in the model (the third
type of information discussed above). Additional detail on variables already
in the analyst's mental model and information on other variables that do not
in fact have a significant influence on our judgment (the first and second
types of information) have a negligible impact on accuracy, but form the



bulk of the raw material analysts work with. These kinds of information
increase confidence because the conclusions seem to be supported by
such a large body of data.

This discussion of types of new information is the basis for distinguishing
two types of analysis- data-driven analysis and conceptually-driven
analysis.

Data-Driven Analysis

In this type of analysis, accuracy depends primarily upon the accuracy and
completeness of the available data. If one makes the reasonable
assumption that the analytical model is correct and the further assumption
that the analyst properly applies this model to the data, then the accuracy
of the analytical judgment depends entirely upon the accuracy and
completeness of the data.

Analyzing the combat readiness of a military division is an example of data-
driven analysis. In analyzing combat readiness, the rules and procedures to
be followed are relatively well established. The totality of these procedures
comprises a mental model that influences perception of the intelligence
collected on the unit and guides judgment concerning what information is
important and how this information should be analyzed to arrive at
judgments concerning readiness.

Most elements of the mental model can be made explicit so that other
analysts may be taught to understand and follow the same analytical
procedures and arrive at the same or similar results. There is broad, though
not necessarily universal, agreement on what the appropriate model is.
There are relatively objective standards for judging the quality of analysis,
inasmuch as the conclusions follow logically from the application of the
agreed-upon model to the available data.

Conceptually Driven Analysis

Conceptually driven analysis is at the opposite end of the spectrum from
data-driven analysis. The questions to be answered do not have neat
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boundaries, and there are many unknowns. The number of potentially
relevant variables and the diverse and imperfectly understood relationships
among these variables involve the analyst in enormous complexity and
uncertainty. There is little tested theory to inform the analyst concerning
which of the myriad pieces of information are most important and how they
should be combined to arrive at probabilistic judgments.

In the absence of any agreed-upon analytical schema, analysts are left to
their own devices. They interpret information with the aid of mental models
that are largely implicit rather than explicit. Assumptions concerning
political forces and processes in the subject country may not be apparent
even to the analyst. Such models are not representative of an analytical
consensus. Other analysts examining the same data may well reach
different conclusions, or reach the same conclusions but for different
reasons. This analysis is conceptually driven, because the outcome
depends at least as much upon the conceptual framework employed to
analyze the data as it does upon the data itself.

To illustrate further the distinction between data-driven and conceptually
driven analysis, it is useful to consider the function of the analyst
responsible for current intelligence, especially current political intelligence
as distinct from longer term research. The daily routine is driven by the
incoming wire service news, embassy cables, and clandestine-source
reporting from overseas that must be interpreted for dissemination to
consumers throughout the Intelligence Community. Although current
intelligence reporting is driven by incoming information, this is not what is
meant by data-driven analysis. On the contrary, the current intelligence
analyst's task is often extremely concept-driven. The analyst must provide
immediate interpretation of the latest, often unexpected events. Apart from
his or her store of background information, the analyst may have no data
other than the initial, usually incomplete report. Under these circumstances,
interpretation is based upon an implicit mental model of how and why
events normally transpire in the country for which the analyst is
responsible. Accuracy of judgment depends almost exclusively upon
accuracy of the mental model, for there is little other basis for judgment.

It is necessary to consider how this mental model gets tested against
reality, and how it can be changed to improve the accuracy of analytical
judgment. Two things make it hard to change one's mental model. The first



Is the nature of human perception and information-processing. The second
Is the difficulty, in many fields, of learning what truly is an accurate model.

Partly because of the nature of human perception and information-
processing, beliefs of all types tend to resist change. This is especially true
of the implicit assumptions and supposedly self-evident truths that play an
important role in forming mental models. Analysts are often surprised to
learn that what are to them self-evident truths are by no means self-evident
to others, or that self-evident truth at one point in time may be commonly
regarded as uninformed assumption 10 years later.

Information that is consistent with an existing mind-set is perceived and
processed easily and reinforces existing beliefs. Because the mind strives
instinctively for consistency, information that is inconsistent with an existing
mental image tends to be overlooked, perceived in a distorted manner, or
rationalized to fit existing assumptions and beliefs.5?

Learning to make better judgments through experience assumes
systematic feedback on the accuracy of previous judgments and an ability
to link the accuracy of a judgment with the particular configuration of
variables that prompted an analyst to make that judgment. In practice,
intelligence analysts get little systematic feedback, and even when they
learn that an event they had foreseen has actually occurred or failed to
occur, they typically do not know for certain whether this happened for the
reasons they had foreseen. Thus, an analyst's personal experience may be
a poor guide to revision of his or her mental mode.®*

Mosaic Theory of Analysis

Understanding of the analytic process has been distorted by the mosaic
metaphor commonly used to describe it. According to the mosaic theory of
intelligence, small pieces of information are collected that, when put
together like a mosaic or jigsaw puzzle, eventually enable analysts to
perceive a clear picture of reality. The analogy suggests that accurate
estimates depend primarily upon having all the pieces, that is, upon
accurate and relatively complete information. It is important to collect and
store the small pieces of information, as these are the raw material from
which the picture is made; one never knows when it will be possible for an
astute analyst to fit a piece into the puzzle. Part of the rationale for large
technical intelligence collection systems is rooted in this mosaic theory.
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Insights from cognitive psychology suggest that intelligence analysts do not
work this way and that the most difficult analytical tasks cannot be
approached in this manner. Analysts commonly find pieces that appear to
fit many different pictures. Instead of a picture emerging from putting all the
pieces together, analysts typically form a picture first and then select the
pieces to fit. Accurate estimates depend at least as much upon the mental
model used in forming the picture as upon the number of pieces of the
puzzle that have been collected.

A more accurate analogy for describing how intelligence analysis should
work is medical diagnosis. The doctor observes indicators (symptoms) of
what is happening, uses his or her specialized knowledge of how the body
works to develop hypotheses that might explain these observations,
conducts tests to collect additional information to evaluate the hypotheses,
then makes a diagnosis. This medical analogy focuses attention on the
ability to identify and evaluate all plausible hypotheses. Collection is
focused narrowly on information that will help to discriminate the relative
probability of alternate hypothesis.

To the extent that this medical analogy is the more appropriate guide to
understanding the analytical process, there are implications for the
allocation of limited intelligence resources. While analysis and collection
are both important, the medical analogy attributes more value to analysis
and less to collection than the mosaic metaphor.

Conclusions

To the leaders and managers of intelligence who seek an improved
intelligence product, these findings offer a reminder that this goal can be
achieved by improving analysis as well as collection. There appear to be
inherent practical limits on how much can be gained by efforts to improve
collection. By contrast, an open and fertile field exists for imaginative efforts
to improve analysis.

These efforts should focus on improving the mental models employed by
analysts to interpret information and the analytical processes used to
evaluate it. While this will be difficult to achieve, it is so critical to effective
intelligence analysis that even small improvements could have large
benefits. Specific recommendations are included the next three chapters
and in Chapter 14, "Improving Intelligence Analysis."
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Chapter 6

Keeping an Open Mind

Minds are like parachutes. They only function when they are open. After
reviewing how and why thinking gets channeled into mental ruts, this
chapter looks at mental tools to help analysts keep an open mind, question
assumptions, see different perspectives, develop new ideas, and recognize
when it is time to change their minds.

A new idea is the beginning, not the end, of the creative process. It must
jump over many hurdles before being embraced as an organizational
product or solution. The organizational climate plays a crucial role in
determining whether new ideas bubble to the surface or are suppressed.

kkkkkkhkkkkkkkkhkkkhkkx

Major intelligence failures are usually caused by failures of analysis, not
failures of collection. Relevant information is discounted, misinterpreted,
ignored, rejected, or overlooked because it fails to fit a prevailing mental
model or mind-set.®* The "signals" are lost in the "noise."®> How can we
ensure that analysts remain open to new experience and recognize when
long-held views or conventional wisdom need to be revised in response to
a changing world?

Beliefs, assumptions, concepts, and information retrieved from memory
form a mind-set or mental model that guides perception and processing of
new information. The nature of the intelligence business forces us to deal
with issues at an early stage when hard information is incomplete. If there
were no gaps in the information on an issue or situation, and no ambiguity,
it would not be an interesting intelligence problem. When information is
lacking, analysts often have no choice but to lean heavily on prior beliefs
and assumptions about how and why events normally transpire in a given
country.
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A mind-set is neither good nor bad. It is unavoidable. It is, in essence, a
distillation of all that analysts think they know about a subject. It forms a
lens through which they perceive the world, and once formed, it resists
change.

Understanding Mental Ruts

Chapter 3 on memory suggested thinking of information in memory as
somehow interconnected like a massive, multidimensional spider web. It is
possible to connect any point within this web to any other point. When
analysts connect the same points frequently, they form a path that makes it
easier to take that route in the future. Once they start thinking along certain
channels, they tend to continue thinking the same way and the path may
become a rut. The path seems like the obvious and natural way to go.
Information and concepts located near that path are readily available, so
the same images keep coming up. Information not located near that path is
less likely to come to mind.

Talking about breaking mind-sets, or creativity, or even just openness to
new information is really talking about spinning new links and new paths
through the web of memory. These are links among facts and concepts, or
between schemata for organizing facts or concepts, that were not directly
connected or only weakly connected before.

New ideas result from the association of old elements in new combinations.
Previously remote elements of thought suddenly become associated in a
new and useful combination.®® When the linkage is made, the light dawns.
This ability to bring previously unrelated information and ideas together in
meaningful ways is what marks the open-minded, imaginative, creative
analyst.

To illustrate how the mind works, consider my personal experience with a
kind of mental block familiar to all analysts--writer's block. | often need to
break a mental block when writing. Everything is going along fine until |
come to one paragraph and get stuck. | write something down, know it is
not quite right, but just cannot think of a better way to say it. However | try
to change the paragraph, it still comes out basically the same way. My
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thinking has become channeled, and | cannot break out of that particular
thought pattern to write it differently.

A common response to this problem is to take a break, work on something
different for a while, and come back to the difficult portion later. With the
passage of time, the path becomes less pronounced and it becomes easier
to make other connections.

| have found another solution. | force myself to talk about it out loud. | close
the door to my office-- am embarrassed to have anyone hear me talking to
myself--and then stand up and walk around and talk. | say, okay, "What is
the point of this paragraph? What are you trying to communicate?" | answer
myself out loud as though talking to someone else. "The point | am trying to
get across is that ...," and then it just comes. Saying it out loud breaks the
block, and words start coming together in different ways.

Recent research explains why this happens. Scientists have learned that
written language and spoken language are processed in different parts of
the brain.®” They activate different neurons.

Problem-Solving Exercise

Before discussing how analysts can keep their minds open to new
information, let us warm up to this topic with a brief exercise. Without lifting
pencil from paper, draw no more than four straight lines that will cross
through all nine dots in Figure 6.5

Figure 6

After trying to solve the puzzle on your own, refer to the end of this chapter
for answers and further discussion. Then consider that intelligence analysis
Is too often limited by similar, unconscious, self-imposed constraints or
"cages of the mind."

You do not need to be constrained by conventional wisdom. It is often
wrong. You do not necessarily need to be constrained by existing policies.
They can sometimes be changed if you show a good reason for doing so.
You do not necessarily need to be constrained by the specific analytical
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requirement you were given. The policymaker who originated the
requirement may not have thought through his or her needs or the
requirement may be somewhat garbled as it passes down through several
echelons to you to do the work. You may have a better understanding than
the policymaker of what he or she needs, or should have, or what is
possible to do. You should not hesitate to go back up the chain of
command with a suggestion for doing something a little different than what
was asked for.

Mental Tools

People use various physical tools such as a hammer and saw to enhance
their capacity to perform various physical tasks. People can also use
simple mental tools to enhance their ability to perform mental tasks. These
tools help overcome limitations in human mental machinery for perception,
memory, and inference. The next few sections of this chapter discuss
mental tools for opening analysts' minds to new ideas, while the next one
(Chapter 7) deals with mental tools for structuring complex analytical
problems.

Questioning Assumptions

It is a truism that analysts need to question their assumptions. Experience
tells us that when analytical judgments turn out to be wrong, it usually was
not because the information was wrong. It was because an analyst made
one or more faulty assumptions that went unchallenged. The problem is
that analysts cannot question everything, so where do they focus their
attention?

Sensitivity Analysis. One approach is to do an informal sensitivity
analysis. How sensitive is the ultimate judgment to changes in any of the
major variables or driving forces in the analysis? Those linchpin
assumptions that drive the analysis are the ones that need to be
questioned. Analysts should ask themselves what could happen to make
any of these assumptions out of date, and how they can know this has not
already happened. They should try to disprove their assumptions rather
than confirm them. If an analyst cannot think of anything that would cause a
change of mind, his or her mind-set may be so deeply entrenched that the
analyst cannot see the conflicting evidence. One advantage of the
competing hypotheses approach discussed in Chapter 8 is that it helps

15



identify the linchpin assumptions that swing a conclusion in one direction or
another.

Identify Alternative Models. Analysts should try to identify alternative
models, conceptual frameworks, or interpretations of the data by seeking
out individuals who disagree with them rather than those who agree. Most
people do not do that very often. It is much more comfortable to talk with
people in one's own office who share the same basic mind-set. There are a
few things that can be done as a matter of policy, and that have been done
in some offices in the past, to help overcome this tendency.

At least one Directorate of Intelligence component, for example, has had a
peer review process in which none of the reviewers was from the branch
that produced the report. The rationale for this was that an analyst's
iImmediate colleagues and supervisor(s) are likely to share a common
mind-set. Hence these are the individuals least likely to raise fundamental
issues challenging the validity of the analysis. To avoid this mind-set
problem, each research report was reviewed by a committee of three
analysts from other branches handling other countries or issues. None of
them had specialized knowledge of the subject. They were, however, highly
accomplished analysts. Precisely because they had not been immersed in
the issue in question, they were better able to identify hidden assumptions
and other alternatives, and to judge whether the analysis adequately
supported the conclusions.

Be Wary of Mirror Images.

One kind of assumption an analyst should always recognize and question
Is mirror-imaging--filling gaps in the analyst's own knowledge by assuming
that the other side is likely to act in a certain way because that is how the
US would act under similar circumstances. To say, "if | were a Russian
intelligence officer ..." or "if | were running the Indian Government ..." is
mirror-imaging. Analysts may have to do that when they do not know how
the Russian intelligence officer or the Indian Government is really thinking.
But mirror-imaging leads to dangerous assumptions, because people in
other cultures do not think the way we do. The frequent assumption that
they do is what Adm. David Jeremiah, after reviewing the Intelligence
Community failure to predict India's nuclear weapons testing, termed the
"everybody-thinks-like-us mind-set."®°
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Failure to understand that others perceive their national interests differently
from the way we perceive those interests is a constant source of problems
in intelligence analysis. In 1977, for example, the Intelligence Community
was faced with evidence of what appeared to be a South African nuclear
weapons test site. Many in the Intelligence Community, especially those
least knowledgeable about South Africa, tended to dismiss this evidence on
the grounds that "Pretoria would not want a nuclear weapon, because there
is no enemy they could effectively use it on."”° The US perspective on what
IS in another country's national interest is usually irrelevant in intelligence
analysis. Judgment must be based on how the other country perceives its
national interest. If the analyst cannot gain insight into what the other
country is thinking, mirror-imaging may be the only alternative, but analysts
should never get caught putting much confidence in that kind of judgment.

Seeing Different Perspectives

Another problem area is looking at familiar data from a different
perspective. If you play chess, you know you can see your own options
pretty well. It is much more difficult to see all the pieces on the board as
your opponent sees them, and to anticipate how your opponent will react to
your move. That is the situation analysts are in when they try to see how
the US Government's actions look from another country's perspective.
Analysts constantly have to move back and forth, first seeing the situation
from the US perspective and then from the other country's perspective.
This is difficult to do, as you experienced with the picture of the old
woman/young woman in Chapter 2 on perception.

Several techniques for seeing alternative perspectives exploit the general
principle of coming at the problem from a different direction and asking
different questions. These techniques break your existing mind-set by
causing you to play a different and unaccustomed role.

Thinking Backwards. One technique for exploring new ground is thinking
backwards. As an intellectual exercise, start with an assumption that some
event you did not expect has actually occurred. Then, put yourself into the
future, looking back to explain how this could have happened. Think what
must have happened six months or a year earlier to set the stage for that
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outcome, what must have happened six months or a year before that to
prepare the way, and so on back to the present.

Thinking backwards changes the focus from whether something might
happen to how it might happen. Putting yourself into the future creates a
different perspective that keeps you from getting anchored in the present.
Analysts will often find, to their surprise, that they can construct a quite
plausible scenario for an event they had previously thought unlikely.
Thinking backwards is particularly helpful for events that have a low
probability but very serious consequences should they occur, such as a
collapse or overthrow of the Saudi monarchy.

Crystal Ball. The crystal ball approach works in much the same way as
thinking backwards.”* Imagine that a "perfect" intelligence source (such as
a crystal ball) has told you a certain assumption is wrong. You must then
develop a scenario to explain how this could be true. If you can develop a
plausible scenario, this suggests your assumption is open to some
guestion.

Role playing. Role playing is commonly used to overcome constraints and
inhibitions that limit the range of one's thinking. Playing a role changes
"where you sit." It also gives one license to think and act differently. Simply
trying to imagine how another leader or country will think and react, which
analysts do frequently, is not role playing. One must actually act out the
role and become, in a sense, the person whose role is assumed. It is only
“living" the role that breaks an analyst's normal mental set and permits him
or her to relate facts and ideas to each other in ways that differ from
habitual patterns. An analyst cannot be expected to do this alone; some
group interaction is required, with different analysts playing different roles,
usually in the context of an organized simulation or game.

Most of the gaming done in the Defense Department and in the academic
world is rather elaborate and requires substantial preparatory work. It does
not have to be that way. The preparatory work can be avoided by starting
the game with the current situation already known to analysts, rather than
with a notional scenario that participants have to learn. Just one notional
intelligence report is sufficient to start the action in the game. In my
experience, it is possible to have a useful political game in just one day with
almost no investment in preparatory work.
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Gaming gives no "right" answer, but it usually causes the players to see
some things in a new light. Players become very conscious that "where you
stand depends on where you sit." By changing roles, the participants see
the problem in a different context. This frees the mind to think differently.

Devil's Advocate. A devil's advocate is someone who defends a minority
point of view. He or she may not necessarily agree with that view, but may
choose or be assigned to represent it as strenuously as possible. The goal
Is to expose conflicting interpretations and show how alternative
assumptions and images make the world look different. It often requires
time, energy, and commitment to see how the world looks from a different
perspective. 2

Imagine that you are the boss at a US facility overseas and are worried
about the possibility of a terrorist attack. A standard staff response would
be to review existing measures and judge their adequacy. There might well
be pressure--subtle or otherwise--from those responsible for such
arrangements to find them satisfactory. An alternative or supplementary
approach would be to name an individual or small group as a devil's
advocate assigned to develop actual plans for launching such an attack.
The assignment to think like a terrorist liberates the designated person(s) to
think unconventionally and be less inhibited about finding weaknesses in
the system that might embarrass colleagues, because uncovering any such
weaknesses is the assigned task.

Devil's advocacy has a controversial history in the Intelligence Community.
Suffice it to say that some competition between conflicting views is healthy
and must be encouraged; all-out political battle is counterproductive.

Recognizing When To Change Your Mind

As a general rule, people are too slow to change an established view, as
opposed to being too willing to change. The human mind is conservative. It
resists change. Assumptions that worked well in the past continue to be
applied to new situations long after they have become outmoded.
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Learning from Surprise. A study of senior managers in industry identified
how some successful managers counteract this conservative bent. They do
it, according to the study,

By paying attentlion to their feelings of surprise when a particular fact does
not fit their prior understanding, and then by highlighting rather than
denying the novelty. Although surprise made them feel uncomfortable, it
made them take the cause [of the surprise] seriously and inquire into
it....Rather than deny, downplay, or ignore disconfirmation [of their prior
view], successful senior managers often treat it as friendly and in a way
cherish the discomfort surprise creates. As a result, these managers often
perceive novel situations early on and in a frame of mind relatively
undistorted by hidebound notions.”®

Analysts should keep a record of unexpected events and think hard about
what they might mean, not disregard them or explain them away. It is
important to consider whether these surprises, however small, are
consistent with some alternative hypothesis. One unexpected event may be
easy to disregard, but a pattern of surprises may be the first clue that your
understanding of what is happening requires some adjustment, is at best
incomplete, and may be quite wrong.

Strategic Assumptions vs. Tactical Indicators. Abraham Ben-2Zvi
analyzed five cases of intelligence failure to foresee a surprise attack.’* He
made a useful distinction between estimates based on strategic
assumptions and estimates based on tactical indications. Examples of
strategic assumptions include the US belief in 1941 that Japan wished to
avoid war at all costs because it recognized US military superiority, and the
Israeli belief in 1973 that the Arabs would not attack Israel until they
obtained sufficient air power to secure control of the skies. A more recent
instance was the 1998 Indian nuclear test, which was widely viewed as a
surprise and, at least in part, as a failure by the experts to warn of an
impending test. The incorrect strategic assumption was that the new Indian
Government would be dissuaded from testing nuclear weapons for fear of
US economic sanctions.”

Tactical indicators are specific reports of preparations or intent to initiate
hostile action or, in the recent Indian case, reports of preparations for a
nuclear test. Ben-Zvi found that whenever strategic assumptions and
tactical indicators of impending attack converged, an immediate threat was
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perceived and appropriate precautionary measures were taken. When
discrepancies existed between tactical indicators and strategic
assumptions in the five cases Ben-Zvi analyzed, the strategic assumptions
always prevailed, and they were never reevaluated in the light of the
increasing flow of contradictory information. Ben-Zvi concludes that tactical
indicators should be given increased weight in the decisionmaking process.
At a minimum, the emergence of tactical indicators that contradict our
strategic assumption should trigger a higher level of intelligence alert. It
may indicate that a bigger surprise is on the way.

Chapter 8, "Analysis of Competing Hypotheses," provides a framework for
identifying surprises and weighing tactical indicators and other forms of
current evidence against longstanding assumptions and beliefs.

Stimulating Creative Thinking

Imagination and creativity play important roles in intelligence analysis as in
most other human endeavors. Intelligence judgments require the ability to
imagine possible causes and outcomes of a current situation. All possible
outcomes are not given. The analyst must think of them by imagining
scenarios that explicate how they might come about. Similarly, imagination
as well as knowledge is required to reconstruct how a problem appears
from the viewpoint of a foreign government. Creativity is required to
guestion things that have long been taken for granted. The fact that apples
fall from trees was well known to everyone. Newton's creative genius was
to ask "why?" Intelligence analysts, too, are expected to raise new
questions that lead to the identification of previously unrecognized
relationships or to possible outcomes that had not previously been
foreseen.

A creative analytical product shows a flair for devising imaginative or
innovative--but also accurate and effective--ways to fulfill any of the major
requirements of analysis: gathering information, analyzing information,
documenting evidence, and/or presenting conclusions. Tapping unusual
sources of data, asking new questions, applying unusual analytic methods,
and developing new types of products or new ways of fitting analysis to the
needs of consumers are all examples of creative activity.
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A person's intelligence, as measured by IQ tests, has little to do with
creativity, but the organizational environment exercises a major influence.
New but appropriate ideas are most likely to arise in an organizational
climate that nurtures their development and communication.

The old view that creativity is something one is born with, and that it cannot
be taught or developed, is largely untrue. While native talent, per se, is
important and may be immutable, it is possible to learn to employ one's
innate talents more productively. With understanding, practice, and
conscious effort, analysts can learn to produce more imaginative,
innovative, creative work.

There is a large body of literature on creativity and how to stimulate it. At
least a half-dozen different methods have been developed for teaching,
facilitating, or liberating creative thinking. All the methods for teaching or
facilitating creativity are based on the assumption that the process of
thinking can be separated from the content of thought. One learns mental
strategies that can be applied to any subject.

It is not our purpose here to review commercially available programs for
enhancing creativity. Such programmatic approaches can be applied more
meaningfully to problems of new product development, advertising, or
management than to intelligence analysis. It is relevant, however, to
discuss several key principles and techniques that these programs have in
common, and that individual intelligence analysts or groups of analysts can
apply in their work.

Intelligence analysts must generate ideas concerning potential causes or
explanations of events, policies that might be pursued or actions taken by a
foreign government, possible outcomes of an existing situation, and
variables that will influence which outcome actually comes to pass.
Analysts also need help to jog them out of mental ruts, to stimulate their
memories and imaginations, and to perceive familiar events from a new
perspective.

Here are some of the principles and techniques of creative thinking that can
be applied to intelligence analysis.

Deferred Judgment. The principle of deferred judgment is undoubtedly the
most important. The idea-generation phase of analysis should be
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separated from the idea-evaluation phase, with evaluation deferred until all
possible ideas have been brought out. This approach runs contrary to the
normal procedure of thinking of ideas and evaluating them concurrently.
Stimulating the imagination and critical thinking are both important, but they
do not mix well. A judgmental attitude dampens the imagination, whether it
manifests itself as self-censorship of one's own ideas or fear of critical
evaluation by colleagues or supervisors. Idea generation should be a
freewheeling, unconstrained, uncritical process.

New ideas are, by definition, unconventional, and therefore likely to be
suppressed, either consciously or unconsciously, unless they are born in a
secure and protected environment. Critical judgment should be suspended
until after the idea-generation stage of analysis has been completed. A
series of ideas should be written down and then evaluated later. This
applies to idea searching by individuals as well as brainstorming in a group.
Get all the ideas out on the table before evaluating any of them.

Quantity Leads to Quality. A second principle is that quantity of ideas
eventually leads to quality. This is based on the assumption that the first
ideas that come to mind will be those that are most common or usual. It is
necessary to run through these conventional ideas before arriving at
original or different ones. People have habitual ways of thinking, ways that
they continue to use because they have seemed successful in the past. It
may well be that these habitual responses, the ones that come first to
mind, are the best responses and that further search is unnecessary. In
looking for usable new ideas, however, one should seek to generate as
many ideas as possible before evaluating any of them.

No Self-Imposed Constraints. A third principle is that thinking should be
allowed--indeed encouraged--to range as freely as possible. It is necessary
to free oneself from self-imposed constraints, whether they stem from
analytical habit, limited perspective, social norms, emotional blocks, or
whatever.

Cross-Fertilization of Ideas. A fourth principle of creative problem-solving
Is that cross-fertilization of ideas is important and necessary. Ideas should
be combined with each other to form more and even better ideas. If
creative thinking involves forging new links between previously unrelated or
weakly related concepts, then creativity will be stimulated by any activity
that brings more concepts into juxtaposition with each other in fresh ways.
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Interaction with other analysts is one basic mechanism for this. As a
general rule, people generate more creative ideas when teamed up with
others; they help to build and develop each other's ideas. Personal
interaction stimulates new associations between ideas. It also induces
greater effort and helps maintain concentration on the task.

These favorable comments on group processes are not meant to
encompass standard committee meetings or coordination processes that
force consensus based on the lowest common denominator of agreement.
My positive words about group interaction apply primarily to brainstorming
sessions aimed at generating new ideas and in which, according to the first
principle discussed above, all criticism and evaluation are deferred until
after the idea generation stage is completed.

Thinking things out alone also has its advantages: individual thought tends
to be more structured and systematic than interaction within a group.
Optimal results come from alternating between individual thinking and team
effort, using group interaction to generate ideas that supplement individual
thought. A diverse group is clearly preferable to a homogeneous one.
Some group participants should be analysts who are not close to the
problem, inasmuch as their ideas are more likely to reflect different insights.

Idea Evaluation. All creativity techniques are concerned with stimulating
the flow of ideas. There are no comparable techniques for determining
which ideas are best. The procedures are, therefore, aimed at idea
generation rather than idea evaluation. The same procedures do aid in
evaluation, however, in the sense that ability to generate more alternatives
helps one see more potential consequences, repercussions, and effects
that any single idea or action might entail.

Organizational Environment

A new idea is not the end product of the creative process. Rather, it is the
beginning of what is sometimes a long and tortuous process of translating
an idea into an innovative product. The idea must be developed, evaluated,
and communicated to others, and this process is influenced by the
organizational setting in which it transpires. The potentially useful new idea
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must pass over a number of hurdles before it is embraced as an
organizational product.

The following paragraphs describe in some detail research conducted by
Frank Andrews to investigate the relationship among creative ability,
organizational setting, and innovative research products.’® The subjects of
this research were 115 scientists, each of whom had directed a research
project dealing with social-psychological aspects of disease. These
scientists were given standardized tests that measure creative ability and
intelligence. They were also asked to fill out an extensive questionnaire
concerning the environment in which their research was conducted. A
panel of judges composed of the leading scientists in the field of medical
sociology was asked to evaluate the principal published results from each
of the 115 research projects.

Judges evaluated the research results on the basis of productivity and
innovation. Productivity was defined as the "extent to which the research
represents an addition to knowledge along established lines of research or
as extensions of previous theory." Innovativeness was defined as
"additions to knowledge through new lines of research or the development
of new theoretical statements of findings that were not explicit in previous
theory.’”” Innovation, in other words, involved raising new questions and
developing new approaches to the acquisition of knowledge, as distinct
from working productively within an already established framework. This
same definition applies to innovation in intelligence analysis.

Andrews found virtually no relationship between the scientists' creative
ability and the innovativeness of their research. (There was also no
relationship between level of intelligence and innovativeness.) Those who
scored high on tests of creative ability did not necessarily receive high
ratings from the judges evaluating the innovativeness of their work. A
possible explanation is that either creative ability or innovation, or both,
were not measured accurately, but Andrews argues persuasively for
another view. Various social and psychological factors have so great an
effect on the steps needed to translate creative ability into an innovative
research product that there is no measurable effect traceable to creative
ability alone. In order to document this conclusion, Andrews analyzed data
from the questionnaires in which the scientists described their work
environment.
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Andrews found that scientists possessing more creative ability produced
more innovative work only under the following favorable conditions:

When the scientist perceived himself or herself as responsible for initiating
new activities. The opportunity for innovation, and the encouragement of it,
are--not surprisingly--important variables.

When the scientist had considerable control over decisionmaking
concerning his or her research program--in other words, the freedom to set
goals, hire research assistants, and expend funds. Under these
circumstances, a new idea is less likely to be snuffed out before it can be
developed into a creative and useful product.

When the scientist felt secure and comfortable in his or her professional
role. New ideas are often disruptive, and pursuing them carries the risk of
failure. People are more likely to advance new ideas if they feel secure in
their positions.

When the scientist's administrative superior "stayed out of the way."
Research is likely to be more innovative when the superior limits himself or
herself to support and facilitation rather than direct involvement.

When the project was relatively small with respect to the number of people
involved, budget, and duration. Small size promotes flexibility, and this in
turn is more conducive to creativity.

When the scientist engaged in other activities, such as teaching or
administration, in addition to the research project. Other work may provide
useful stimulation or help one identify opportunities for developing or
implementing new ideas. Some time away from the task, or an incubation
period, is generally recognized as part of the creative process."

The importance of any one of these factors was not very great, but their
impact was cumulative. The presence of all or most of these conditions
exerted a strongly favorable influence on the creative process. Conversely,
the absence of these conditions made it quite unlikely that even highly
creative scientists could develop their new ideas into innovative research
results. Under unfavorable conditions, the most creatively inclined
scientists produced even less innovative work than their less imaginative
colleagues, presumably because they experienced greater frustration with
their work environment.
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In summary, some degree of innate creative talent may be a necessary
precondition for innovative work, but it is unlikely to be of much value
unless the organizational environment in which that work is done nurtures
the development and communication of new ideas. Under unfavorable
circumstances, an individual's creative impulses probably will find
expression outside the organization.

There are, of course, exceptions to the rule. Some creativity occurs even in
the face of intense opposition. A hostile environment can be stimulating,
enlivening, and challenging. Some people gain satisfaction from viewing
themselves as lonely fighters in the wilderness, but when it comes to
conflict between a large organization and a creative individual within it, the
organization generally wins.

Recognizing the role of organizational environment in stimulating or
suppressing creativity points the way to one obvious set of measures to
enhance creative organizational performance. Managers of analysis, from
first-echelon supervisors to the Director of Central Intelligence, should take
steps to strengthen and broaden the perception among analysts that new
ideas are welcome. This is not easy; creativity implies criticism of that
which already exists. It is, therefore, inherently disruptive of established
ideas and organizational practices.

Particularly within his or her own office, an analyst needs to enjoy a sense
of security, so that partially developed ideas may be expressed and
bounced off others as sounding boards with minimal fear of criticism or
ridicule for deviating from established orthodoxy. At its inception, a new
idea is frail and vulnerable. It needs to be nurtured, developed, and tested
in a protected environment before being exposed to the harsh reality of
public criticism. It is the responsibility of an analyst's immediate supervisor
and office colleagues to provide this sheltered environment.

Conclusions

Creativity, in the sense of new and useful ideas, is at least as important in
intelligence analysis as in any other human endeavor. Procedures to
enhance innovative thinking are not new. Creative thinkers have employed
them successfully for centuries. The only new elements--and even they
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may not be new anymore--are the grounding of these procedures in
psychological theory to explain how and why they work, and their
formalization in systematic creativity programs.

Learning creative problem-solving techniques does not change an analyst's
native-born talents but helps an analyst achieve his or her full potential.
Most people have the ability to be more innovative than they themselves
realize. The effectiveness of these procedures depends, in large measure,
upon the analyst's motivation, drive, and perseverance in taking the time
required for thoughtful analysis despite the pressures of day-to-day duties,
mail, and current intelligence reporting.

A guestioning attitude is a prerequisite to a successful search for new
ideas. Any analyst who is confident that he or she already knows the
answer, and that this answer has not changed recently, is unlikely to
produce innovative or imaginative work. Another prerequisite to creativity is
sufficient strength of character to suggest new ideas to others, possibly at
the expense of being rejected or even ridiculed on occasion. "The ideas of
creative people often lead them into direct conflict with the trends of their
time, and they need the courage to be able to stand alone."’®

Figure 6

The nine-dots puzzle illustrated in Figure 6 above and earlier in this chapter
is difficult to solve only if one defines the problem to narrowly. A surprising
number of people assume they are not supposed to let the pencil go
outside an imaginary square drawn around the nine dots.

Figure 7

This unconscious constraint exists only in the mind of the problem-solver; it
Is not specified in the definition of the problem. With no limit on the length
of lines, it should be relatively easy to come up with the answer shown in
Figure 7.

Figure 8

Another common, unconscious constraint is the assumption that the lines
must pass through the center of the dots. This constraint, too, exists only in
the mind of the problem solver. Without it, the three-line solution in Figure 8
becomes rather obvious.
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Figure 9

A more subtle and certainly more pervasive mental block is the assumption
that such problems must be solved within a two-dimensional-plane. By
rolling the paper to form a cylinder, it becomes possible to draw a single
straight line that spirals through all nine dots, as in Figure 9.

Chapter 7

Structuring Analytical Problems

This chapter discusses various structures for decomposing and
externalizing complex analytical problems when we cannot keep
all the relevant factors in the forefront of our consciousness at the
same time.

Decomposition means breaking a problem down into its
component parts. Externalization means getting the problem out
of our heads and into some visible form that we can work with.

*kkkkkkkkkkkkkkkkkk

The discussion of working memory in Chapter 3 indicated that
"The Magic Number Seven--Plus or Minus Two"’? is the number
of things most people can keep in working memory at one time.
To experience firsthand this limitation on working memory while
doing a mental task, try multiplying in your head any pair of two-
digit numbers- for example, 46 times 78. On paper, this is a
simple problem, but most people cannot keep track of that many
numbers in their head.

The limited capacity of working memory is the source of many
problems in doing intelligence analysis. It is useful to consider just
how complicated analysis can get, and how complexity might
outstrip your working memory and impede your ability to make
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accurate judgments. Figure 10 illustrates how complexity
increases geometrically as the number of variables in an
analytical problem increases. The four-sided square shows that
when a problem has just four variables, there are six possible
interrelationships between those variables. With the pentagon, the
five variables have 10 possible interrelationships. With six and
eight variables, respectively, there are 15 and 28 possible
interrelationships between variables.

The number of possible relationships between variables grows
geometrically as the number of variables increases.

Figure 10

There are two basic tools for dealing with complexity in analysis--
decomposition and externalization.

Decomposition means breaking a problem down into its
component parts. That is, indeed, the essence of analysis.
Webster's Dictionary defines analysis as division of a complex
whole into its parts or elements.®°

The spirit of decision analysis is to divide and conquer:
Decompose a complex problem into simpler problems, get one's
thinking straight in these simpler problems, paste these analyses
together with a logical glue ...8!

Externalization means getting the decomposed problem out of
one's head and down on paper or on a computer screen in some
simplified form that shows the main variables, parameters, or
elements of the problem and how they relate to each other.
Writing down the multiplication problem, 46 times 78, is a very
simple example of externalizing an analytical problem. When it is
down on paper, one can easily manipulate one part of the
problem at a time and often be more accurate than when trying to
multiply the numbers in one's head.
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| call this drawing a picture of your problem. Others call it making
a model of your problem. It can be as simple as just making lists
pro and con.

This recommendation to compensate for limitations of working
memory by decomposing and externalizing analytical problems is
not new. The following quote is from a letter Benjamin Franklin
wrote in 1772 to the great British scientist Joseph Priestley, the
discoverer of oxygen:

In the affair of so much importance to you, wherein you ask my
advice, | cannot for want of sufficient premises, advise you what
to determine, but if you please | will tell you how. When those
difficult cases occur, they are difficult, chiefly because while we
have them under consideration, all the reasons pro and con are
not present to the mind at the same time, but sometimes one set
present themselves, and at other times another, the first being out
of sight. Hence the various purposes or inclinations that
alternatively prevail, and the uncertainty that perplexes us.

To get over this, my way is to divide half a sheet of paper by a line
into two columns; writing over the one Pro, and over the other
Con. Then, during three or four days of consideration, | put down
under the different heads short hints of the different motives, that
at different times occur to me, for or against the measure.

When | have thus got them all together in one view, | endeavor to
estimate their respective weights; and where | find two, one on
each side, that seem equal, | strike them both out. If | find a
reason pro equal to some two reasons con, | strike out the three .
.. and thus proceeding | find at length where the balance lies; and
if, after a day or two of further consideration, nothing new that is
of importance occurs on either side, | come to a determination
accordingly.
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And, though the weight of reasons cannot be taken with the
precision of algebraic quantities, yet when each is thus
considered, separately and comparatively, and the whole lies
before me, | think | can judge better, and am less liable to make a
rash step, and in fact | have found great advantage from this kind
of equation. . . . 82

It is noteworthy that Franklin over 200 years ago ident2ified the
problem of limited working memory and how it affects one's ability
to make judgments. As Franklin noted, decision problems are
difficult because people cannot keep all the pros and cons in mind
at the same time. We focus first on one set of arguments and then
on another, "...hence the various purposes and inclinations that
alternatively prevail, and the uncertainty that perplexes us."

Franklin also identified the solution--getting all the pros and cons
out of his head and onto paper in some visible, shorthand form.
The fact that this topic was part of the dialogue between such
illustrious individuals reflects the type of people who use such
analytical tools. These are not aids to be used by weak analysts
but unneeded by the strong. Basic limitations of working memory
affect everyone. It is the more astute and careful analysts who are
most conscious of this and most likely to recognize the value
gained by applying these very simple tools.

Putting ideas into visible form ensures that they will last. They will
lie around for days goading you into having further thoughts. Lists
are effective because they exploit people's tendency to be a bit
compulsive--we want to keep adding to them. They let us get the
obvious and habitual answers out of the way, so that we can add
to the list by thinking of other ideas beyond those that came first
to mind. One specialist in creativity has observed that "for the
purpose of moving our minds, pencils can serve as crowbars"83--
just by writing things down and making lists that stimulate new
associations.
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With the key elements of a problem written down in some
abbreviated form, it is far easier to work with each of the parts
while still keeping the problem as a whole in view. Analysts can
generally take account of more factors than when making a global
judgment. They can manipulate individual elements of the
problem to examine the many alternatives available through
rearranging, combining, or modifying them. Variables may be
given more weight or deleted, causal relationships
reconceptualized, or conceptual categories redefined. Such
thoughts may arise spontaneously, but they are more likely to
occur when an analyst looks at each element, one by one, and
asks questions designed to encourage and facilitate consideration
of alternative interpretations.

Problem Structure

Anything that has parts also has a structure that relates these
parts to each other. One of the first steps in doing analysis is to
determine an appropriate structure for the analytical problem, so
that one can then identify the various parts and begin assembling
information on them. Because there are many different kinds of
analytical problems, there are also many different ways to
structure analysis.

Lists such as Franklin made are one of the simplest structures. An
intelligence analyst might make lists of relevant variables, early
warning indicators, alternative explanations, possible outcomes,
factors a foreign leader will need to take into account when
making a decision, or arguments for and against a given
explanation or outcome.

Other tools for structuring a problem include outlines, tables,
diagrams, trees, and matrices, with many sub-species of each.
For example, trees include decision trees and fault trees.
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Diagrams include causal diagrams, influence diagrams, flow
charts, and cognitive maps.

Consideration of all those tools is beyond the scope of this book,
but several such tools are discussed. Chapter 11, "Biases in
Perception of Cause and Effect," has a section on lllusory
Correlation that uses a (2x2) contingency table to structure
analysis of the question: Is deception most likely when the stakes
are very high? Chapter 8, "Analysis of Competing Hypotheses," is
arguably the most useful chapter in this book. It recommends
using a matrix to array evidence for and against competing
hypotheses to explain what is happening now or estimate what
may happen in the future.

The discussion below also uses a matrix to illustrate
decomposition and externalization and is intended to prepare you
for the next chapter on "Analysis of Competing Hypotheses." It
demonstrates how to apply these tools to a type of decision
commonly encountered in our personal lives.

Car Purchase Matrix

In choosing among alternative purchases, such as when buying a
car, a new computer, or a house, people often want to maximize
their satisfaction on a number of sometimes-conflicting
dimensions. They want a car at the lowest possible price, with the
lowest maintenance cost, highest resale value, slickest styling,
best handling, best gas mileage, largest trunk space, and so forth.
They can't have it all, so they must decide what is most important
and make tradeoffs. As Ben Franklin said, the choice is
sometimes difficult. We vacillate between one choice and another,
because we cannot keep in working memory at the same time all
the characteristics of all the choices. We think first of one and
then the other.
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To handle this problem analytically, follow the divide-and-conquer
principle and "draw a picture" of the problem as a whole that
helps you identify and make the tradeoffs. The component parts
of the car purchase problem are the cars you are considering
buying and the attributes or dimensions you want to maximize.
After identifying the desirable attributes that will influence your
decision, weigh how each car stacks up on each attribute. A
matrix is the appropriate tool for keeping track of your judgments
about each car and each attribute, and then putting all the parts
back together to make a decision.

Start by listing the important attributes you want to maximize, as
shown for example in Figure 11.

Figure 11

Next, quantify the relative importance of each attribute by dividing
100 percent among them. In other words, ask yourself what
percentage of the decision should be based on price, on styling,
etc. This forces you to ask relevant questions and make decisions
you might have glossed over if you had not broken the problem
down in this manner. How important is price versus styling, really?
Do you really care what it looks like from the outside, or are you
mainly looking for comfort on the inside and how it drives? Should
safety be included in your list of important attributes? Because
poor gas mileage can be offset by lower maintenance cost for
repairs, perhaps both should be combined into a single attribute
called operating cost.

Figure 12

This step might produce a result similar to Figure 12, depending
on your personal preferences. If you do this together with your
spouse, the exact basis of any difference of opinion will become
immediately apparent and can be quantified.
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Next, identify the cars you are considering and judge how each
one ranks on each of the six attributes shown in Figure 12. Set up
a matrix as shown in Figure 13 and work across the rows of the
matrix. For each attribute, take 10 points and divide it among the
three cars based on how well they meet the requirements of that
attribute. (This is the same as taking 100 percent and dividing it
among the cars, but it keeps the numbers lower when you get to
the next step.)

You now have a picture of your analytical problem--the
comparative value you attribute to each of the principal attributes
of a new car and a comparison of how various cars satisfy those
desired attributes. If you have narrowed it down to three
alternatives, your matrix will look something like Figure 13:

Figure 13

When all the cells of the matrix have been filled in, you can then
calculate which car best suits your preferences. Multiply the
percentage value you assigned to each attribute by the value you
assigned to that attribute for each car, which produces the result
in Figure 14. If the percentage values you assigned to each
attribute accurately reflect your preferences, and if each car has
been analyzed accurately, the analysis shows you will gain more
satisfaction from the purchase of Car 3 than either of the

alternatives.

Figure 14

At this point, you do a sensitivity analysis to determine whether
plausible changes in some values in the matrix would swing the
decision to a different car. Assume, for example, that your spouse
places different values than you on the relative importance of
price versus styling. You can insert your spouse's percentage
values for those two attributes and see if that makes a difference
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in the decision. (For example, one could reduce the importance of
price to 20 percent and increase styling to 30 percent. That is still
not quite enough to switch the choice to Car 2, which rates
highest on styling.)

There is a technical name for this type of analysis. It is called
Multiattribute Utility Analysis, and there are complex computer
programs for doing it. In simplified form, however, it requires only
pencil and paper and high school arithmetic. It is an appropriate
structure for any purchase decision in which you must make
tradeoffs between multiple competing preferences.

Conclusions

The car purchase example was a warmup for the following
chapter. It illustrates the difference between just sitting down and
thinking about a problem and really analyzing a problem. The
essence of analysis is breaking down a problem into its
component parts, assessing each part separately, then putting the
parts back together to make a decision. The matrix in this
example forms a "picture" of a complex problem by getting it out
of our head and onto paper in a logical form that enables you to
consider each of the parts individually.

You certainly would not want to do this type of analysis for all your
everyday personal decisions or for every intelligence judgment.
You may wish to do it, however, for an especially important,
difficult, or controversial judgment, or when you need to leave an
audit trail showing how you arrived at a judgment. The next
chapter applies decomposition, externalization, and the matrix
structure to a common type of intelligence problem.
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Chapter 8
Analysis of Competing Hypotheses

Analysis of competing hypotheses, sometimes abbreviated ACH,
Is a tool to aid judgment on important issues requiring careful
weighing of alternative explanations or conclusions. It helps an
analyst overcome, or at least minimize, some of the cognitive
limitations that make prescient intelligence analysis so difficult to
achieve.

ACH is an eight-step procedure grounded in basic insights from
cognitive psychology, decision analysis, and the scientific method.
It is a surprisingly effective, proven process that helps analysts
avoid common analytic pitfalls. Because of its thoroughness, it is
particularly appropriate for controversial issues when analysts
want to leave an audit trail to show what they considered and how
they arrived at their judgment.84

kkkkkkkkkhkkhkkkhkkhkkk

When working on difficult intelligence issues, analysts are, in
effect, choosing among several alternative hypotheses. Which of
several possible explanations is the correct one? Which of several
possible outcomes is the most likely one? As previously noted,
this book uses the term "hypothesis" in its broadest sense as a
potential explanation or conclusion that is to be tested by
collecting and presenting evidence.

Analysis of competing hypotheses (ACH) requires an analyst to
explicitly identify all the reasonable alternatives and have them
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compete against each other for the analyst's favor, rather than
evaluating their plausibility one at a time.

The way most analysts go about their business is to pick out what
they suspect intuitively is the most likely answer, then look at the
available information from the point of view of whether or not it
supports this answer. If the evidence seems to support the
favorite hypothesis, analysts pat themselves on the back ("See, |
knew it all along!") and look no further. If it does not, they either
reject the evidence as misleading or develop another hypothesis
and go through the same procedure again. Decision analysts call
this a satisficing strategy. (See Chapter 4, Strategies for
Analytical Judgment.) Satisficing means picking the first solution
that seems satisfactory, rather than going through all the
possibilities to identify the very best solution. There may be
several seemingly satisfactory solutions, but there is only one
best solution.

Chapter 4 discussed the weaknesses in this approach. The
principal concern is that if analysts focus mainly on trying to
confirm one hypothesis they think is probably true, they can easily
be led astray by the fact that there is so much evidence to support
their point of view. They fail to recognize that most of this
evidence is also consistent with other explanations or
conclusions, and that these other alternatives have not been
refuted.

Simultaneous evaluation of multiple, competing hypotheses is
very difficult to do. To retain three to five or even seven
hypotheses in working memory and note how each item of
information fits into each hypothesis is beyond the mental
capabilities of most people. It takes far greater mental agility than
listing evidence supporting a single hypothesis that was pre-
judged as the most likely answer. It can be accomplished, though,
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with the help of the simple procedures discussed here. The box
below contains a step-by-step outline of the ACH process.

Step 1

Identify the possible hypotheses to be considered. Use a
group of analysts with different perspectives to brainstorm
the possibilities.

Psychological research into how people go about generating
hypotheses shows that people are actually rather poor at thinking
of all the possibilities.®> If a person does not even generate the
correct hypothesis for consideration, obviously he or she will not
get the correct answer.

Step-by-Step Outline of Analysis of Competing Hypotheses

1. Identify the possible hypotheses to be considered. Use a group
of analysts with different perspectives to brainstorm the
possibilities.

2. Make a list of significant evidence and arguments for and
against each hypothesis.

3. Prepare a matrix with hypotheses across the top and evidence
down the side. Analyze the "diagnosticity" of the evidence and
arguments--that is, identify which items are most helpful in judging
the relative likelihood of the hypotheses.

4. Refine the matrix. Reconsider the hypotheses and delete
evidence and arguments that have no diagnostic value.
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5. Draw tentative conclusions about the relative likelihood of each
hypothesis. Proceed by trying to disprove the hypotheses rather
than prove them.

6. Analyze how sensitive your conclusion is to a few critical items
of evidence. Consider the consequences for your analysis if that
evidence were wrong, misleading, or subject to a different
interpretation.

7. Report conclusions. Discuss the relative likelihood of all the
hypotheses, not just the most likely one.

8. Identify milestones for future observation that may indicate
events are taking a different course than expected.

It is useful to make a clear distinction between the hypothesis
generation and hypothesis evaluation stages of analysis. Step 1
of the recommended analytical process is to identify all
hypotheses that merit detailed examination. At this early
hypothesis generation stage, it is very useful to bring together a
group of analysts with different backgrounds and perspectives.
Brainstorming in a group stimulates the imagination and may
bring out possibilities that individual members of the group had
not thought of. Initial discussion in the group should elicit every
possibility, no matter how remote, before judging likelihood or
feasibility. Only when all the possibilities are on the table should
you then focus on judging them and selecting the hypotheses to
be examined in greater detail in subsequent analysis.

When screening out the seemingly improbable hypotheses that
you do not want to waste time on, it is necessary to distinguish
hypotheses that appear to be disproved from those that are
simply unproven. For an unproven hypothesis, there is no
evidence that it is correct. For a disproved hypothesis, there is
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positive evidence that it is wrong. As discussed in Chapter 4,
"Strategies for Analytical Judgment,” and under Step 5 below, you
should seek evidence that disproves

hypotheses. Early rejection of unproven, but not disproved,
hypotheses biases the subsequent analysis, because one does
not then look for the evidence that might support them. Unproven
hypotheses should be kept alive until they can be disproved.

One example of a hypothesis that often falls into this unproven
but not disproved category is the hypothesis that an opponent is
trying to deceive us. You may reject the possibility of denial and
deception because you see no evidence of it, but rejection is not
justified under these circumstances. If deception is planned well
and properly implemented, one should not expect to find evidence
of it readily at hand. The possibility should not be rejected until it
Is disproved, or, at least, until after a systematic search for
evidence has been made and none has been found.

There is no "correct" number of hypotheses to be considered. The
number depends upon the nature of the analytical problem and
how advanced you are in the analysis of it. As a general rule, the
greater your level of uncertainty, or the greater the policy impact
of your conclusion, the more alternatives you may wish to
consider. More than seven hypotheses may be unmanageable; if
there are this many alternatives, it may be advisable to group
several of them together for your initial cut at the analysis.

Step 2

Make a list of significant evidence and arguments for and
against each hypothesis.

In assembling the list of relevant evidence and arguments, these
terms should be interpreted very broadly. They refer to all the
factors that have an impact on your judgments about the
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hypotheses. Do not limit yourself to concrete evidence in the
current intelligence reporting. Also include your own assumptions
or logical deductions about another person's or group's or
country's intentions, goals, or standard procedures. These
assumptions may generate strong preconceptions as to which
hypothesis is most likely. Such assumptions often drive your final
judgment, so it is important to include them in the list of
"evidence."

First, list the general evidence that applies to all the hypotheses.
Then consider each hypothesis individually, listing factors that
tend to support or contradict each one. You will commonly find
that each hypothesis leads you to ask different questions and,
therefore, to seek out somewhat different evidence.

For each hypothesis, ask yourself this question: If this hypothesis
is true, what should | expect to be seeing or not seeing? What are
all the things that must have happened, or may still be happening,
and that one should expect to see evidence of? If you are not
seeing this evidence, why not? Is it because it has not happened,
it is not normally observable, it is being concealed from you, or
because you or the intelligence collectors have not looked for it?

Note the absence of evidence as well as its presence. For
example, when weighing the possibility of military attack by an
adversary, the steps the adversary has not taken to ready his
forces for attack may be more significant than the observable
steps that have been taken. This recalls the Sherlock Holmes
story in which the vital clue was that the dog did not bark in the
night. One's attention tends to focus on what is reported rather
than what is not reported. It requires a conscious effort to think
about what is missing but should be present if a given hypothesis
were true.

Step 3
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Prepare a matrix with hypotheses across the top and
evidence down the side. Analyze the "diagnosticity" of the
evidence and arguments- that is, identify which items are
most helpful in judging the relative likelihood of alternative
hypotheses.

Step 3 is perhaps the most important element of this analytical
procedure. It is also the step that differs most from the natural,
intuitive approach to analysis, and, therefore, the step you are
most likely to overlook or misunderstand.

The procedure for Step 3 is to take the hypotheses from Step 1
and the evidence and arguments from Step 2 and put this
information into a matrix format, with the hypotheses across the
top and evidence and arguments down the side. This gives an
overview of all the significant components of your analytical
problem.

Then analyze how each piece of evidence relates to each
hypothesis. This differs from the normal procedure, which is to
look at one hypothesis at a time in order to consider how well the
evidence supports that hypothesis. That will be done later, in Step
5. At this point, in Step 3, take one item of evidence at a time,
then consider how consistent that evidence is with each of the
hypotheses. Here is how to remember this distinction. In Step 3,
you work across the rows of the matrix, examining one item of
evidence at a time to see how consistent that item of evidence is
with each of the hypotheses. In Step 5, you work down the
columns of the matrix, examining one hypothesis at a time, to see
how consistent that hypothesis is with all the evidence.

To fill in the matrix, take the first item of evidence and ask
whether it is consistent with, inconsistent with, or irrelevant to
each hypothesis. Then make a notation accordingly in the
appropriate cell under each hypothesis in the matrix. The form of
these notations in the matrix is a matter of personal preference. It
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may be pluses, minuses, and question marks. It may be C, I, and
N/A standing for consistent, inconsistent, or not applicable. Or it
may be some textual notation. In any event, it will be a
simplification, a shorthand representation of the complex
reasoning that went on as you thought about how the evidence
relates to each hypothesis.

After doing this for the first item of evidence, then go on to the
next item of evidence and repeat the process until all cells in the
matrix are filled. Figure 15 shows an example of how such a
matrix might look. It uses as an example the intelligence question
that arose after the US bombing of Iraqi intelligence headquarters
in 1993: Will Iraq retaliate? The evidence in the matrix and how it
IS evaluated are hypothetical, fabricated for the purpose of
providing a plausible example of the procedure. The matrix does
not reflect actual evidence or judgments available at that time to
the US Intelligence Community.

Figure 15
Question: Will Iraqg Retaliate for US Bombing of Its
Intelligence Headquarters

The matrix format helps you weigh the diagnosticity of each item
of evidence, which is a key difference between analysis of
competing hypotheses and traditional analysis. Diagnosticity of
evidence is an important concept that is, unfortunately, unfamiliar
to many analysts. It was introduced in Chapter 4, and that
discussion is repeated here for your convenience.

Diagnosticity may be illustrated by a medical analogy. A high-
temperature reading may have great value in telling a doctor that
a patient is sick, but relatively little value in determining which
iliness a person is suffering from. Because a high temperature is
consistent with so many possible hypotheses about a patient's
iliness, this evidence has limited diagnostic value in determining
which illness (hypothesis) is the more likely one.
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Evidence is diagnostic when it influences your judgment on the
relative likelihood of the various hypotheses identified in Step 1. If
an item of evidence seems consistent with all the hypotheses, it
may have no diagnostic value. A common experience is to
discover that most of the evidence supporting what you believe is
the most likely hypothesis really is not very helpful, because that
same evidence is also consistent with other hypotheses. When
you do identify items that are highly diagnostic, these should drive
your judgment. These are also the items for which you should re-
check accuracy and consider alternative interpretations, as
discussed in Step 6.

In the hypothetical matrix dealing with Iraqgi intentions, note that
evidence designated "E1" is assessed as consistent with all of the
hypotheses. In other words, it has no diagnostic value. This is
because we did not give any credence to Saddam's public
statement on this question. He might say he will not retaliate but
then do so, or state that he will retaliate and then not do it. On the
other hand, E4 is diagnostic: increased frequency or length of
Iraqgi agent radio broadcasts is more likely to be observed if the
Iraqis are planning retaliation than if they are not. The double
minus for E6 indicates this is considered a very strong argument
against H1. It is a linchpin assumption that drives the conclusion
in favor of either H2 or H3. Several of the judgments reflected in
this matrix will be questioned at a later stage in this analysis.

In some cases it may be useful to refine this procedure by using a
numerical probability, rather than a general notation such as plus
or minus, to describe how the evidence relates to each
hypothesis. To do this, ask the following question for each cell in
the matrix: If this hypothesis is true, what is the probability that |
would be seeing this item of evidence? You may also make one
or more additional notations in each cell of the matrix, such as:
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. Adding a scale to show the intrinsic importance of each item of
evidence.

. Adding a scale to show the ease with which items of evidence
could be concealed, manipulated, or faked, or the extent to which
one party might have an incentive to do so. This may be
appropriate when the possibility of denial and deception is a
serious issue.

Step 4

Refine the matrix. Reconsider the hypotheses and delete
evidence and arguments that have no diagnostic value.

The exact wording of the hypotheses is obviously critical to the
conclusions one can draw from the analysis. By this point, you will
have seen how the evidence breaks out under each hypothesis,
and it will often be appropriate to reconsider and reword the
hypotheses. Are there hypotheses that need to be added, or finer
distinctions that need to be made in order to consider all the
significant alternatives? If there is little or no evidence that helps
distinguish between two hypotheses, should they be combined
into one?

Also reconsider the evidence. Is your thinking about which
hypotheses are most likely and least likely influenced by factors
that are not included in the listing of evidence? If so, put them in.
Delete from the matrix items of evidence or assumptions that now
seem unimportant or have no diagnostic value. Save these items
in a separate list as a record of information that was considered.

Step 5
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Draw tentative conclusions about the relative likelihood of
each hypothesis. Proceed by trying to disprove hypotheses
rather than prove them.

In Step 3, you worked across the matrix, focusing on a single item
of evidence or argument and examining how it relates to each
hypothesis. Now, work down the matrix, looking at each
hypothesis as a whole. The matrix format gives an overview of all
the evidence for and against all the hypotheses, so that you can
examine all the hypotheses together and have them compete
against each other for your favor.

In evaluating the relative likelihood of alternative hypotheses, start
by looking for evidence or logical deductions that enable you to
reject hypotheses, or at least to determine that they are unlikely.
A fundamental precept of the scientific method is to proceed by
rejecting or eliminating hypotheses, while tentatively accepting
only those hypotheses that cannot be refuted. The scientific
method obviously cannot be applied into intuitive judgment, but
the principle of seeking to disprove hypotheses, rather than
confirm them, is useful.

No matter how much information is consistent with a given
hypothesis, one cannot prove that hypothesis is true, because the
same information may also be consistent with one or more other
hypotheses. On the other hand, a single item of evidence that is
inconsistent with a hypothesis may be sufficient grounds for
rejecting that hypothesis. This was discussed in detail in Chapter
4, "Strategies for Analytical Judgment.”

People have a natural tendency to concentrate on confirming
hypotheses they already believe to be true, and they commonly
give more weight to information that supports a hypothesis than to
information that weakens it. This is wrong; we should do just the
opposite. Step 5 again requires doing the opposite of what comes
naturally.
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In examining the matrix, look at the minuses, or whatever other
notation you used to indicate evidence that may be inconsistent
with a hypothesis. The hypotheses with the fewest minuses is
probably the most likely one. The hypothesis with the most
minuses is probably the least likely one. The fact that a
hypothesis is inconsistent with the evidence is certainly a sound
basis for rejecting it. The pluses, indicating evidence that is
consistent with a hypothesis, are far less significant. It does not
follow that the hypothesis with the most pluses is the most likely
one, because a long list of evidence that is consistent with almost
any reasonable hypothesis can be easily made. What is difficult to
find, and is most significant when found, is hard evidence that is
clearly inconsistent with a reasonable hypothesis.

This initial ranking by number of
minuses is only a rough ranking,
however, as some evidence obviously Is
more important than other evidence,
and degrees of inconsistency cannot be
captured by a single notation such as a
plus or minus. By reconsidering the
exact nature of the relationship between
the evidence and the hypotheses, you
will be able to judge how much weight to
give It.
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Analysts who follow this procedure often
realize that their judgments are actually
based on very few factors rather than on
the large mass of information they
thought was influencing their views.
Chapter 5, "Do You Really Need More
Information?," makes this same point
based on experimental evidence.

The matrix should not dictate the
conclusion to you. Rather, it should
accurately reflect your judgment of what
IS Important and how these important
factors relate to the probabillity of each
hypothesis. You, not the matrix, must
make the decision. The matrix serves
only as an aid to thinking and analysis,
to ensure consideration of all the
possible interrelationships between
evidence and hypotheses and
identification of those few items that
really swing your judgment on the issue.
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When the matrix shows that a given
hypothesis is probable or unlikely, you
may disagree. If so, it is because you
omitted from the matrix one or more
factors that have an important influence
on your thinking. Go back and put them
In, so that the analysis reflects your best
judgment. If following this procedure has
caused you to consider things you might
otherwise have overlooked, or has
caused you to revise your earlier
estimate of the relative probabilities of
the hypotheses, then the procedure has
served a useful purpose. When you are
done, the matrix serves as a shorthand
record of your thinking and as an audit
trail showing how you arrived at your
conclusion.

This procedure forces you to spend
more analytical time than you otherwise
would on what you had thought were the
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less likely hypotheses. This is desirable.
The seemingly less likely hypotheses
usually involve plowing new ground and,
therefore, require more work. What you
started out thinking was the most likely
hypothesis tends to be based on a
continuation of your own past thinking. A
principal advantage of the analysis of
competing hypotheses is that it forces
you to give a fairer shake to all the
alternatives.

Step 6

Analyze how sensitive your
conclusion is to a few critical items
of evidence. Consider the
consequences for your analysis if
that evidence were wrong,
misleading, or subject to a different
Interpretation.
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In Step 3 you identified the evidence
and arguments that were most
diagnostic, and in Step 5 you used
these findings to make tentative
judgments about the hypotheses. Now,
go back and question the few linchpin
assumptions or items of evidence that
really drive the outcome of your analysis
In one direction or the other. Are there
guestionable assumptions that underlie
your understanding and interpretation?
Are there alternative explanations or
Interpretations? Could the evidence be
Incomplete and, therefore, misleading?

If there is any concern at all about denial
and deception, this is an appropriate
place to consider that possibility. Look at
the sources of your key evidence. Are
any of the sources known to the
authorities in the foreign country? Could
the information have been manipulated?
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Put yourself in the shoes of a foreign
deception planner to evaluate motive,
opportunity, means, costs, and benefits
of deception as they might appear to the
foreign country.

When analysis turns out to be wrong, it
IS often because of key assumptions
that went unchallenged and proved
Invalid. It Is a truism that analysts should
identify and guestion assumptions, but
this iIs much easier said than done. The
problem is to determine which
assumptions merit guestioning. One
advantage of the ACH procedure is that
it tells you what needs to be rechecked.

In Step 6 you may decide that additional
research is needed to check key
judgments. For example, it may be
appropriate to go back to check original
source materials rather than relying on
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someone else's interpretation. In writing
your report, it is desirable to identify
critical assumptions that went into your
Interpretation and to note that your
conclusion is dependent upon the
validity of these assumptions.

Step 7

Report conclusions. Discuss the
relative likelihood of all the
hypotheses, not just the most likely
one.

If your report is to be used as the basis
for decisionmaking, it will be helpful for
the decisionmaker to know the relative
likelihood of all the alternative
possibilities. Analytical judgments are
never certain. There is always a good
possibility of their being wrong.
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Decisionmakers need to make decisions
on the basis of a full set of alternative
possibilities, not just the single most
likely alternative. Contingency or
fallback plans may be needed in case
one of the less likely alternatives turns
out to be true.

If you say that a certain hypothesis is
probably true, that could mean
anywhere from a 55-percent to an 85-
percent chance that future events will
prove it correct. That leaves anywhere
from a 15-percent to 45 percent
possibility that a decision based on your
judgment will be based on faulty
assumptions and will turn out wrong.
Can you be more specific about how
confident you are in your judgment?
Chapter 12, "Biases in Estimating
Probabilities," discusses the difference
between such "subjective probability"
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judgments and statistical probabilities
based on data on relative frequencies.

When one recognizes the importance of proceeding by
eliminating rather than confirming hypotheses, it becomes
apparent that any written argument for a certain judgment is
incomplete unless it also discusses alternative judgments that
were considered and why they were rejected. In the past, at least,
this was seldom done.

The narrative essay, which is the dominant art form for the
presentation of intelligence judgments, does not lend itself to
comparative evaluation of competing hypotheses. Consideration
of alternatives adds to the length of reports and is perceived by
many analysts as detracting from the persuasiveness of argument
for the judgment chosen. Analysts may fear that the reader could
fasten on one of the rejected alternatives as a good idea.
Discussion of alternative hypotheses is nonetheless an important
part of any intelligence appraisal, and ways can and should be
found to include it.

Step 8

Identify milestones for future observation that may indicate
events are taking a different course than expected.

Analytical conclusions should always be regarded as tentative.
The situation may change, or it may remain unchanged while you
receive new information that alters your appraisal. It is always
helpful to specify in advance things one should look for or be alert
to that, if observed, would suggest a significant change in the
probabilities. This is useful for intelligence consumers who are
following the situation on a continuing basis. Specifying in
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advance what would cause you to change your mind will also
make it more difficult for you to rationalize such developments, if
they occur, as not really requiring any modification of your
judgment.

Summary and Conclusion

Three key elements distinguish analysis
of competing hypotheses from
conventional intuitive analysis.

. Analysis starts with a full set of
alternative possibilities, rather than with
a most likely alternative for which the
analyst seeks confirmation. This
ensures that alternative hypotheses
receive equal treatment and a fair
shake.

. Analysis identifies and emphasizes the
few items of evidence or assumptions
that have the greatest diagnostic value
In judging the relative likelinood of the
alternative hypotheses. In conventional
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Intuitive analysis, the fact that key
evidence may also be consistent with
alternative hypotheses is rarely
considered explicitly and often ignored.
. Analysis of competing hypotheses
Involves seeking evidence to refute
nypotheses. The most probable
nypothesis Is usually the one with the
east evidence against it, not the one
with the most evidence for it.
Conventional analysis generally entails
looking for evidence to confirm a
favored hypothesis.

The analytical effectiveness of this
procedure becomes apparent when
considering the Indian nuclear weapons
testing in 1998. According to Admiral
Jeremiah, the Intelligence Community
had reported that " there was no
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Indication the Indians would test in the
near term."®® Such a conclusion by the
Community would fail to distinguish an
unproven hypothesis from a disproved
hypothesis. An absence of evidence
does not necessarily disprove the
hypothesis that India will indeed test
nuclear weapons.

If the ACH procedure had been used,
one of the hypotheses would certainly
have been that India is planning to test
In the near term but will conceal
preparations for the testing to forestall
International pressure to halt such
preparations.

Careful consideration of this alternative
hypothesis would have required
evaluating India's motive, opportunity,
and means for concealing its intention
until it was too late for the US and
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others to intervene. It would also have
required assessing the ability of US
Intelligence to see through Indian denial
and deception if it were being employed.
t Is hard to imagine that this would not
nave elevated awareness of the
possibility of successful Indian
deception.

A principal lesson is this. Whenever an
Intelligence analyst is tempted to write
the phrase "there is no evidence that ...,"
the analyst should ask this question: If
this hypothesis is true, can | realistically
expect to see evidence of it? In other
words, If India were planning nuclear
tests while deliberately concealing its
Intentions, could the analyst realistically
expect to see evidence of test planning?
The ACH procedure leads the analyst to
identify and face these kinds of
guestions.
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Once you have gained practice in
applying analysis of competing
hypotheses, it Is quite possible to
Integrate the basic concepts of this
procedure into your normal analytical
thought process. In that case, the entire
eight-step procedure may be
unnecessary, except on highly
controversial issues.

There is no guarantee that ACH or any
other procedure will produce a correct
answer. The result, after all, still
depends on fallible intuitive judgment
applied to incomplete and ambiguous
Information. Analysis of competing
hypotheses does, however,
guarantee an appropriate process of
analysis. This procedure leads you
through arational, systematic
process that avoids some common
analytical pitfalls. It increases the
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odds of getting the right answer, and
It leaves an audit trail showing the
evidence used in your analysis and
how this evidence was interpreted. If
others disagree with your judgment,
the matrix can be used to highlight
the precise area of disagreement.
Subsequent discussion can then
focus productively on the ultimate
source of the differences.

A common experience Is that analysis of
competing hypotheses attributes greater
likelihood to alternative hypotheses than
would conventional analysis. One
becomes less confident of what one
thought one knew. In focusing more
attention on alternative explanations, the
procedure brings out the full uncertainty
Inherent in any situation that is poor In
data but rich in possibilities. Although
such uncertainty Is frustrating, it may be
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an accurate reflection of the true
situation. As Voltaire said, "Doubt I1s not
a pleasant state, but certainty is a
ridiculous one."®’

The ACH procedure has the offsetting
advantage of focusing attention on the
few items of critical evidence that cause
the uncertainty or which, if they were
available, would alleviate it. This can
guide future collection, research, and
analysis to resolve the uncertainty and
produce a more accurate judgment.
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