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ABSTRACT

A mobile ad-hoc network (MANET) is a collection of mobile devices that
used wireless communications capability without any central network authority or
infrastructure. Due to its dynamic behavior and lack of central authority security
becomes the challenging task for this network. Nodes can get compromised from
various types of threats such as black hole and wormhole attacks. Black hole attack
Is a type of routing attack where a malicious node advertises itself as having the
shortest path to the node whose packets it wants to intercept. It can be used as a
denial-of-service attack where it can drop the packets. This work focuses on
evaluating the security of one of the popular routing protocol for MANETS,
namely the Ad hoc On Demand Distance Vector (AODV) routing protocol to
avoid black hole attacks. The proposed Intrusion Detection System AODV
(IDSAODV) and AODV Uppsala University (AODV-UU) are considered as
modification of the AODV protocol and they used to detect and avoid black hole
attacks. A comparative evaluation performance is done for the protocols; AODV,
IDSAODV, AODV-UU with Network Simulator NS-2.32. The Simulation has
been carried with and without black hole attacks on different parameters, namely;
routing overheads, packet delivery ratio and average delay for each of the three
versions of the AODV protocol. Results proved that AODV-UU has all the
advantages of IDSAODV and AODV when black hole is used or not. It has higher
throughput, lower delay and lower routing overhead. However, quality of service

decreases severely when number of node increases.
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CHAPTER ONE

Introduction



1.1 Overview

Mobile ad hoc network (MANET) is a network of mobile nodes
that requires no infrastructure or centralized management in order to
communicate. The nodes can join or leave the network any time thus
have a dynamic approach of network topology. Each mobile node acts not
only as a host but also as a router to establish a route. When a source
node intends to transfer the data packets to a destination node, then the
packets are transferred through intermediate nodes. Hence, quick
deployment of the nodes to establish a route is an important issue in
MANET. The most widely used routing protocol in MANETS is the ad
hoc on-demand distance vector (AODV) routing protocol. AODV is a
reactive routing protocol used to find a route between a source and a
destination and allows mobile nodes to obtain new routes for new

destinations.

There are three messages which are defined by AODV. These
messages are Route Errors (RERRS), Route Request (RREQs) and Route
Replies (RREPs). For discovering and maintaining routes in the network
these three messages are used, by using UDP packets from source to
destination. A node uses its IP address as the source address in the IP
header of a message when it requests for a route and broadcasts RREQ
Message. AODV floods RREQ message, using expanding ring technique.
There is a time to live (TTL) value in every RREQ message, the value of
TTL states the number of hops the RREQ should be transmitted. A node
having a requested identity or any intermediate node that has a route to
the requested node generates a route reply RREP message back to the
originator node. Every node in the network keeps monitoring the link

status to its neighbor’s nodes during active routes. When the node detects



a link crack in an active route, route error (RERR) message is generated

by the node in order to notify other nodes that the link is down.

In black hole attack the victim node sends the request for shortest
path that leads its data towards destination. The malicious node (the
attacker) listens to this request and advertises itself as shortest path to the

victim node.

1.2 Problem statement

Black hole is one of the most powerful attacks. It can cause a
complete failure of the compromised MANET by dropping all the traffic
and breaking communications between nodes when a malicious node is
placed between two or several nodes. The vulnerability of the route
discovery packets in AODV is exploited by the attacker with a simple
modification in the routing protocol, in order to control all the traffic

between nodes.

1.3 Proposed solution

The research investigates using of IDS AODV and AODV-UU
protocols to prevent black hole attacks and carries out a simulation-based
comparison and analysis for MANET performance in terms of average
delay, number of dropped packets and packet delivery ratio. This analysis
is done to check the effect of those protocols to reduce black hole attacks.

1.4 Research Objective

The aim of this thesis is to evaluate the performance of IDS AODV
and AODV-UU protocols to prevent the black hole attacks in AODV



routing protocol and to study their abilities to limit the influence of the

black hole attacks.

1.5 Methodology

In this thesis Network Simulator 2 is chosen as a simulation
environment it simulates wired and wireless network, it is providing
substantial support to simulate bunch of protocols like TCP, UDP, HTTP,
DSR and AODV, to implement the black hole AODV attacks and the
prevention mechanism IDSAODV, AODV-UU are modifying from the
existing AODV routing protocol in ns-2 by patching and installing them
in ns2-32. Scenarios are generated by CBR traffics with varying numbers
of black hole nodes with number of mobile node. The output of the NS-2
simulation, trace file, is studied to measure the performance by using
routing overhead, packet delivery ratio and average delay at the end of
the simulation as performance metrics. The trace file is analyzed using
the AWK script. The NS2 simulator gives two files as output; NAM
(Network Animator) generates NAM file, which is used for graphical
visualization and other file called trace file is used for calculating the

results.

1.6 Thesis Outline

The thesis includes five chapters, chapter one provides introduction
of it, the problem statement and objectives while chapter two covers
background study of AODV routing protocols and highlights of its black
hole attack and literature review. In chapter three the methodology
section, where the framework of the simulator, routing metric and

simulation environment are defined while chapter four presents the



implementation and performance evaluation results. And chapter five

includes the conclusion and future work.



CHAPTER TWO

Background and Related Works



2.1 Background

MANET is a set of mobile nodes that perform basic networking
functions like packet forwarding, routing, and service discovery without
the need of an established infrastructure [11]. All the nodes of an ad hoc
network depend on each another in forwarding a packet from source to its
destination, due to the limited transmission range of each mobile node’s

wireless transmissions. The features of MANET:

e Continuously self-configuring
e Infrastructure-less network

e Connected without wires

Destination
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Figure 2.1 Mobile Ad hoc Network



2.1.1 OVERVIEW OF ROUTING PROTOCOLS

Routing protocols for ad hoc wireless networks can be classified
into three types based on the underlying routing information update
mechanism employed. An ad hoc routing protocol could be reactive (on

demand), proactive (table driven) or hybrid

Routing Protocols in

MANET
v v v
Reactive Routing Proactive Routing Hybrid Routing

Protocols Protocols Protocols

\ 4 \ 4 v
AODV OLSR ZRP
DSR DSDV SLSP
ARP CGSR TORP

Figure 2.2 Routing protocols in MANET



2.1.2 Ad-Hoc On-Demand Distance Vector (AODV)

AODV routing protocol is a reactive routing protocol for the
MANET that maintains routes only between nodes that need to
communicate each other the routing messages do not contain information
about the whole route path, but only about the source and the destination
information. Therefore, the routing messages do not have an increasing
size. It uses the Source Sequence Number (SSN) or the Destination
sequence number (DSN) to specify how fresh a route is, which is used to
grant loop freedom [11]. The following subsections give a brief
description of how routes are built and maintained in MANETS. Neighbor
connectivity is established with periodic Hello Messages [12]. Routes are
found by flooding of route request (RREQ) messages as can be seen in
Figure 2.3. As each node receives and retransmits the RREQ it records
the previous hop in its routing table. In AODV, when a source node A
wants to send a data packet to a destination node F and does not have a
route to F, it initiates route discovery by broadcasting a route request
(RREQ) to its neighbors. A timer call RREP_WAIT_TIME is started
when the RREQ is sent. The immediate neighbors who receive this
RREQ rebroadcast the same RREQ to their neighbors.

This process is repeated until the RREQ reaches the destination
node. Upon receiving the first arrived RREQ, the destination node sends
a route reply (RREP), as can be seen in Figure 2.3, to the source node
through the reverse path where the RREQ arrived. The destination node
will ignore the same RREQ that arrives later. In addition, AODV enables
intermediate nodes that have sufficiently fresh routes (with destination
sequence number equal or greater than the one in the RREQ) to generate
and send an RREP to the source node. Once the source receives the first

9



RREP message, it starts the data transmission along the path traced by the
RREP packet.

A Vs =
\
RREP/@ e @X@

o @/

Figure 2.3 AODV Route Discovery

2.1.2.1 Black Hole Attack in AODV

A black hole attack is one of the active DOS attacks possible in
MANETSs [13] .In this attack, a malicious node may advertise a fresh path
to a destination during routing process. In case when black hole node
present in network when source node broadcast RREQ packets for route
to destination, the black hole node fake reply with RREP packets. After
getting all replies from all possible paths when source node do hope count
then it will found that the black hole node is having shortest path and it
will selects this path to send data. But the black hole did not forward
packets it will receive packets and drop them.

10



2.1.2.2 Intrusion Detection System (IDS) AODV

To prevent black hole attack, IDSAODV is applying to prevent or
reduce the effects of network performance. Inside IDSAODV, there are
RREP caching mechanism to reduce the effects of the attack by ignoring
the first RREP packet. Figure 2.4 shows RREP caching mechanism in
IDSAODV. First, the node will wait for the first arrived RREP packet. If
the first RREP packet arrived, IDSAODV will ignore it and wait for the
next RREP packet [14]. The node will establish routing patch through the
node that sends the next RREP packet. This RREP caching mechanism
assumes that the first RREP packet comes from the black hole node [15]
which contains false RREP. In the black hole, the malicious node will
send false RREP that contains the highest sequence number and hop
count was set to one that will manipulate the other nodes to establish
routing patch to it. With IDSAODV, the first RREP packet is ignored and

it will reduce chances to establish the routing path to the malicious node.

11



Wait for first RREP
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Figure 2.4 RREP cashing mechanism in IDSAODV
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2.1.2.3 Ad-Hoc On-Demand Distance Vector (AODV-UU)

AODV-UU implements the AODV protocol, and it is compliant
with IETF RFC 3561. AODV-UU was developed by the Uppsala
University it uses kernel modules to utilize the Netfilter. In addition,
AODV-UU (Uppsala University) includes Internet gatewaying support as
well as multiple interface support [18]. The suffix UU is added for the
word Uppsala University. AODV-UU was initially written in C for
running with Linux. It is popular among the academician and researchers.
A linux kernel framework for mangling packets for each network
protocol certain hooks are defined, these hooks correspond to well-
defined places the protocol stack and allow custom packet mangling code
to be inserted in form of kernel modules. In particularly, packets arriving
on the NF_IP_PRE_ROUTING or NF_IP_LOCAL OUT hook are
queued in user-space to allow AODV-UU to process them, while packet
arriving on the NF_IP_POST_ROUTING i.e., packets should be sent out
by the system, are re-routed to ensure usage of the last routing
information available from the kernel routing, which can be changed as

an effect of AODV-UU operation, e.g., route discoveries [19].

When a packet traverses the protocol stack, it is caught by the
netfilter hooks (NF_IP_PRE_ROUTING, NF_IP_LOCAL_OUT,
NF_IP_POST_ROUTING) that have been set up by the AODV-UU
kernel module, kaodv-mod. The aodv_hook() function of the kaodv-mod
module identifies the packet type and either tell the netfilter to accept the
packet, i.e., to let it through and allow the system to process it on its own,

or to queue it for further processing by AODV-UU in user-space.

13



AODY control messages

Protocol
Network  gep
Stack
h
Netfilter Kernel
books 1

Kaodv Netfilter

Kernelspace

User space Kaodv_netlink

Koadv_mod

Packet incoming

MNetlink socket

654

aodv_socket

aodv_rerr

aodv_rrep

aodv_rreq

Figure 2.5 packet handling of AODV-UU from [19]

If AODV control message is a RREQ message

rreq_route_discovery() function and rt_table find()

function

the

in

aodv_rreq.c file will check the route entry in the routing table. Then the

kaodv_update_route_timeout() function in the kaodv_mod.c file updates

the routes and the rreq_process() function in the aodv_rreq.c file will

check if the current node is destination node. If yes, the rrep create()

function and rrep_send() function in the aodv_rrep.c file will send the

14



RREP. If not, the RREP is only sent if a fresh enough route existed by the
rrep_send() function in the aodv_rreq.c file. If a fresh enough route is not
existed, the RREQ is forwarded to the neighbors by the rreq_forward()

function in the aodv_rreq.c file.

If AODV control message is a RREP message is a RREP the
rt_table find() function and the rt table insert() function in the
aodv_rrep.c file will create the forwarding route and update the precursor
list by the precursor_add() function in the aodv_rrep.c file. Then the
rrep_process() function in aodv_rrep.c file will check the RREP message
for current node or not. If yes, the rrep_send() function in the aodv_rrep.c
file will send the queued message. Otherwise, the rrep_forward() function

in the aodv_rrep.c file will forward the RREP to the neighbors.

2.2 Related Works

Security is the primary concern in wired or wireless networks. A
lot of work has been done in the field of detecting misbehavior in
MANETs. A number of security mechanisms has been developed and

proposed to reduce the effect of black hole attacks in MANT.

In [1] Enhanced Modified AODV by adding two types of control packets
and threshold value: Secure Reliable Route Discovery Request
(SRRD_REQ) and Secure Reliable Route Discovery Reply
(SRRD_REP). SRRD_REQ messages are also known as control packets
sent by the source node along with SRRD-ID as destination sequence
number of destination node over the MANET on regular intervals and
SRRD_REP message in response of SRRD_REQ by the destination to
the source node after matching SRRD_ID. SRRD_REP can only be
generated by the destination node as assumption which means there is no

role of other nodes.

15



In [2] proposed an Ant Colony Optimization algorithm to find the best
route from source node to destination node. This algorithm can be
implemented to solve the Traveling Salesman Problem in the Ad hoc
Network. This algorithm gives the best solution for the shortest path

problem in Ad hoc networks.

In [3] Proposed method that checking whether there is large difference
between the sequence number of source node or intermediate node who
has sent back RREP or not.

In [4] Proposed SCAODV is Root nodes are created first. Root nodes are
used for detection of malicious nodes. From source node RREQ is

generated. At that time one timer is used for measuring current time.

In [5] the solution assumes that nodes are already authenticated and hence
participate in communication. The approach to combat the Black hole
attack is to make use of a ‘Fidelity Table’ wherein every participating
node will be assigned a fidelity level that acts as a measure of reliability
of that node. In case the level of any node drops to O, it is considered to
be a malicious node, termed as a ‘Black hole’ and it is eliminated. The

source node transmits the RREQ to all its neighbors.

In [6] the ACO inspired ad hoc routing protocols are considered in this
work and put to partial comparison. Some of them are proactive, reactive
or hybrid. And it can be evaluated that some of them may outperform the
standard ad hoc routing protocols like AODV, DSDV, and DSR.

In [7] the multiple paths technique are established between source node
and destination node using idea of Max Min Ant System and the
isolation of malicious nodes are based on the DRPI table’s (dynamic
route pheromone bound value information table) values of THROUGH

and FROM which promiscuously updated as the ant agents travels from

16



source to destination and vice versa. As seek road in the Ant colony
algorithm, our improved secure mechanism introduce two kinds of ant as
F-ANT and B-ANT. The function of F-ANT and B-ANT is same as the
RREQ and RREP in AODV.

In [8] modify the AODV Protocol and propose a detection technique
called Intrusion Avoidance System (IASAODV), which helps to detect

and avoid the Black Hole nodes.

In [9] analyzed the effect of black hole attack in the performance of
AODV protocol. The simulation results show that when the black hole
node exists in the network, it can be affected and decreased the
performance of AODV routing protocol. So, the detection and prevention

of black hole attack in the network exists as a challenging task.

In [10] Proposed Intrusion detection is based in collection and analysis of
system and network audit data. Upon detection, intrusion should be
reported to security management. It continuously monitors activities like
packet traffic. Each mobile node runs IDS independently to observe
behavior of neighboring nodes, looking signs of intrusion locally, making
decision to prevent the system from attack or it can also request for data

and actions from neighboring nodes if needed.

In [11] Proposed Intrusion Avoidance System (IASAODV) can be
considered as modification of the AODV protocol and can be used to
detect and avoid the black hole attack. The proposed algorithm is divided
into major stages: The first stage is based on the routing messages of both
RREQ and RREP messages that are exchanged in the route discovery.
The second stage is based on the DSN of the RREP message, the number
of RREP message(s) calculated in the first stage and the arrival time of
RREP at the source.

17



In [12] Ant Colony Optimization (ACO) is used to modify the Ad-hoc On
Demand Distance Vector (AODV) routing protocol. The ant place of at
each node calculates its pheromone value by using the forwarding ratio at

node.

In [13] proposed technique introduced a novel method against malicious
attack in MANETS. This algorithm is proficient in providing an optimal
path because operations to be performed in each node are very simple,

thus it is robust and fault tolerant.

In [14] proposed a new protocol by enhancing the existing protocol
IDSAODV. The solution is named as “Improved IDSAODV
(IDSAODV)”. IIDSAODV uses the sequence number attribute of

AODYV protocol to overcome this problem.

In [15] introduced a prevention of black hole attack through IDS. The
IDSAODV Protocol will discard the first RREP packet from Black Hole
node and choose second coming RREP packet from destination. The
IDSAODV Protocol will also find another path to destination.

In [16] the comparisons of three routing protocol have been measured
between AODV, Secure AODV and Adaptive Secure AODV to study the
performance of each routing protocols in a free-attack simulation

environment.

In [17] introduced the main features of different simulator and consider

their advantages and disadvantages.

In [18] the proposed aim to implement Ad-hoc on demand Distant Vector
— particularly University of Indonesia AODV (AODV-UI) routing
protocol on low-end inexpensive generic wireless routers as a proof of
concept. AODV-UI is an improved version of AODV routing protocol
that implements gateway interconnection and reverse route capability.
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In [19] the 202 papers presented in special sessions and workshops cover
a wide range of topics in computational sciences technologies to
computational sciences technologies to specific areas of computational
sciences such as computer graphics and virtual reality.
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CHAPTER THREE

The Methodology
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3.1 Introduction

This section gives the overview of tools, performance metrics

which are chosen for evaluating the performance of the techniques.

3.2 Simulation Environment

As surveyed in [17], there are many network simulators with
different features and NS-2 is one of the most popular open source
network simulators. Network Simulator (Version 2), widely known as
NS2, is simply an event-driven simulation tool that has proved useful in
studying the dynamic nature of communication networks. Simulation of
wired as well as wireless network functions and protocols (e.g., routing
algorithms, TCP, UDP) can be done using NS2. In general, NS2 provides
users with a way of specifying such network protocols and simulating
their corresponding behaviors. Due to its flexibility and modular nature,
NS2 has gained constant popularity in the networking research

community.

NS2 is a discrete-event simulator, where actions are associated
with events rather than time. An event in a discrete-event simulator
consists of execution time, a set of actions, and a reference to the next
event. These events connect to each other and form a chain of events on
the simulation timeline. Unlike a time-driven simulator, in an event-
driven simulator, time between a pair of events does not need to be
constant. NS2 consists of two key languages: C++ and Object-oriented
Tool Command Language (OTcl). While the C++ defines the internal
mechanism (i.e.,a backend) of the simulation objects, the OTcl sets up
simulation by assembling and configuring the objects as well as

scheduling discrete events (i.e., a frontend). NS2 uses OTcl to create and
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configure a network, and uses C++ to run simulation. All C++ codes need
to be compiled and linked to create an executable file. Since the body of
NS2 is fairly large, the compilation time is not negligible. OTcl, on the
other hand, is an interpreter, not a compiler. Any change in an OTcl file
does not need compilation. Nevertheless, since OTcl does not convert all
the codes into machine language, each line needs more execution time. In
summary, C++ is fast to run but slow to change. OTcl, on the other hand,
is slow to run but fast to change. It is therefore suitable to run a small
simulation over several repetitions (each may have different parameters).
NS2 is constructed by combining the advantages of these two languages.
NS2 provides users with an executable command ns which takes on input
argument, the name of a Tcl simulation scripting file. In most cases, a
simulation trace file is created, and is used to plot graph and/or to create
animation. To interpret these results graphically and interactively, tools
such as NAM (Network AniMator) and XGraph are used. To analyze a
particular behavior of the network, users can extract a relevant subset of

text-based data and transform it to a more conceivable presentation.

Tcl Simulation Simulation Simulation
Simulation Objects Objects Trace
Script File
e CH++ OTcl _—
=
" Cmmmmd NS2 Shell Executable Command (ns)
] T
' NAM ! .
i (Animation) | |

______________________

Basic architecture of NS

Figure 3-1 Basic architecture of NS
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3.3 Step of method

NS2 installing in Ubuntu 14.04

4

Black hole attack, IDS aodv
&aodv-UU

{Patching & Installing}

4

TCL program

Nam.file

Trace.file

4

Analyzed by AWK script

y

Plot the result
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3.4 Performance Metrics

In the evaluation of routing protocols different performance
metrics are used. They show different characteristics of the whole
network performance.

3.4.1 Routing Overheads

The number of routing packets transmitted for every data packet
sent. Each hop of the routing packet is treated as a packet. Normalized
routing load are used as the ratio of routing packets to the data packets.
As for the calculation, Normalized Routing Load = routing packets sent /
packet received.

3.4.2 Packet Delivery Ratio

It can be measured as the ratio of the received packets by the
destination nodes to the packets sent by the source node.

3.4.3 Average Delay

The delay experienced by packet from the time it was sent by a
source till the time it reached the destination.

3.5 Evaluation Technique

To deploy the effect of black hole attack, a protocol
“BLACKHOLEAODV” is implemented in ns-2. Node which adopts this
protocol behaves like a black hole node. To reduce the effect of black
hole attack, IDSAODV and AODV-UU are implemented. AODV is used
as the basic routing protocol and all the data packets are CBR packets of
size 512 bytes. To evaluate the routing overheads, packet delivery ratio
and average delay; simulation is done with various number of mobile
nodes and connections are number of source-destination pairs Network,
simulator ns-2 (version 2.32) is used for the simulation. The AWK-scripts
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are used to calculate the results and these results are plotted using graph.
It should be noted that all the analysis and comparison is performed using
a varying number of mobile nodes. And tested this scenario with AODV
protocol in the first. Second, tested those protocols with various numbers
of black hole attack by simulation models network of 10,20,30,40, and 50
mobile nodes. Network traffic and scenario are configured according to
Table 3-1.

Table 3-1 Simulation Parameters

Parameters Values

Simulation Time 500s

No. Of Nodes 10,20,30,40,50

Traffic Model CBR

Protocol AODV,ISDAODV,AODV-UU
Packet Size 512

Area 750 * 750

No. of attacker nodes 1,2,3,4,5
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CHAPTER FOUR

Experimental Results and Observations
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4.1 Introduction

The following tables 4-1 show the observations of the AODV,
IDSAODYV and AODV-UU protocols with various numbers of nodes to

study the performance of each

routing protocols

in simulation

environment using different performance metrics. The results are

provided through graphs plotted as Performance metrics vs. numbers of

node. In tables 4-2 Show the observations of those protocols also with

various number of black hole attacks.

4.2 CBR Traffic

Table 4-1 Observations for Varying Number of Node

Routing O]ver Heads Packet Delivery Ratio (%) Average Deley (msec)
No OF Node AODV IDSAODV |AODV-UUJAODV IDSAODV |AODV-UU|AODV IDSAODV |AODV-UU
10 0.02 0.02 0 99.16 99.16 100 82.03 82.03 29.14
20 0.08 0.03 0.03 99.7 99.89 99.96 97.76 94.86 84.23
30 0.52 0.85 0.61 98.01 96.28 97.73| 130.55| 166.53| 106.71
40 14 1.23 0.77 95.49 96.02 97.32 174.67 177.06 121.18
50 2.7 2.17 2.09 90.75 91.48 93.5 308.74 273.07 208.84

4.3 CBR Traffic with Black Hole

Table 4-2 Observations for Varying Number of Nodes within number of

attack begin from (1) attack when the node (10) and increases by one in

each set of node.

Routing Over heads Packet Delivery Ratio (%) Average Deley (msec)
No.of Node AODV IDSAODV [AODV-UU|AODV IDSAODV  |AODV-UUJ|AODV IDSAODV |AODV-UU
10 0.01 0.01 0.01 0.16 0.16 100 1013.97| 1013.97 20.13
20 0.34 0.26 0.05 0.8 11.73 99.87( 13491 168.49 71.08
30 0.1 0.28 0.25 7.64 16.38 99.17 60.87 64.44 86.98
40 0.26 0.45 0.46 0.7 6.22 98.66| 1156.79 198.4| 105.94
50 0.4 0.75 1.98 13 4.72 93.64 24498 180.46| 173.62
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4.2.1 Routing Overheads

Figure 4-1 Represent the total amount of Routing Overheads
collected during the simulations against the number of Nodes for the

considered protocols obtained by table 4-1.

Routing Overheads

25 /
2 //
. / / ——AODV

= |DSAODV

1 / AODV-UU
A
0.5 /

10 20 30 40 50

Numbring Routig Load

Figure 4-1 Routing Overheads vs. Number of Nods

The results from figure 4-1, show that the routing overhead
decreased when the number of nodes decreased, because AODV
performance is reduce when number of nodes equal (50) or more,
AODV-UU is outperform the other two routing protocols AODV perform
better than IDSAODV but when moving to larger number of node
(starting from 40 nodes), IDSAODV gives better outputs towards the end
compared with AODV.
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4.3.1 Routing Overheads with Black hole

Figure 4-4 Represent the total amount of Routing Overheads collected
during the simulations against the number of black hole attacks and
Nodes for the considered protocols obtained by table 4-2.
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Figure 4-4 Routing Overheads vs. No of Nods & black holes

The result shows that AODV-UU had higher overheads when
number of nodes (50) with black hole attacks (5) because AODV
performance is reduce when the number of nodes equal (50) and AODV-
UU performance not effect when black holes attacks is deployed. AODV
had lower overheads compared with IDSAODV because they had lower
throughput when black holes is deployed.

4.2.2 Packet Delivery Ratio
Based on the observations of table 4-1, the response of

packet delivery ratio in % against varying number of Nodes is

shown in Figure 4-2,
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Packet Delivery Ratio
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Figure 4-2 Packet Delivery Ratio vs. Number of Nods

From the figure 4-2, the result shows that AODV-UU outperform
both AODV and IDSAODV in PDR percentage. It means that AODV-
UU produced more throughputs compared to AODV and IDSAODV,
AODV and IDSAODYV they have similar perform in PDR percentage.
IDSAODYV had lower PDR when the number of nodes (30) compared to
AODV-UU and AODV, AODV-UU established the communication
between nodes before the request of the routing starting from the nodes

because that had better performance from begging.
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4.3.2 Packet Delivery Ratio with Black hole

Based on the observations of table 4-2, the response of packet
delivery ratio in % against varying number of black holes and Nodes is

shown in Figure 4-5.

Packet Delivery Ratio
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Figure 4-5 PDR vs. No of Nods & black holes

From the figure 4-5, the result shows that AODV-UU outperform
both AODV and IDSAODV in PDR percentage. IDSAODV perform
better than AODV. AODV-UU performance not effect when black hole
attacks is deployed reverse to AODV and IDSAODV they had lower
throughput.

4.2.3 Average Delay

Based on the observations of table 4-1, the response of Average

Delay msec against varying number of Nodes is shown in Figure 4-3.
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Figure 4-3 Average Delay vs. Number of Nodes

As the results shown in figure 4-2, higher delays produced in
AODV and IDSAODV. And also we can see that AODV-UU had lower
delay and giving much better performance compared to AODV &
IDSAODV.

4.3.3 Average Delay with Black hole

Based on the observations of table 4-2, the response of Average
Delay (msec) against varying number of black hole is shown in

Figure 4-6.

32



Average Delay

1400

1200

=
2 1000 —
3
> 800 AODV
o
S 600 IDSAODV
[-T:]
© AODV-UU
g 400
<

200

0
10 20 30 40 50

Figure 4-5, Average Delay vs. No of Nods & black holes

As the results shown in figure 4-5, there are some unstable results
collected from AODV and IDSAODV compared AODV-UU because the
black holes attacks drop most of the packets, When the no. of nods are
(10, 40) with black holes (1, 4) the higher delays produced in AODV and
IDSAODV when the no. of node is (10) with black hole (1), AODV-UU
had lower delay and the performance of AODV-UU don’t effect when
black holes attacks is deployed.
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CHAPTER FIVE

Conclusions

34



5.1 Conclusions

The simulation results show that when the black hole node exists in
the network, it can be affected and decreased the performance of AODV
routing protocol. We introduced a black hole attacks in each scenario and
compared the performance of the networks with and without a black hole.
We also introduced a prevention of black hole attack through IDSAODV
and AODV-UU. For this we implemented IDSAODV and AODV-UU
protocols. The observation and results with black hole attacks shows that
overhead decreases in the presence of AODV and IDSAODV because
they had lower throughput and in AODV-UU did not change from
overheads without black hole. While the performance of IDSAODV
protocol using same network matrices it looks similar to AODV because
the defense mechanism is weak. AODV-UU provides the best results for
packet delivery ratio and average delay when implement number of black
hole attacks and without implement the black hole attacks. And finally,
the best routing protocol could be chosen, but still totally depends on the

requirements of that routing environment or systems.

5.2 Recommendations for Future Work

As a future work, study the effect of other attacks can be occur on
AODV such as wormhole and gray hole and implement AODV-UU
routing protocol in different scenario within those type of attacks to
evaluate AODV-UU performance under those threats in different
Performance Metrics and can compere between AODV-UU and anther
MANT routing protocol to study the level protection for all threats in
each of them.
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