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Abstract 

Cloud computing has been one of the major emerging technologies in recent 

years. However, cloud computing presents an added level of risk because essential 

services are often outsourced to a third party, which makes it harder to maintain data 

security and privacy, support data and service availability, and demonstrate 

compliance. Moreover, cloud computing comprises of various technologies like 

virtualization, transaction management etc., so it also inherits their security issues.  

The cloud computing technology introduces new security risks that need to be 

assessed and mitigated. However, a traditional security risk assessment methodology 

is not suitable to cloud computing due to its several characteristics. Recently, several 

risk assessment methods and models have been proposed to assess the security risk in 

cloud computing. None of these methods is fully quantitative. Moreover, none of 

them are scenarios based to fit the dynamic nature of the cloud computing 

environment. Therefore, assessing the security risk in cloud computing is still an 

open research issue.  

In this thesis we present a scenario-based methodology to assess security risk 

in cloud computing. This methodology enables the provider to assess the security 

risk in cloud computing applications. This methodology is based on the National 

Institute of Standards and Technology (NIST) Risk Management Framework. In this 

framework the risk is derived by multiplying the ratings assigned for threat 

likelihood and the threat impact. We propose using Bayesian networks to determine 

the likelihood which enables us to compute the probability of failures over variables 

of interest given the evidence for the certain scenario of usage for the application.  In 

addition, we propose two methods to specify the impact factor. The first is to 

categorize impact by  expert assessment according to MIL-STD-882E standard 

severity categories. The second method is using the worst case sensitivity analysis to 

assess the threat impact. 

To validate the proposed methodology we use two case studies, the E-

commerce application, and a Live VM Migration scenario. As we compare the 

proposed method with the existing methods base on assessing  risk in the dynamic 

scenarios. Furthermore, we apply security controls on a case study and the result 

show significant reduction in risk values and mitigation for significant risk. 
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 صستخلالم

. الشاشئة في الدشؽات الأخيخة السيسة الحؽسبة الدحابية ىي واحجة مؼ التكشؽلؽجيات

ومع ذلغ ، تقجم الحؽسبة الدحابية مدتؽى إضافيًا مؼ السخاطخ نعخًا لأن الخجمات الأساسية 

الاستعانة بيا في كثيخ مؼ الأحيان لطخف ثالث ، مسا يجعل مؼ الرعب الحفاظ عمى أمان يتػ 

علاوة عمى ذلغ ، . تداملالبيانات والخرؽصية ، وبيانات الجعػ وتؽفخ الخجمة ، وإثبات الا

تتألف الحؽسبة الدحابية مؼ تقشيات متشؽعة مثل السحاكاة الافتخاضية وإدارة السعاملات وما إلى 

  .لحلغ فيي تخث أيزًا مذكلاتيا الأمشية ، ذلغ

 ولكؼ طخق . قميمياتقجم الحؽسبة الدحابية مخاطخ أمشية ججيجة تحتاج إلى تقييسيا وت

في . لمحؽسبة الدحابية بدبب خرائريا الستعجدةتقميجية ليدت مشاسبة المخاطخ الأمشية التقييػ 

الآونة الأخيخة ، تػ اقتخاح العجيج مؼ طخق تقييػ السخاطخ والشساذج لتقييػ السخاطخ الأمشية في 

 أياعلاوة عمى ذلغ ، لا يعتبخ . لا شيء مؼ ىحه الأساليب كسي بالكامل. الحؽسبة الدحابية

لحلغ ، لا يدال . الجيشاميكية لبيئة الحؽسبة الدحابية الطبيعة ناسبمشيا يدتشج إلى سيشاريؽىات لت

. مفتؽحة لمبحثتقييػ السخاطخ الأمشية في الحؽسبة الدحابية مدألة 

 قائسة عمىلتقييػ السخاطخ الأمشية في الحؽسبة الدحابية قجم في ىحه الخسالة مشيجية ن

مؼ تقييػ السخاطخ الأمشية في  الدحابيو الحؽسبة تسكؼ ىحه السشيجية مدود .أساس الديشاريؽ

تدتشج ىحه السشيجية عمى إطار إدارة السخاطخ الخاص بالسعيج . تطبيقات الحؽسبة الدحابية

 السخاطخ مؼ خلال ضخب حدابفي ىحا الإطار ، يتػ  (NIST). الؽطشي لمسعاييخ والتكشؽلؽجيا

 Bayesianشبكات بيديان خجام ح استاقتخوقج تػ ا. لتيجيج وتأثيخ التيجيجلاحتسال ا السحجدةالقيػ 

networks متغيخاتالعمى  قرؽرالتي تسكششا مؼ حداب احتسال ال ت ولتحجيج الاحتسالا 
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. السحجد لمتطبيقلديشاريؽ معيؼ للاستخجام   الستؽفخة لأدلةلالشعخ بيا مع الاىتسام  السخغؽب

ترشيف الأثخ مؼ  يه يالأول. طخيقتيؼ لتحجيج عامل التأثيخ ناقتخحقج ابالإضافة إلى ذلغ ، 

-MIL)  ىـ882في السعيار العدكخي رقػ  القياسية خطؽرةاللفئات  تبعاً خلال تقييػ الخبخاء 

STD-882E) . عمي الستغيخات تأثيخ تحميل في حالة أسؽأ استخجام ىيالطخيقة الثانية 

 .التيجيج أثخ لتقييػ الأخخى  الستغيخات

دراستي حالة ، وىسا تطبيق التجارة  استخجامقج تػ لمتحقق مؼ السشيجية السقتخحة 

كسا تست   Live VM Migration. هتخاضيلإفا السباشخة للآلات ىجخةال الإلكتخونية ، وسيشاريؽ

ىات ناريؽيسمخاطخ في التقييػ العمي أساس الطخيقة السقتخحة مع الطخق الحالية  هقارن م

عمى  يوناستجعاء عشاصخ تحكػ أمقج تػ علاوة عمى ذلغ ، .  dynamic scenariosالستغيخه

 .انخفاضًا كبيخًا في قيػ السخاطخ والتخفيف مؼ السخاطخ الكبيخة ائجالشتأظيخت وقج دراسة حالة 
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Chapter 1 : Introduction  

1.1 Cloud Computing  

Cloud computing is a new technology that provides  a real promise to 

business with real advantages in terms of cost and computational power. The 

National Institute of Standards and Technology (NIST) defines cloud computing as 

„„a model for enabling ubiquitous, convenient, on-demand network access to a shared 

pool of configurable computing resources (e.g., networks, servers, storage, 

applications, and services) that can be rapidly provisioned and released with minimal 

management effort or service provider interaction (Drissi et al., 2013)‟‟. These 

resources can managed to dynamically scale up to match the load, using a pay-per-

resources business model.  

The Cloud Computing architecture comprises of many loosely coupled components 

that divides into Front End and Back End. Front End refers to the client part, which 

consists of interfaces and applications that are required to access the cloud 

computing platforms. Back End consists of all the resources required to provide 

Cloud computing services. It includes huge data storage, virtual machines, security 

mechanisms, services, deployment models, servers, etc.  Figure1.1 illustrates this 

where each of the end connected through a network, usually via Internet (Varsha & 

Kousar, 2016). 

 

Figure 1. 1: Cloud computing architecture (Varsha & Kousar, 2016) 
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Although Cloud computing is a major technological trend that continues to 

evolve and flourish it raises severe security concerns that limit its widespread 

adoption. Such as loss of governance, lock-in, isolation failure, data protection and 

insecure data deletion. A recent survey by Cloud Security Alliance (CSA) &IEEE 

indicates that enterprises across sectors are ready to adopt cloud computing but that 

security needed to accelerate cloud adoption on wide scale (Subashini & Kavitha, 

2011). 

Therefore, it‟s important to consider security and data protection when it 

comes to widespread cloud adoption, especially for bigger banks. For most banks, 

finding a truly protected third party cloud service can be a challenge as many 

“secure” services on the market have security gaps that leave data and private 

company info wide open to third party attacks, leaks, or hacking.  

However, different Cloud computing models have emerged at different 

degrees of flexibility, which involve distinct risks. The needs and goals of each 

organization will vary. Therefore, before utilizing cloud-services, organizations 

should ensure that they understand the security and privacy risks in the cloud 

environment and their security and privacy requirements based on their business 

requirements are satisfied (Cloud Security Alliance , 2013).  

1.1.1 Cloud Computing  Deployment Models 

There are four deployment models, where the organizations can select the 

appropriate Cloud computing model according to their needs:  

1) Private cloud: where cloud platform is operating for specific organization. 

2) Community cloud: where the cloud infrastructure is shared by several 

organizations and supports a specific community that has shared concerns. 

3) Public cloud: where cloud platform is available to public users to register and use 

the available infrastructure.  

4) Hybrid cloud: that can combine  two or more clouds (private, community or 

public) (Drissi et al., 2013) 

    Public cloud is used as a service via Internet by the users, whereas a private 

cloud, deployed within certain boundaries like firewall settings and is completely 

managed and monitored by the users working on it in an organization (Vikas et al., 

2013).  

https://spideroak.com/privacypost/online-privacy/taking-the-4th-amendment-online/
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  Therefore, public cloud providers are much larger targets for hackers than 

private clouds. Private clouds will immediately seem to be more secure than public 

clouds because of how the infrastructure is designed. It gives the organization more 

control over their policies and security. However, private clouds typically would 

suffer from perimeter complacency; thinking that because it is on the internal 

network, it must be secure; the Internet and viruses are still present. Private clouds 

have the same security concerns as public clouds do, but typically on a smaller scale 

since private clouds are operated solely for an organization. So, caution and security 

standards should not be lowered just because it is private. Moreover, the private 

cloud requires that to have total control over all layers of the stack, which includes 

any traditional network perimeter security you might want to have in place 

(Simmonds & Wahab, 2012).  

Table 1.1 explain brief  comparison between public cloud and private cloud.  

Table 1. 1 A brief comparison between public and private cloud 

 (Simmonds & Wahab, 2012). 

public cloud private cloud 

No control over data security IT organization retains control over data 

Higher risk of multi-tenancy data transfer Fewer security concerns 

 

Both public and private cloud models have their own advantages and challenges.  

1.1.2 Cloud Computing  Delivery Models  

Cloud computing utilizes three delivery models by which different types of 

services are delivered to the end user. These delivery models can be deployed as 

private cloud, public cloud, community cloud or hybrid Cloud. The three delivery 

models are the SaaS, PaaS and IaaS that provide software as services, application 

platform and infrastructure resources to the customer. Each customer selecting the 

appropriate model depending on its own approach, characteristics and level of 

security requirement (Subashini & Kavitha, 2011) as explained in the following.  

 

1) Infrastructure as a Service (IaaS): This model provides basic storage and 

computing capabilities as standardized services over the network. Servers, storage 

systems, networking equipment, data centre space etc. pooled and made available to 
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handle workloads. The capability provided to the customer is to rent processing, 

storage, networks, and other fundamental computing resources where the customer is 

able to deploy and run arbitrary software, which can include operating systems and 

applications. The customer does not manage or control the underlying cloud 

infrastructure but has the control over operating systems, storage, deployed 

applications, and possibly select networking components (e.g., firewalls, load 

balancers etc.) (Sen, 2016) 

2) Platform as a Service (PaaS): In this model, a layer of software or 

development environment encapsulated and offered as a service, upon which other 

higher levels of service are built. The customer has the freedom to build his own 

applications, which run on the provider‟s infrastructure. Hence, a capability provided 

to the customer to deploy onto the cloud infrastructure customer-created applications 

using programming languages and tools supported by the provider. Although the 

customer does not manage or control the underlying cloud infrastructure, network, 

servers, operating systems, or storage, he/she has the control over the deployed 

applications and possibly over the application hosting environment configurations 

(Sen, 2016). 

3) Software as a Service (SaaS): In this model, the capability provided to the 

consumer is to use the provider‟s applications running on a cloud infrastructure and 

accessible from various client devices through a thin client interface such as web 

browser.  Everything from application level down to the infrastructure level is under 

the responsibility of the provider and the customers do not manage or control the 

underlying cloud infrastructure, network, servers, operating systems, storage, or even 

individual application capabilities, with the exception of limited user-specific 

application configuration settings (Sen, 2016). Therefore, Organizations that are 

considering SaaS adoption and engage in a rational decision process entailing 

gathering information about each potential provider‟s ability to address the security 

dimension (Bernard et al., 2011). 

1.2 Security Risk Assessment  

The idea of handing over important data to another company is worrisome 

such that the consumers need to be vigilant in understanding the risks of data 

breaches in this new environment (Kuyoro et al., 2011). So, in spite of the 
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advancement in cloud technologies and increasing number of cloud users, Cloud 

computing being a new technology introduces new risks that need to be assessed and 

mitigated (Drissi et al., 2013). 

The synonyms that much related to risk assessment is defining as follows and 

they interrelate as shown in Figure 1.2.  

A. Assets: It include hardware, networks or software (always related to an IS) and all 

those supporting the underneath infrastructure such as staff (administrators, 

operators, users...) or facilities. Even much more intangible ones like information, 

brand image or reputation.  

B. Threats: The events or root causes that may provoke an incident, with unwanted 

results for an Organization‟s objectives materialized on harm or loss of assets. 

C. Vulnerabilities: Flaws or weaknesses on procedures, design, implementation or 

internal security controls in IS, that may be exploited purposely or accidentally. 

D. Impact: It is the result arising from a threat taking advantage of asset 

vulnerabilities, and thus causing a certain degradation or loss of the asset‟s value. 

E. Probability: Likelihood of a threat happens over a given period of time. 

F. Risk: It is the potential that a given threat will exploit a vulnerability of an asset 

and thereby cause harm to the Organization.   

G. Safeguards: They are security measures (resources or procedures) that somehow 

mitigate risk (López et al., 2013). 

H. Residual Risk: The risk remaining after the implementation of new or enhanced controls. 

The extent of the risk reduction generated by the new or enhanced controls (Stoneburner et 

al., 2002).  

Accordingly, Security risk assessment identified as the process of identifying 

the security risks to a system and determining their probability of occurrence, their 

impact, and the safeguards that would mitigate that impact (Drissi et al., 2013). It 

aimed to examining possible threats, vulnerabilities, the likelihood and impact of 

them (López et al., 2013) to define appropriate controls for reducing or eliminating 

the risks (Drissi et al., 2013). Then organizations can analyze the extent of the risk 

reduction generated by the new or enhanced controls in terms of  the reduced threat 

likelihood or impact, the two parameters that define the mitigated level of risk 

(Stoneburner et al., 2002). 
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Implementation of new or enhanced controls can mitigate risk by:  

 Eliminating some of the system‟s vulnerabilities. 

 Adding a targeted control to reduce the capacity and motivation of a 

threat-source. 

 Reducing the magnitude of the adverse impact . 

 

 

Figure 1. 2: Conceptual diagram of risk assessment key factors and their interrelations 

(López et al., 2013) 

In general, there are three categories for risk assessment methods: quantitative, 

qualitative and semi-quantitative (or hybrid). Quantitative risk assessments, 

provides accurate measurements of impacts‟ magnitude but involves calculations 

that are tedious and include a strong element of arbitrariness. Moreover these 

quantitative impacts may be unclear, thus requiring to be interpreted in a qualitative 

way. On the other hand, the qualitative assessments do not provide enough 

quantifiable measurements concerning probabilities and impacts of risks but 

prioritize risks and identify the most important areas for improvement.  As a result, 

semi-quantitative risk assessments replace very well tedious quantitative 

approaches, and incomplete qualitative methods (Fit´o et al., 2010)  
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1.3 Cloud Computing Security  

According to the CSA final  2016 report (Cloud Security Alliance, 2017), experts 

identified the following 12 critical issues to cloud security (ranked in order of 

severity): 

1.    Data Breaches    

2.    Weak Identity, Credential and Access Management  

3.    Insecure APIs              

4.    System and Application Vulnerabilities  

5.    Account Hijacking       

6.    Malicious Insiders  

7.    Advanced Persistent Threats (APTs)                  

8.    Data Loss 

9.    Insufficient Due Diligence           

10. Abuse and Nefarious Use of Cloud Services  

11. Denial of Service                           

 12. Shared Technology Vulnerabilities (Cloud Security Alliance, 2017) 

Hence, while using cloud-based solutions, organizations need to be aware of 

these concerns. Although most of these concerns are not new, already exist in 

traditional IT environment, they need more consideration because of the dynamic 

nature of cloud computing platform.  

1.3.1 Cloud Computing Threat Model 

(Amini et al., 2015) propose dynamic model of identifying vulnerabilities and 

threats in cloud computing environment. They present a methodology of the threat 

model to deploy a secure computing environment by showing threats and 

vulnerabilities in the cloud computing and determining security solutions as 

explained in the following.  
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 Cloud computing threats:  The most of significant threats that are related to on-

demand nature of cloud computing are categorized as below: 

•  Data lose or leakage (T1): Any data deletion by service provider or baleful 

accident such as fire can lead to lose the consumer‟s data. 

• Account or service hijacking (T2): This weakness allows attackers to steal 

credentials and access to critical areas of cloud computing services.  

• Insecure interface (T3): Cloud computing‟s customers use malicious Application 

Programming Interface (API) or software interfaces to interact and manage cloud 

services.  

• Denial of service (T4): Distributed Denial of Service (DDoS) is the major security 

threat to availability when it comes to increase reliability of organizations on 

public cloud services. On the other hand, this attack prevents users from accessing 

their data or applications and there is no way to reach their destination.  

• Malicious insider (T5): The system has been damaged by authorized employee, 

business partner or administrator that has access to a network or resources.  

• Data breaches (T6): One of the worse situations for each organization is 

unauthorized access or illegal viewing data by competitors. Data encryption can 

reduce the risk of this threat, but should be careful about encryption key because if 

you lose it, you will lose your data as well 

• Abuse of cloud services (T7): Cloud computing providers do not enforce any 

strong registration process and any user with a valid credit card can register to 

receive cloud services.  

• Insufficient due diligence (T8): The cost reduction, access to pool of resources and 

improving security are the most important interesting factors for organization to 

rush cloud computing. However, for sufficient qualification of resources, 

organizations have to understand the service provider offerings and risks 

• Insecure VM migration (T9): By migrating different VMs during hybrid and 
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federated clouds, attackers can access data illegally and transfer VM to untrusted 

host (Amini et al., 2015). 

 Cloud computing vulnerability: The following  significant vulnerabilities should 

be considered on cloud computing based on CC‟s technologies, essential cloud 

characteristics, known security controls and state-of-the-art cloud offerings: 

•  Session riding (V1): Session riding refers to send command to web application by 

hackers to gain unauthorized access for the information or use web service 

weaknesses for giving the chance to hackers to do malicious activities same as 

deleting of user data or sending spam to a network via internet. 

• Virtual machine escape (V2): This vulnerability allows attacker runs code on a VM 

that let operating system to break out and interact directly with the hypervisor to 

access host operating system and other virtual machines.  

• Obsolete cryptography (V3): Developing not enough strong encryption or no 

encryption at all allows attacker to decode encrypted data. To protect system from 

this vulnerability, user should be sure the true data is encrypted, use proper key 

storage and develop a good algorithm 

• Unauthorized access to management interface (V4): The cloud management 

interface has access to cloud service users to manage on-demand services. An 

unauthorized access enables attackers to gain total control of users and applications 

• Internet protocol (V5): The lack of authentication methods that is not a part of the 

base protocol design, allows attackers to inject their malicious traffic to network. 

On the other hand, the IP protocol or related protocols same as UDP and TCP are 

vulnerable to different type of Denial of Service (DoS) attacks, including session 

hijacking and cash poisoning. 

• Data recovery (V6): Cloud computing allows resources to be allocated or 

reallocated by different users. This elastic characteristic could lead to data stolen, 

data breaches and other security threats. The most of organizations use third party 
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vendors to recover data so they should consider security risk of handling data with 

outside company and ensure proper security vetting of the service provider. 

• Metering and billing (V7): Cloud computing meters and measures services such as 

storage, user account and processing are used to optimize service delivery. 

Applicable vulnerabilities contain metering and billing data treatment and billing 

elusion. 

• Vendor lock-in (V8): Vendor lock-in is the situation that cloud‟s user is dependent 

to a single vendor and is unable to deal with another provider without substantial 

and inconvenience. The lack of the standards is the main reason that users cannot 

transfer easily from one provider to another (Amini et al., 2015). 

Table 1.2 explains threats and vulnerabilities and their countermeasures.  

Table 1.2: Relation between threats, vulnerabilities and their countermeasure 

(Amini et al., 2015). 

Threats Vulnerabilities Countermeasure 

T1 V1,V2,V3,V4,V5,V6 Data encryption, data signature, DLP as a service 

T2 V1,V3,V5,V6 Identity and Access Management (IAM) services 

T3 V1,V3,V4 Authentication, Access control 

T4 V1,V2,V4,V5,V6,V7 Apply security patches, use an IPS for monitoring, 

configuring firewall, minimize IP spoofing 

T5 V2,V5 Cryptography, separation of duties, logging and auditing, 

legal contracts and insider detection models 

T6 V1,V3,V4,V5 Stop incursions, data protection policies, automating 

periodic check, security event management, monitoring 

technologies and authenticate identities 

T7 V1,V4,V5 Stricter initial registration, credit card fraud monitoring, 

black list monitoring  

T8 V8 Trusted Third Party (TTP), Rating cloud service provider 

T9 V2 Trusted Cloud Computing Platform (TCCP), secure protocol 

and live migration 
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  Moreover, The fact that cloud computing utilized different types of service 

models (IaaS, PaaS, SaaS) makes it even more complex in security terms. Table 1.3 

illustrate threats according to the Microsoft‟s STRIDE model along with the 

countermeasures proposed and responsible party for applying countermeasures 

(Lourida et al., 2013). 

Table 1. 3 : Cloud Threat Model (Lourida et al., 2013) 

 

1.3.2 Cloud Computing Risk Per Service 

 (Baggar & Sinha, 2013) identify and categorize the risk according to type of 

service model as the following: 

A. Risk in IAAS 

 a. Business Risk due to Disaster: If the critical application for business hosted in 

IAAS environment, the down time due to man mad or natural disaster can introduce 

business risk. 

b. Physical security of the IAAS environment: physical security and environmental 

controls. 
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c. The Service Level Agreement (SLA): Violating SLA will also be subject to many 

business risks . 

d. Compatibility of IAAS and internal infrastructure: virtual environment 

compatibility from Client to server (Baggar & Sinha, 2013). 

B. Risk in PAAS 

a. Data Protection: because in PaaS data stored and processed by the third party. 

b. Expertise of the Service provider: Before contacting any service provider, the 

client must be sure about the service providers‟ development team whether they have 

the expertise to build applications with strong information security foundation. 

c. Data Location: data is stored at the third party end so the client is unaware about 

how the data is stored and where it is stored. 

d. Loss of Governance: the client grants control to the Service Provider on different 

issues, which may affect the security.  

e. Lack of performance due to dependency: When the data can only accessed via 

someone else‟s server, it demands the guarantees of its uptime (Baggar & Sinha, 

2013).  

C. Risk in SAAS 

a. Unauthorized access of data: the service provider of SaaS providing services to the 

other clients and the data of those clients also stored at the same storage area. 

b. Incomplete and insecure data deletion: it is possible that data it will not delete 

truly and wholly due to the multi tenancy approach and reuse of hardware resources. 

c. Data back-up or Data Replication: If any disaster occurs then whether the service 

provider is using sufficient amount of precautions like storing data off-site in a 

secure storage facility or replicate the data in any other secondary memory. 

d. Lack of Standards: The service provider must follow the standards or must be a 

certified service provider like SSAE16 certification. 

e. Lack of Isolation: due to multi tenancy approach, there must be some distinction 

between all the resources (storage, hardware, memory, routing etc) of all the tenants. 

f. Market Reputation of Service Provider: If any risk affects the service provider 

image or reputation of service provider or failure of his business then it will be hard 

to the client to compensate for this. 

  Beside these, there can be many more risks in a SaaS application (Baggar & 

Sinha, 2013). 
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1.4 Cloud Computing Security Risk Assessment 

Cloud computing encompasses new technologies such as virtualization and 

there are both new risks to be determined and old risks to be re-evaluated (Fit´o et 

al., 2010). 

If Cloud providers and its users will always expose to hazard events it will 

greatly reduce all Cloud computing benefits (Fit´o et al., 2010). However, not all data 

is created equal, and no need to provide maximum protection to all data. So, it‟s 

important to classify data based on how sensitive or valuable it is  to know what most 

sensitive data is, where it is and how well it‟s protected (Federal communications 

commission, 2012). Of course Cloud cost must be proportional to the security level 

consequently if the information is high sensitive customer have to select high secure 

provider and pay more to provide more security for them but if data is not sensitive 

he don't have to pay more to gain cloud services. Because if the cloud solution 

require additional security some  security technologies that provides some capability 

in cloud computing must be implemented such as SSL (Secure Socket Layer), digital 

signatures, and authentication protocols for proving authentication and access control 

methods for managing authorization. However, these security technologies are 

lacking the complementary tool for managing trust effectively  (Sangroya et al., 

2010). Risk assessments provide significant value in increasing trust and thus appear 

particularly beneficial to the adoption of cloud computing (Burton et al., 2010).  

1.4.1 Why Cloud Security Are Hard to Assess with Existing Tools 

There are five cloud characteristics articulated in NIST‟s definitions that also 

make cloud security and privacy are “immeasurable” with current assessment 

approaches (Burton et al., 2010). Which explained as the following: 

1. On -Demand Self-Service 

A traditional assessment, however, may assume the existence of trained 

individuals in certain roles. To be effective in a cloud environment, it must equally 

address the increasing presence of their automated equivalents (Burton et al., 2010). 

2. Broad Network Access 

Broad network access affects assessments by changing the attack surface that 

must be assess from a relatively static set of approved devices to a dynamic 
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collection of end points of varying security postures and capabilities (Burton et al., 

2010) 

3. Resource Pooling  

Resource pooling imposes perhaps the greatest collective set of challenges. 

First, the dynamic allocation of resources according to consumer demand means that 

the specific resources deployed for a given application are not known a priori and 

therefore cannot assessed in advance. Second, the service of multiple consumers with 

the same pool of resources means that the impact of the presence of other tenants in 

the cloud infrastructure must also be taken into account. Finally, location 

independence of the physical resources introduces the complicating possibility that 

those resources may be subject to varying local regulations (Burton et al., 2010). 

4. Rapid Elasticity 

In the cloud, the assessment must not only cover the consumer and a given 

target provider, but the provider‟s own sub-providers, and so on recursively since 

they can be cloud bursting to handle the rapidly increasing workloads where 

migrating to meet demand is possible between different clouds. Moreover, the 

systematic migration of a consumer‟s computational workload across multiple 

providers not specified in advance; also, the movement of actors, not data (Burton et 

al., 2010). 

5. Measured Service 

Lastly, the “metering capability” by which cloud systems “automatically 

control and optimize resource use” presents one more challenge for assessments, that 

the assessment in a cloud environment must consider the much finer level of detail 

resulting from the focus on cost and dynamic resource sharing. Furthermore, even if 

the metering information for each tenant is individually well protected, there remains 

the possibility that an adversarial consumer can infer behavioral patterns of other 

tenants by analyzing its own usage. The extent of such disclosures, once again, must 

factored into the assessment of security and privacy in the cloud (Burton et al., 

2010). 

Therefore, the traditional assessments developed for conventional IT 

environments do not readily fit the dynamic nature of clouds. Hence, the introduction 

of cloud specific security assessment methodology has significant importance and 

scope.  
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1.5 Problem Statement 

Cloud computing offers a new economic model which enables enterprises to 

shift from the conventional way of developing their own IT departments to 

outsourcing their needs of software, platform and infrastructure by  enabling  selling 

and sharing resources altogether while the infrastructure is transparent to both the 

users and programmers (Khan et al., 2012). Despite of all these considerations, cloud 

raises severe security risk where the day-to-day interactions between cloud users and 

providers, as well as between providers themselves needing for high level of trust 

(Fit´o et al., 2010). While creating a zero risk service is impractical, if not 

impossible, assessing security risk of cloud-based solutions is important to establish 

trust and to increase the level of confidence of cloud service consumers, on one side, 

and the cost effective and reliable service and infrastructure of cloud providers on the 

other (Alturkistani & Emam, 2014).  

  However, for cloud computing, the risk assessment becomes more complex 

as there are several issues that likely to emerge (Drissi et al., 2013). Therefore, the 

traditional assessments developed for conventional IT environments do not readily fit 

the dynamic nature of clouds where Cloud computing provides opportunity to 

dynamically scale the computing resources for applications and end-users can arrive 

and leave the cloud at any time.  

However, there are significant shortcomings in the area of security and risk 

assessment and mitigation although there are several studies which have been  

conducted to improve traditional security assessment techniques and present new 

paradigms for analysing and evaluating security risks in cloud environment. 

Therefore, security risk assessment in cloud still constitutes a  challenging domain 

and a growing area of research (Subashini & Kavitha, 2011).  

This research will focus on Software as a Service (SaaS) model because the 

SaaS providers are completely responsible for deploying and managing the IT 

infrastructure and processes required to run and manage the full solution and to 

deliver reliable, secure and cost effective  services according to requirements of their 

customers at the proper cost of resources. Moreover, in this scenario, potentially 

sensitive data are entrusted to the provider, and SaaS customers need reassurances 

that their data are secure and accessible while residing in the provider‟s IS 
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infrastructure. As well as, the fact that the SaaS application resides on, and is 

accessed, via the open Internet, creates a plethora of security and continuity risks. 

Therefore, there is a strong worry about insider breaches, along with 

vulnerabilities in the applications and systems‟ availability that could lead to loss of 

sensitive data and money. Consequently, addressing enterprise security concerns has 

emerged as the biggest challenge for the adoption of SaaS applications in the cloud. 

However, such challenges can dissuade enterprises from adopting SaaS applications 

within the cloud (Subashini & Kavitha, 2011).  Therefore, to overcome the customer 

concerns about application and data security, the provider must address these issues 

and should stop any data breach as quickly as possible, restore secure access to the 

service as soon as possible, apply best practice to ensure that it does not recur. 

However, the identification and evaluation of all risks is a critical task where a risk is 

composed of a threat, a probability and an impact. However, it is a challenge to the 

SaaS provider to be able to assess the likelihood and impact of attacks depending on 

the currently active components of a service with the given the information about 

them and their interactions. Therefore, there is a need to integrate the cloud 

computing environment with tools and method that enable the cloud provider to 

calculate risk factor depending on the given information in order to prioritize issues 

to take suitable responses to ensure that security and control processes are 

functioning as intended, identify unanticipated vulnerabilities, and take actions to 

close them. However, all this will increase  the likelihood an organization will use 

cloud computing and this lead to increase cloud adoption. 

1.6 Research Objectives 

This research have the following objectives: 

1. Develop and specify the framework for security risk assessment based on 

industry standards.  

2. Propose a methodology for security risk assessment of cloud SaaS application 

that enables SaaS providers to assess security risk for events using a use case 

scenario of the system.  

3. Use commercial or open source tools to support the proposed methodology.  
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1.7 Research Questions 

1. What is the risk assessment framework that is suitable to cloud environments for 

SaaS providers?  

A Framework is a general guideline that an organization can adopt. „standard‟ 

usually refers to something (documents) a professional organization establishes for 

others to use (Ajam, 2013). 

 Risk assessment framework is procedures for the tasks of identifying, 

analyzing, evaluating, treating and monitoring risk. There are several risk assessment 

frameworks that are accepted as industry standards-„standard‟ usually refers to 

something (documents) a professional organization establishes for others to use- 

including:    

  

 Risk Management Guide for Information Technology Systems (NIST guide) from 

the National Institute of Standards. 

 Operationally Critical Threat, Asset, and Vulnerability Evaluation (OCTAVE) 

from the Computer Emergency Readiness Team. 

 Control Objectives for Information and related Technology (COBIT) from the 

Information Systems Audit and Control Association (Rouse, 2010). 

To create a risk management framework, an organization can use or modify the 

NIST guide, OCTAVE or COBIT or create a framework in-house that fits the 

organization's business requirements (Rouse, 2010). Therefore, we have to select the 

suitable standard that can be modified in some of its application to suit the cloud 

computing environment. 

2.  How to calculate impact and likelihood of the risk quantitatively? 

In General, risk is presented as a probability of an event and its impact or a 

consequence of the event when a threat was materialized. Therefore, we have to 

determine how to calculate them.  

3. How to evaluate the proposed risk assessment methodology? 

 A methodology  means there has to be a certain way of doing something; like 

systematic process (Ajam, 2013). Risk will be assessed and rated based on the risk 

rating methodology. There are many methods proposed for assessing a security risk 

for the cloud computing environment. Therefore, we have to evaluate the 

https://searchsecurity.techtarget.com/definition/COBIT
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methodology we propose to explain the efficiency of  it. To achieve this step we will 

compare the proposed method with methods in the literature. Furthermore, we will 

use case study to explain the efficiency of the proposed method. 

1.8 Research Scope  

  In this research we will focus on public cloud computing since private cloud 

are considered more secure than public cloud. Moreover,  most information found 

during the research is related to either public cloud computing or cloud computing . 

In public cloud all delivery models offered on demand over the Internet in a 

pay-as-you-go model. Software as a service (SaaS) is one of these delivery model; it 

is the most mature category of cloud service, since it evolved from the application 

service-provider model of software hosting.  

The opportunistic use of SaaS has yielded benefits such as cost savings, 

improved agility, and faster time-to-market, as well as increased flexibility in scaling 

to support more users as necessary. It has also provided a venue for experimenting 

with new capabilities. The following examples  *-illustrate different use for  

software-as-a-service :  

1. Suite of  SaaS business applications for accounting, human resources and more 

offered by Oracle. 

2. Mobile services which enable mobile access to applications and information to 

facilitate for mobile users to take full advantage of cloud computing.  

3. Internet of Things (IOT)  in order to fulfil various goals such as intelligent home 

and remote health-care in a more cost effective way. 

Moreover, a survey of 600 enterprises by Enterprise Strategy Group 2012 

indicates that SaaS use is bound to continue rising. In this survey, 46% of these 

enterprises currently use it, 17% do not use it  but  plan to use it, 21% do not use nor 

plan to use it but were interested to to do so, 14% neither  use, plan nor interested in 

it  and 1% was not clear (López et al., 2013).    

However, security is one of the most important concerns of SaaS. In a survey, 

51% of the people thought security was  the biggest concern . Therefore, security 

concerns are the most commonly cited reason why enterprises are not interested in 

SaaS  (Subashini & Kavitha, 2011). Consequently, in order to build,  trust cloud 



20 

 

computing provider need to be able to address the different risks associated with 

cloud computing security. 

Therefore, in this thesis we will focus on security risk assessment by the 

cloud provider in SaaS model because in SaaS the infrastructure, software and data 

are primarily the responsibility of the provider and the consumer has little control 

over any of these features of the service.  

Focusing on the cloud provider security risk assessment for PaaS and IaaS 

deployment models, and security risk assessment by cloud costumer is beyond the 

scope of this research.  

1.9 Research Methodology  

In order to successfully address the risk in cloud computing environment,  the 

cloud provider system must contain components such as physical security system, 

antivirus, SIEM (i.e. Security Information and Event Management, which offers 

features such as log management, compliance reporting, real-time monitoring and 

incident management), vulnerability assessment (VA) tools and IDS/IPS (Intrusion 

Detection/Prevention Systems). These components will collect and correlate events 

in order to trace malicious activity continuously to feeds the dynamic risk assessment 

method with continuous inputs about security status. Then, the cloud provider should 

be able to calculate the risk factor dynamically through the two risk factors, the 

impact and likelihood. According to NIST in (National Institute of Standards and 

Technology, 2012) where the risk is typically a function of: (i) the adverse impacts 

that would arise if the circumstance or event occurs; and (ii) the likelihood of 

occurrence. Therefore, in this research we will:  

1. Propose a methodology using existing open source or commercial tools for 

software modelling and analysis to enable the SaaS providers to calculate 

security risk interactively depending on the given input. The methodology will be 

based on sequence diagrams of the intended scenarios.  

2. Validate the proposed methodology using case studies and compare it with 

related works. 
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1.10 Research Hypothesis  

This research assumes the following: 

1. The Information security risks are those risks that reflect the potential adverse 

impacts to organizational operations, organizational assets, individuals, other 

organizations, and the Nation (National Institute of Standards and Technology, 

2012). 

2. SaaS provider should analyze threats and vulnerabilities to calculate risk of 

security events and assess the affect of security control in mitigating the risk . 

3. The proposed method will enable the SaaS providers to calculate the security risk 

factor precisely and dynamically for the certain use case scenario of the system and 

conduct sensitivity analysis to calculate impact without expert intervention. 

1.11 Structure of  the Thesis 

 

This thesis organized as follows: chapter 1 is the introduction, chapter2 present the 

literature review, chapter 3 introduce the proposed method, Chapter 4 present case 

studies,  Chapter 5 present discussion and comparison. Finally, Chapter 6 conclusion 

and future work. 
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Chapter 2: Related work  

 2.1 Introduction 

  This review, covers the related work in section 2.1. In Section 2.2 A 

classification of cloud-based security risk assessment methods and tools will be 

introduced. Section 2.3 will  discuss the open issue directions.  

2.2 Related work 

2.2.1 Cloud Computing: Benefits, Risks and Recommendations For 

Information Security  

Catteddu & Hogben (2009) in the European Network and Information Security 

Agency (ENISA) report provided an approach for risk assessment based on the 

estimation of risk levels on ISO/IEC 27005:2008. Security risk would be high if both 

the probability of the event and its impact are high.  Risks are categorized into three 

groups: policy and organizational risks, technical risks and legal risks.  The 

assessment provided is semi-quantitative, as it uses value ranges for both event 

probability and impact, but does not consider their combined influence in a 

quantitative manner.  Instead, the final risk assignment (as High, Medium or Low) is 

based on expert opinion, which takes the two factors into consideration.  For example, 

risk due to vendor lock in is assessed to be High, because its probability is high, but 

impact is Medium.   Loss of Governance is shown as a risk with both high probability 

and high impact, and hence a „very high risk‟ (Catteddu & Hogben, 2009). 

A fully quantitative risk assessment framework would further improve this 

methodology, because it enables the stakeholders to comparatively evaluate the risks 

involved and protection measures (Catteddu & Hogben, 2009).   

2.2.2 Toward Risk Assessment as a Service in Cloud Environments 

Burton et al. (2010)  introducing risk assessment as a service. They contend that the 

way that cloud computing should be assessed, is the same as the way cloud 

computing is delivering: as a service. Indeed, the same characteristics of the cloud 

that makes it hard to assess with existing tools, also make it easy to assess with new 
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ones, especially the metering that is already built in for billing and service-level 

assurance (Burton et al., 2010). 

Risk assessment as a service is a new paradigm for measuring risk as an autonomic 

method that follows the on-demand, automated, multi-tenant architecture of the 

cloud – a way to get a continuous “risk score” of the cloud environment with respect 

to a given tenant, a specific application, or more generally, for use by new tenants 

and applications. They envision such assessments as being made available in real-

time by one or more of the entities in the cloud ecosystem. For instance, a cloud 

provider could perform continuous self-assessments as a best practice through 

evaluation of its own run-time environment; a trusted third party could assess the 

provider on an ongoing basis through privileged access to certain internal 

measurement interfaces; or a consumer could assess the provider through non-

privileged access (Burton et al., 2010).  

In each case, the dynamic assessment service would rest on a foundation periodic, 

underlying, static assessments. Static assessments should focus on the elements of 

the provider‟s underlying IT infrastructure and governance that (a) changes 

infrequently and (b) drives security in the dynamic environment. This point to the 

importance of assessing security policies, policy enforcement mechanisms, and 

policy compliance mechanisms. Since a provider may itself be a consumer of 

services from other providers, it is reasonable to expect that a provider would also be 

assessing the providers it relies on, thus addressing the point about the recursive 

nature of cloud computing. Indeed, even if the ultimate business consumers and their 

customers are not directly assessing providers, the providers themselves will likely 

be assessing one another. The addition of real-time assessment capabilities into the 

cloud environments parallels managed security services whereby an external 

provider monitors the internal security of a conventional data center. The results of 

such services kept confidential to the relevant organization. In the cloud, the 

comparable results would be like the cloud itself, open to all consumers. An 

assessment service for the cloud involves more than just the automation of traditional 

surveys and scoring systems. The metrics must also be adapted to the nature of cloud 

computing, for instance the dynamic allocation of resources and multi-tenancy. 

Updating a traditional assessment to address cloud characteristics, then applying it 

manually, although accurate in principle, still may not fit the dynamic nature of the 
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new environment. Rather, the “new wine” of cloud risk assessment should put into 

the “new wineskin” of a cloud service (Burton et al., 2010). 

They proposed a cloud-based assessment as a service paradigm as a promising 

alternative. However, they didn‟t implement such a service but rather offer it as a 

paradigm to be followed (Burton et al., 2010). As well as they don‟t suggest method 

to calculate risk score. 

2.2.3 Towards Analyzing Data Security Risks in Cloud Computing 

Environments 

(Sangroya et al., 2010) present a risk analysis approach that can be primarily 

used by the perspective cloud users before putting their confidential data into a 

cloud. 

 Their approach aim to build a better trust mechanism between the cloud 

service provider and users. It is based on the idea of trust model, principally used in 

distributed information systems. They extend the general idea of trust management 

and present its use in analyzing the data security risks in cloud computing. 

They build a trust matrix to analyze the data risk. To build the trust matrix, a number 

of heuristics can be used for selecting the security parameters. They select following 

two trust variables to build the trust matrix: 

(a) Data Cost: 

Where, data can be assigned a cost by the users based on the criticality of the data 

and the data criticality needs to be computed by the service.  

(b) Provider‟s History:  

Where, service provider history includes a provider‟s profile of past services. If users 

are dissatisfied with a particular service, they can record their experience. If a service 

provider do not possess a good history of data security then it may also decrease the 

trust factor.  

However, other variables can also be used for building the trust matrix such 

as Service Cost, Monitoring support etc. 

Along with trust variables, few parameters used in measuring trust can be 

applied to fine-tune these trust variables. The parameter, which they choose in this 

category, are Data Location such that data located at the sites, which are 
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geographically or politically sensitive, would likely to have lower trust than other 

locations.   

Figure 2.1 represents an example trust matrix with area representing the Low 

Risk/High Trust zone and, High Risk/Low Trust zone where x-axis represents the 

data cost, y-axis represents the service provider‟s history and z-axis represents the 

data location. 

Of course, it is clear now that a high data cost with poor service provider 

history combining with a very sensitive location will result in a higher risk/lower 

trust. High trust zone signifies the region of high trust. It can specify the security risk 

for the current transactions and for future transactions with that service provider. 

Similarly, low trust zone signifies the region of low trust (Sangroya et al., 2010). 

As a risk preventive approach, they also define here a trust action, which can 

be taken as part of a preventive or reactive measure.  

The variables have been defined in this method can be used where there are 

some past statistics about the service provider. The method has been used to measure 

the trust and will be used for all future transactions. Based on this method, we were 

able to define the trust actions, for all future transactions with the service provider. 

The most obvious finding to emerge from this study is that, there is a need of better 

trust management framework and there is a lack of structured analysis approaches 

that can be used for risk analysis in cloud computing environments. The approach 

suggested in (Sangroya et al., 2010) is a first step towards analyzing data security 

risks it is easily adaptable for automation of risk analysis. 

 

Figure 2. 1: A Trust Matrix for Risk Analysis (Sangroya et al., 2010) 
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2.2.4 Information Security Risk Management Framework for the 

Cloud Computing Environments 

Zhang et al. (2010) present information risk management framework that 

provide better understanding for critical areas of focus in cloud computing 

environment, to identifying a threat and identifying vulnerability. It is covering all of 

cloud service models and cloud deployment models. Cloud provider can be applied 

this framework to organizations to do risk mitigation. This framework was developed 

in a standard quality management (or Plan, Do, Check, Act) cycle of continuous 

improvement. The framework was to describe critical areas of focus in cloud 

computing that should be protect and designed to protect the confidentiality, integrity 

and availability of information assets. The framework have seven processes, 

including: processes-selecting relevant critical areas, strategy and planning, risk 

analysis, risk assessment, risk mitigation, assessing and monitoring program, and risk 

management review.  Where Risk assessment is the determination of quantitative or 

qualitative an output from risk analysis process. This step have four major processes: 

 Likelihood Determination: To derive an overall likelihood rating that 

indicates the probability vulnerability may be exercised within the construct of the 

associated threat environment. The likelihood that a potential vulnerability could be 

exercised by a given threat-source can be describe as high, medium, low. The output 

from likelihood determination step is likelihood rating. Table 2.1 explained this 

(Zhang et al., 2010).             

Table 2. 1: Likelihood Definitions (Zhang et al., 2010) 
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 Impact Analysis: The step in measuring level of risk is to determine the 

adverse impact resulting from a successful threat exercise of vulnerability. The 

adverse impact of a security event can be described in terms of loss or degradation of 

any, or combination of any, of the following three security goals: integrity, 

availability, and confidentiality that can be describes qualitative categories as high, 

medium, low (Zhang et al., 2010). Table 2.2 explained this. 

Table 2. 2: Magnitude of Impact Definitions (Zhang et al., 2010)

 

 Risk Determination: The purpose of this step is to find the risks and 

opportunities that impact of critical area‟s risk that selected in Selecting Critical Area 

step. The sample matrix derived in Table 2.3 shows how the overall risk levels of 

High, Medium, and Low are derived.  The determination of these risk levels or 

ratings may be subjective. The rationale for this justification can be explained in 

terms of the probability assigned for each threat likelihood level and a value assigned 

for each impact level (Zhang et al., 2010). 

Table 2.4  describes the risk levels shown in the above matrix. This risk scale, 

with its rating of High, Medium, and Low, represents the degree of level of risk to 

which an IT system, facility, or procedure might be exposed if a given vulnerability 

were exercised. The risk scale also presents actions that senior management, the 

mission owners, must take for each risk level. Output from this step is risk level 

(High, Medium, or Low). 
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Table 2. 3: Risk Determination – risk level (Zhang et al., 2010). 

 

Risk Scale: High (>50 to 100); Medium (>10 to 50); Low (1 to 10) 

Table 2. 4: Risk Scale and Necessary Actions (Zhang et al., 2010). 

 

 Control Recommendations. - During this step of the process, controls that 

could mitigate or eliminate the identified risks, as appropriate to the organization‟s 

operation are provided. The goal of the recommend controls is to reduce the level of 

risk to cloud computing environment and its data to an acceptable level (Zhang et al., 

2010).  

However, the risk assessment in this paper is not quantitative. 
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2.2.5 QUIRC: A Quantitative Impact and Risk Assessment 

Framework for Cloud Security 

Saripalli & Walters (2010) present a Quantitative risk and impact assessment 

framework (QUIRC), to assess the security risks associated with cloud computing 

platforms. This come in response to the U. S. Federal Information Security 

Management Act (FISMA) of 2002, where the Federal Information Processing 

Standards (FIPS) proposed confidentiality, integrity, availability, authenticity and 

accountability as the key principles of information security. Further, proportionality 

as a security principle implies that security controls should be proportional to the 

risks of modification, denial of use, or disclosure of the information (Saripalli & 

Walters, 2010).  

This approach allows categorization of the security risks and impacts by 

Security Objectives (SO) that set based on the potential impact on an organization 

when faced with attack events that may threaten the information and information 

systems. Such impact assessed in terms of the organization‟s ability to accomplish its 

assigned mission, protect its assets, fulfill its legal responsibilities, maintain its day-

to-day functions, and protect individuals. FIPS recommended that the security 

categories are to be used in conjunction with vulnerability and threat information in 

assessing the risk to an organization (Saripalli & Walters, 2010). 

They propose six Security Objectives: three security objectives for 

information and information systems (Confidentiality, Integrity and Availability), 

three requirements unique to cloud platforms (multi-party trust considerations, 

mutual auditability and Usability). These six Security Objectives for the cloud 

platforms may be referred to as the CIAMAU framework (Saripalli & Walters, 

2010).  

 STRIDE may be considered an alternative to the Security Objectives based 

CIAMAU categorization. For the purposes of QUIRC analysis, any one such 

categorization is sufficient. Table 2.5 illustrates the STRIDE threat events mapped to 

one or more of the 6 Security Objectives (SO), shown within square brackets [ ]. This 

is not an exact correspondence between the STRIDE and CIAMAU frameworks. 

While STRIDE is a well-tested framework for traditional software systems, a 

framework such as the CIAMAU, which explicitly includes the cloud-specific 

Security Objectives, would be more appropriate for cloud security risk assessment. 
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Security architects may also device their own alternative SO frameworks. QUIRC 

methodology would work with any such framework, by assigning relative weights of 

importance to each SO category (Saripalli & Walters, 2010). 

They define a risk as a product of the Probability (Pe) of a security 

compromise, i.e. a threat event, e, occurring and its potential Impact or Consequence 

(Ie) (Saripalli & Walters, 2010): 

 

Pe typically is a fraction less than one, whereas Ie may be assigned a value on a 

numerical scale. They propose these ranges for Impact (Ie): LOW (1-5); 

MODERATE (6-10); HIGH (11-15). These values are relative, and may be amplified 

depending on the required granularity for the visualization of risk metrics (Saripalli 

& Walters, 2010). 

Table 2. 5: Correspondence between STRIDE and SO models 

 (Saripalli & Walters, 2010)
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 They propose the following impact definitions for the security of cloud 

platforms. The potential impact is LOW if the loss of confidentiality, integrity, 

availability, mutual trust or mutual auditability could be expected to have a limited 

adverse effect on organizational operations, organizational assets, or individuals. The 

potential impact is MODERATE if loss of confidentiality, integrity, availability, 

mutual trust or mutual auditability could be expected to have a serious adverse effect 

on organizational operations, organizational assets, or individuals. The potential 

impact is HIGH if the loss of confidentiality, integrity, availability, mutual trust or 

mutual auditability could be expected to have a severe or catastrophic adverse effect 

on organizational operations, organizational assets, or individual. These definitions 

are based heavily on the FIPS descriptions, with appropriate modifications for the 

cloud applications. 

Security risk under each CIAMAU category is assessed, and the overall 

platform security risk for the given application under a given category (Rs) would be 

average over the cumulative, weighted sum of n threats that map to that SO category 

(Saripalli & Walters, 2010): 

 

It is also necessary to assign a weight for each of the SO categories, such that 

their sum always adds up to 1. This weight, ws, represents the relative importance of 

a given SO to a particular organization and/or business vertical. Then, Net Security 

Risk (R) to the application integrated over the six CIAMAU objectives is a weighted 

average: 

 

Where ws is the relative weight assigned to an SO category s. Evaluation of 

the probabilities of several threat events currently is difficult, due to a lack of historic 

data. A more accurate assessment of probabilities will be business and application 

specific, based on characterization data from actual incidence of security 

compromise events. Once the probability of occurrence of all such events is 

calculated, risk (R) can be calculated as explained. Such calculations are useful in 
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identifying the high-risk threats, and investigating them in greater detail (Saripalli & 

Walters, 2010) . 

Advantages of the QUIRC methodology are as follows. A quantitative 

approach gives vendors, customers and regulation agencies the ability to 

comparatively assess the relative robustness of different cloud vendor offerings and 

approaches in a defensible manner. It also can be helpful in alleviating the 

considerable FUD (Fear, Uncertainty and Doubt) associated with cloud platform 

security issues and helping that they are dealing in an effective way (Saripalli & 

Walters, 2010). 

 However, Limitations of the approach include that it requires the meticulous 

collection of input data for Probabilities of events, which requires collective industry 

SME inputs (Saripalli & Walters, 2010). Moreover, this framework does not cover 

risks during all the stages of the lifecycle of the service when it exists on the cloud 

(Sen, 2016).  A fully quantitative risk assessment framework would further improve 

this methodology. In general, there is lack of structured analysis approaches that can 

be uses for risk analysis in cloud computing environments (Drissi et al., 2013). 

2.2.6 Security Risks and their Management in Cloud Computing  

Khan et al. (2012) presents  a paper that investigates the security challenges 

posed by the transparency of distribution, abstraction of configuration and 

automation of services by performing a detailed threat analysis of cloud computing 

across its different deployment scenarios (private, bursting, federation or multi-

clouds). This paper also presents a risk inventory, which documents the security 

threats identified in terms of availability, integrity and confidentiality for cloud 

infrastructures in detail for future security risks. They also propose a methodology 

for performing security risk assessment for cloud computing architectures presenting 

some of the initial results. They consider the deployment and operation stages in the 

cloud lifecycle.  Deployment stage where the initial placement of services on cloud 

providers, and the service operation stage where cloud resources and data managed 

by the cloud provider to fulfill the Service Level Objectives (Khan et al., 2012). 
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Figure 2. 2: Risk assessment lifecycle during service deployment/operation 

 (Khan et al., 2012) 

A number of stages have identified for performing a complete risk assessment 

on clouds by considering core risk assessment approaches as explained below (Khan 

et al., 2012) : 

A. High level analysis of the system 

An initial high-level analysis of the deployment scenarios helps identifying 

the actions and assets involved at the different stages in the cloud. This helps isolate 

the assets involved and how they change over time to identify the vulnerabilities of 

the cloud environment. Generally, security needs to be assessed before deployment 

of the service to check for security concerns of the other provider or if service level 

agreements (SLAs) demand certain security aspects to be met (Figure 2.2). During 

the operation, security concerns monitored while the service is executing (Khan et 

al., 2012). 

B. Identifying the assets involved 

There are various assets involved either at the deployment or operation stage 

such as the SLA or customer data. These can be monitor in relation to the specific 

threats in the environment (Khan et al., 2012). 

C. Identify the threats in each cloud deployment scenario 

 In which threats and vulnerabilities of a system can be identified. To do this 

they coupled information risk analysis methodology with the threat and vulnerability 

assessment tool (T&VA) which provides a standard list of threats relating to IT 

systems, then adopting the threats relevant to the cloud deployment scenarios being 

investigated. In addition to other threats that have been added to introduce the 
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differences between cloud computing and other forms of distributed computing. 

These listed in Table 2.6 (Khan et al., 2012). 

Table 2. 6: Threats identified in the various use cases and their details 

(Khan et al., 2012) 

Threat  

category 

Threats (threat id) {Threat 

classification – Availability 

(A) confidentiality (C) 

Integrity (I)} 

Stage of cloud 

(Deployment/O

peration) 

Assets involved Priority 

(1 is low 

, 5 is 

high) 

Likelihood(

1 is low, 5 is 

high) 

External 

attacks 

Carrying out of Dos ( Denial 

of Service) attack (T1) {A} 

Operation Customer data, 

infrastructure of the 

provider 

4 3 

Hacking (T2) {I,C} Operation Customer data or 

service 

3 1 

Undertaking malicious probes 

or scans (T3) {I,C} 

Operation Hypervisor code 4 2 

Cracking password (T4) {A, I, 

C} 

Operation Customer data or 

service 

3 1 

Cracking Keys  

(T5) {A,I,C} 

Operation Customer data or 

service 

3 1 

Spoofing user identities (T8) 

{A,C} 

Operation Customer data or 

service, all services 

3 1 

Modifying network traffic 

(T9) {I} 

Operation Software, 

connections, service 

(runtime) 

2 2 

Eavesdropping (T10) {I,C} Operation Software, 

connections, service 

(runtime) 

2 1 

Distributing computer viruses 

(T11) {I} 

Operation Software, 

connections, service 

3 1 

Introducing Trojan horses 

(T12) {I} 

Operation Software, 

connections, service 

3 1 

Introducing malicious code 

(T13) {C} 

Deployment and 

Operation 

Software, 

connections, service 

3 3 

Distributing Spam (T15) {A} Deployment and 

Operation 

Mailing lists 1 4 

Theft Gaining unauthorized access 

to system or networks (T16) 

Operation Customer data or 5 4 
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{A,I,C} service 

Theft of business information 

(T27) {A,C} 

Operation Customer data 4 2 

Theft of computer 

equipment(T29) {A,C} 

Operation Customer data 1 2 

System 

malfunction 

Malfunction of software (T34) 

{I}  

Operation Toolkit, all services 1 4 

Malfunction of computer 

network equipment (T35) {I} 

Operation Toolkit, all services 1 5 

Service 

interruption 

Natural disaster (T40) { I } Deployment / 

Operation 

Customer data 1 3 

System overload (T41) {A,C} Operation Customer data 4 3 

Human error User error (T42) {C} Deployment / 

Operation 

Data 5 3 

System 

specific 

threats and 

abuse 

Data Leakage (T50) {I,C} Operation Data 5 3 

Usage control (T51)  Operation    

Hypervisor level attacks (T52) 

{A} 

Operation Data 3 2 

 Data ownership (T53) {I}  Deployment Data  2 

Data exit rights (T54) {I,C} Deployment Data, SLA 4 3 

Isolation of Tenant application 

(T55) { I,C} 

Deployment and 

Operation 

Data 5 2 

Data encryption (T56) {A,I,C} Operation Data 5 3 

Data Segregation(T57) {A,I } Operation Data, programs 4 2 

Tracking and reporting service 

effectiveness (T58) {A,I } 

Operation Data, Hosted VMs 5 3 

Compliance with laws and 

regulation(T59) {A,I } 

Deployment and 

Operation 

Data 3 2 

Use of validated products 

meeting standards (T60) {A,I 

} 

Operation Data 3 3 

Guest virtual machines (T61) 

{A, I } 

Operation Data 1 3 
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D. High-level analysis of each threat 

Each of the threats can be further analyzed in terms of who causes them and the 

incidents leading up to them, which can then prioritized depending on this 

information. This also helps measure the impact of the security risk on the service 

and the providers (Khan et al., 2012).  

E. Risk Evaluation 

Depending on the priority of the assets and likelihoods of the threats occurring, the 

threat items can be plotted into an evaluation matrix to document their occurrences. 

Table 2.7 depicts this in relation to the threats identified in Table 2.6 (Khan et al., 

2012) . 

Table 2. 7: Risk evaluation matrix (Khan et al., 2012). 

 

The impact also denotes the affect the threat will have on the business such as 

loss of confidentiality can cause loss in trust having the highest impact (Table 2.8) 

(Khan et al., 2012).  

Threats belonging to confidentiality are classed as high because these have severe 

effect on trust and the provider's image. Loss of confidentiality can also convert low 

threats like theft of information to very high. For instance losing unencrypted data is 

a more severe risk compared to loss of encrypted data. Loss of availability is 

relatively classified as medium compared to loss of confidentiality. This is because 

enterprises are better off using infrastructure provider‟s resources rather than 

deploying their own because of the investment involved. Integrity classed as low 

because relative to confidentiality and availability the impact is much lower. Loss of 
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integrity can be because of software error, user error, and equipment failure and due 

to an adversary changing data (Khan et al., 2012). 

Table 2. 8: Range of threats for Confidentiality, Availability and Integrity 

(Khan et al., 2012)

 

 

F. Risk Treatment 

Once evaluated, the risk mitigation strategies can be generated in terms of the 

actions taken to resolve them. These can be to accept, treat or outsource the risk.  

At the deployment stage, the risk assessment tool will read inputs from the risk 

inventory, which documents all the threats, the vulnerabilities, assets affected and 

their likelihoods. The risk inventory is based on the threats collected in table 2.6. 

Based on this information, security risk can be calculate as: 

1. Calculate the number of threats recorded at deployment stage and use case. 

2. For each threat: 

a. probability of likelihood given asset affected (p(B|A)) = likelihood/ 5.0 

b. probability of asset priority (p(A)) = priority/5.0 

c. probability of likelihood regardless of asset (p(B))= p(B|A) * p(A) + p(A') *1 

d. probability of threat occurring (p(A|B)) = ((p(B|A) * p(A))) / p(B) 
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3. Security risk = Sum all probabilities of threats occurring / threats found (Khan et 

al., 2012). 

Based on rules of Bayesian dependencies, the probability of each threat 

affecting the particular assets can be calculate before making the decision to accept 

the service by the IP (Khan et al., 2012). 

However, at the operation stage, along with the calculated security risk for 

this stage, the risk assessment tool will be interacting with the monitoring database 

and additional tools like the network and historical database to monitor if certain 

threats are becoming live. The stages 1-2 are similar to the deployment stage but in 

addition, new stages added for operation phase. The historical database can contain 

details of previously recorded threats that have occurred in the past. The network can 

include intrusion detection systems and logs that can be parse to find out if certain 

events have been recorded (Khan et al., 2012). 

3. Security risk = Sum all probabilities of threats occurring / threats found 

4. For each threat to be monitored: 

            4a. Read monitoring inputs 

            4b. If (event found==true) count ++ 

5. Calculate total_event_rate= events_found/ total monitored time 

6. Relative risk (RR) = total_event_rate/ security risk 

7. If RR=1 do nothing, RR<1 accept risk, If RR>1 apply mitigation strategy (Khan et 

al., 2012). 

Depending on the value of relative risk (RR), the components can make a 

decision whether to accept or apply a mitigation strategy stored in the risk inventory 

to compensate for the risk (Khan et al., 2012). 

However, they consider the three security requirement for information 

systems (Confidentiality, Integrity and Availability), but they do not consider other 

security requirements that unique to cloud platforms such as (multi-party trust 

considerations, mutual auditability and Usability).  

They future work includes testing this system on a cloud platform with 

monitoring agents installed which will log certain threats when they occur. This will 

then be extended to work on determine threats which may be eventually seen based 

on the data being collected and difficult to determine directly from the events (Khan 

et al., 2012) . 
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2.2.7 A New Shared and Comprehensive Tool of Cloud Computing 

Security Risk Assessment  

Drissi et al (2015) proposed a new risk assessment method in which the 

measure of an IT risk can be determined as a product of threat, vulnerability and 

asset values. Where the asset value of each cloud actor is the average of the weight of 

confidentiality, availability and integrity ; the vulnerabilities value for each cloud 

actor specified basing on the absence or ineffectiveness of controls; threat value is 

calculated as   product of probability of occurrence and the impact where each threats 

is mapped to indicative number of vulnerabilities and assets. However, the risk value 

will be depend on the actor and their corresponding assets, their security objectives 

and their corresponding vulnerabilities. To improve the architecture and consolidate 

the security risk assessment for cloud computing multi-agent systems can be used. 

(Drissi et al., 2015).    

2.2.8 A Risk Management Framework for Cloud Migration Decision 

Support 

Islam et al (2017) presents a risk management framework that enables users 

to identify risks, based on the relative importance of the migration goals for specific 

migration scenarios and analyzed the risks with a semi-quantitative approach. They 

use the analytic hierarchy process (AHP) where each goal is compared with the other 

goals based on its importance level within the organizational context for the cloud 

migration. The net risk calculation depends on the associated risk factor values. Each 

risk factor value is estimated through the product of its probability and impact of 

overall risk. However, they use subjective judgment depending on individual 

perception for probability definition and impact values. The risk value is obtained by 

averaging the risk factors‟ values. Finally, the net risk level is the sum product of risk 

level and relative importance of affected migration goal. However, if the number of 

goals were to increase, the net risk level estimation would be more complex (Islam et 

al., 2017). They are currently working on defining a guideline for risk management 

activities along with a checklist so that the framework could provide better hands-on 

support to potential cloud users. They are also planning to develop migration goals 

and a risk taxonomy and integrate it with the guidelines.  
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In table 2.9 those related work  are summarized with the technique suggested therein, 

their problems and the model or tool proposed in it. However, Burton  et al. ( 2010) 

just present a paradigm to be followed. Catteddu & Hogben (2009) present semi-

quantitative method. Zhang et al. (2010) framework is not quantitative. Sangroya et 

al. (2010) approach need past statistics about the service provider. Saripalli & 

Walters ( 2010) framework does not cover risks during all the stages of the lifecycle 

of the service when it exists on the cloud. Khan et al. (2012) do not consider other 

security requirements that are unique to cloud platforms. In Drissi et al. (2015)  the 

risk value will be depend on the actor. Islam et al. (2017)  use subjective judgment 

depending on individual perception for probability definition and impact values. 

Moreover, none of them are dynamic to fit the dynamic nature of the cloud 

computing environment. 

Table 2. 9: Summary of the related works. 

Lit.  

Ref  

Context of 

Research 

Technique Used Problems 

 

Model/ Tool/  

Proposed  

(Catteddu 

& 

Hogben, 

2009)  

 

Security risk 

assessment 

method for 

cloud 

computing 

Likelihood of an 

incident scenario, 

mapped against the es-

timated negative 

impact. 

-Semi-quantitative. 

-The estimation of risk 

levels is based on ISO/IEC 

27005. 

-Framework 

include 

additional 

standards.  

-Set of assurance 

criteria designed 

to assess the risk 

of adopting 

cloud services.  

- A fully 

quantitative risk 

assessment 

framework 

(Alturkistani & 

Emam, 2014) 



42 

 

(Sangroya 

et al.,  

2010) 

Risk analysis 

approach that 

can be primarily 

used by the 

perspective 

cloud users. 

Build a trust matrix to 

analyze the data risk. 

- The variables have been 

defined in this method can 

be used where there are 

some past statistics about 

the service provider. 

- A lack of structured 

analysis approaches that 

can be used for risk 

analysis in cloud 

computing.  

Better trust 

management 

framework. 

(Zhang et 

al., 2010)  

 

Information risk 

management 

framework  

The Risk assessment 

step have four major 

processes (Likelihood 

Determination, Impact 

Analysis, Risk 

Determination 

according to Risk Scale, 

and Control 

Recommendations). 

Risk assessment in this 

paper is not quantitative. 

- 
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(Saripalli 

& Walters 

, 2010) 

Quantitative 

risk and impact 

assessment 

framework 

(QUIRC) 

Security risk under 

each Security Objective 

category  would be 

average over the 

cumulative, weighted 

sum of n threats that 

map to that SO 

category and assign a 

weight for each of the 

SO categories. Then, 

Net Security Risk (R) to 

the application 

integrated over the SO 

is a weighted average. 

This framework does not 

cover risks during all the 

stages of the cloud lifecycle 

(López et al., 2013) 

- 

(Burton  

et al., 

2010)  

 

Risk assessment 

as a service 

It is a paradigm to be 

followed. 

No implementation as well 

as there are no method 

suggested to calculate risk 

score. 

 

The dynamic 

assessment 

service 

(Khan et 

al.,2012) 

Methodology 

for performing 

security risk 

assessment for 

cloud 

computing 

architectures. 

A number of stages 

have identified for 

performing a complete 

risk assessment ( High 

level analysis of the 

system, Identifying the 

assets involved, 

Identify the threats in 

each cloud deployment 

scenario, High-level 

They consider the three 

security requirement for 

information systems  but 

they do not consider other 

security requirements that 

unique to cloud platforms. 

 

Testing this 

system on a 

cloud platform 

with monitoring 

agents installed 

which will log 

certain threats 

when they 

occur. 
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analysis of each threat, 

Risk Evaluation using 

evaluation matrix, and 

Risk Treatment). 

 

(Saadia  

et al., 

2015)  

 

Comprehensive 

and shared risk 

assessment 

method for 

cloud 

computing 

Risk determined as a 

product of threat, 

vulnerability and asset 

values. 

The risk value will be 

depend on the actor and 

their corresponding assets, 

their security objectives 

and their corresponding 

vulnerabilities. 

 

-Use Multi-agent 

systems to 

improve the 

architecture and 

consolidate the 

security risk 

assessment for 

cloud 

computing.  

(Shareeful 

et al, 

2017)  

 

A risk 

management 

framework for 

cloud migration 

decision 

support 

Identify risks based on 

the relative importance 

of the migration goals 

for specific migration 

scenarios and analyzed 

the risks with a semi-

quantitative approach. 

Risks based on the relative 

importance of the 

migration goals.  

 

- Guideline for 

risk 

management 

activities along 

with a checklist.  

- Develop 
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2.3 A Classification of Cloud-based Security Risk 

Assessment Methods and Tools 

Alturkistani & Emam in (2014) presents a review of the security risk 

assessment methods in cloud computing. They present a classification of cloud-based 

security risk assessment methods and tools as follow: 

1) Risk assessment as a service: It is available in real-time by one or more of the 

entities in the cloud. A cloud provider can perform continuous self-assessments as a 

best practice through evaluation of its own run-time environment (Onwudebelu & 

Chukuka, 2012).  

2) Qualitative and quantitative assessment: Risk assessment have analyzed security 

risk by using qualitative or/and quantitative approach. However, a simple method for 

qualitative or quantitative analysis will lead to the inaccuracy and one-sidedness of 

the evaluation results. In the research article by (Peiyu & Dong., 2011) an integrated 

method of qualitative and quantitative analysis used to build the assessment model in 

cloud.  

3) Graphs analysis assessment: Graphs and mathematical models can be used to 

address and calculate security risk in clouds by simulating attacker possibilities. 

Leitold & Hadarics in 2012  have presented a mathematical model for threats that 

considers communication in order to identify security risk for individual entities, and 

then calculates it for a whole enterprise. The model built by representing 

communications as a directed graph and then established a matrix to discover the risk 

before finally making a simulation. Furthermore, in another study, Tanimoto et al. 

(2011) have used a hybrid risk-analysis method based on decision tree analysis 

(quantities) and risk matrix (qualitative). In this method, risk factor from a user‟s 

viewpoint systematically extracted with the Risk Breakdown Structure (RBS) 

method then analyzed and evaluated. A detailed countermeasure and proposal 

produced based on these results. The risk matrix method classifies risk into four 

kinds (Risk Avoidance, Risk Mitigation, Risk Acceptance, and Risk Transference) in 

accordance with the generation frequency and degree of incidence. The result of risk 

analysis is well organized and provided in a statistical diagram.  

4) Hierarchal assessment: In a research article by Zhang et al. (2012) a hierarchical 

framework built to analyze the risk and set the goal for the assessment. After that, an 
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indicator system is built under each principle and sub-indicators introduced for 

assessment. In addition, another assessment method has been introduced based on an 

Analytic Hierarchy Process (AHP) model. The assessment model consists of three 

layers: level one is the problem (assessment of cloud platform), level two is the 

major factors identified for assessing level one, level three is the lowest level for the 

concrete assessment factors. AHP carried out using the following three principles: 

decomposition, pairwise comparison, and synthesis of weights (Peiyu & Dong., 

2011).  

5) Security matrix assessment: Trust Matrix is a method used for security risk 

analysis in cloud environments. As well as, Cloud Control Matrix (CCM), which has 

been release by CSA in 2013, as a baseline security control framework designed to 

help enterprises assess the risks associated with a cloud provider. It gives a detailed 

understanding of security concepts and principles that are aligned to the CSA 

guidance in 13 domains. The CCM has included a risk management domain to 

ensure that formal risk assessments are aligned with the enterprise-wide framework, 

planned and scheduled at regular intervals determining the likelihood and impact of 

identified risks, using qualitative and quantitative methods. Thereby, it facilities 

transparency and increase trust level between the cloud customer and the cloud in 

order to make cloud a secure environment to the future of business  (Cloud Security 

Alliance , 2013).  

At the end, Alturkistani & Emam (2014) suggests to have a collaborative 

security risk assessment method that will add great assistance to both service 

providers and consumers. 

2.4 Open Issues  

Security risk assessment in clouds is  needed for both customers and cloud 

providers. The security concerns arise from that cloud customers do not see what 

happens inside a cloud and how their data handled. They have to fully trust the cloud 

providers to act honestly and not breach the confidentiality of data and computations. 

On the other hand, cloud providers prefer to hide the cloud topology and operational 

details. Thus, there is a necessity to balance the opposing needs of the providers and 

customers (Alturkistani & Emam, 2014). There are many open issues need research 

to make cloud computing more trustworthy and reliable like the following: 
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 (1) Building distributed, collaborative and intelligent risk assessor that guide 

customer to evaluate the security level of cloud provider and identify the associated 

risk before the decision of cloud adoption has been taken. 

 (2) Designing a mechanism that will allow the cloud provider to prove the 

confidentiality and integrity of the data and computation without disclosure of 

sensitive cloud topology information. 

(3) Security standards for cloud risk assessment. Security standards are important to 

measure security risks of cloud providers. Thus, security assessment can give little 

information unless there is a standard to compare it with  (Alturkistani & Emam, 2014). 

(4) Risk assessment approach for cloud consumers to check the effectiveness of the 

current security controls that protect an organization‟s assets. At present, there is a 

lack of risk assessment approaches for cloud consumers. A proper risk assessment 

approach will be of great help to both the service providers and the cloud consumers. 

With such an approach, the cloud consumers can check the effectiveness of the 

current security controls that protect an organization‟s assets and the service 

providers can maximize and win the trust of their cloud consumers if the level of risk 

is not high. In addition, the cloud consumers can perform the risk assessment to be 

aware of the risks and vulnerabilities present in the current cloud computing (Drissi 

et al., 2013). 

 (5) Developing a SaaS-specific risk assessment framework to further promote the 

SaaS adoption process, streamline SaaS provider evaluation, and reduce business 

risks (Bernard et al., 2011). Since SaaS is rapidly emerging as the dominant delivery 

model for meeting the needs of enterprise IT services and the biggest challenge be to 

gain customer‟s confidence which can be achieved by implementing efficient 

application-level security mechanism, with proper definition of SLA guarantees . 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

Chapter 3 

Proposed Methodology for 

Security Risk Assessment for 

Cloud Computing 

 

 

 

 

 

 

 

 

 



49 

 

Chapter 3:Proposed Methodology for Security Risk 

Assessment for Cloud Computing 

3.1 Proposed Method for Security Risk Assessment for 

Cloud Computing  

The proposed methodology is a scenario based methodology for Security 

Risk Assessment for Cloud Computing. Scenarios is the sequences of actions aimed 

at accomplishing some task goal (Kaindl, 2011). Scenario-based analysis techniques 

provide a way to decompose requirements to understand the said attributes of real-

time systems (Saiedian et al., 2005). An increasing number of designers are 

interested in scenario- driven approaches that allow them to focus on the main 

functional aspects of the system to be specified (Amyot et al., 1998). The proposed 

methodology depends on  the National Institute of Standards and Technology Special 

Publication 800-30 (NIST SP 800-30). The purpose of Special Publication 800-30 is 

to provide guidance for conducting risk assessments of federal information systems 

and organizations (Joint Task Force Transformation Initiative, 2012). NIST SP 800-

30 publication provides a comprehensive framework that defines a set of risk 

assessment activities in nine steps (Stoneburner et al., 2002) . These nine steps are  

explained in figure 3.1. 

 We will focus in  step 5 likelihood determination and step 6 impact analysis. 

The framework use a qualitative scale for Likelihood and impact rating that's high, 

medium or low.  

In step 5, we will use the key computer technology for dealing with 

probabilities, namely Bayesian networks. Bayesian network model it is an excellent 

tool where we need to compute the posterior probability distribution of some 

variables of interest conditioned on some other variables that have been observed.  
In step 6, we propose to use the severity categories as specified in MIL-STD-

882E or use sensitivity analysis. MIL-STD-882E is Standard approved for use by all 

Military Departments and Defence Agencies within the Department of Defence 

(DoD). MIL-STD-882E be a standard, generic method for the identification, 
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classification, and mitigation of hazards that can be practically applied by not only 

system safety professionals, but also by other functional disciplines such as fire 

protection engineers, occupational health engineers, etc (AIK & SANG, 2013). 
Another method of assessing the impact of uncertainty is through sensitivity analysis.  

 

 

Figure 3. 1: NIST Risk Assessment Methodology Flowchart (Stoneburner et al., 2002) 
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3.1.1 Bayesian Networks 

In recent years, Bayesian Networks (BNs) have become increasingly 

recognized as a potentially powerful solution to complex risk assessment problems. 

BNs have been widely used to represent full probability models in a compact and 

intuitive way. In the BN framework, the independence structure in a joint distribution 

is characterized by a directed acyclic graph, with nodes representing random 

variables and directed arcs representing causal or influential relationships between 

variables.  If the variables are discrete, then the conditional probability distributions 

(CPDs) CPDs can be represented as node probability tables (NPTs), which list the 

probability that the child node takes on each of its different values for each 

combination of values of its parents (Fenton et al., 2007).  

BNs offer the advantage of being able to reason in the presence of 

uncertainty, prior assumptions, and incomplete data. Further, they are able to learn 

from evidence in order to update their prior beliefs. Similarly, BN models do not just 

predict a single value for a variable; they predict its probability distribution. By 

taking the marginal distributions of variables of interest, we get a ready-made means 

of providing quantitative risk assessment (Hearty et al., 2009). 

3.1.2 Proposed Methodology Steps  

STEP 1: SYSTEM CHARACTERIZATION  

In this step, the boundaries of the IT system are identified, along with the 

resources and the information that constitute the system. The scope of the system 

needs to be defined in terms of the assets or values that will be considered in the 

modelling. Therefore, output from this step will be a clear picture of the system 

environment, and delineation of system boundary (Stoneburner et al., 2002). For 

proposed method we will consider the sequence diagrams to model the scenarios of 

using the system as a suitable model for capturing the interactions of the using 

system and the internal interaction of the component.  

STEP 2: THREAT IDENTIFICATION    

The goal of this step is to identify the potential threat-sources and compile a 

threat model statement listing potential threat-sources that are applicable to the IT 
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system being evaluated. Therefore, output from this step will be a threat statement 

containing a list of threat-sources that could exploit system vulnerabilities 

(Stoneburner et al., 2002). For our method we will identify the threats for each event 

explained in sequence diagram of the system. 

STEP 3: VULNERABILITY IDENTIFICATION  

This step is  aimed to developing  a list of system vulnerabilities (flaws or 

weaknesses) that could be exploited by the potential threat-sources. Therefore, output 

from this step will be a list of the system vulnerabilities (observations)
 
that could be 

exercised by the potential threat-sources (Stoneburner et al., 2002). For our method 

we will identify the  vulnerabilities that could be exploited by each threat explained 

in the last step.   

STEP 4: CONTROL ANALYSIS  

The goal of this step is to analyze the controls that have been implemented, or 

are planned for implementation, by the organization to minimize or eliminate the 

likelihood (or probability) of a threat‟s exercising a system vulnerability (Stoneburner 

et al., 2002).. Therefore, output from this step will be  List of current or planned 

controls used for the IT  system to mitigate the likelihood of a vulnerability‟s being 

exercised and reduce the impact of such an adverse event (Stoneburner et al., 2002).. 

STEP 5: LIKELIHOOD DETERMINATION  

To derive an overall likelihood rating that indicates the probability that a 

potential vulnerability may be exercised within the construct of the associated threat 

environment. Therefore, output from this step will be Likelihood rating (Stoneburner 

et al., 2002). 

In this step, we will use Bayesian network model since it is enable to compute 

the posterior probability distribution of some variables of interest (unknown 

parameters and unobserved data) conditioned on some other variables that have been 

observed. Our methodology for developing scenario based Bayesian network as 

follows: 

  5.1 Identifying the important SaaS application interaction events and components. 
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Base on step 1 (system characterization) we will have sequence diagram that 

represent the specific scenario to SaaS application to be considered. Therefore, we 

can identify the important system interaction events and components. From this point 

we can begin a first stage to construct a nodes for a Bayesian network for each event 

and some components. Included nodes should at least be measurable, observable or 

predictable and should have unambiguous definitions (Kragt, 2009).  

  5.2 Establishing the links between nodes for the Bayesian network.  

  Once the nodes are chosen, the links between them will be represented using 

directed arcs implying direct causal influence between the linked events and 

components. It is recommended that the number of parent nodes is kept to three or 

fewer, to limit the size of the Conditional Probability Table (Kragt, 2009). The 

identification of nodes and the links between them should result in  influence 

diagram representing the system under consideration. 

5.3 Assigning states and probabilities to each event or component state  

This step is to assign states and probabilities to each event or component such 

as it is  secure or unsecure. The states for each node represent the potential values or 

conditions that the node can assume. The estimation of probabilities associated with 

each state can be elicited from experts, learned from data or a combination of these 

(Kragt, 2009). Once the state type and number of states have been defined, the 

conditional probabilities for the states of each child node are specified for all 

combinations of states of their parent nodes.  

  5.4 Testing diagnostic to find probabilities for intended state. 

Diagnostic analysis is done by selecting a specific states of nodes to observe 

their probability.  

  5.5 Measure the probabilities when set evidence base on given information. 

The most important type of reasoning in Bayesian networks is known as 

belief updating, and amounts to computing the probability distribution over variables 

of interest conditional on others, observed variables. In other words, the probability 

distribution over the model variables is adjusted for a particular case, in which some 
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of the model variables assume given values. Therefore, by specifying the state for 

one or more input nodes, the impacts on other nodes can easily be predicted. This can 

be done through the use of Bayesian calculus to determine the state probabilities of 

each node from the predetermined conditional and prior probabilities. Therefore, 

BNs can be allow the assessment of the relative changes in outcome probabilities, 

associated with changes in management actions or system parameters.  

To conducting those steps, we will use Genie( Graphical Network Interface) tool. It 

is a development environment for building graphical decision-theoretic models. It 

provides tools for users such as an interface to build Bayesian network model and to 

perform model diagnosis.  

STEP 6: IMPACT ANALYSIS  

This step designed  is to determine the adverse impact resulting from a 

successful threat exercise of a vulnerability. Therefore, output from this step will be 

magnitude of impact (Stoneburner et al., 2002). 

Before beginning the impact analysis the following necessary information 

have to be collected from existing organizational documentation:  

• System mission 

• System and data criticality  

• System and data sensitivity.  

Therefore the appropriate approach to analyzing impact is to interview the 

system and information owner(s).  

There are many method proposed for impact analysis as follows:  

1. MIL-STD-882E Standard Severity Categories 

The severity category for impact as specified in MIL-STD-882E which is Standard 

approved for use by all Military Departments and Defense Agencies within the 

Department of Defense (DoD) (DEPARTMENT OF DEFENSE, 2012). The 

following table explain the MIL-STD-882E Severity categories definitions. 
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Table 3. 1: MIL-STD-882E Severity categories (DEPARTMENT OF DEFENSE, 2012) 

 

For the purposes of the present research , the events or components insecurity 

severity can be classified as negligible, marginal, critical, and catastrophic depending 

on the impact of the loss or degradation of any, or a combination of any, of security 

goals and its consequence effect on organizational operations, organizational assets, 

or individuals.  

Based on the effects observed, we assign severity indices of 0.25, 0.50, 0.75, 

and 0.95 to negligible, marginal, critical, and catastrophic severity classes 

respectively.  

2. Worst Case of Sensitivity Analysis 

 Sensitivity analysis is the assessment of the impact of changes in input values 

on model outputs (Frey et al., 1999).   

Technically defined , sensitivity is the influence of one parameter (the independent 

variable) on the value of another (the dependent variable) (Björklund, 2002). 

3. Severity Analysis Technique at Architectural Level Based on UML Diagrams  

             Hassan et.al.(2003) in (Severity Analysis at Architectural Level Based on 

UML Diagrams) propose a severity analysis technique based on the Unified 

Modeling Language (UML) which is performed using hazard analysis techniques 

such that:  
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 The first part of the technique involves Functional Failure Analysis (FFA) and use 

case level sequence diagram to perform an early hazard analysis at the system 

level design. The functional failures at the system level arise as a result of lower 

level (component/connector) functional failures and malfunctions (Hassan et al., 

2003).  

 The second part of the technique combines Failure Mode and Effect Analysis 

(FMEA) and UML sequence diagrams to determine all failure modes at the low 

level of design (component/connector level). The FMEA results from a certain 

construction level of the system (e.g. component/connector level), for which 

failure criteria are known (Hassan et al., 2003).  

 Finally the Fault Tree Analysis (FTA) is used for addressing low level failure 

conditions and their potential effect for causing the top-level hazardous events. 

Failure of component/connector (lower level) of design will propagate to the 

system level (higher level), so FTA is used to correlate component/connector 

failures with system level failures. Therefore, they estimate the 

component/connector severity by correlating the component/connector failure 

with the system level functions failure (Hassan et al., 2003).  

The proposed severity analysis technique by Hassan et.al. (2003)  is explained by 

figure 3.2. 

 

Figure 3. 2: Suggested Method for Severity Analysis Technique (Hassan et al., 2003). 
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STEP 7: RISK DETERMINATION  

The purpose of this step is to assess the level of risk to the IT system. The 

final determination of mission risk is derived by multiplying the ratings assigned for 

threat likelihood (e.g., probability) and threat impact (Stoneburner et al., 2002). 

Therefore, risk define as:  

                     Risk = Probability x Impact 

In this thesis we propose to  calculate the risk by two methods as the following: 

 According to severity categories  specified by expert : 

The probability value for insecurity of the event or component without    

evidence will be multiply by the value specified depending on severity category 

for the event or component. 

In addition, the probability value for particular event or component (for 

example Ci) be insecure if other event or component (for example Cj) be insecure 

will be multiply by the value specified depending on severity category for the 

event or component (Ci). 

 According to worst case of  sensitivity analysis result: 

The probability value for a particular event or component (for example Ci) would 

be insecure if the other events or components (for example Cj)  are  insecure as  

explained in  Figure 3.3 (a). This value will be multiplied  by the value of 

sensitivity for the event or component which mean how the change in probability 

for particular event or component (Ci)  will affect in changing  in  the probability 

value for all other events or components (C j) as explained in Figure 3.3 (b). 
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                 Figure 3.3 (a) : Likelihood values               Figure 3.3 (b): Severity values  

                                    Figure 3. 3: Likelihood and Severity values (Ammar, 2006) 

Therefore, the decision maker can predict the risk, and the events or 

components with significant risk value have to be given more attention and higher 

priority to add control for them. 

STEP 8: CONTROL RECOMMENDATIONS 

During this step of the process, controls that could mitigate or eliminate the 

identified risks, as appropriate to the organization‟s operations, are provided.   

The goal of the recommended controls is to reduce the level of risk to the IT 

system and its data to an acceptable level through decreasing the impact or the 

probability of the event that cause a risk. Therefore, output from  this step  is 

recommendation of control(s) and alternative solutions to mitigate risk (Stoneburner 

et al., 2002). 

It should be noted that not all possible recommended controls can be 

implemented to reduce loss.  To determine which ones are required and appropriate 

for a specific organization, a cost-benefit analysis, should be conducted for the 

proposed recommended controls, to demonstrate that the costs of implementing the 

controls can be justified by the reduction in the level of risk.  In addition, the 

operational impact (e.g., effect on system performance) and feasibility (e.g., 

technical requirements, user acceptance) of introducing the recommended option 

LIKELIHOOD 
 

 

 

SEVIRITY
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should be evaluated carefully during the risk mitigation process. Therefore, selecting 

the appropriate security controls for the organization‟s information systems can have 

major implications on the operations and assets of an organization. 

In general, the implementation of effective controls and safeguards is an 

ongoing process, based on control recommended the analysis will be redone to 

reassessment the risk. Therefore the service provider has to add suitable security 

controls such as the following : 

 First example: HTTPS for all incoming/outgoing data transfer  

In the cloud computing environment, all the data flows through the internet 

are   subjected to influence by various type of attacks. Therefore, the service provider 

has to use some network security mechanism to prevent leakage of sensitive 

information.  This involves the use of strong network traffic encryption techniques 

such as Secure Socket Layer (SSL) and the Transport Layer Security (TLS) for 

security. SSL (Secure Socket Layer) is a protocol that enables a web browser and a 

web server to communicate securely; it allows the web browser to authenticate the 

web server. The secure hypertext transfer protocol (HTTPS) is a communications 

protocol designed to transfer encrypted information between computers over  the 

World Wide Web. HTTPS is http using a Secure Socket Layer (SSL).  

The SSL protocol involves exchange a series of messages between an SSL-

enabled server and an SSL-enabled client when they first establish an SSL 

connection to facilitate the following:  

 Authenticate the server to the client.   

 Allow the client and server to select the cryptographic algorithms, or ciphers, 

that they both support.    

 Optionally authenticate the client to the server.   

 Use public-key encryption techniques to generate shared secrets.    

 Establish an encrypted SSL connection.  
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The SSL protocol uses RSA algorithm which is a public key algorithm for 

encryption and decryption developed by Rivest, Shamir, and Adleman.  

SSL protocol also uses concept of Certificates. Certificates are digital 

documents attesting to the binding of a public key to an individual or other entity. An 

SSL certificate contains the following information: 

 1. The domain for which the certificate was issued.  

2. The owner of the certificate (who is the also the person/entity who has the right to 

use the domain).  

3. The physical location of the owner.  

4. The validity dates of the certificate.  

Therefore, SSL provides confidence in the integrity and security in network 

infrastructure.  

 Second example: Secure application design, development and testing 

From the standpoint of both cost and effectiveness, considering security as an 

integral part of the software development lifecycle (SDLC) is the best way to build 

and maintain robust, reliable, and trustworthy applications. The SDLC phases are: 

Requirements analysis , Design , Implementation , Testing and deployment 

(Pescatore, 2004). 

 Therefore , incorporating  security-based techniques in each phase of the 

SDLC will improve quality and resistance to attack in the final product.  A critical 

first step to develop a secure application is to learn important secure coding 

principles and how they can be applied. Secure coding practices must be 

incorporated into all life cycle stages of an application development process. 

Compliance with this control is assessed through Application Security Testing 

Program which includes testing for secure coding principles described in Open Web 

Application Security Project (OWASP) Secure Coding Guidelines: 

1. Input Validation 

2. Output Encoding 

https://security.berkeley.edu/astp
https://security.berkeley.edu/astp
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3. Authentication and Password Management (includes secure handling of 

credentials by external services/scripts) 

4. Session Management 

5. Access Control 

6. Cryptographic Practices 

7. Error Handling and Logging 

8. Data Protection 

9. Communication Security 

10. System Configuration 

11. Database Security 

12. File Management 

13. Memory Management 

14. General Coding Practices (Pescatore, 2004) 

STEP 9: RESULTS DOCUMENTATION  

Once the risk assessment has been completed (threat-sources and 

vulnerabilities identified, risks assessed, and recommended controls provided), the 

results should be documented in an official report or briefing . Therefore, output 

from this step is risk assessment report that describes the threats and vulnerabilities, 

measures the risk (Stoneburner et al., 2002).   
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Chapter 4: Motivating Examples (Case Studies) 

4.1 Introduction  

The methodology  adopted in this research, will be based on a specific 

scenario. Thus,  every step on our method will be explained  using the following two 

case studies. 

4.2. First Motivating Example (Ecommerce application): 

Ecommerce on Cloud Computing is the specific application making good use 

of the cloud technology application in the business field, taking effective use of 

resources and reduce costs (Juncai & Shao, 2011). For some e-commerce companies, 

entrusting the work to the third party contains some elements of risks. Going too 

much, the risks may be greater than the benefits for the business. Therefore, our first 

case study will be security risk assessment in a book  purchase scenario for e-

commerce in cloud computing environment. In the following part  we will explain 

our method using the book  purchase scenario for e-commerce application in cloud 

computing environment : 

STEP 1: SYSTEM CHARACTERIZATION  

We will apply the proposed method for e-commerce in cloud computing environment 

on a sequence diagram for  a book  purchase scenario book  presented in (Said et al., 

2011) which explained in figure 4.1 to give good picture of the system.  

STEP 2: THREAT IDENTIFICATION 

  We explained the potential threat for each event in the book purchase  

scenario in figure 4.1. 
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Figure 4. 1: Sequence diagram of the book purchase scenario (Said et al., 2011) 
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STEP 3: VULNERABILITY IDENTIFICATION 

The common cloud computing security vulnerabilities are : 

• Insecure Coding ( Injection Flaws, Cross-site Scripting (XSS), Cross-site Request 

Forgery (CSRF) , Buffer Overflows , Weak Authentication and/or Session 

Credentials) . 

• Security Misconfiguration  (Leitold & Hadarics, 2012) 

• Unauthorized access to management interface. 

•  Internet protocol vulnerabilities. 

• Data recovery vulnerability.  

• Metering and billing evasion (Tanimoto et al., 2011). 

STEP 4: CONTROL ANALYSIS 

There are many details to be asked to analyze control used for securing the 

system in the cloud computing environment including the following: 

  The physical security and mechanical robustness of the data centers 

  Controls used to commission and decommission equipment within the data center, 

including  hardware security controls such as hardware encryption devices                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                     

  Network operations and security features, including firewalls, protection against 

distributed denial of service (DDoS) attacks, integrity, file/log management, and 

antivirus protection. 

 Basic IT controls and policies governing personnel, access, notification of 

administrator intervention, levels of access, and logging of access events (Zhang et 

al., 2012). 

 

STEP 5: LIKELIHOOD DETERMINATION  

In this step, we will use Bayesian network model so we developed Bayesian 

network for the buy book scenario for e-commerce in cloud computing environment 

with states for each node which explained in figure 4.2  with some probabilities 

tables contain probability that we assume for each state. 
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 Testing Diagnostic to Find Probabilities for Intended States 

In figure 4.2, we explain the diagnostic analysis for the Bayesian network for 

the book purchase scenario by selecting some state of the event and see their 

probability. 

  

 

Figure 4. 2: Bayesian network for the book purchase scenario. 
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Figure 4. 3: Testing diagnostic result for book purchase scenario. 

 

Figure 4.3 shows the ranked list of targets states of events or components 

with their probabilities. For example:   

  Replay from database : incorrect reply have higher probability   

 User information query from data base:  with info disclosure have second higher 

probability  

  Buy (book, credit card) :not done  have lower probability.  

 Measure the probabilities when set evidence base on given information  

When set evidence base on given information we will notice the change in the 

probabilities for each state of the events. For example, for the buy book scenario in 

the customer login event if the evidence set to customer info sent insecurely, it will 

lead to change in the probability of states of all nodes as explained in figure 4.4.  

In  this way we can see if we change the probability of insecurity for any 

event the related changes in the posterior probabilities for each events after setting 

evidence.  
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Figure 4. 4: Bayesian network when customer info send unsecure for the book purchase 

scenario. 

3-D Matrix For Probability Values 

The 3-D matrix explained in figure 4.5 such that both the rows and the 

columns of the matrix are labeled with the names of intended state of nodes and the 

values of probabilities are expressed by a full perspective 3-D map of the data.   

From this 3-D matrix in figure 4.5, we can see at the first row the probability 

for the all events to be insecure without setting for any evidence. Then we can see 

each time if we set the evidence for one of the event to be conducted insecurely and 

observing the related changes in the posterior probabilities for other events. 

Therefore, at the second row we can see if we set the evidence for the IaaS assign 

VM to merchant event to insecurely. Then the third row explains if we set evidence 

for the merchant main page to insecure interface and so on. 
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Figure 4. 5: The probability of insecurity for each event with the related changes in the 

posterior probabilities after setting evidence. 

STEP 6: IMPACT ANALYSIS  

For the book purchase scenario we determine the impact resulting from a 

successful threat in table 4.1 that explain each event with it is severity (Impact). The 

impact resulting from a successful threat for each event in the book purchase 

scenario. 

Table 4. 1: The impact resulting from a successful threat for each event in the book 

purchase scenario. 

Severity Effect on system Threat  Event 

Catastrophic  Deal with infected VM   Insecure VM assigned to 

merchant 

IaaS assign VM to merchant 
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Risk Scale: Catastrophic (.95); Critical (.75); Marginal (.5) 

If the severity of events is  not known we can use value for severity from 

sensitivity analysis results which enable us to see the impact of each event on the 

other events. 

We explain in figure 4.6, the worst case of sensitivity analysis result for the 

Bayesian network, which we constructed for book purchase scenario. As we can see 

from the figure 4.6 , the first event IaaS assign VM to merchant affecting on all event  

by 100% percent so it  should be given more priority to add control methods for it to 

be more secure. Then, the merchant main page security affecting on all event after it 

Critical  Deal with another 

website(hacker web site) 

Insecure main page 

accessed 

Access main page 

Critical  User name and password 

disclosed 

Insecure sending Login :send (user name 

+password) to customer agent 

 Critical  User name and password 

disclosed 

Information disclosure user information query from 

database 

Marginal Service denied database  does not work 

correctly or denial of 

service attack is done and 

reply not done correctly 

replay from database 

Marginal Service denied denial of service attack is 

done and confirmation 

not done 

confirm login 

Catastrophic  credit card disclosed Insecure sending buy (book , credit card)  

Critical Buy request updated Insecure sending send buy request to delivery 

agent 

Critical  System inconsistent Inconsistent database  write order data 
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by 70% so it should  given the second level of priority. Then, the customer login 

effect on all event after it by 62% so it must be given the third level of priority and so 

on.   

 

Figure 4. 6: Bayesian network sensitivity analysis results for the book purchase 

scenario. 

STEP 7: RISK DETERMINATION  

We create the following 3-D matrix in figure 4.7 to explain the result after we 

calculating the value of risk by multiplying the ratings assigned for event likelihood 

(e.g., probability) and its impact to assess the of risk of insecurity of every event on 

the other events.  

 As we can see from figure 4.7, at the first row we explain the probability for 

the all events to be insecure without setting for any evidence. Then we see each time 

if we set the evidence for one of the event to be done insecurely  and observing the 

related changes in the posterior probabilities for other events. Therefore, at the 

second row we see if we set the evidence for the IaaS assign VM to merchant event 

to be done insecurely. Then the third row explains if we set evidence for the 

merchant main page to insecure interface and so on.  
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Figure 4. 7: The risk of each event with the related change after setting evidence based 

on probability of insecurity and severity we specified for each event. 

 

Figure 4. 8: Risk value based on likelihood and sensitivity analysis results. 
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In figure 4.8, we explain the result after we calculating the value of risk by 

multiplying the ratings assigned for event likelihood (e.g., probability) and its impact 

from sensitivity result which explained in figure 4.6. We can see the how significant 

the  risk will be if the IaaS assign VM to merchant insecurely the risk of the 

merchant main page be insecure will be.63. 

STEP 8: CONTROL RECOMMENDATIONS  

The best practices around security controls and processes for cloud computing are: 

1. PHYSICAL SECURITY 

 Fortifying physical data centers 

 Multiple control layers 

 Access authentication and 7×24 monitoring 

2. NETWORK SECURITY 

 Production environment completely separate 

 Firewall and network zone segregation 

 Two-factor authentication remote access 

 Host based intrusion detection  

3. APPLICATION SECURITY 

 HTTPS for all incoming/outgoing data transfer 

 Data encryption for credit card payment information 

 Secure application design, development and testing 

 Application firewall for an extra layer of perimeter protection 

4. VULNERABILITY MANAGEMENT 

 Internal and external network scans 

 Security application scans 
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 Web application penetration testing 

 Keep critical patches up-to-date  (Peiyu & Dong., 2011) 

STEP 9: RESULTS DOCUMENTATION  

 Significant likelihood  

  If we consider threshold for significant likelihood from .6 we can see from 

figure 4.5 the following significant likelihood :  

 If the IaaS assign VM to merchant insecurely the probability that: 

 The merchant main page insecurity will increase to .8  

 Customer login(info send insecurely) will increase to .68 

 User info query from database with info disclosure will increase to .61 

 If the merchant main page be insecure interface the probability that: 

 Customer login(info send insecurely) will increase to .8 

 User info query from database with info disclosure will increase to .68 

 If the customer login info send insecurely the probability that: 

 User info query from database with info disclosure will increase to . 8 

 Reply from database will be incorrect by .62 

 Buy ( book, credit card) done insecurely will increase to .7 

 If the user info query from database with info disclosure the probability that: 

 Reply from database will be incorrect reply by .7  

 If the reply from database be incorrect reply the probability that: 

 Confirm login (login denied) will increase to .8  

 Significant risk 

If we consider threshold for significant risk from .6 we can see the significant 

risk as follows:  
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  According to severity categories  specified by experts : 

 From figure 4.7 we can see the risk value for every event in the book 

purchase scenario without evidence and the risk value for each event if there is 

information or evidence  that a specific event is done insecurely. Therefore, the event 

with maximum risk value and the event influencing on it have to give more attention 

and high priority to add control for it.  

If we consider threshold for significant risk from .6 we can see the following 

significant risk: 

 If the IaaS assign VM to merchant insecurely the risk of: 

 The merchant main page to be insecure will be.6 

 If the merchant main page be insecure interface, the risk of : 

 Customer login(info send insecurely) will be.6 

 If the customer login info send insecurely the risk of: 

 User info query from database with info disclosure will be .6 

 If the customer login info send insecurely the risk of: 

  the buy (book, credit card) to  be done insecurely will be .67.  

 According to worst case of  sensitivity analysis result: 

 If we consider the book purchase scenario, the result of the risk calculated 

depending on sensitivity result, which is explained in figure 4.8, we can see how  

significant the risk will be if the IaaS assign VM to merchant insecurely, and  the risk 

of the merchant main page be insecure will be.63. 

4. 3 Effect of using security controls in reducing the risk 

factors  

If we add security control to the book purchase scenario for example if we add 

the following controls: 
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 HTTPS for all incoming/outgoing data transfer as discussed in section 4.1. 2 

 Secure application design, development and testing as discussed in section 4.1. 2 

              we  can set evidence depending on new added controls to see the new 

probabilities for each state. Figure 4.9 illustrate Bayesian network for book purchase 

scenario if setting evidence the merchant main page is secure interface , info send 

securely for customer login and without info disclosure for query from database. 

 

Figure 4. 9: Bayesian network for book purchase scenario if setting some evidence. 

                     Moreover, we can change in the conditional probability tables for  each node 

and  reassess the security risk depending on the new value for conditional probability 

tables that we changed to see its effect in reducing the risk factors. Figure 4.10 

illustrates the Bayesian network for book purchase scenario after change in it is 

conditional probability tables. 
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Figure 4. 10: Bayesian network after add some security controls and change in the 

conditional probability tables. 

             Based on the new probabilities, the new testing diagnostic result for the book 

purchase scenario will be as explained  in figure 4.11. 

 

Figure 4. 11: Testing diagnostic result for book purchase scenario after add some 

security controls and change in the conditional probability tables. 

In addition, we explain in figure 4.12 the new value of the probability of 

insecurity for any event and the related changes in the posterior probabilities for each 

events after setting evidence. 
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Figure 4. 12: The probability of insecurity for each event after add some security 

controls and change in the conditional probability tables. 

 Risk values according to severity categories  specified by expert : 

From figure 4.13 we can see the risk value for every event in the book 

purchase scenario after add specified security controls. At  the first row without 

evidence. After that for each row the risk values for each event if there is information 

or evidence  that is specified event in that row done insecurely.  
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Figure 4. 13: The risk values for each event after add some security controls and 

change in the conditional probability tables. 

On the other hand, we can see sensitivity analysis for constructed Bayesian network 

after adding  specified security controls as explained in figure 4.14.  

 

Figure 4. 14: Worst case of sensitivity result after adding specified security controls. 
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           As we can see from the figure 4.14 , after adding specified security 

controls the first event IaaS assign VM to merchant affecting on all event  by 100% 

percent. Then, the reply from database affecting on all event after it by 90% so it 

should  given the second level of priority. Then, the confirm login effect on all event 

after it by 88% so it must be given the third level of priority and so on.   

 Risk values according to worst case of  sensitivity analysis result: 

From figure 4.15 we can see the risk value for each event if there is 

information or evidence  that is specific event done insecurely based on worst case of  

sensitivity analysis result.  

As we can see from figure 4.15 the significant risk will be if the IaaS assign 

VM to merchant insecurely the  risk of merchant main page will be insecure will be 

.6 . 

 

Figure 4. 15: Risk value based on likelihood and sensitivity analysis results after add 

specified security controls. 

 



81 

 

 4.4 Second Example (Hybrid Live VM Migration): 

In recent years, there has been a huge trend towards running network 

intensive applications, such as Internet servers and Cloud-based service in virtual 

environment, where multiple virtual machines (VMs) running on the same machine 

share the machine‟s physical and network resources. In such environment, the virtual 

machine monitor (VMM) virtualizes the machine‟s resources in terms of CPU, 

memory, storage, network and I/O devices to allow multiple operating systems 

running in different VMs to operate and access the network concurrently. A key 

feature of virtualization is live migration (LM) that allows transfer of virtual machine 

from one physical server to another without interrupting the services running in 

virtual machine. Live migration facilitates workload balancing, fault tolerance, 

online system maintenance, consolidation of virtual machines etc. However, live 

migration itself creates new security problems that need to be addressed before any 

wide-scale implementation (Aiash et al., 2014). 

Therefore, our second case study will be security risk assessment for hybrid 

live VM migration scenario in cloud computing environment. In the following part , 

we will explain our method on it: 

STEP 1: SYSTEM CHARACTERIZATION  

Live migration refers to a transparent transfer of an active guest or virtual 

machine from a source server to a chosen destination server. We will apply the 

proposed method  on hybrid Live VM migration  scenario that is proposed by 

Narander & Swati in (2014) as efficient Live VM migration technique and use 

network-attached-storage (NAS) devices that store the profile of every VM. The 

sequence diagram that explains hybrid Live VM migration scenario is shown in 

figure 4.16.  

STEP 2: THREAT IDENTIFICATION 

Live migration of virtual machines exposes the contents of the VM state files 

to the network. An attacker can do the following actions: 

a)Access data illegally during migration 
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  b)Transfer a VM to an untrusted host  

  c)Create and migrate several VM causing disruptions or DoS 

This can be possible because VM migration transfers the data over network 

channels that are often insecure, such as the Internet (Hashizume, 2013) . 

We explained the potential threat for each event in figure 4.16. 

 

 

Figure 4. 16: Sequence diagram of the hybrid Live VM migration scenario (Narander 

& Swati, 2014) 

STEP 3: VULNERABILITY IDENTIFICATION  

 The most vulnerabilities that are inherent in cloud computing due to using 

virtual machine and migration of it are:  

  -The co-location of virtual machines due to multi-tenant environment where an 

attacker‟s virtual machine tries to reside in the same server of the victim‟s virtual 

machine with purposes of misuse .  
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  - An attacker who creates a valid account can create VM image containing malicious 

code such as a Trojan horse. If another customer uses this image, the virtual machine 

that he creates will be infected . 

  - The contents of virtual machines such as the kernel, applications, and data being 

used by these applications can be compromised during live migration (Hashizume, 

2013). 

STEP 4: CONTROL ANALYSIS 

The analysis include security control to be applied before migration, during 

migration process, and after migration. The detail to be asked to analyze control 

include the following: 

• Are the source and destination physical hosts trusted. 

 • Are an authorized access to management interface; authenticated and authorized 

management capabilities (VM creation, deletion, migration etc) are in place.  

• Is the migration data remains confidential and unmodified during the transmission. 

 • Control used for protection against network attacks, intrusions and malicious 

codes.  

• The presence of mechanisms to detect and report suspicious activities.  

• Protection against vulnerabilities in the migration software (Aiash et al., 2014).  

STEP 5: LIKELIHOOD DETERMINATION  

In figure 4.17, we explain the Bayesian network we developed for the hybrid  

Live VM Migration in cloud computing environment with states for each node and 

their probability that we assume.                            
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Figure 4. 17: Bayesian network for the hybrid Live VM Migration scenario. 

In figure 4.18, we explain the diagnostic analysis for the Bayesian network 

for the hybrid Live VM migration by selecting some state of the event and see their 

probability.  

Then from figure 4.19, we can see the probability of insecurity for each event 

with the related changes in the posterior probabilities for each event if there is 

information or evidence  that is specific event done insecurely for the hybrid Live 

VM migration scenario.  
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Figure 4. 18: Testing diagnostic result for the hybrid Live VM migration scenario. 

 

Figure 4. 19: The probability of insecurity for each event with the related changes in 

the posterior probabilities for each event after setting evidence. 
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STEP 6: IMPACT ANALYSIS 

In table 4.2 we explain the impact resulting from a successful threat for each 

event in the hybrid Live VM migration scenario. 

Table 4. 2: The impact resulting from a successful threat for each event in the hybrid 

Live VM migration scenario. 

 

On the other hand, we can conduct sensitivity analysis for constructed 

Bayesian network. Using that will enable us to see the impact of every event on the 

others.  

In figure 4.20, we explain the worst case of sensitivity analysis result for the 

hybrid live VM migration Bayesian network , which we constructed. 

Effect On System 

Severity 

Event 

Critical destination request profile of VM1 from NAS 

Catastrophic profile of VM1 sending for NAS 

Critical 

Destination Request log file with lasts check point  

from source 

Catastrophic latest log files transferring  

Critical destination request for updated dirty pages 

Catastrophic source replies with updated dirty pages 

Marginal destination send synchronization info for source  
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Figure 4. 20: Bayesian network sensitivity analysis results for the hybrid Live VM 

migration scenario. 

As we can see from figure 4.20, the first event destination request profile of 

VM1 from NAS is more event affecting on all other events. Then, the profile of VM 

sending for NAS  affecting on all event after it by .8 so it must be given the second 

level of priority. Then, the destination request log file with latest check point from 

source effect on all event after it by .66 so it must be given  the third level of priority 

and so on.   

STEP 7: RISK DETERMINATION  

 According to severity categories  specified by expert : 

 From figure 4.21, we can see the risk for every event in the hybrid Live VM 

migration scenario without evidence and the risk value for each event if there is 

information or evidence  that a specific event is done insecurely.  

 According to worst case of  sensitivity analysis result: 

             From figure 4.22, we can see the risk values for the hybrid Live VM 

migration scenario for each event if there is information or evidence  that is specific 

event is done insecurely.  
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Figure 4. 21: The risk values of each event with the related change after setting evidence for the 

hybrid Live VM migration scenario.

 

Figure 4. 22: Risk values for the hybrid Live VM migration scenario based on 

likelihood and sensitivity analysis result . 
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STEP 8: CONTROL RECOMMENDATIONS  

Insecure VM Migration can be stopped by the following countermeasures: 

- A Trusted Cloud Computing Platform (TCCP) that provides confidential execution 

of guest virtual machines. It provides secure VM launch and migration operations.  

 - PALM is a secure migration system that provides VM live migration capabilities 

under the condition that a VMM protected system is present and active. 

- The connection between the source and the destination VMMs should be 

authenticated and encrypted during the migration process.  

-  Isolate VM migration traffic to prevent eavesdropping attacks (Hashizume, 2013) 

STEP 9: RESULTS DOCUMENTATION 

 Significant likelihood  

From figure 4.19 , we can see the following significant likelihood: 

 Without evidence the destination send synchronization info for source :not done 

probability is .6  

 If the destination request profile of VM1 from NAS: done unsecure the 

probability that: 

 The profile of VM1 sending for NAS: unsecure will increase to .7  

 If the profile of VM1 sending for NAS: unsecure the probability that: 

 The destination request log file with lasts check point  from source: done unsecure 

will increase to .7 

 If the destination request log file with lasts check point  from source: done 

unsecure the probability that: 

 The latest log files transferring :unsecure will increase to .7 

 If the latest log files transferring :unsecure the probability that: 
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 The destination request for updated dirty pages: unsecure will be .7 

 If the destination request for updated dirty pages: unsecure probability that: 

 The source replies with updated dirty pages: unsecure will be .7 

 If the source replies with updated dirty pages: unsecure probability that: 

 The destination send synchronization confirmation for source :not done will be .6 

 Significant risk 

From figure  4.21, we can see the following significant risk: 

 If the latest log files transferring :unsecure the risk that: 

 The destination request for updated dirty pages: unsecure will be .684 

From figure  4.22, we can see the following significant risk: 

 If the destination request profile of VM1 from NAS: done unsecure the risk that: 

 The profile of VM1 sending for NAS: unsecure will be  .7  
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Chapter 5 :Discussion and Comparison 

5.1 Result Discussion 

  In this thesis we proposed  scenario based methodology for security risk 

assessment for cloud computing and apply it on two important case studies: 

 Book purchase scenario 

  Hybrid live VM Migration scenario 

  Where we need to imply high security module. Therefore, in order to develop 

an efficient security module, it is necessary to clearly identify existing risk. 

The proposed method using Bayesian network for likelihood determination 

and two way to determine impact is as follows:  

 According to severity categories  specified by expert. 

 According to worst case of  sensitivity analysis result. 

  Where sensitivity analysis for  assessing the severity without expert 

involvement in simple and fast way to evaluate the severity.  

Depending on the assessment results the cloud provider can establish controls 

so that the risk can be reduced to an acceptable level. 

We Applied the method  after using security controls to verify the risk level 

reduction or mitigation.  

 In the following subsections we will discuss the results for the book purchase 

scenario and hybrid live VM Migration scenario to validate from the proposed 

methodology. 

5.1.1 Book purchase scenario results 

In this subsection we will discuss the results for the book purchase scenario. 
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5.1.1.1  Comparison Between Insecurity Probability Values Before And After 

Adding Specified Security Controls  

We can see in  table 5.1 a comparison between insecurity probability values 

before and after adding specified security controls for book purchase scenario. 

Table 5. 1: Comparison between insecurity probability values before and after 

adding specified security controls for bok purchase scenario 

 

As we can see from the table 5.1 the probability value for events or 

components insecurity will be decrease more after add specified security controls. 

5.1.1.2 Comparison Between Risk Values Before And After Adding Security 

Controls Based On The Two The Two Methods That We Use For  Impact 

Analysis  

 

The following tables explain the risk values before and after adding security 

controls based on impact according to severity categories specified by expert and 

impact according to worst case of  sensitivity analysis result with the difference 

between their values. For example table 5.2 explains risk values if IaaS VM insecure.  
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Table 5. 2: Risk values if IaaS VM insecure 

 

Before Adding Security 

Controls 

After Adding Security 

Controls 

Based on 

impact 

categories 

by expert 

Based on 

sensitivity 

analysis 

result 

Based on 

impact 

categories by 

expert 

Based on 

sensitivity 

analysis 

result 

The merchant interface 

insecure 
0.60 0.63 0.45 0.6 

Login info send unsecure 0.51 0.48 0.28 0.37 

Info query from database with 

info disclosure 
0.46 0.4 0.17 0.23 

Replay from database 

incorrect 
0.27 0.34 0.08 0. 15 

Login denied 0.24 0.33 0.12 0.23 

Buy (book, credit card) 

insecure 
0.48 0.42 0.21 0.22 

Send buy request to delivery 

agent insecure 
0.22 0.37 0.08 0.11 

Write order data incorrectly 0.15 0.37 0.06 0.11 

 

As we can see from table 5.2 there are significant risk before adding security 

controls base on impact according to severity categories specified by expert and 

impact according to worst case of  sensitivity analysis result that if IaaS VM insecure 

the merchant interface will be insecure. Security controls which we add not affect on 

IaaS assign VM to merchant  and the merchant main page is the first event after it. 

Therefore, as we can see from table 5.2 after adding security controls base on 

sensitivity analysis result if the IaaS assign VM to merchant insecurely then the 

merchant main page may be insecure is still significant risk. 
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Table 5.3 explains  risk  values if the merchant interface insecure for all 

events after it. 

Table 5. 3: Risk  values if the merchant interface insecure 

 

Before Adding Security 

Controls 

After Adding Security 

Controls 

Based on 

impact 

categories 

by expert 

Based on 

sensitivity 

analysis 

result 

Based on 

impact 

categories 

by expert 

Based on 

sensitivity 

analysis 

result 

Login info send unsecure 0.60 0.5 0.45 0.42 

Info query from database with 

info disclosure 
0.51 0.4 0.28 0.26 

Replay from database incorrect 0.29 0.32 0.09 0.12 

Login denied 0.25 0.3 0.13 0.16 

Buy (book, credit card) insecure 0.55 0.42 0.34 0.25 

Send buy request to delivery 

agent insecure 
0.24 0.36 0.14 0.13 

Write order data incorrectly 0.16 0.36 0.09 0.13 

 

As we can see from table 5.3 there are significant risk before adding security 

controls base on impact according to severity categories specified by expert that if 

the merchant interface insecure the login info send unsecure. Security controls which 

we add affect on merchant interface to be secure. Therefore, as we can see from table 

5.3 after adding security controls there are no significant risk. 

Table 5.4 explains risk  values if  login info send unsecure for all events after 

it. 
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Table 5. 4:Risk  values if  login info send unsecure 

 

Before Adding Security 

Controls 

After Adding Security 

Controls 

Based on 

impact 

categories by 

expert 

Based on 

sensitivity 

analysis 

result 

Based on 

impact 

categories by 

expert 

Based on 

sensitivity 

analysis 

result 

Info query from database 

with info disclosure 
0.60 0.47 0.45 0.49 

Replay from database 

incorrect 
0.31 0.34 0.11 0.18 

Login denied 0.27 0.32 0.15 0.21 

Buy (book, credit card) 

insecure 
0.67 0.5 0.57 0.49 

Send buy request to 

delivery agent insecure 
0.27 0.42 0.23 0.24 

Write order data 

incorrectly 
0.18 0.42 0.15 0.24 

 

As we can see from table 5.4 there are two significant risk before adding 

security controls base on impact according to severity categories specified by expert. 

The first if  login info send unsecure then info query from database will be with info 

disclosure. The second if  login info send unsecure then buy (book, credit card) will 

be insecure. After security controls which we add the login info will be send 

securely. Therefore, as we can see from table 5.4 after adding security controls there 

are no significant risk. 

Table 5.5 explains risk values if info query from database with info disclosure 

for all events after it. 
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Table 5. 5: Risk  values if info query from database with info disclosure 

 

Before Adding Security 

Controls 

After Adding Security 

Controls 

Based on 

impact 

categories by 

expert 

Based on 

sensitivity 

analysis 

result 

Based on 

impact 

categories 

by expert 

Based on 

sensitivity 

analysis 

result 

Replay from database 

incorrect 
0.35 0.38 0.15 0.26 

Login denied 0.30 0.35 0.19 0.26 

Buy (book, credit card) 

insecure 
0.54 0.41 0.48 0.43 

Send buy request to delivery 

agent insecure 
0.23 0.35 0.19 0.22 

Write order data incorrectly 0.16 0.35 0.13 0.22 

 

Table 5. 6 explains risk  values if  replay from database incorrect for all events after 

it. 

Table 5. 6: Risk  values if  replay from database incorrect 

 

Before Adding Security 

Controls 

After Adding Security 

Controls 

Based on 

impact 

categories by 

expert 

Based on 

sensitivity 

analysis 

result 

Based on 

impact 

categories by 

expert 

Based on 

sensitivity 

analysis 

result 

Login denied 0.40 0.48 0.50 0.33 

Buy (book, credit card) 

insecure   
0.43 0.32 0.14 0.14 

Send buy request to delivery 

agent insecure 
0.20 0.29 0.05 0.06 
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Write order data incorrectly 0.13 0.29 0.04 0.06 

 

Table 5.7 explains risk  values if login denied for all events after it. 

Table 5. 7:Risk  values if login denied 

 

Before Adding Security 

Controls 

After Adding Security 

Controls 

Based on 

impact 

categories by 

expert 

Based on 

sensitivity 

analysis 

result 

Based on 

impact 

categories by 

expert 

Based on 

sensitivity 

analysis 

result 

Buy (book, credit card) 

insecure 
0.41 0.26 0.11 0.11 

Send buy request to delivery 

agent insecure 
0.20 0.25 0.05 0.53 

Write order data incorrectly 0.13 0.25 0.03 0.53 

 

Table 5.8 explains risk values if buy (book, credit card) insecure for all events 

after it. 

Table 5. 8: Risk  values if buy (book, credit card) insecure 

 

 

Before Adding Security 

Controls 

After Adding Security 

Controls 

Based on 

impact 

categories by 

expert 

Based on 

sensitivity 

analysis 

result 

Based on 

impact 

categories by 

expert 

Based on 

sensitivity 

analysis result 

Send buy request to delivery 

agent insecure 

0.38 0.38 0.38 0.04 

Write order data incorrectly 0.25 0.38 0.25 0.04 
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As we can see from the tables in this subsection the risk values will be 

decrease more after add specified security controls.  

5.1.1.3 Percent error for the two methods that we use for  impact analysis  

 

In this subsection we will compare the two methods that we use for  impact 

analysis. We will compare the two method before adding security controls using 

percent error. Percent error is used when comparing an experimental result E with a 

theoretical value T that is accepted as the “correct” value to check for consistency. 

             percent error = |T −E| / T ×100%. 

We will calculate the percent error to compare between risk values calculated 

based on severity categories specified by expert and risk values based on worst case 

of sensitivity analysis. For our purpose the risk values based on impact categories by 

expert is accepted as the “correct” value since we consider it more precise than the 

other. 

We will calculate the average for percent error for risk values separately in 

three categories: 

 High risk(over 0.5)  

 Medium risk(0.35-0.5)  

Low risk (0.2-0.35) 

The following tables explain risk values according to specified category. As 

we can see for example in table 5.9 the high risk values. 

 

 

 

 

 



100 

 

Table 5. 9: High risk values(over 0.5) 

Percent 

error 

Difference 

Based on 

sensitivity 

analysis 

result 

Based on 

impact 

categories 

by expert 

 

5.00% 
0.03 0.63 0.6 

If IaaS VM insecure  the 
merchant interface insecure 

5.88% 
0.03 0.48 0.51 

If IaaS VM insecure  login info 
send unsecure 

16.67% 
0.1 0.5 0.6 

If the merchant interface insecure 
login info send unsecure 

21.57% 
0.11 0.4 0.51 

If the merchant interface insecure 
info query from database with info 

disclosure 

23.64% 
0.13 0.42 0.55 

If the merchant interface insecure 
buy (book, credit card) insecure 

21.67% 
0.13 0.47 0.6 

If  login info send unsecure  info 
query from database with info 

disclosure 

25.37% 
0.17 0.5 0.67 

If  login info send unsecure  buy 
(book, credit card) insecure 

24.07% 
0.13 0.41 0.54 

If  info query from database with 
info disclosure  buy (book, credit 

card) insecure 

17.98% 
Average for percent error for high risk values 

 

Table 5. 10 Medium risk values (0.35-0.5)  

Percent 

error 

Difference 

Based on 

sensitivity 

analysis 

result 

Based on 

impact 

categories 

by expert 

 

13.04% 0.06 0.4 0.46 

If IaaS VM insecure  info query 

from database wih info disclosure 

12.50% 0.06 0.42 0.48 

If IaaS VM insecure  buy (book, 

credit card) insecure 
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8.57% 0.03 0.38 0.35 

If  info query from database with 

info disclosure  replay from 

database incorrect 

20.00% 0.08 0.48 0.4 

If  replay from database incorrect  

login denied 

25.58% 0.11 0.32 0.43 

If  replay from database incorrect  

buy (book, credit card ) insecure 

36.59% 0.15 0.26 0.41 

If login denied buy (book, credit 

card) insecure 

0.00% 0 0.38 0.38 

If buy (book, credit card) insecure 

send buy request to delivery 

agent insecure 

16.61% 
Average for percent error for medium risk values 

 

Table 5. 11: Low risk (0.2-0.35)  

Percent 

error 

Difference 

Based on 

sensitivity 

analysis 

result 

Based on 

impact 

categories 

by expert 

 

25.93% 0.07 0.34 0.27 

If IaaS VM insecure replay from 

database incorrect 

37.50% 0.09 0.33 0.24 If IaaS VM insecure login denied 

68.18% 0.15 0.37 0.22 

If IaaS VM insecure  send buy 

request to delivery agent insecure 

10.34% 0.03 0.32 0.29 

If the merchant interface insecure 

replay from database incorrect 

20.00% 0.05 0.3 0.25 

If the merchant interface insecure 

login denied 

50.00% 0.12 0.36 0.24 

If the merchant interface insecure  

send buy request to delivery 

agent insecure 

9.68% 0.03 0.34 0.31 

If  login info send unsecure  

replay from database incorrect 
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18.52% 0.05 0.32 0.27 

If  login info send unsecure login 

denied 

55.56% 0.15 0.42 0.27 

If  login info send unsecure send 

buy request to delivery agent 

insecure 

16.67% 0.05 0.35 0.3 

If  info query from database with 

info disclosure  login denied 

52.17% 0.12 0.35 0.23 

If  info query from database with 

info disclosure  send buy request 

to delivery agent insecure 

45.00% 0.09 0.29 0.2 

If  replay from database incorrect 

send buy request to delivery 

agent insecure 

25.00% 0.05 0.25 0.2 

If login denied  send buy request 

to delivery agent insecure 

0.00% 0 0.38 0.38 

If buy (book, credit card) insecure 

send buy request to delivery 

agent insecure 

52.00% 0.13 0.38 0.25 

If buy (book, credit card) insecure 

write order data incorrectly 

32.44% Average for percent error for low risk values 

 

Table 5.12 explains the average of errors for book purchase scenario. 

Table 5. 12: Average of errors for book purchase scenario 

Risk category Percent error  

High risk(over 0.5) 17.98% 

Medium risk(0.35-0.5) 16.61% 

Low risk (0.2-0.35) 32.44% 

Total average for Percent error 22.34% 

 

As we can see from table the average of error is not big.  
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5.1.1.4 Confusion matrix for the two methods that we use for  impact analysis  

Confusion matrices are the major mean to evaluate errors in classification 

problems. They encode the complete specification of misclassifications: the numbers 

of misclassified items for each pair {original class in which items should be 

classified, incorrect class in which items are erroneously classified} (Beauxis & 

Hardman, 2014). 

The statistical error analysis, confusion matrix etc. require large number of 

events, so we combined high with medium, to have more risk values in the analysis. 

 For our purpose we will use the confusion matrix  to compare between risk 

values calculated based on the two methods that we use for  impact analysis. The risk 

values based on impact categories by expert will be consider as the actual values and 

risk values based on worst case of sensitivity analysis as predicted values.  

Table 5.13 explains the confusion matrix for book purchase scenario. 

Table 5. 13: A confusion matrix for book purchase scenario 

 

 

 

 

 

 

High-medium risk(>= .35), Low risk (< .35) 

From this matrix we calculated the following: 

      High-medium accuracy = predicted high-medium / actual high-medium =      

13/1 5 = 86.6% 

       Low accuracy = predicted low / actual low= 50% 

    Misclassification Rate: Overall, how often is it wrong?  

 High-medium error rate = 2/15=13.3% 

       Low error rate = 50% 

Total Predicted 

low 

Predicted 

high-medium 

 

15 2 13 Actual high-

medium 

20 10 10 Actual low 

35 12 23 Total 
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As we can see from this matrix the high-medium accuracy is large and the 

high-medium error rate is small. 

 Therefore, the  sensitivity analysis can be used to identify the risk in an 

automated way without expert intervention. 

5.1.2 Hybrid live VM Migration scenario results 

In this subsection we will discuss the results for the Hybrid live VM Migration 

scenario. The following tables explain the risk values based on impact according to 

severity categories specified by expert and impact according to worst case of  

sensitivity analysis result with the difference between their values and the percent 

error. For example table 5.14 explains risk values if destination request VM profile 

insecurely. 

Table 5. 14: Risk values if destination request VM profile insecurely.  

 Based on 

impact 

categories by 

expert 

Based on 

sensitivity 

analysis 

result 

Difference 
Percent 

error 

The profile of VM sending 
unsecure 

0.33 0.70 0.375 115.38% 

Request for log file be 
unsecure 

0.23 0.51 0.285 126.67% 

Latest log files 
transferring unsecure 

0.17 0.39 0.225 136.36% 

Destination request for 
updated dirty pages be 
unsecure 

0.14 0.31 0.175 129.63% 

Source replies with 
updated dirty pages 
unsecure 

0.11 0.25 0.1375 122.22% 

Destination send 
synchronization info for 
source not done 

0.08 0.59 0.515 686.67% 

 

Table 5. 15 explains risk values if the profile of VM sending unsecure for all 

event after it. 
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Table 5. 15: Risk values if the profile of VM sending unsecure            

 Based on 

impact 

categories by 

expert 

Based on 

sensitivity 

analysis 

result 

Difference 
Percent 

error 

Request for log file be 

unsecure 

0.58 0.56 0.02 3.45% 

Latest log files 

transferring be unsecure 

0.42 0.41 0.01 2.38% 

Destination request for 

updated dirty pages be 

unsecure 

0.32 0.31 0.013 4.02% 

Source replies with 

updated dirty pages 

unsecure 

0.27 0.25 0.016 6.02% 

Destination send 

synchronization info for 

source not done 

0.13 0.45 0.317 238.35% 

 

Table 5.16 explains risk values if request for log file be unsecure for all event 

after it. 

Table 5. 16: Risk values if request for log file be unsecure 

 Based on 

impact 

categories by 

expert 

Based on 

sensitivity 

analysis 

result 

Difference 
Percent 

error 

Latest log files 

transferring be unsecure 
0.51 0.46 0.05 9.80% 

Destination request for 

updated dirty pages be 

unsecure 

0.38 0.34 0.04 10.53% 

Source replies with 

updated dirty pages 

unsecure 

0.31 0.26 0.05 16.13% 

Destination send 

synchronization info for 

source not done 

0.11 0.36 0.25 227.27% 

 

Table 5.17 explains risk values if latest log files transferring be unsecure for 

all event after it. 
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Table 5. 17:Risk values if latest log files transferring be unsecure 

 Based on 

impact 

categories by 

expert 

Based on 

sensitivity 

analysis 

result 

Difference 
Percent 

error 

Destination request for 

updated dirty pages be 

unsecure 

0.68 0.39 0.29 42.65% 

Source replies with 

updated dirty pages 

unsecure 

0.52 0.28 0.24 46.15% 

Destination send 

synchronization info for 

source not done 

0.14 0.30 0.16 114.29% 

 

Table 5.18 explains risk values if destination request for updated dirty pages 

be unsecure for all event after it. 

Table 5. 18: Risk values if destination request for updated dirty pages be unsecure 

 Based on 

impact 

categories by 

expert 

Based on 

sensitivity 

analysis 

result 

Difference 
Percent 

error 

Source replies with 

updated dirty pages 

unsecure 

0.56 0.34 0.22 39.29% 

Destination send 

synchronization info for 

source not done 

0.11 0.25 0.14 127.27% 

If source replies with 

updated dirty pages 

unsecure then 

destination send 

synchronization info for 

source not done 

0.15 0.23 0.08 53.33% 

 

Table 5.19 explains risk values if source replies with updated dirty pages 

unsecure for the event after it. 
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Table 5. 19: Risk values if source replies with updated dirty pages unsecure 

 Based on 

impact 

categories by 

expert 

Based on 

sensitivity 

analysis 

result 

Difference 
Percent 

error 

Destination send 

synchronization info for 

source not done 

0.15 0.23 0.08 53.33% 

 

5.1.2.1 Percent error for the two methods that we use for  impact analysis  

In this subsection we will calculate the percent error to compare between risk 

values calculated based on severity categories specified by expert and risk values 

based on worst case of sensitivity analysis for the Hybrid live VM Migration 

scenario. 

The following tables explain risk values according to specified category with 

the percent error for each category. As we can see for example in table 5.20 the high 

risk values. 

Table 5. 20: High risk values (over 0.5) 

Percent 
error 

Difference 

Based on 

sensitivity 

analysis 

result 

Based on 

impact 

categories by 

expert 

 

3.45% 0.02 0.56 0.58 

If the profile of VM 

sending unsecure then 

request for log file be 

unsecure 

9.80% 0.05 0.46 0.51 

If request for log file be 

unsecure then latest log 

files transferring be 

unsecure 

42.65% 0.29 0.39 0.68 

If latest log files 

transferring be unsecure 

then destination request 

for updated dirty pages 

be unsecure 
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46.15% 0.24 0.28 0.52 

If latest log files 

transferring be unsecure 

then source replies with 

updated dirty pages 

unsecure 

39.29% 0.22 0.34 0.56 

If destination request for 

updated dirty pages be 

unsecure then source 

replies with updated dirty 

pages unsecure 

28.27% Average for percent error for high risk values 

 

Table 5. 21: Medium risk values (0.35-0.5) 

Percent 
error 

Difference 

Based on 

sensitivity 

analysis 

result 

Based on 

impact 

categories by 

expert 

 

2.38% 0.01 0.41 0.42 

If the profile of VM 

sending unsecure then 

latest log files transferring 

be unsecure 

10.53% 0.04 0.34 0.38 

If request for log file be 

unsecure then destination 

request for updated dirty 

pages be unsecure 

6.45% Average for percent error for medium risk values 

 

Table 5. 22: Low risk values (0.2-0.35) 

Percent 
error 

Difference 

Based on 

sensitivity 

analysis 

result 

Based on 

impact 

categories by 

expert 

 

115.38% 0.38 0.70 0.33 

If destination request 

VM profile insecurely 

then the profile of VM 

sending unsecure 
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126.67% 0.29 0.51 0.23 

If destination request 

VM profile insecurely 

then request for log file 

be unsecure 

4.02% 0.01 0.31 0.32 

If the profile of VM 

sending unsecure then 

destination request for 

updated dirty pages be 

unsecure 

6.02% 0.02 0.25 0.27 

If the profile of VM 

sending unsecure then 

source replies with 

updated dirty pages 

unsecure 

16.13% 0.05 0.26 0.31 

If request for log file be 

unsecure then source 

replies with updated 

dirty pages unsecure 

53.64% Average for percent error for low risk values 

 

Table 5.23 explains the average of errors for the Hybrid live VM Migration scenario. 

Table 5. 23: Average of errors for the Hybrid live VM Migration scenario. 

Risk category Percent error  

High risk(over 0.5) 28.27% 

Medium risk(0.35-0.5) 6.45% 

Low risk (0.2-0.35) 53.64% 

Total average for Percent error 29.46% 

 

5.1.2.2 Confusion matrix for the two methods that we use for  impact analysis  

 

Table 5. 24 explains the confusion matrix for the Hybrid live VM Migration 

scenario. 
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Table 5. 24: A confusion matrix for hybrid live VM Migration scenario 

 

 

 

 

 

 

High-medium risk(>= 0.35), Low risk (< 0.35) 

From this matrix we calculated the following: 

High-medium accuracy = predicted high-medium / actual high-medium  

=4/7=57.1% 

Low accuracy = predicted low / actual low=8/14=57.1 

Misclassification Rate:  

High-medium error rate = 3/7=42.9% 

Low error rate = 6/14=42.9% 

However, the high error for this scenario is due to the low number of events.  

5.2 Comparison Between The Related Work  And Proposed 

Methodology 

The proposed method was compared with other methods from the literature. 

The comparisons show that the proposed method is effective as explained in the 

following: 

 (Catteddu & Hogben, 2009), (Zhang et al., 2010) methods don‟t calculate 

likelihood quantitatively. 

 (Sangroya et al., 2010) method need past statistics about the service provider. 

 (Saripalli & Walters, 2010) method does not cover risks during all the stages of 

the cloud lifecycle.  

Total Predicted  

low 

Predicted  

high-medium 

 

7 3 4 Actual high-

medium 

14 8 6 Actual  low 

21 11 10 Total 
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 (Burton et al., 2010) is just a paradigm. There was no implementation nor was 

there any method suggested to calculate risk score. 

 (Khan et al., 2012) do not consider other security requirements that are unique to 

cloud platforms. 

 (Islam et al., 2017) identify risks based on the relative importance of the migration 

goals.  

Table  5.25 explains comparison for the proposed method with "comprehensive and 

shared risk assessment method for cloud computing" proposed by (Drissi et al., 

2015) 

Table 5. 25: Comparison for the proposed method with Drissi et al. method 

Proposed 

method 

Drissi et al. 

method 

 

Experts Actor  view Use values specified base on 

Events Threats Value of risk for 

Not use 

(more accurate) 

Use 

(less accurate) 

Use Empirical formula 

Follow Don‟t follow Follow standard 

Yes No Scenario based 

 

None of the methods in related work  are scenario based to fit the dynamic nature of 

the cloud computing environment and be possible to use at any stage of 

development.  

5.3 Research Outcomes  

From this research, we specify framework and  propose methodology to calculate 

the risk factor that: 
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 Enable SaaS providers to evaluate and manage the security of the service they 

provide with the goal of mitigating risk. 

 If there are any security control added or if at any time want to add new Iaas 

provider as a destination may be migrate to it (migration for service to more 

powerfull VM) or the Iaas provider itself add new control there will be possible to 

change in the percentage of states for events and components. Therefore, the Risk 

values will be updated as the system being changed to be able to recommend 

countermeasures based on current level of risk. 

 Using existing tools for software modelling and analysis and risk assessment to 

enable SaaS providers to calculate security risk interactively. Therefore, giving 

enterprises more knowledge about the risks related to the assets they provide to 

provide protection for it. 

 



 

 

 

 

 

 

Chapter 6 

Conclusion And Future Work 
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Chapter 6:Conclusion And Future Work 

6.1 Conclusion 

Network security risks will always be with us.  The downside of being in a 

highly connected network is that we are all connected with the best and worst of 

society. The best we can do is to manage the risks: employ technological and 

procedural mitigation while at the same time allowing businesses to thrive. 

However, cloud computing uses networked infrastructure, software and 

computing power to provide resources to customers in an on-demand environment. 

While clients may be attracted to the SaaS model due to the resource savings and 

reduced responsibility for administering the cloud environment, they should be aware 

that these models also correspond to a greater loss of control of the environment 

housing their sensitive data. Therefore, he have to ensure that the required security 

measures will be met and maintained by the cloud service provider in the duration of 

the agreement. Therfore, despite the fact that cloud computing offers many cost 

benefits for their cloud consumers, number of security risk are emerging in 

association with cloud usage that need to be assessed 

However, Risk assessment is a complex undertaking, usually based on 

uncertain information while managing uncertainties is a tedious task and the nature 

of occurrence of threats and vulnerabilities change rapidly. 

This study reviewed the different existing methods for security risk 

assessment in cloud computing and proposes a scenario-based  methodology for 

security risk assessment in cloud computing. The proposed methodology will enable 

the cloud provider to assess the risk based on existing scenario, and prioritizing 

security risks. It is using Bayesian network for likelihood determination that allows 

entering evidence. So probabilities in the network are updated when new information 

is available. In addition, the proposed method enables to specify impact base on 

severity categories specified by expert or worst case of sensitivity analysis result for  

assessing the severity without expert involvement  in simple and fast way. 

  We applied  the proposed method on two important case studies where we 

needed to imply high security. Therefore, in order to develop an efficient security 
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module, it is necessary to clearly identify the existing risk. Depending on the 

assessment results, the cloud provider can establish controls so that the risk can be 

reduced to an acceptable level. 

We Applied the methodology after using security controls to verify the risk level 

reduction or mitigation. The result analysis show significant reduction for specific 

risk values and mitigation for significant threats. 

In addition, we compare the two methods that we use for  impact analysis. 

The results show the total average of errors between risk values calculated base on 

severity categories specified by expert and worst case of sensitivity analysis is 10% 

before add security control and 16% after add security control. Therefore, the results 

show sensitivity analysis can identify the significant risk in an automated way 

without expert intervention. 

Moreover, we compare the proposed method with the existing methods base 

on assessing the dynamic scenarios. As we saw none of the existing methods is 

scenario based to fit the dynamic nature of the cloud computing. Moreover, none of 

them can be use at any stage of development life cycle.  

6.2 Research contribution 

    The contribution of this research are: 

1) A Scenario-Based Methodology for Cloud Computing Security Risk Assessment 

2) Verification of the methodology using two case studies: 

  E-commerce application  

 Live VM Migration  

3)  Verification of the methodology by applying security controls on a case study and 

measuring the effect of risk mitigation. 

6.3 Future work 

Cloud security is the most significant obstacles to the spread of Cloud 

Computing. The future developments of this research are: 

 Develop a fully automated tool for the proposed methodology.  
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 Dynamic assessment method that update existing risk using the results from 

ongoing monitoring tools and dynamically add security controls base on predicted 

risk. 

Dynamic risk assessment is  frequent updates of risk evaluation information 

to evaluate risk exposure, as close as possible to real-time (López et al., 2013). This 

kind of thinking is especially important in dynamic environments. On the other hand, 

cloud monitoring is needed for continuous measurements to assess resources or 

applications on cloud platform in terms of performance, reliability, power usage, 

ability to meet SLA, security, etc. (Alhamazani et al., 2015). Therfore, accurate and 

fine-grained monitoring activities are required to efficiently operate Cloud 

Computing platforms and to manage their increasing complexity and security 

requirements.  
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