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Abstract

There is no doubt about the massive technology nowadays that affects our everyday
life. One of these fronts is the rapid evolution within smart phones and their
applications which simplifies our lives and our daily tasks.

By August 2013 there were 900,000 application in Google’s Play Store for android
devices, which shows the wide spread of smart phone apps. This wide spreading of
apps leads to the creation of numerous stores that allow apps downloading, most of
these stores don’t have the systems to test these apps which results in stores being
filled with malicious software.

We propose to solve this problem by developing an application, which is a system
that works on the smart phones that use the Android operating system, the
application examines the permission of applications installed in the phone and
alerts the user and then classifies the applications into three values that show the
status of the application (safe - medium - dangerous) Three colors are clear (green -
yellow - red).

After the application of the system and testing it became possible for the user to
download applications from all available stores and ensure the integrity of its
powers after installation, and depending on the result extracted from the system, the
user can decide whether to install the application or not install.
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Chapter 1

INTRODUCTION



1.10verview

With the development of the software industry, there are markets that promote
effective software for users. The user downloads this software to benefit from it and
does not know the validity of such applications, and in present time there are some
applications appeared that penetrate the private information of users without the

knowledge of them.

This research try to make users aware of what is happening at their phones,
and protect the information that have been considered important to the user, which

cannot be exposed to others.

1.2Problem Statement

Users Lake of knowledge about application’s permissions, the malicious
software, and how it disrupts computers or cell phones and exposes user’s private
information to third party makes the need for software to notify the user when some

information are send out of their devices.

1.3Scope of Research

This Research covers seven of the user perspective aspects of security which
are: Gallery, Camera, Phone Contact List, Wi-Fi connection, Data Connection,
Bluetooth Connection and we have identified sever permissions and we identified
these permissions after studying the impact on the phone and it turned out to be
more impact on the phone than the rest of the permission (camera, wifi ,gallery ,
read content ,write content ,Bluetooth , internet) and on the basis of these
permissions determine the degree of seriousness of application , and notifications
the user when any application uses or sends private information to external entity
using one of these seven permissions, and gives the user the ability to cancel such
events. It also scan user device and gives a report about the installed applications

and its degree of risk.



1.4ODbjective of Research

This project ensures the privacy of the user, and secures the mobile from

penetration.

1.5Proposed Solution

This research builds android application that scans user’s device, sends
notification, searches for applications that are working to disrupt the cellphone, and

gives the user the ability to uninstall it.

1.6 Expected results

Build a successful application that protects user privacy and saves your

mobile from damage.

1.7Thesis Layout

This research has the following Thesis Layout:-

Chapter 2: Explore the theoretical background of the android applications,

and related studies.

Chapter 3:Discusses the techniques and tools that will be used to achieve

the research objective.
Chapter 4:System Description and analysis.

Chapter 5: discusses the steps we took to create our project, code

Implementation

Chapter 6: contains the results, conclusion and recommendations.



Chapter 2

EXPLORE THETHEORETICAL
BACKGROUND AND RELATED
STUDIES



2.1 Overview

This chapter will touch two major parts: the general description of android

application and introduce the area of the research.

2.2Android

Android is an emerging platform with about 19 different versions till date
Table 2.1shows different Android versions with their corresponding release date.
The Android framework is built over Linux kernel that controls and governs
all the hardware drivers such as audio, camera and display drivers. It contains open
source libraries such as SQLite, which is used for database purposes, and SSL
library that is essential to use the Secure Sockets Layer protocol. The Android
architecture contains Dalvik Virtual Machine (DVM), which works similar to the
Java Virtual Machine (JVM). However, DVM executes (.dex) files whereas JVM
executes .class files[15].
Every application runs in its own Dalvik virtual environment or sandbox in
order to avoid possible interference between applications and every virtual

environment running an application is assigned a unique User-ID(UID).

The application layer as consists of the software applications with which
users interact. This layer communicates with the application framework to perform
different activities. This application framework consists of different managers,
which are used by an Android application. For example, if an application needs
access to an incoming/outgoing phone call, it needs to access Telephony-Manager.
Similarly, if an application needs to pop-up some notifications, it should interact

with Notification Manager [15].



Tablel.1 android version history[15]

Android Version OS Name Release Date
1.0 Alpha 09/2008
1.1 Beta 02/2009
1.5 Cupcake 04/2009
1.6 Donut 09/2009
2.0-2.1 Eclair 10/2009
2.2 Froyo 05/2010
2.3.X Gingerbread 12/2011
3.1-3.2 Honeycomb 02/2011
4.0.3-4.0.4 Ice Cream Sandwich 10/2011
4.1.x-4.3 Jelly Bean 08/2012
4.4 KitKat 09/2013
51.1 Lollipop 12/2015
6.0 Marshmallow 08/2016
7.1.1 Nougat 12/2016
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2.3 Android Security

Android devices come with built-in software called Verify Apps, which
regularly checks to make sure all apps on your device are behaving. If a harmful

app is detected, Verify Apps will display an alert, or block the app entirely[s].

2.4 Malicious software

Malicious software, commonly known as malware, is any software that
brings harm to a computer system. Malware can be in the form of worms, viruses,
Trojans, spyware, adware and root Kkits, which steal protected data, delete

documents or add software not approved by a user[5].

2.5 Android Permissions

System permissions are divided into several protection levels. The most

important protection levels to know about are normal and dangerous permissions:

Normal permissions cover areas where your app needs to access data or
resources outside the app's sandbox, but where there's very little risk to the user's

privacy or the operation of other apps.

Dangerous permissions cover areas where the app wants data or resources
that involve the user's private information, or could potentially affect the user's

stored data or the operation of other apps[7].

2.6 Android application package (APK)

Android application package (APK) is the package file format used to
distribute and install application software and middleware onto Google’s Android
operating system. Certain other operating systems and devices, such as BlackBerry
devices with the operating system version 10 or higher, also support APK
packages.

APK files are analogous to other software packages such Dep packages in
Debian-based operating systems like Ubuntu. To make an APK file, a program for

Android is first compiled, and then all of its parts are packaged into one file.



An APK file contains all of that program's code (such as .dex files), resources,
assets, certificates, and manifest file. As is the case with many file formats, APK
files can have any name needed, provided that the file name ends in ".apk". APK
files are a type of archive file, specifically in zip format packages based on the JAR
file format, with “.apk™ as the filename extension. The MIME type associated with

APK files is application/vnd..android. package-archive[12] .

2./ PREVIOUS STUDIES

2.7.1Detection of Malicious Android Mobile
Applications Based on Aggregated System Call Events

This study presented techniques to effectively detect the malicious apps
which are easy to install and use on its Android based commercial mobile device
environment. Above all, it analyzed the access methods and research results on
Crowdroid techniques collecting and analyzing the system call events occurring
upon executing apps. It suggested techniques of discriminating the malicious apps
based on this, implementing the extracting module of the system call events in
Android based commercial mobile devices. It performed comparison analysis on
characteristics of system call events occurring on normal and malicious apps using
Strace module being able to collect the system call events in Android kernel. It also
presented the algorithm to discriminate the malicious apps using the algorithm of
frequency and similarity analysis of occurring events.

The use of techniques presented in this study made it possible to analyze the
characteristics of system call events occurring upon executing malicious apps, and
can be applied for a way to discriminate whether the arbitrary mobile apps are

malicious or not through this[1].



2.7.2AndroSAT: Security Analysis Tool for Android
Applications

The increasing popularity of the Android operating system has led to sudden
escalation in Android malware. This work developed a framework to analyze Android
applications using static and dynamic analysis techniques (AndroSAT).

Static analysis techniques aim to analyze Android Apps without executing
them. The objective of these techniques is to understand an application and predict
what kind of operations and functionalities might be performed by it without executing
it.

A dynamic analysis executes Android Apps in a controlled virtual
environment, which logs low-level interactions with the operating system.

The effectiveness of AndroSAT was tested by analyzing a data set 0f1932
applications. The information obtained from the produced analysis reports proved to be
very useful in many Android security related applications.

In particular, it used the data in these reports to perform three case studies:
analyzing the frequency of use of different Android permissions and dynamic
operations for both malicious and benign Apps, producing gcyber-intelligence
information, and malware detection. The implemented prototype can be further
extended to allow for more useful add-ons that can be used to provide further
investigation of the security of Android applications .

The increasing popularity of the Android operating system has led to sudden escalation
in Android malware. In this work, we developed a framework to analyze Android

applications using static and dynamic analysis techniques (AndroSAT) [15].
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Chapter 3

TOOLS AND TECHNIQUES



3.10verview

This chapter discusses the techniques and tools that will be used to achieve

the research objective.

3.2 Android Studio

Android Studio is the official integrated development environment (IDE) for
the Android platform it was announced on May 16, 2013 at the Google 1/0

conference[14].

Based on JetBrains' IntelliJ IDEA software, Android Studio is designed
specifically for Android development. It is available for download on Windows,
mac OS and Linux, and replaced Eclipse Android Development Tools (ADT) as

Google's primary IDE for native Android application development[13].
Some of the important features:
» Gradle-based build support.
= Android-specific refactoring and quick fixes.

= Lint tools to catch performance, usability, version compatibility and other

problems.
» ProGuard integration and app-signing capabilities.

= Support for building Android Wear apps.

Android Virtual Device (Emulator) to run and debug apps[14].

3.2.1Advantages

e Faster code/compile/run cycles (real time ).

e Extensible (plug-in).

3.2.2 Disadvantages

e Pretty heavyweight.
e Requires JRE.

12



e Difficult to Learn [14].

3.3 Java

Java is a widely used programming language expressly designed for use in
the distributed environment of the internet. It is the most popular programming
language for Android smart phone applications and is among the most favored for

edge device and internet.
Some of the important features:

« Simple.

» Object-Oriented.

» Portable.

+ Platform independent.
» Secured.
 Architecture neutral.

* Dynamic.

* Interpreted.

» High Performance.

* Multithreaded.

 Distributed.[11]

3.4 Extensible Markup Language (XML)

Extensible Markup Language (XML) is used to describe data. The XML
standard is a flexible way to create information formats and electronically share

structured data via the public Internet, as well as via corporate networks.

Some of the important features:

= XML files are text files.
= XML is very simple.
= XML is extensible[2].

13



3.5 UML Diagrams

Most people refer to the Unified Modeling Language as UML. The
UML is an international industry standard graphical notation for describing
software analysis and designs. When a standardized notation is used, there
is little room for misinterpretation and ambiguity. Therefore, standardization
provides for efficient communication (a.k.a. “a picture is worth a thousand

words”) and leads to fewer errors caused by misunderstanding.

The U in UML stands for unified because the UML is a unification
and standardization of earlier modeling notations of Booch, Rumbaugh,

Jacobson, Mellor, Shlaer, Coad, and Wirf-Brock, among others.

The UML most closely reflects the combined work of Rumbaugh,
Jacobson, and Booch — sometimes called the three amigos. The UML has
been accepted as a standard by the Object Management Group (OMG). The
OMG is a non-profit organization with about 700 members that sets

standards for distributed object oriented computing [2].

3.5.1Use Case Diagram

A use case is a list of actions or event steps, typically defining the
interactions between a role and a system, to achieve a goal. The actor can be

a human or other external system.

In systems engineering, use cases are used at a higher level than
within software engineering, often representing missions or stakeholder

goals[2].

3.5.2 Sequence diagram

A sequence diagram, in the context of UML, represents object
collaboration and is used to define event sequences between objects for a

certain outcome.

A sequence diagram is an essential component used in processes

related to analysis, design and documentation[2].

14



3.5.3Deployment diagram

Deployment diagram depicts a static view of the run-time
configuration of processing nodes and the components that run on those
nodes. In other words, deployment diagrams show the hardware for your
system, the software that is installed on that hardware, and the middleware

used to connect the disparate machines to one another[2].

15



Chapter 4

SYSTEM ANALYSIS



4.1Introduction

This section illustrates the general description of the system and its
functions. It’s also clarified the software components, hardware, and the

detailed analysis of the system operations using the schemes UML.

4.2System Description

This system detects malicious applications installed in the phone and
also identifies applications that penetrate the privacy of the user by giving

notice of penetration.

4.3 System Environment

The integrated development environment (Android Studio) was used
to develop the application and a database was created to store the latest

application status.

4.4System functions

This application does the following functions:

= The application scans all installed applications and then
determines the permissions of each application

= Determines the degree of risk or validity for each application.

= Removes harmful applications and give the ability to disable

some features of the application.

4.5Analysisusing UML Scheme:

4.5.1 Use Case Diagram

Figure (4.1): illustrates the use case diagram of the android application and processes that can be
made

17
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mas_security
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«include»
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. disable

Figure 4-1use case diagram

4.5.2 Sequence Diagram

Figure (4.2): illustrates the sequence diagram that shows the system
sequence of events .The user installs the application on the mobile phone to take
advantage of it.
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sd Use Case Model
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Figure 4-2 sequence diagram
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Table 2: explain the function in sequence

Use Case Name Monitor

Actor User

Preconditions No

Main Flow of Events 1. The user click button to performs a

search for all applications status

2. A screen with all the applications in the
phone displays.

3. If the user clicks on any of the
applications in the list a screen that
explaining the seriousness of the
application is appeared.

4. An uninstall icon is also there if the user
senses that the application is so

dangerous.

Post Conditions No

20
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alt sequance last status /

X O O

user interface control database
! 1

1
1
1
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last status() :

search(maliciousapp)

Ly
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show(malicicus app)

| [y i

Figure 4-3 list status

Second: Determine the last state of the phone. The most dangerous application and

how much the device is protected.
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Table 3: explain the status

Use Case Name Monitor
Actor User
Preconditions No

Main Flow of Events

The information is saved after the Scan and
returned as to the percentage of compliance and

the most dangerous application.

Post Conditions

No

22




4.5.3 Deployment Diagram

Figure (4.3): illustrates deployment diagram illustrates hardware and

software used in the system and how these components interact with each other.

deployment Deployment Model /

PHONE «device»
server

mas_security database

Figure 4-4deployment diagram

Specifications:

Table 4: Specifications

No. Name description
1 Ram 512
2 Hard disk 1G
3 Os android
4 Android version 7
5 Database version Sql lite

23



Chapter 5

IMPLIMINTATION SYSTEM



5.1 Introduction

In this chapter we will talk about how the user will interact with the

software, and the Graphical interfaces of it.

5.2 Graphic User Interface

Figure 5.1 shows the first or splash screen that appears when the user clicks

on the application icon.

O

Wellcome to MAS Security
Wellcome to MAS Security

Figure 5-1Splash

5.3 Home screen

Figure 5.2 shows the Main Screen. In this screen, the user can scan the

applications installed on the cell phone and know the status of the device if there is
25



a dangerous application, and it also gives the user information the profile of the

application.

= home -

your Phone is Sequer

Figure 5-2 Main Screen

5.4 Navigation drawer

Figure 5.3 shows the navigation drawer. In this screen the user have
information about the cell phone, how to use the application, and the safe or trusted

applications at it phone.

26



D device info
o about

Q trust app

Figure 5-3 navigation drawer

5.5 Device info

Figure 5.4 shows the Device information screen. This screen displays
information about user cell phone such as the version of the operating system,

brand, id, and the host name.
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device info

Version :3.4.67-gemu+

RELEASE:4.1.1

Device :vbox86pCustom Phone - 4.1.17 -
API16 - 768x1280

PRODUCTvhox86p

BRAND :generic
Displayvbox86p-userdebug 4.1.1 JRO03S
eng.genymotion.20170321.0011489 test-
keys

Cpul :x86

Cpu2 :unknown

UNKNOWN :unknown

HARDWARE :goldfish

id :JRO03S

MANUFACTURER :Genymotion

SERIAL :unknown

user :genymotion

host :60e7ecaf75b7

OK

Figure 5-4 Device info

5.6 About

Figure 5.5 shows about the application screen. This screen displays
information about the application such as application name, description of the

application functions, sponsor, operating system, and RAM details.
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device info

NAME: MAS_SECURITY
DESCRIPTION: This application scans all
applications installed in the phone and
Determine the dangerous

application and does not stop the
dangerous application. It also identifies
applications that violate
user privacy and notify the user.
OPRATING SYSTEM: ANDROID 7

RAM: AT LEAST 515

SPONSER:

Sudan University of Science and
Technology.

SUPERVISOR:

REHAM LOTFY.

DEVELOPERS:

HUSSAM HAIDER YOSIF ALOBIED
MOHMMED AZEZ ALI MOHMMED ABDON

OK

Figure 5-5 About

5.7 Trust app

Figure 5.6 shows list of cell phone trusted apps.
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trust app

contacts
music
search
clock

S memo
vault
phone
maps

0K

Figure 5-6 Trust app

5.8 List app

Figure 5.7 shows list of all scanned application. This screen displays if
the user selects scan from the screen5.2.
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Figure 5-7 list app

5.9 Secure Screen

If the user clicks on any scanned application on figure 5.7 a detailed screen
will appear as figure 5.8 shows. The screen contains the permissions and
authorities this application has on the cell phone colored according to the risk level
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in green to state low risk level, yellow to state medium risk level, red to state
high risk level.

com.android.contacts

Figure 5-8 Secure Screen

5.10 Medium risk screen

Figure 5.9 shows an application with a medium risk level (uses five

permissions).
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com.android.settings

blutooth risk: steal sensitive business data from corporate
networks and Allows the attackers to control the affected
devices

read content risk :risk of user's privacy and damage to stored
data of user in phone

the system immediately grants the permission without any
interaction with the user

wifi risk :Loss of functionality (e.g., loss of data connection)
and Unexpected high data usageinternet risk:The user logs
on to the user's Internet pages without taking any
permission from him or her, and is dangerous to the user

0 o

permission disable

Figure 5-9 Medium risk screen

5.11 High risk screen

Figure 5.10 shows an application with a high risk level (uses all the

seven permissions).
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com.android.settings

Figure 5-10High risk screen

5.12 Application uninstall screen

Figure 5.11 appears when the user click on disable button that illustrates on
figure 5.10.
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~5 Browser

Do you want to uninstall this
app?

Figure 5-11 Application uninstall screen

5.13Notification

Figure 5.12 shows the notification that appears to user when the cell

phone at risk.
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Figure 5-13Notification
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Chapter 6

RESULT AND
RECOMMUNDATION

6.1 Introduction

This section contains the research results and the recommendations for

future work.
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6.2 Conclusion

An android application has been established and implemented that provides
help to normal users to protected their private data and know the risk levels of

installed apps on their cell phones.

6.3 Results

The android application achieved the goals of the research successfully by
performing the following functions:

e Scan all installed applications in the cellphone and identify the most
dangerous application based on the seven permissions (Bluetooth , Wi-Fi,
Camera, Read Contact List, Gallery, Internet access, and SMS).

e Sends alerts to the user when critical risk happen.

e Allows the user to uninstall the application that considered dangerous.

e Lock the camera from all applications unless the user enables it.

6.4 Recommendation

e Determine the risk level of the application during the installation process

and alert the user.
e Allow automatic deletion of cash.

e Lock all applications with a particular pattern created by the user.
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