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ABSTRACT 

Generally the anti-theft security system becomes very important these 
days according to the high rate recording of the theft crimes cases around 
the world. In this project the vehicles security system type will be the 
focus of the study. The main objective of this vehicle’s anti-Theft 
Security System project is to design a smart security system to provide 
the highest level of protection to the owners of the vehicles or the 
authorized persons for unauthorized usage objects.  In the result the 
vehicle’s theft crime cases rate will drop off. To provide the security 
whenever any unauthorized persons use the vehicle or try to drive it by 
illegally ways or failed to enter the correct password then the system will 
cutting off the entire power through the main relay and the system will 
texting message by GSM module. The most important future in this 
system is the vehicle cannot move for unauthorized persons even the 
engine was running, because the system will cutting off the power of the 
fuel and ignitions systems through the second relay in case of touching 
the fuel pedal. This feature is done by creating two levels of security. 
Once the second level of the security system is activated that is no move 
future is enabled, the vehicle cannot come into running position until the 
user or the authorized persons enter the valid password. After three times 
wrong entrance of the correct password the system will cutting off the 
entire power of the vehicle and turn to the first level of the security 
system. 
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  المستخلص

الحمایѧѧھ ضѧѧد السѧѧرقھ اصѧѧبحت مѧѧن أھѧѧم الأشѧѧیاء مѧѧن حولنѧѧا وذلѧѧك لإرتفѧѧاع معѧѧدل جریمѧѧة نظѧѧم 
او  السѧѧرقھ فѧѧي كѧѧل انحѧѧاء العѧѧالم. فѧѧي ھѧѧذا البحѧѧث سѧѧیكون نظѧѧم اجھѧѧزة حمایѧѧة المركبѧѧات موضѧѧوع

تذویѧѧد مالѧѧك ل ذكѧѧي تصѧѧمیم نظѧѧام حمایѧѧھ  مѧѧن اھѧѧم اھѧѧداف نظѧѧام حمایѧѧة المركبѧѧاتالدراسѧѧھ.  محѧѧور
حمایѧة ضѧد الاسѧتعمال ال اتبѧأعلي مسѧتوی من لدیھ تѧرخیص او توكیѧل لأسѧتعمال المركبѧھالعربھ او 

ویكѧѧون تذویѧد مالѧѧك المركبѧѧھ او  الغیѧر قѧѧانوني, ممѧا یѧѧؤدي الѧي تقلیѧѧل نسѧѧبھ جѧرائم سѧѧرقة المركبѧات.
ه غیѧر قانونیѧѧھ عنѧدما یѧتم اسѧѧتعمال المركبѧھ بصѧور بالحمایѧѧة اللازمѧھ امѧن لدیѧھ صѧلاحیھ لإسѧتعمالھ

إرسѧال و قطѧع طاقѧة النظѧام الكلیѧھ مѧن خѧلال المѧنظم الرئیسѧي عبѧر كلمة المѧرورإدخال او فشل في 
ملحѧѧق بنظѧѧام   GSMعبѧѧر جھѧѧاز  لمالѧѧك المركبѧѧھ او مѧѧن لدیѧѧھ صѧѧلاحیة لإسѧѧتعمالھا رسѧѧالھ نصѧѧیھ

عѧѧدم امكانیѧѧة تحریѧѧك المركبѧѧھ مѧѧن مكѧѧان الѧѧي مكѧѧان بواسѧѧطة  النظѧѧام مѧѧن اھѧѧم ممیѧѧزات. الحمایѧѧھ
قطѧѧع ب لان النظѧام سѧیقوم , وذلѧكحتѧي ولѧو كѧان المحѧرك یعمѧل لѧذلكاشѧخاص لѧیس لѧدیھم صѧلاحیة 

مѧѧن خѧѧلال المѧѧنظم  للمركبѧѧھ ئيالكھربѧѧا الإشѧѧتعالونظѧѧام مضѧѧخة الوقѧѧود  نظѧѧام عѧѧن كѧѧل مѧѧن طاقѧѧةال
. ھѧѧذه الخاصѧѧیھ تمѧѧت بواسѧѧطة عمѧѧل الوقѧѧود فѧѧي حالѧѧة لمѧѧس دواسѧѧة او الثѧѧاني ویكѧѧون ذلѧѧك الفرعѧѧي

تحѧت التفعیѧل ھѧذا سѧیؤدي الѧى ومستویین من الحمایھ, وطالما ان نظام الحمایھ فѧي المسѧتوي الثѧاني 
 إدخѧѧالتعمال المركبѧѧھ, ولѧن یѧѧتم اسѧѧتعمالھا او تحریكھѧѧا مѧѧن مكѧان الѧѧي اخѧѧر إلا بعѧѧد سѧѧعѧدم امكانیѧѧة ا

وفѧي حالѧة الفشѧل  .صѧلاحیة لإسѧتعمال المركبѧھ كلمة المرور الصحیحھ بواسطة المالѧك او مѧن لدیѧھ
بقطѧع الطاقѧھ الكلیѧھ للمركبѧھ والتحѧول سѧیقوم النظѧام  كلمة المرور الصحیحھ ثلاثة مѧراتإدخال في 

 الي مستوي الحمایھ الاول.
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Chapter One 

Introduction 
1.1. Overview: 

These days the vehicles theft cases are higher than any time and 
higher than any types of crimes. Vehicles theft has become the nation's 
first property crime. The phenomenon of vehicles theft problem is not 
only effect on the vehicle’s owner but also had turn to insurance 
companies, especially if the type of insurance is comprehensive, so many 
insurance companies are dealing every day with not negligible rate of 
vehicles theft crimes. The owners of vehicles do their best to protect 
their vehicles from the theft, but even the sophisticated anti-theft systems 
are not enough to prevent the vehicles theft crimes. The main functions 
of the anti-theft system are to detect the vehicle theft and to alert the 
vehicle owner.  

The proposed system in this research can bring down the crime’s rate 
in case of vehicles theft, it’s uses a combinations of a numeric Keypad, 
LCD, Relays, Door sensor, Microcontroller and acceleration sensor, that 
means the vehicles are still safeguarded even the vehicle key gets hold to 
someone not authorized to drive the vehicle, and still safeguarded even 
someone not authorized to drive the vehicle gets inside the vehicles and 
the engine of the vehicle was running. Simply this technology will 
protect the vehicles from the theft crimes even in case the engine of 
vehicle is running “started”. 

 

1.2. Problem Statement: 

Every day a lots of vehicles theft happened, either by using the owner 
vehicle’s key or without the key, also the vehicle theft crime can 
happened either the vehicle engine was running already or not running, 
but mostly happened during the vehicle’s engine already in running 
mode and the vehicle without observation. 
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1.3. Proposed Solution:- 

The proposed solution in this research is to design a smart and 
effective anti-theft system for vehicles using Microcontroller. 
 

1.4. Research Importance: 

Importance of this research leads to have: 
 Designing a smart anti-theft system for vehicle’s security. 
 Significantly reduces the likelihood of your vehicle being stolen. 
 Useful for insurance companies. 

 

1.5. Research Aim and Objectives 

1.5.1. Research Aim 

The main aim of the research is to design a smart and effective 
security system for vehicles. 
 
1.5.2. Research Objectives 

 Drop off the vehicle’s theft crimes rate. 
 Simulate the proposed system.  
 Practical implementation for the proposed system. 

 

1.6. Methodology  

The technologies which will be used in this research depend on 
Microcontroller, (numeric Keypad, door sensor and acceleration sensor) 
input units and (LCD, relays to shut down the power of the vehicle) 
output units. Designing the proposed control security system and 
presenting the system flow chart will be the first step after picking and 
selecting the system components, and then the program will be created to 
drive the system. 
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After designing and programming, the simulation will be run for 
configuration the overall system, after all of that the output of the 
computer will be setting to match the simulation configuration to 
implement the proposed system.  

Finally the overall system performance testing and evaluation will be 
repeated until reach the optimum design and the optimum program. 

 

1.7. Thesis Outline 

This thesis consists of five chapters: 
 Chapter One gives an introduction include the problem 

statement, proposed solution and the objectives. 
 Chapter Two is about the literature reviews, describe system parts 

and previous works. 
 Chapter Three deals with the system design and explain the 

design of the system. 
 Chapter Four coverage’s the simulation result and discussion. 
 Chapter Five conclusion & recommendations.  
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Chapter Two 

Background and Literature Review 

2.1. Previous Works 

In (2012) Mr. Mohammed abuzalata and Mr. Muntaser 
Momani designed “Anti-theft Car Protection System Based on 
Microcontroller”, they used combination keypad, LCD, solenoids 
directional valve and microcontroller (PIC) to protect the vehicles 
from not to running the engine [1]. 
 

In (2012) Mr. Visa M. Ibrahim and Mr. Asogwa A. Victor 
designed “Microcontroller Based Anti-theft Security System 
Using GSM Networks with Text Message as Feedback”, they used 
GSM, Sensors and microcontroller to stop the engine and protect 
the vehicle from not to go far away [2]. 
 

In (2013) Mr. Arun Sasi and Mr. Lakshami R Nair designed 
“Vehicle Anti-Theft System Based On An Embedded Platform”, 
they used fingerprint recognizer, combination keypad, vehicle’s 
window vibration sensor, GSM module, GPS, microcontroller and 
wheel pressure sensor to protect the vehicles from not to running 
the engine and not getting inside the vehicle without a permition, 
and also to protect the vehicles from theft crime by using lifter 
trucks to lift the vehicles and escape far away for the vehicle’s 
owner [3]. 
 

In (2013) R.Ramani, S.Valarmathy and Dr.N.Suthanthira 
Vanitha designed “Vehicle Tracking and Locking System Based 
on GSM and GPS”; they used a combination keypad, IR sensor, 
microcontroller, GPS, GSM, LCD, MAX232driver and relay 
driver to protect the vehicles from theft crimes and to determine 
the location of the vehicle after the theft crime. The system will 
lock the doors automatically and gradually decrease the speed 
until cutoff the power of engine [4]. 
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In (2015) Mr. Pritpal Singh, Mr. Tanjot Sethi and Mr. Bibhuti 
Bhusan Biswal designed “A Smart Anti-theft System for Vehicle 
Security”; they used GPS, GSM and microcontroller to determine 
the location of the vehicle after the theft crime and cutoff the 
power of engine [5]. 
 

In (2015) Mr. Vaishanavi, Mr. K.Priyanga and Mr. 
S.Sangeetha designed “Vehicle Security System Using GSM 
Technology”; they used Vibration Sensor, LCD, Buzzer, GSM 
and microcontroller to protect the vehicle from being stolen [6]. 
 

2.2. Microcontroller 

The microcontroller is simply a computer on a chip. It is one of the 
most important developments in electronics since the invention of the 
microprocessor itself. It is essential for the operation of devices such as 
mobile phones, DVD players, video cameras, and most self-contained 
electronic systems. The small LCD screen is a good clue to the presence 
of an MCU (Microcontroller Unit) – it needs a programmed device to 
control it. Working sometimes with other chips, but often on its own, the 
MCU provides the key element in the vast range of small programmed 
devices which are now commonplace. 
Although small microcontrollers are complex, and we have to look 
carefully at the way the hardware and software (control program) work 
together to understand the processes at work. 
This research will show how to connect the (PIC16F877A) 
microcontrollers to the outside world, and put them to work. 
(PIC16F877A) has a good range of features and allows most of the 
essential techniques to be explained. It has a set of serial ports built in, 
which are used to transfer data to and from other devices, as well as 
analogue inputs, which allow measurement of inputs such as 
temperature. 

The microcontroller’s programming language is relatively simple as 
compared with a microprocessor’s programming language such as the 
Intel Pentium™, which is used in the PC.  
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The supporting documentation for the PIC MCU is well designed, and a 
development system, for writing and testing programs, can be 
downloaded free from the Microchip website (www.microchip.com). [7] 

 

2.2.1.   Processor System 

The microcontroller contains the same main elements as any 
computer system: 

 Processor. 
 Memory. 
 Input/Output. 

In a PC, these are provided as separate chips, linked together via bus 
connections on a printed circuit board, but under the control of the 
microprocessor (CPU). A bus is a set of lines which carry data in parallel 
form which are shared by the peripheral devices. The system can be 
designed to suit a particular application, with the type of CPU, size of 
memory and selection of input/output (I/O) devices tailored to the 
system requirements. In the microcontroller, all these elements are on 
one chip. This means that the MCU for a particular application must be 
chosen from the available range to suit the requirements. In any given 
circuit, the microcontroller also tends to have a single dedicated function 
(in contrast to the PC); this type of system is described as an embedded 
application (Figure 2.1). [7] 

 
Figure (2.1) Embedded System Components 
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2.2.2.  PIC 16F877A Architecture 

Microcontrollers contain all the components required for a processor 
system in one chip: a CPU, memory and I/O. A complete system can 
therefore be built using one MCU chip and a few I/O devices such as a 
keypad, display and other interfacing circuits. We will see in this 
research how this is done in practice in our typical microcontroller. [7] 

 
2.2.3.  PIC 16F877A Pins 

Let us first consider the pins that are seen on the IC package, and we 
can then discover how they relate the internal architecture. The chip can 
be obtained in different packages, such as conventional 40-pin DIP (Dual 
In-Line Package), square surface mount or socket format. The DIP 
version is recommended for prototyping, and is shown in Figure (2.2). 

 

 
   

 Figure (2.2) PIC 16F877A in/out pins 
 
Most of the pins are for input and output, and arranged as 5 ports: A (5), 
B (8), C (8), D (8) and E (3), giving a total of 32 I/O pins. These can all 
operate as simple digital I/O pins, but most have more than one function, 
and the mode of operation of each is selected by initializing various 
control registers within the chip. Note, in particular, that Ports A & E 
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become ANALOGUE INPUTS by default (on power up or reset), so 
they have to set up for digital I/O if required. 
Port B is used for downloading the program to the chip flash ROM (RB6 
and RB7), and RB0 and RB4–RB7 can generate an interrupt. Port C 
gives access to timers and serial ports, while Port D can be used as a 
slave port, with Port E providing the control pins for this function. All 
these options will be explained in detail later. 
The chip has two pairs of power pins (VDD_5V nominal and VSS_0 V), 
and either pair can be used. The chip can actually work down to about 2 
V supplies, for battery and power saving operation. A low frequency 
clock circuit using only a capacitor and resistor to set the frequency can 
be connected to CLKIN, or a crystal oscillator circuit can be connected 
across CLKIN and CLKOUT. MCLR is the reset input, when cleared to 
0, the MCU stops, and restarts when MCLR _ 1. This input must be tied 
high allowing the chip to run if an external reset circuit is not connected, 
but it is usually a good idea to incorporate a manual reset button in all 
but the most trivial applications. [7] 
 

2.2.4. PIC 16F877A Block Diagram 

A block diagram of the 16F877A architecture is given in Figure (2.3), 
which emphasizes the program execution mechanism. 
The main program memory is flash ROM, which stores a list of 14-bits 
instructions. These are fed to the execution unit, and used to modify the 
RAM file registers. These include special control registers, the port 
registers and a set of general purpose registers which can be used to store 
data temporarily. A separate working register (W) is used with the ALU 
(Arithmetic Logic Unit) to process data. Various special peripheral 
modules provide a range of I/O options. 
There are 512 RAM File Register addresses (0–1FF h), which are 
organized in 4 banks (0–3), each bank containing 128 addresses. The 
default (selected on power up) Bank 0 is numbered from 0 to 7Fh, Bank 
1 from 80h to (FF h) and so on. These contain both Special Function 
Registers (SFRs), which have a dedicated purpose, and the General 
Purpose Registers (GPRs). The SFRs may be shown in the block 
diagram as separate from the GPRs, but they are in fact in the same 
logical block, and addressed in the same way. 
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Deducting the SFRs from the total number of RAM locations and 
allowing for some registers which are repeated in more than one bank, 
leaves 368 bytes of GPR (data) registers. 
 

 
       
 

Figure (2.3) PIC 16F877A Block Diagram 
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2.3. Liquid Crystal Display (LCD) 

The LCD is now a very common choice for graphical and 
alphanumeric displays, these ranges from small, 7-segment monochrome 
numerical types such as those used in digital MultiMate’s (typically 3 ½ 
digits, maximum reading 1.999) to large, full color, high-resolution 
screens which can display full video. Here we shall concentrate on the 
small monochrome, alphanumeric type which displays alphabetical, 
numerical and symbolic characters from the standard ASCII character 
set. This type can also display low-resolution graphics, but we will stick 
to simple examples. A circuit is shown in Figure (2.4). 

 

 
 

Figure (2.4) PIC 16F877A and LCD connection circuit 
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The display is a standard LM016L which displays 2 lines of 16 
characters (16, 2). Each character is 5_8 pixels, making it 80_16 pixels 
overall. In the demo program, a fixed message is displayed on line 1, 
showing all the numerical digits. The second line finishes with a 
character that counts up from 0 to 9 and repeats, to demonstrate a 
variable display. The display receives ASCII codes for each character at 
the data inputs (D0–D7). The data is presented to the display inputs by 
the MCU, and latched in by pulsing the E (Enable) input. 
The RW (Read/Write) line can be tied low (write mode), as the LCD is 
receiving data only. 
The RS (Register Select) input allows commands to be sent to the 
display. 
RS_0 selects command mode, RS_1 data mode. The display itself 
contains a microcontroller. [7] 
 
2.4. Keypad Input 

A keypad is simply an array of push buttons connected in rows and 
columns, so that each can be tested for closure with the minimum 
number of connections Figure (2.5). There are 16 keys on a phone type 
pad (0–9, =, ON/C, +, -, ×, ÷), arranged in a (4, 4) matrix. The columns 
are labeled 1, 2, 3, 4 and the rows A, B, C, D. If we assume that all the 
rows and columns are initially high, a keystroke can be detected by 
setting each row low in turn and checking each column for a zero. 

 

 
       

Figure (2.5) Keypad inside connections 
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In the KEYPAD circuit in Figure (2.6) the 8 keypad pins are 
connected to Port D. Bits 4–7 are initialized as outputs, and bits 0–3 used 
as inputs. These input pins are pulled high to logic 1. The output rows 
are also initially set to 1. If a 0 is now output on row A, there is no effect 
on the inputs unless a button in row A is pressed. If these are checked in 
turn for a 0, a button in this row which is pressed can be identified as a 
specific combination of output and input bits. 
A simple way to achieve this result is to increment a count of keys tested 
when each is checked, so that when a button is detected, the scan of the 
keyboard is terminated with current key number in the counter. This 
works because the (non-zero) numbers on the keypad arranged in order: 
Row A:  7, 8, 9, ÷ 
Row B:  4, 5, 6, × 
Row C:  1, 2, 3, - 
Row D:  ON/C, 0, =, + 
 
Following this system, the (ON/C) symbol is represented by a count of 
13 (0Dh), zero by 14(0Eh), (=) by 15 (0Fh) and (+) by 16(00000010h). 
[7] 
 

 
 

Figure (2.6) PIC 16F877A and Keypad connection circuit 
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2.5. GSM Modules  

The GSM family (GSM, GPRS, and EDGE) has become one of the 
most successful technical innovations in history. As of June 2008, more 
than 2.9 billion subscribers were using GSM, corresponding to a market 
share of more than 81%, and its story continues, even now, despite the 
introduction and development of next-generation systems such as IMT-
2000 or UMTS (3G) and even systems beyond 3G, dubbed IMT-
Advanced. 
At the same time, wireless local area networks have substantially 
expanded the wireless market, sometimes drawing market share from 
GPRS and 3G (e.g. in public Wi-Fi hotspots), sometimes coexisting (e.g. 
in UMTS home routers used as a replacement for fixed wire 
connections). However, these are used typically for low mobility 
applications. Mobile communication with all of its features and stability 
has become increasingly important: cellular and GSM technology, plus, 
of course, lately 3G, GSMs sister technology, so-to-say. 
Another impressive trend has emerged since our last edition: the 
permanent evolution in the handheld market, producing fancy mobile 
phones with cameras, large memory, MP3 players, Email clients and 
even satellite navigation. These features enable numerous nonvoice or 
multimedia applications, from which, of course, only a subset is or will 
be successful on the market. [8] 
 

2.5.1.  The Idea of Unbounded Communication 

Communication everywhere, with everybody, and at any time – that 
was the dream and goal of researchers, engineers and users, since the 
advent of the first wireless communication systems. Today it feels like 
we have almost reached that goal. Digitalization of communication 
systems, enormous progress in microelectronics, computers and software 
technology, the invention of efficient algorithms and procedures for 
compression, security and processing of all kinds of signals, as well as 
the development of flexible communication protocols have all been 
important prerequisites for this progress. Today, technologies are 
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available that enable the realization of high-performance and cost-
effective communication systems for many application areas. 
Using current wireless communication systems, the most popular of 
which is GSM (Global System for Mobile Communication), we see that 
we have the freedom to not only roam within a network, but also 
between different networks, and that we can in fact communicate 
(almost) everywhere (unless we are in one of the rare spots still without 
GSM coverage today), with (almost) everybody (unless our desired 
communication partner is in one of the rare spots mentioned above or 
chooses not to be reachable), and at (almost) any time (unless we forgot 
to pay our last phone bill and the operator decides to lock us out). 
If there is one major aspect still missing in order to make our wireless 
experience flawless, it is the large (albeit diminishing) gap between data 
rates available through wireless services and those available through 
wired services, such as Digital Subscriber Line (DSL). This and the 
limited capability of data representation at the mobile terminal (mostly 
due to the limited size of mobile phones) is one of the main challenges 
for future developments in wireless communication. 
GSM technology contains the essential intelligent functions for the 
support of personal mobility, especially with regards to user 
identification and authentication, and for the localization and 
administration of mobile users. 
Here it is often overlooked that in mobile communication networks by 
far the largest part of the communication occurs over the fixed network 
part, which interconnects the radio stations (base stations). Therefore, it 
is no surprise that in the course of further development and evolution of 
the telecommunication networks, a lot of thought has been given to the 
convergence of fixed and mobile networks. 
In the beginning, GSM was used almost exclusively for speech 
communication; however, the Short Message Service (SMS) soon 
became extremely popular with GSM users: several billion text messages 
are being exchanged between mobile users each month. 
In the mean time, additional data services have been realized most 
notably the High Speed Circuit Switched Data (HSCSD) and the General 
Packet Radio Service (GPRS), which enable improved data rate 
performance by allowing for more than one GSM timeslot to be used by 
a terminal for a service at a time. 
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The driving factor for new (and higher bandwidth) data services 
obviously is wireless access to the Internet. To this end, the Wireless 
Application Protocol (WAP) is also explained in this book. These 
additions are already working towards closing the gap between wireless 
and fixed networks that we discussed above. [8] 
 

2.5.2.  The Success of GSM 

The relevance of the GSM standard today becomes obvious when we 
take a brief look at the success story of GSM so far and keeping in mind 
that many countries are still working towards full wireless coverage, 
mainly by deploying GSM. GSM was initially designed as a pan-
European mobile communication network, but shortly after the 
successful start of the first commercial networks in Europe, GSM 
systems were also deployed on other continents (e.g. in Australia, Hong 
Kong and New Zealand). In the meantime, as of May 2008, 670 
networks in 208 countries are in operation according to GSM world. 

In addition to GSM networks that operate in the 900 MHz frequency 
band, other so-called Personal Communication Networks (PCNs) and 
Personal Communication Systems (PCSs) are in operation. They use 
frequencies around 1800 MHz, or around 1900 MHz in North America. 
Apart from the peculiarities that result from the different frequency 
range, PCNs/PCSs are full GSM networks without any restrictions, in 
particular with respect to services and signaling protocols. International 
roaming among these networks is possible based on the standardized 
interface between mobile equipment and the Subscriber Identity Module 
(SIM) card, which enables personalization of equipment operating in 
different frequency ranges (SIM card roaming). Now that UMTS 
technology has been integrated by most wireless providers into their 
networks, roaming not only between providers but also between different 
technologies is already state of the art. To this end, multi-band and 
multi-standard terminals have been developed and are considered 
commonplace today. Users of state-of-the-art terminals with a SIM card 
from one of the major providers in Europe can use their terminals in 
different frequency ranges as well as in GSM and UMTS networks, 
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without having to configure or select anything. The terminals roam 
between different networks and technologies automatically. [8] 
 

2.6. Sensors 

The devices that inform the control system about what is actually 
occurring are called sensors (also known as transducers), which are 
capable of converting a physical quantity to a more readily manipulated 
electrical quantity. As an example, the human body has an amazing 
sensor system that continually presents our brain with a reasonably 
complete picture of the environment, whether we need it all or not. For a 
control system, the designer must ascertain exactly what parameters need 
to be monitored. In virtually every engineering application there is the 
need to measure some physical quantities, such as displacements, speeds, 
forces, pressures, temperatures, stresses, flows, and so on, and then 
specify the sensors and data interface circuitry to do the job. Many times 
a choice is possible. For example, we might measure fluid flow in a pipe 
with a flow meter, or we could measure the flow indirectly by seeing 
how long it takes for the fluid to fill a known-sized container. The choice 
would be dictated by system requirements, cost, and reliability. 

The key issues in the selection of sensors are: (a) the field of view 
and range; (b) accuracy; (c) repeatability and resolution; (d) 
responsiveness in the target-domain; (e) power consumption; (f) 
hardware reliability; (g) size; and (h) interpretation reliability. 
Most sensors work by converting some physical parameter such as 
temperature or position into an electrical signal or electrical quantity 
(e.g. voltage or current). This is why sensors are also called transducers, 
which are devices that convert energy from one form to another. 
Generally sensors classified into distance, movement, proximity, 
stress/strain/force, and temperature. There are many commercially 
available sensors but we have picked on the ones that are frequently used 
in mechatronics applications. [10] 
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2.6.1. Proximity Sensors 

2.6.1.1. Limit Switches 

A proximity sensor simply tells the controller whether a moving part 
is at a certain place. A limit switch is an example of a proximity sensor. 
A limit switch is a mechanical push-button switch that is mounted in 
such a way that it is actuated when a mechanical part or lever arm gets to 
the end of its intended travel. For example, in an automatic garage-door 
opener, all the controller needs to know is if the door is all the way open 
or all the way closed. Limit switches can detect these two conditions. 
Switches are fine for many applications, but they have at least two 
drawbacks: (1) Being a mechanical device, they eventually wear out, and 
(2) they require a certain amount of physical force to actuate. Two other 
types of proximity sensors, which used either in optics or magnetic to 
determine if an object is near, In this proposed system we will use the 
mechanical one and its shown in the figure (2.7) below. [10] 

 
 
 

Figure (2.7) Limit switch sensor 
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2.6.2. Switches 

A mechanical switch is a device that can open or close, thereby 
allowing a current to flow or not. As you have no doubt observed, 
switches come in many different shapes, sizes, and configurations. 

 
2.6.2.1. Push-Button Switches 

Push-button switches [Figure (2.8 (a))] are almost always the 
momentary type—pressure must be maintained to keep the switch 
activated. Figure (2.8 (b-d)) shows the symbol for the push-button 
switch. Notice there are two configurations possible: normally open 
(NO) and normally closed (NC). For the NO switch [Figure (2.8 (b))], 
the contacts are open until the button is pushed; and for the NC switch 
[Figure (2.8 (c))], the contacts are closed when the switch is “at rest” and 
open when the button is pushed. [9] 

 
 

 
 

 

Figure (2.8) Push-Button Switches 
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Chapter Three 

Design of a Smart Security System 

3.1. Introduction 

In this proposed work, a novel method of vehicle security and locking 
system used to protect the vehicle from theft crimes by using embedded 
system and GSM technology. This system will turn to sleep mode only 
by entering the correct password while the vehicle handled by the owner 
or authorized person otherwise will be in active mode, and the mode of 
operation changed by in person only. In this system, and after typing the 
correct password, the system will turn into a sleep mode, and in case if 
the driver door opened, the system will turn into an active mode again, 
actually the door’s sensor will send a signal to the microcontroller as a 
reset, and then the user will asked again to type the password. In this 
system we interfaced PIC16F877A microcontroller with GSM modem to 
decode the received message and do the required action. The protocol 
used for this communication between the two is AT command. The 
commands are standard AT. A Serial communication is used for data 
communication between GSM modem and PIC16F877A, 
microcontroller commands (instruction) the GSM modem to send a 
message alert to the vehicle owner, the GSM modem will issues the 
message (CAR ATTACKED) to the car owner or authorized person in 
case if  three times failure in typing the correct password by using the 
keypad, beside that, the microcontroller will issue a cutoff signal to the 
ignition system and the fuel pump system of the engine to immediately 
shutdown the power of the engine, which means all the systems will be 
locked. To restart the system of the vehicle, authorized person needs to 
enter the unlock code at the first step and the correct passwords at the 
second step. 

 

3.2. System Block Diagram 

The Block diagram of Vehicle’s security system based on GSM 
technology is shown in the figure (3.1). It consists of the power supply 
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section, keypad, Relays, GSM, microcontroller, RS232 connector, LCD 
and the door sensor. 

The GSM board has a valid SIM card with a sufficient recharge amount 
to make outgoing SMS. The circuits powered by +5v Dc. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

         

 

 

Figure (3.1) 

System Block Diagram 
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3.3. System Flow Chart 

Firstly the user will getting inside the car and starts the engine. The 
user will be asking to type the password code to allow the authorized 
persons to drive the car, specifically to use the throttle device through the 
fuel pedal which its allow the vehicle to accelerate and allows the 
vehicle to move, and then the system will check the entered password 
through the keypad, notice that the user has only three times efforts to 
enter a valid password. After verification the user can drive the vehicle 
smoothly and simply, and the security system will turn to deactivate 
mode, and the system will be in waiting mode for any interruption signal 
to turn again to active mode. The interruption signal can be generated by 
shutting off the engine or by opening the door during the engine in a 
running mode.  

But in case the three times efforts were invalid, then automatically one 
SMS will send to the registered mobile number and the main power 
source will shut down and the user will be asking to enter the unlock 
code first, and if the user entered the correct unlock code then the user 
will be asking again to enter the password code. Figure (3.2) will 
illustrate the sequences of the system. 
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Figure (3.2) System Flow Chart 
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3.4. GSM Configuration 

The configuration of the GSM modem in this proposed work done as 
the following steps: 

 Set the serial connector in the Proteus simulation to the COM1as 
shown in figure (3.3) 
 
 

 
 

Figure (3.3) GSM Configuration 
 

 
From simulation the serial connector will be configurated as shown in 

the above figure by specified the Serial connector properties to 
compatible the properties of the port of the computer, which will be 
connected to the GSM. We will set the physical port, physical baud rate, 
physical data bits, virtual baud rate and virtual data bits as shown in the 
figure (3.3). 
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 Set the USB that used to connect to the GSM modem to the 
COM1 as shown in figure (3.4) 

 

 

 

 

 

 
 
 

Figure (3.4.a) COM1 Configuration Steps 
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From computer properties we will select the device manager, and 
then will open the sub menu of the modems, then we will open the 
properties of the USB modem to configure the properties of the USB 
port of the computer to be compatible to the serial connector on the 
simulation as shown in figures (3.4.a), (3.4.b) and (3.4.c). 
All steps of this configuration just to implement the system of the 
vehicles security as designed on the Proteus simulation and get direct 
result from the GSM modem. 
 
 
 
 
 

 

 

 

Figure (3.4.b) COM1 Configuration Steps 
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Figure (3.4.c) COM1 Configuration Steps 

 

3.5. Sending SMS Text 

A GSM modem is a specialized type of modem which accepts a 
subscriber identity module (SIM) card and operates over a subscription 
to a mobile operator just like a mobile phone. The PIC communicates 
with the modem and a further piece of equipment using sequential 
protocol. The GSM modem is controlled by the microcontroller that 
sends signals to the GSM to receive and transmit messages. The working 
of GSM modem is based on commands, the commands always start with 
AT (which means ATtention) and finish with a <CR> character. In this 
proposed work the step to send a message to the owner will done as 
following step: 

- AT 
- AT+CMGF=1 
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- AT+CSCA=\"01250783330\" (call center) 
- AT+CMGS=\"0920106977\" (owner number) 
- "Car Attacked" (the message) 

 

3.6. RS 232 Connection 

The RS-232 standard was established in 1960 by the Electronic 
Industry Association (EIA) for interfacing between a computer and a 
modem.  
-1963: RS232A.  -1965: RS232B.  -1969: RS232C. 
 
RS232 is a serial I/O interfacing standard as shown in figure(3.5), and in 
this proposed work we will use a 9-wire cable with a male and a female 
DB-9 pin connector attached to either end, table (3.1) shown the 
description of the pins. 
9-pin connector is more commonly found in PCs but it covers signals for 
a synchronous serial communication only.  

 

 

 

Figure (3.5) RS 232 Connection 
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Table (3.1) RS 232 Pin’s Description 

 

 

3.6.1. RS 232 Connection Configuration 

The default settings for RS-232 communication are set to 9600 baud, 
8 bits, no parity, and no software handshaking. Only the Transmit (TX), 
Receive (RX), and Ground signals are used. The Request to Send (RTS) 
and Clear to Send (CTS) signals are tied together at the board level so 
that devices requiring the CTS signal will always be enabled to send 
data. This works because the device will set its own RTS signal high, so 
connecting these two signals will ensure that CTS will be held high as 
long as the device is connected. If an attached device requires settings 
different from the board default, this can be changed in the software with 
the exception that this board does not accommodate devices that require 
handshaking beyond the CTS signal. 
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Figure (3.3) GSM Configuration 

3.7. Ports Configurations 

 Port A: Not used. 
 Port B: Connected to the LCD. 
 Port C: the configuration as following as shown in table (3.2): 

Table (3.2) Port C Configuration 

Port 
pin 

Connected to 

C0 Main relay (power source) 
C1 Relays (ignition/fuel pump) 
C2 LED (System active/not active) 
C3 Not used 
C4 Not used 
C5 Not used 
C6 (TX) GSM Modem 
C7 (RX) GSM Modem 
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 Port D: Connected to the keypad. 
 Port E: not used. 

 
3.8. LCD Configuration 

Liquid Crystal Display (LCD) used in this proposed work as showing 
in figure (2.4)  as discussed in chapter (2) connected to port B as shown 
in table (3.3) as following: 
 
Table (3.3) LCD Configuration & Connection  

 
Pin no. Description Pin no. Description 

Pin1 Ground  Pin9 D2 Not used 
Pin2 VCC (+5) Pin10 D3 Not used 
Pin3 contrast Pin11 D4 
Pin4 Data/command 

(R/S) 
Pin12 D5 

Pin5 Read/Write Pin13 D6 
Pin6 Enable  Pin14 D7 
Pin7 D0 Not used Pin15 - 
Pin8 D1 Not used Pin16 - 

 

 

 

 

Figure (3.6) Liquid Crystal Display (LCD) 
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3.9. Keypad Configuration 

In this proposed work the keypad used as showing in figure (2.6) as 
discussed in chapter (2) connected to port D as shown in table (3.4) as 
following: 

Table (3.4) Keypad Configuration & Connection  

Pin No. Description 
Pin1 Colum 1 
Pin2 Colum 2 
Pin3 Colum 3 
Pin4 Colum 4 
Pin5 Row A 
Pin6 Row B 
Pin7 Row C 
Pin8 Row D 

 

3.10. Circuit Diagram 

In this proposed work the circuit diagram of the entire system as 
shown in figure (3.8), which shown the all components starting from the 
power supplying unit (Battery DC), relay 2 to connect and disconnect the 
power to the entire system, relay 1 to connect and disconnect the power 
to the fuel and ignitions systems, keypad to insert the required passwords 
(CODE, UNLOCK), LCD to inform the authorized person about the 
system status and what the user exactly should insert to the system, 
RS232 to connect the GSM module to the microcontroller, GSM module 
to sent SMS to the authorized persons and  to inform the users the 
vehicles had been used illegally, door switch to reset the system and turn 
the system to the active mode in case it was in sleep mode or deactivated 
mode, and finally the microcontroller (PIC 16F877A) to run all the 
system operations. In this proposed work and as shown in the figure 
(3.7); the relay 2 considerer to be the main relay of the system and 
responsible of cutting off and supplying the power to the entire system. 
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Figure (3.7) System Circuit Diagram 

Notice that the relay 2 working in the first level of this system. So when 
the system asks for the UNLOCK CODE and the user couldn’t to enter 
the correct password then the relay 2 will cut off the power. Relay 1 
responsible of cutting and supplying the power to fuel and ignitions 
systems, notice that the relay 1 working only in the second level of the 
system. So when system asks for the password CODE and the user 
couldn’t to enter the correct one then relay 1 automatically will 
shutdown the engine by cutting off the power to the fuel and ignitions 
systems. 

The switch connected to the keypad presented the throttle sensor. So 
when the users try to drive the vehicle by pushing the fuel’s pedal the 
switch will work and pass signal to the microcontroller, and the system 
will check the registers if they already got the password. So if the 
registers got the correct password then the system will work perfectly 
and if not the system will shutdown the engine and will wait for the 
correct password. 



33 
 

3.11. Required Software’s 

3.11.1. Mikro C 

MikroC is a powerful, feature rich development tool for PICmicros, 
it’s designed to provide the costumer with the easiest possible solution 
for the developing application for the embedded systems, without 
compromising performance or control. 

Mikroc allowed you to quickly develop and deploy complex application: 

 Write your C source code using the highly advanced code editor. 
 Use the included MikroC liberties to dramatically speed up the 

development: data acquisition, memory, displays, conversations, 
communications…… 

 Monitor your program structure, variables and functions in the 
code explorer. Generate commented, human-readable assemble, 
and standard HEX compatible with all programs. 

 Inspect program flow and debug executable logic with the 
integrated debugger. Get detailed reports and graphs on code 
statistics, assembly listing, calling tree…. 

 So many examples to expand, develop, and use as building bricks 
in your project. 
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Figure (3.8) MiKro C Software Interface 

 

3.11.2. Proteus v7.7  

Proteus PCB design combines the ISIS schematic capture and ARES 
PCB layout programs to provide a powerful, integrated and easy to use 
suite of tools for professional PCB. All Proteus PCB design products 
include an integrated shape based auto router and a basic SPICE 
simulation capability. More advanced router modes are included in 
Proteus PCB design level 2 and higher whilst simulation capabilities can 
be enhanced by purchasing the advanced simulation option and/or micro-
controller simulation capabilities. 

ISIS lies at the heart of the Proteus system, and is far more than just 
another schematics package. It combines a powerful design environment 
with the ability to define most aspects of the drawing appearance. 
Whether your requirement is the rapid entry of complex design for 
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simulation and PCB layout, or the creation of attractive schematics for 
publication, ISIS is the tool for the job. 

 

 

 

 

Figure (3.9) Proteus Software Interface 
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Chapter Four 

Simulation Result and Discussion  

4.1. Results and Discussion 

 Various test was carried out before, during and after the construction 
has been completed. Each unit selected was tested and confirmed 
efficient. After the construction of the entire system, the program has 
been written and tested into the microcontroller simulation program by 
using PROTEUS SOFTWARE. After all of that the GSM modem 
interfaced to the PROTEUS SOFTWARE through the computer’s I/O 
units, and then all of the system tested and the result was OK as it 
performed the objective of the design. In case of entering a wrong 
password, the system automatically disconnected the ignition and fuel 
pump system, and after three times of entering a wrong password, the 
system automatically disconnected the main power supply and sent a text 
message to the owner or authorized person. 

After three times failures to enter a valid password, vehicle’s main 
power will be shut down. To start the engine again and drive the vehicle 
normally, the user most enter a valid unlock code to reconnect the main 
power to the vehicle’s engine again, and after that the user most enter a 
valid password code to deactivate the security system. 

The mission of the design was accomplished. The entire system has 
tow output, which are: - the output from the controller to shutdown the 
ignitions and fuel system and shutdown the entire system after three 
times failures of typing a valid password, and the output from the GSM 
modem to sent text message to the owner of the vehicle. The system 
powered and was tapped from car battery and for this reason it made it 
easier for dc use. With these a system that sends text message as 
alarming to the vehicle’s owner is designed and implemented. 

This proposed anti-theft Security System for vehicles is simulated 
using PROTEUS SOFTWARE and their results are obtained and had 
been presented here. The following points will illustrate how the system 
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is working and what exactly should the users to do to keep their vehicles 
in safe conditions. 

 The following figure (4.1) shows the complete construction of 
system circuit. 

 

 

 

 

Figure (4.1) Entire System’s Circuit 

 

 The figure (4.2) below shows the simulation result when a valid 
password entered to the system. The system will issue the 
following response: 

 The LCD will issue “CAR OK” message displayed on the screen. 
 The red LED will turn off to indicate the system turned to sleep 

mode, while ignitions and fuel systems will work normally and 
perfectly. 
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Figure (4.2) System Turned to Sleep Mode 

 

 The figure (4.3) below shows the simulation result when not a 
valid password entered to the system. The system will issue the 
following response: 

1. The LCD will issue “WRONG CODE” message displayed on 
the screen. 

2.  The red LED will be ON to indicate the system still 
activated. 

3. The ignitions and fuel systems will be disconnected from the 
power supply through relay1. 

The proposed system in the second level of the security will check 
the password combination one by one, and that means if the user 
entered the first digit and was wrong, the system will response 
immediately and will cut off the engine’s power and the system 
will start counting the failure of trying. Notice that the second 
level of the security system’s password combination contained a 
five digits “(1, 5) matrix” and the number of errors entrance 
allowed in this level of security limited to three times only.  
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In this proposed system the correct password is “1, 9, 8, 1, C”. 
When the user start insert the password by typing the first digit 
“1” and followed by the second digit “8” the system will not 
accept it. As you realized digit “8” actually included the 
combination of the password but not in the exactly position of the 
combination sequences when the user inserted it. After 
disconnected the engine’s power, the user can normally restart the 
engine again but still the user most insert a valid password to drive 
the vehicle. 

 

 

 

Figure (4.3) System on Activated Mode 

 

 The figure (4.4) below shows the simulation result when a three 
time’s not a valid password entered to the system. The system will 
issue the following response: 

1. The LCD will issue “ENTER UNLOCK” message displayed 
on the screen. 

2.  The red LED will be alarming on to indicate the system still 
activated. 
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3.  The ignitions and fuel systems will be disconnected from 
power supply through relay1. 

4.  The main relay2 will turn to OFF mode and that will cut off 
the all system’s power. 

5. The very important issue of the system in this case, the 
system will send “CAR ATTACKED” SMS to the owner or 
the authorized person to inform him the car had been illegally 
used. 

 
 
 
 

 

 

Figure (4.4.a) System Sending SMS to the Owner 
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Figure (4.4.b) System Shutting Down the Entire Power 

 

In this case, the system had turned to the first level of the security 
after three times of failures in entering the correct password. As 
shown in figure (4.4), the system asking for entering the unlock 
code, which is a combination of a three digits. But in the first level 
of the security, the system will check the password’s combination 
after typing  the all digits of the password, that means the user 
required to enter a three digits and then the system will check it if 
it’s valid or not. 

If the unlock code was wrong the system will ask the user again to 
enter the code and the main power supply will remind in the shut 
down mode. But if it’s correct, the system immediately will 
response and will reconnect the main power supply through the 
main relay2, and the user will be able to start the engine but 
cannot drive the vehicle. Notice that the first level of the security 
system’s password contained a three digits “(1, 3) matrix”. 
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Chapter Five 

Conclusions and Recommendations 

5.1. Conclusion 

          In this research, we have proposed a novel method of vehicle 
security and locking systems used to protect the vehicles by using 
microcontroller and GSM technology. Vehicles security system is 
becoming a very important these days cause the theft crimes of vehicles 
become very higher than any crime cases else. This system turns to the 
sleeping mode by the owner or authorized persons only; otherwise the 
system will be in active mode. This proposed anti-theft protection system 
has two stages of security levels. When the theft succeed illegally to 
enter inside the vehicle and succeed to turn on the engine, the theft most 
enter the second level of the security system’s password by using the 
keypad to drive the vehicle, and if he failed to enter a valid password the 
system will turn off the engine and after three times failures for entering 
the correct password the system will turn to the first level of the security 
system’s password and the entire power of the vehicle will cutoff 
through the main relay and the system will send SMS to the owner or the 
authorized persons. 

To restart the engine again, authorized person needs to enter the first 
level security password as the first stage and then the second level 
security password as the second stage. 
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5.2.  Recommendations 

The proposed system based vehicles Security System is perceived to 
be an upcoming technology which will make use of microcontroller in 
the most optimum manner. This proposed anti-theft security system 
when put into proper functioning will keep the vehicle in a secure mode 
and significantly the owner will reduce thinking about the likelihood of 
vehicle being stolen. This proposed system will provide a cheap, reliable 
and efficient solution for vehicles theft crimes which can be 
implemented by anyone on any car. 
For future work: 

 More security methods will add since the microcontroller can 
perform more tasks. 

 Connect the system by internet to simplify the control of the 
vehicle. 

 Upgrade the system according to the vehicles since the vehicles 
become more complicated. 
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Appendix 

 

 
 

Figure (1) Pin Diagrams 
 
 
 
Table(1) Pic16f87xa Device Features 
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Figure (2) Pic16f87xa Voltage-Frequency Graph (Industrial, Extended) 
 

 
 
Figure (3) Pic16lf87xa Voltage-Frequency Graph (Industrial) 


