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Abstract

This study comprises Four chapters from chapter six till chapter nine
each et them provides particular subject.

Chapter six speaks about risk management , it's frame work and it's
importance and role in developing and in proving border manage
meant. Chapter seven speaks about information and communications
technology and how it contributes in improvement and modernization
at border manage emend. Chapter eight pageants a detailed explanation
for national single window it's key factors in success, it's functional
and technical arch intestines and some good practice models of single
windows . Chapter nine speaks about in for motion and
communications tech only procurement for burger management.
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Core border management disciplines:

risk based compliance management

100

border agency and the international trading commu-
nity. It is this approach that border agencies should
be secking to achieve.

The application of risk management

Effective application of the principles of risk man-
agement is the key to achieving high levels of both
control and facilitation, and border agencies that
are able to achieve this state (the balanced approach
in figure 6.1) do so through the effective use of risk
management. In contrast, agencies in a state of total
crisis management (zero facilitation, zero control)
are adoptinga compliance management strategy that
is devoid of risk management.

So what is the risk in the term risk manage-
ment? From the perspective of a border agency it is
best defined as the chance of something happening
that will have an impact on organizational objectives
(see below, where the concept of risk is further dis-
cussed). A border management strategy that includes
some clement of control, however small, essentially
represents a method of treating potential noncom-
pliance with border requirements. Equally, a border
management strategy that achieves some degree of
facilitation essentially represents a method of treat-
ing the potential failure to facilitate trade.

As noted previously, border agencies around the
world are responsible for managing a broad range of
risks as they seek to fulfill their responsibilities in
areas such as revenue collection, sanitary and phyto-
sanitary standards, community protection, and the
facilitation of trade and travel—and there are the
interagency coordination issues implicit in such a
multifaceted environment.

Customs often is the lead, or the agency with del-
egated authority required to manage risks on behalf of
other government departments and agencies such as
health, immigration, agriculture, trade, environment,
and statistics. This is generally achieved through the
administration and enforcement of a diverse range of
agreed control regimes pursuant to service level agree-
ments between the respective agencies (Widdowson
2007). Risk management activities might include the
analysis of internal risks, such as those impacting on
public confidence, and external risks, such as declines
in economic outlook (a global financial crisis or health

risks associated with swine or bird flu).
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In recent times border agencies around the world
have seen a dramatic increase in workload across all
arcas of activity, fueled by the technological ad-
vances that have revolutionized trade, transport, and
transmission of information. At the same time, there
is a universal trend toward ensuring that public sec-
tor responsibilities are carried out as effectively and
cfficiently as possible. This often means that border
management agencies are requircd to operate in an
environment of static or even decreasing resources
(Holloway 2009, p. 14), and it is in this context that
agencies have been exploring more structured meth-
ods of managing risk.

Risk management is a technique that facilitates
the effective allocation of resources. Risk manage-
ment as a concept is nothing new, and there is no
doubt that the vast majority of border agencies have
in place some form of risk management procedures
or guidelines, either formal or informal. For ex-
ample, as noted above, no border agency is going to
check each and every single passenger, consignment,
carrier, or crew member. Nor is it likely to have the
resources to do so. So-called nonintrusive detection
technologies have improved levels of intervention
but still rely on risk management to make their ef-
fectiveness as high as possible. In other words, risk
management is at the heart of border management
efficiency and effectiveness.

Through the use of a variety of risk manage-
ment techniques, which vary considerably in levels
of sophistication and effectiveness, border agencies
worldwide seek to identify the risks associated with
cross border transactions and activities and to focus
their resources where they are likely to achieve the
best results. Sustaining the effectiveness of that risk
based approach to resource allocation involves the
creation of an evaluation and continuous improve-
ment cycle. Such a cycle allows border agencies to
learn from the results of the application of particu-
lar strategies and to predict future risks, rather than

simply react to such risks as they emerge.

Risk as a concept
The concept of risk has two elements:
o The likelihood of something happening.
o The consequences if it happens.
The level of risk is the product of the likelihood

of a risk occurring and the consequences if it does



occur. Action taken to manage a risk needs to ad-
dress the likelihood of an event occurring, the con-
sequences if it does, or both. Further action is then
required to ensure that activities designed to miti-
gate risk (often referred to as risk treatments) achieve
their planned objectives. As previously discussed,
ongoing monitoring or evaluation is required in
case changes in internal and external factors cause a
change in the level of risk.

The next step is to explore how risk is identified
and managed in practice by border agencies. The an-
swer is that they do so by followinga structured pro-
cess that is integrated with broader strategic plan-
ning activities.

A process framework for risk management
The management of risk is recognized as an inte-
gral part of effective border management practice.
It involves an iterative process consisting of six steps
that, when undertaken in sequence, provide a very
effective decisionmaking framework.

Risk management, in a technical sense, is the
term applied to the logical and systematic process
of establishing the context, identifying the risk,
analyzing the risk, evaluating the risk, treating the
risk, monitoring the risk, and communicating risks
and outcomes. It may be applied to any activity,
function, or process in a way that will enable border
agencies to reduce losses as much as possible and
increase opportunities as much as possible. In fact,
risk management is as much about identifying
opportunities as it is about avoiding or mitigating
undesirable consequences of risks.

Several generic risk management processes
developed around the world provide a systematic
method of managing risks to achieve organizational
objectives. These processes are iterative because risks
are not static—they are continually changing. The
diagram set out below in figure 6.2 outlines the risk
management process quite clearly.

Integrating risk management

with border management

While risk management is practiced in some form or
another by all border agencies, very few address risks
in a systematic way. This is generally because risks
tend to be dealt with at an operational or tactical
level, rarely at a strategic level.

The management of risk is integral to any
management process and, as such, should not be
regarded as something that is done in isolation from
an organization’s management framework. Indeed,
many organizations make the mistake of treating
risk management as a separate activity thatis carried
out in ignorance of other functions. By doing this,
management and staff of the organization come to
view risk management as a necessary but mechanical
task that consumes both time and resources.

The ideal way to avoid that mindset is to integrate
the management of risk into the agency’s everyday
management practices so that it becomes second
nature. A major part of any management framework
is the planning process, and this is the ideal place
for the formal and systematic management of risk
to begin.

It is important to understand the overall goals
and objectives of the border agency or function
when considering potential risks because, as stated
previously, the risks to be considered—Dboth positive
and negative—are those that may hinder the
achievement of organizational objectives. Therefore,
the central eclement of any risk management
framework should be a clear statement of the

F0l[:574] Risk management process framework
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Source: Adapted from the WCQ’s guidelines to its Revised Kyoto Convention (International
Convention on the Simplification and Harmonization of Customs Procedures, as amended,
general annex, chapter 6; available at http:/www.wcoomd.org/Kyoto_New/Content/content.html)
and the Australian and New Zealand Standard on Risk Management (AZ/NZS 4360: 2004)
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agency’s objectives, together with an identification
of risks to be managed.

The actual design of the particular border man-
agement system that implements the risk manage-
ment framework should be based on proper consid-
eration of the variables that can affect its ongoing
implementation. For example, some variables are
the physical characteristics of the border, the rela-
tionship with neighboring countries (as relevant),
the infrastructure and technology available, and the
volume and characteristics of goods and passengers,
to name a few.

A very important aspect of any risk manage-
ment framework is the need to document the pro-
cess. Adopting a formal process for managing risk
ensures that a border agency is accountable for its
decisions and facilitates transparency in decision-
making processes. The various components of the
risk management process as illustrated in figure 6.2

are as follows.

Establishing the context. This is probably the most
vital step in the risk management cycle because it
provides the foundation on which the remainder
of the risk management process is based. It should
therefore be as comprehensive as possible.

As previously discussed, a risk may be defined as
any factor that may adversely impact an organiza-
tion’s objectives. It is therefore critical to review and
refine the agency’s objectives until they are clearly
established. They then become the reference point
for the other risk management processes.

Having established and clearly articulated the
agency’s objectives, it is important to consider the
environmental factors that could have an impact
on the area of concern, since any decisions about
risk need to be made in the context of the environ-
ment in which they occur. It is therefore impor-
tant to look at the big picture and identify relevant
aspects of both the internal and external environ-
ment associated with the process or activity being
examined.

An important part of establishing that context
is to understand the interdependencies of the orga-
nization, key capabilities, and decisions made. What
impact do those decisions have on the organization
asawhole, other agencies, or the movement of goods

and persons across the border?
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Consideration of the internal environment
should include such things as:

o Demographics of the organization, including the
number and levels of staff.

o Staff competencies and knowledge base.

° Organizational structure.

o Hours of operation and location of offices.

o Responsibilities and accountabilities.

o Communication and reporting mechanisms.

o Operating procedures.

o Systems and technology.

e Reference to relevant documents, such as the stra-
tegic plan, action plans, operational instructions,
codes of conduct, and other policy documents.
In examining the external environment, it will be

necessary to consider issues such as:

o Relevant treaties and international obligations.

o Government legislation and policy.

o Interagency agreements.

e The nature and volume of international trade
and transport flows.

e Socioeconomic issues.

A useful technique to adopt in relation to estab-
lishing the context for risk management purposes is
what is called an environmental scan, in which the
following (nonexhaustive) aspects of both the inter-
nal and external environment are examined:

o Organizational.

o Operational.

o Policy.

o Legislative.

e Political.

o Geographic.

e Economic.

e Commercial.

o Technological.

Capturing relevant issues under these headings
helps an agency obtain an overall perspective on fac-
tors that may adversely impact the achievement of
its objectives.

Risk identification. Risk identification is a matter of
asking (and answering) two questions:
o What can happen (that will have an impact on
the agency’s objectives)?
o How and why could it happen?
The first question identifies the risks and the sec-
ond question provides valuable information about



potential causes. This exercise is further assisted by

asking some additional questions:

o  What can happen?

o  What are the key drivers?

o  What are the existing controls or treatments?

o What is the likely impact?

o  What are the operational influences?

o What might be the causal factors (such as inad-
equacy in existing controls)?

o Whoisinvolved?

o Whois affected?

o How does the risk occur (for example, as a result
of system failures or poor planning)?

o Isit likely that the risk will occur immediately,
in the short term, or in the longer term?

There can be many sources of risk, some reason-
ably capable of being managed by a border agency
and some less susceptible to management. However,
it is important to consider all such risks as part of an
effective risk management process.

Risk analysis. The principal purpose of the risk anal-
ysis stage is to establish the significance of each risk
previously identified, so that informed decisions
can be taken with respect to the strategies to adopt
and the resources that will be needed to manage
them. This is achieved by analyzing the relationship
between the likelihood of the risk occurring and the
consequences if the risk does occur. The combina-
tion of these factors provides a level of risk for each
identified risk, allowing an agency to compare and
prioritize those risks.

There are essentially three methods that can be
used to analyze risk—quantitative, semiquantitative,
and qualitative. In situations where risks can be ex-
pressed in quantitative terms with a reasonable de-
gree of accuracy, quantitative methods can be used.
These generally require access to reliable data as well
as technical input from a statistics specialist, who
provides an accurate determination of probability.
The approach most commonly used by organiza-
tions, particularly at the more strategic level, is the
qualitative approach, where managers use experi-
ence, intuition, and judgment to make decisions.

It should be noted, however, that there will al-
ways be a degree of subjectivity when using quali-
tative risk analysis methods, and some margin of
uncertainty should therefore be taken into account.

It is common practice to assess the potential con-
sequences and likelihood by using a sliding scale.
How an agency defines such a scale and its attri-
butes will partly be influenced by the kind of risks
the particular agency is dealing with, its legal and
policy context, and the mechanisms it already has in
place to deal with those risks.

By way of illustration, the most basic form of
risk assessment scale utilizes three definitions of
likelibood and three definitions of consequence.
When represented in a matrix format, this enables
the level of risk to be identified. A risk assessment
scale matrix then enables the level of a risk to be de-
termined from its factors.

The definitions used for likelihood, consequence,
and /evel should reflect the agency’s particular con-
text and parameters. Generally, however, likelihood
is best understood as answering the question: “What
is the probability that the event will happen?” The
meaning of each answer is as follows:

o High likelihood means the event is expected.

o Medium likelihood means the event could be
expected.

o Low likelihood means the event may occur, but
only infrequently.

Similarly, consequence is best understood as an-
swering the question: “If it happens, then what ad-
verse effects will result?” The meaning of each answer
is as follows:

o High consequence means significant adverse effects.

o Medium consequence means moderate adverse
effects.

o Low consequence means a minimum of adverse
effects.

With the levels of likelihood and consequence
assessed for each identified risk, the level of each risk
can be determined using the matrix (table 6.1). To
use the matrix:

o Determine the likelihood and consequence for
cach risk—for example, high consequence and
medium likelihood (lightly shaded in table 6.1).

o DPlot the intersection—for example, that of high
consequence and medium likelihood (more
heavily shaded in table 6.1).

To interpret the resulting level of risk, refer to
the definitions:

o High risk means highly likely to cause serious
disruption.
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o Medium risk means likely to cause some
disruption.
o Lowrisk means unlikely to cause any disruption.

In the example in table 6.1, the level of risk is
medium (the more heavily shaded cell), meaning
that the risk event is likely to cause some disruption
to the agency objective.

While a three by three matrix is often used to
measure the scale of risk, it should be recognized
that three levels of risk represents a fairly simplistic
scale. If a more precise measurement of risk is re-
quired, more levels can be used. For example, a five
level matrix examines likelihood as almost certain,
likely, moderate, unlikely, and rare and uses a mea-
surement of consequence with descriptions such as
catastrophic, major, moderate, minor, and insig-
nificant. Of course there are even more complex
models—suffice to say that the concept itself is rela-
tively straightforward.

It may be that many of the risks identified by a
border agency will already have controls in place to
address them. Some controls might be designed to
decrease the likelihood of the risk occurring; others
will be intended to reduce the consequences of the
event if it does occur. In either case it is important
to ensure that the assessment of existing controls in-
cludes some level of verification that those controls
are, in fact, in place and operating as intended. In
most cases this will require some form of audit or
testing. Such an evaluation enables the agency to
determine whether the controls are sufficient to ad-
dress the identified risks or whether they need to be
strengthened or supplemented in some way. It is also
possible that the evaluation highlights the fact that
some controls are excessive for the risks identified
and, therefore, are consuming resources that would
be better allocated to a different area of risk within

or outside the organization.

1t/ | Risk level matrix (risk level determined
by likelihood and consequence)
Likelihood
Consequence High Medium Low
High High risk Medium risk Medium risk
Medium Medium risk Medium risk Low risk
Low Medium risk Low risk Low risk

Source: Authors’ depiction
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Risk assessment and prioritizing. Risk assessment
and prioritizing involves determining whether each
risk in question is acceptable or unacceptable, and,
among those risks deemed unacceptable, which of
them are the most important to manage.

As mentioned at the beginning of this chapter,
border agencies are confronted with a multiplicity
of risks and responsibilities but only have limited re-
sources to acquit those responsibilities. In the con-
text of the present discussion, it is axiomatic that
border agencies will not be able to control all the
risks that confront them. For this reason, an agency
will need to decide which risks it is willing (and
able) to accept, and which risks it will elect to de-
vote resources toward treating. In this way a border
agency is able to allocate valuable resources towards
those issues that are going to have the greatest con-
sequences if left unmanaged, that have the potential
for the greatest results, or that have the best cost-
benefit ratio.

Any identified risks deemed as unacceptable by
the agency should be managed through a formal
treatment plan, but even risks that are considered
acceptable should be monitored and reviewed peri-
odically to ensure that the assumptions about their
acceptability remain valid. Over time a risk initially
regarded as acceptable may, for any number of rea-
sons, become unacceptable and require a treatment
plan.

The reasons why a risk may be regarded as accept-
able by an agency may include:

o The threat posed by the risk in question is so low
that its treatment is not warranted in the context
of available resources.

o The cost of treating that risk may be so high that
there is no option but to accept it.

o The opportunity cost of accepting the risk may
outweigh the threats posed by that risk.

o Controlling the risk is beyond the capabilities or
resources of the organization.

In terms of the risk matrix approach discussed
above, in most cases, risks that have a moderate or
higher risk rating would normally be regarded as
unacceptable, although that need not always be the
case. It will always depend on the particular objec-
tives and circumstances of the agency in question—
and this statement applies equally to the opposite sit-
uation of alow risk that would normally be regarded



as acceptable but, in certain cases, will have a risk
treatment applied to it notwithstanding its lower
ranking.

Once an agency has conducted its risk assess-
ment process and decided which risks it must man-
age, the next question is which of the unacceptable
risks should have higher priority given limited re-
sources. Generally speaking, the priority ranking of
a specific risk will reflect its rating within the risk
matrix. However, it is not uncommon for two risks
to be rated equally. If the agency has insufficient re-
sources to address all the unacceptable risks, a deci-
sion must be made as to which of the equally rated
risks is of relatively higher priority and should be ad-
dressed first.

The application of risk management to cross bor-
der issues addresses many of the concerns outlined
in this chapter, but it can be further leveraged to im-
prove border efficiency and achieve facilitation and
security objectives. That is what the chapter will
now discuss, before it concludes with a discussion
on how the concepts are integrated into a compli-
ance approach.

A case study of risk management appears in

box 6.1.

Improving border efficiency: prearrival
clearance and postclearance audit

As an adjunct to national security, border agen-
cies are increasingly requiring the submission of
advance information in respect to goods and pas-
sengers entering the country. This is about adopting
a more sophisticated approach to risk management
and pushing the borders further out, to create time
and space within which to make a risk based deci-
sion in relation to the goods or person in question
(as previously discussed).

Prearrival clearance is a process that allows a
trader to submit data to a border agency early in the
transport of goods, for advance processing by the
border agency and immediate release of the goods
once they arrive at the destination port. This release
can even take place prior to the arrival of the goods
if such an action is deemed appropriate by the bor-
der agency. The prearrival clearance process is par-
ticularly important for certain types of goods that
are highly perishable or in some other way require
prompt handling upon arrival.

Prearrival clearance is not just about facilita-
tion, however; it is also particularly useful for the

Box 6.1 Case study: risk management in Cambodia

Cambodian importers of raw materials for garment manufacture and subsequent export “are subjected to as many
as 64 documentary inspections, physical goods inspections . . . [and] a requirement for over 70 signatures and
12 separate payments . . . . [and] exporters who are exporting ready-made garments . . . have to fulfil as many as
90 documentary inspections, possibly 100 signatures and 17 different formal payments, in addition to informal
payments they have to make in order to get the thing done.”’

The Royal Government of Cambodia has since introduced a comprehensive risk management approach to
border management. The approach has consolidated and rationalized the requirements of government agencies
involved in the inspection and clearance of goods at the border through:?

e Raising the level of understanding of all stakeholders—particularly the implementing agencies involved in
inspection and audit—of the principles of risk management, compliance management, and information man-
agement, and assisting them in the achievement of a strategic approach to risk management and compliance

management.

e Providing a framework for risk management whereby the inspection of import and export consignments is
focused on high risk shipments and maintains a balance between facilitation and control.

e Developing an understanding of specific risks.

Notes

1. Penn Sovicheat, Cambodia Ministry of Commerce, speaking at the Consultative Meeting on Trade Facilitation and Regional

Integration, Bangkok, August 17-18, 2006.

2. Adapted from the Inter-ministerial Prakas No. 995 on Implementation of Trade Facilitation through Risk Management, dated

November 6, 2009 (legislation can be ordered through the BNGLaw Web site, http://www.bnglaw.net).

BORDER MANAGEMENT MODERNIZATION

105

=]

quawabeuew aoueldwod paseq ysid
:sauldiosip 3uswabeuew JapJog 8J40)



o)

Core border management disciplines:

risk based compliance management

106

carly identification of goods or persons that may
posc a health or security risk to the country. Bor-
der agencies use risk profiles to aid them in assessing
and analyzing the risk posed by goods or persons. A
risk profile consists of a set of risk indicators, such
as the type of goods, the value of goods, the origin
of the goods or person, whether there has been any
third country transit or transhipment, the mode of
transportation, the payment type, and so on. Risk
profiles are developed from data and intelligence ob-
tained by the border agency and other law enforce-
ment agencies and build on information obtained
from previous unlawful consignments (or passen-
gers). From a resource perspective, border agencies
are establishing cargo analysis units or passenger
analysis units to undertake this activity on an on-
going basis.

If these risk profiles can be applied to informa-
tion obtained by the border agency at an early point
in the movement of the goods or person to the des-
tination country, an assessment of the risk posed
by the goods or person can be made earlier and an
intervention strategy devised accordingly. In other
words, there is a benefit to government and business
from the use of prearrival information, and conse-
quently there is a more efficient overall border clear-
ance process.

The effectiveness of this screening process is of
course dependent on the receipt of advance informa-
tion. In relation to goods, the emphasis is on obtain-
ing the information as far back in the supply chain
as possible in the circumstances, as noted in the dis-
cussion on some of the current supply chain security
initiatives that have been implemented and the refer-
ence to the WCO SAFE Framework. In relation to
passengers, the same intention applies with respect
to visa processes.

The advance information process is generally
supported by sophisticated database technology
that makes it possible for agencies to link informa-
tion from a variety of sources for subsequent analy-
sis, and for the identification of risk flags or alerts in
those data. This further speeds the risk assessment
and clearance process, provided that the data quality
and data management issues are managed effectively.
Further discussion of border technology is beyond
the scope of this chapter but appears in other chap-
ters of this book.

BORDER MANAGEMENT MODERNIZATION

Since the basis of prearrival clearance is early
provision of information for immediate clearance,
prearrival clearance must be combined with a capac-
ity for the border agency to undertake more detailed
analysis of the information and supporting docu-
mentation after the goods have arrived in the coun-
try. This is where the concept of postclearance audit
comes into play. Audits undertaken by specialists
within the relevant border agency can take a variety
of forms—from random audits, for verifying com-
pliance with regulatory requirements, to planned or
leverage exercises targeting individuals or industry
sectors. What they all have in common is a legisla-
tive base that provides border officers with powers to
enter premises and inspect documents (physically or
electronically) in relation to the border transaction,
and with trained auditors to undertake those tasks.

Such audits provide border agencies with a clear
picture of the transactions in question and an indi-
cation of the overall compliance rate within an in-
dustry sector. They also highlight or confirm areas
of risk where additional compliance or enforcement
activity may need to take place, and therefore they
complete the risk management loop by producing
data that can be fed back into the risk management
process (including the updating of risk profiles).

The results of postclearance audits also allow for
industry segmentation; in other words, they allow a
border agency not only to identify potential unlaw-
ful conduct but also to identify highly compliant—
and therefore low risk—traders and travelers. Such
entities can then be granted fast track permissions or
simplified procedures (or both) that contribute to fa-
cilitation outcomes while reducing the costs to gov-
ernment that are associated with border congestion.
This concept has been given the label of authorized
trader programs with respect to goods, and in rela-
tion to passenger traffic it is reflected in initiatives
(such as Smartgate in Australia) that allow expedited
clearance at airports linked to biometric passports.

A case study of information sharing for border

security and law enforcement is in box 6.2.

Implementing risk based
compliance management

As discussed, a risk management approach to bor-
der management is characterized by the early



identification of potential risks, with resources
being directed towards high risk areas and as little
intervention as possible in similarly identified low
risk areas. Such an approach permits immediate
clearance or even prearrival clearance of goods and
the rapid movement of goods and people through
ports and airports, thereby providing an effectively
controlled environment that supports an appro-
priate balance between facilitation and regulatory
intervention.

The integration of these core border manage-
ment disciplines into a broader risk based compli-
ance framework, however, requires an understand-
ing and application of several other components
additional to risk management. These components
(including risk management) can be broadly grouped
as follows (Widdowson 2003):

o Legislative framework.

e Administrative framework.
o Risk management framework.
o Technology framework.

Collectively the four components represent key
determinants of the manner in which the move-

ment of goods and people may be expedited across

Box 6.2

Case study: the Schengen

Information System

The Schengen Information System is a secure gov-
ernment database that contains information related
to border security and law enforcement. The infor-
mation is shared among the participating countries:
France, Belgium, Germany, the Netherlands, Lux-
embourg, Spain, Portugal, Italy, Austria, Greece,
Finland, Sweden, Switzerland, Denmark, Iceland,
Norway, Estonia, the Czech Republic, Hungary,
Latvia, Lithuania, Malta, Poland, Slovakia, and Slo-
venia. Ireland and the United Kingdom also have
access for law enforcement purposes despite not
being signatories to the Schengen Agreement Ap-
plication Convention, which underpins the system.

Information is stored in the database in accor-
dance with the legislation of each country and is
legally recognized by each participant country. It is
permanently connected to the various national da-
tabases to facilitate real time updating.

Source: Adapted from “Schengen Information System II,”
European Union, http://europa.eu/legislation_summaries/
other/I33183_en.htm.

a country’s borders and the way in which border
controls can be implemented with respect to that
movement.

This chapter has already discussed risk manage-
ment frameworks at some length, and other chapters
discuss the issue of border technology, so this chap-
ter does not propose to deal with those areas. Yet it
is important to discuss some of the issues that arise
with respect to legal and administrative frameworks
underpinning a risk based compliance approach to
border management.

The risk based compliance management pyramid
(figure 6.3) illustrates a structured approach to the
management of compliance at the border. It provides
a logical framework for demonstrating the way in
which various types of risk based strategies, includ-
ing nonenforcement strategies such as self assess-
ment, can be used to effectively manage compliance.

Legislative framework

The charter of any border agency is to ensure com-
pliance with the law. Consequently, the foundation
for any effective border management regime must
be the establishment of an appropriate legislative
framework. This framework must provide the nec-
essary basis in law for the achievement of the range of
administrative and risk management strategies that
the border agency has chosen to adopt. For example,
an appropriate basis in law must exist to enable the
agency to allow an importer to self assess its compli-
ance with border regulations.

A transparent and predictable legal framework
is essential to ensure that those who are the subject
of regulation know what the rules are. If they don’t
know what the rules are, how can they be expected
to comply? While ignorance of the law may be no
excuse, poorly drafted or unpublicized laws explain
many instances of noncompliance, and therefore var-
ious regulatory authorities, including border agen-
cies, are increasingly realizing the need to provide
meaningful advice to those who are being regulated.
The result, often referred to as a policy of informed
compliance, involves the use of a range of client ser-
vice initiatives that are designed to ensure that regu-
latory requirements are properly understood by the
regulated community.

Most theories of compliance, particularly those

that can be described as normative theories, adopt a
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Enforce noncompliance Reward compliance
using administrative using administrative
discretion discretion
— : R ——
Enforcement

and recognition

Compliance assessment

Risk based procedures:

¢ Balance between control and facilitation
¢ Focus on identifying compliance and noncompliance

¢ Information management focus

¢ Prearrival assessment, clearance, and release
¢ Real time intervention in high risk cases

e Posttransaction focus in majority of cases

e Audits of industry systems and procedures

¢ Investigation where noncompliance suspected

Client service

* Consultation and cooperation
¢ Clear administrative guidelines

Legislative base

e Formal rulings

¢ Education and awareness

¢ Technical assistance and advice
* Appeal mechanisms

Source: Widdowson (2003)

philosophy of appropriateness: that is, the subjects
of regulation are assumed to act in good faith and to
want to obey the law. Such theories will state as their
assumption that compliance or noncompliance is af-
fected principally by the capacity of the entity being
regulated, in terms of its knowledge of the laws and
its financial and technological ability to comply. For
that reason, the best approach is a cooperative one.
Strategies that follow that theory will provide
members of the public with the means to achieve cer-
tainty and clarity, identify their rights and responsi-
bilities, and assess their liabilities and entitlements.
Such strategies include:
o Consultation and cooperation.
o Clear administrative guidelines.

BORDER MANAGEMENT MODERNIZATION

* Recognizes respective responsibilities
of government and industry

* Provides for electronic communication

 Establishes sanctions for noncompliers

* Enables flexibility and tailored solutions

® Breaks nexus between goods and
revenue liability

o Formal rulings.

e Education and awareness.

o Technical assistance and advice.
o Appeal mechanisms.

In contrast, a more rationalist theory of com-
pliancc tends to encourage more prescriptive ap-
proaches to issues of compliance and noncompliance,
with the greater focus being on noncompliance and
the imposition of penalties as the key mechanism
for deterrence. The two competing approaches are
discussed in greater detail below with respect to the
administrative frameworks for border compliance.

In practice the approach adopted by most mod-
ern border agencies is a mix of both normative and
rationalist approaches; in other words, it is the



implementation of a compliance management sys-
tem that encourages voluntary compliance while
maintaining a foundation or fallback position of
enforcement.

Administrative framework

There are various options available to border agencies
to enable them to determine whether laws are being
complied with. Those agencies that adopt the recom-
mended risk based approach to compliance manage-
ment will be selective in their use of the broad range
of controls available to them, depending on the cir-
cumstances and operational objectives. In exercising
this selectivity the border agency is recognizing that
members of the regulated community present vary-
inglevels of risk in terms of potential noncompliance
with relevant laws. For example, those with a good
record of compliance are unlikely to require the same
level of scrutiny as those with a history of poor com-
pliance, as was discussed previously in the context
of risk profiling

Consequently, where an individual or company
is judged by the agency to represent a relatively low
risk, the level of regulatory scrutiny may be reduced,
with greater reliance being placed on that person’s
self assessment of his or her obligations. This is a
commonly used method of recognition (the right
half of the peak of the compliance management pyr-
amid in figure 6.3).

In contrast, companies and individuals consid-
ered to represent a high risk and transactions or en-
tities for which no risk assessment has been under-
taken are more likely to be selected for higher levels
of intervention and control. Such intervention can
take a variety of forms, but it commonly includes
such activities as:

o Documentary checks.
o Physical examinations.
o Audit activity.

e Investigations.

In a high risk situation this intervention will
take place at the destination border, but—as dis-
cussed—it is increasingly the case that such inter-
vention is pushed out to the departure border. How-
ever, it is important to appreciate that in all cases the
level and type of intervention should be based on the
level of identified risk. As the saying goes, you don’t
use a sledgehammer to crack a walnut.

As highlighted above, the best practice in com-
pliance assessment is to use advance information
coupled with a postclearance audit. The options
touched on earlier can now be discussed in a little
more detail. There are a number of different audit
approaches available to a border agency. They include
desk audits, transaction based audits, and system
based audits. The nature of the potential risk identi-
fied by the agency when the agency selects an indi-
vidual or company for audit generally will dictate the
specific approach that is adopted.

Desk audits are generally used to further exam-
ine an unusual transaction, which may fall outside
established parameters or normal patterns for a par-
ticular type of company or transaction. The desk
audit approach may simply involve contacting the
company concerned and asking them to provide ad-
ditional information to support the data declared in
the transaction. For example, the auditor may call
for any commercial documentation—such as in-
voices, contracts, and trade catalogs—to support a
declared description of goods and their value.

Transaction based auditing involves testing
transactions that have been identified as a potential
risk. This audit approach is often suitable for use in
relation to individuals or small and medium size
enterprises (SMEs), where a large proportion of the
company’s transactions are often considered to be
high risk because of the lack of volume and lack of
experience in relation to border regulation of inter-
national trade. Such entities often lack the resources
to maintain a dedicated compliance group to oversee
border transactions and are therefore more suscep-
tible to documentary errors and misunderstandings
of the regulatory requirements. This susceptibility to
errors and misunderstandings should be recognized
by a border agency contemplating its approach to
noncompliance, because education and outreach
programs are often more cffective and less costly for
both regulators and the regulated than the auto-
matic imposition of a penalty is.

There are of course situations where the volume
of transactions undertaken by an individual or SME
justifies a different approach, and the same can be
said with respect to larger companies depending on
their transaction profile.

Transaction based auditing is also justified in
circumstances where a specific risk area has been

BORDER MANAGEMENT MODERNIZATION

109

[=]

quawabeuew aoueldwod paseq ysid
:saudiosip quaswabeuew JapJdog 8Jon



o)

Core border management disciplines:

risk based compliance management

110

identified, cither as part of a company’s or individ-
ual’s transactions or as a specific industry or goods
segment, and therefore a detailed focus on transac-
tions is required to address the risk in question.

System based audits are a step up from transac-
tion testing. They are used to gauge compliance levels
by seeking assurance with respect to the underlying
systems that are used to create those transactions. The
systems based audit involves understanding an en-
tity’s business systems and, more important, testing
the internal controls in those systems that have been
developed to manage compliance. Compliance man-
agement systems are a modern inclusion in many en-
terprise systems run by larger companies, and can be
quite sophisticated but are less common in SMEs—
a fact that emphasizes the previous point that the
particular audit or compliance approach adopted by
border agencies should be tailored to the nature and
circumstances of the company being audited.

As discussed previously, a corollary of modern
compliance management is the importance of iden-
tifying compliant companies as well as noncompli-
ant companies. In the past agencies have tended to
ignore compliant entities or acknowledge them only
in a peripheral fashion, preferring an enforcement
focus on noncompliance. They have regarded num-
bers of prosecutions or of investigations as the only
significant performance statistics, rather than ask-
ingand secking to answer the more substantive ques-
tion: “Have we improved the overall level of com-
pliance?” In other words, the focus was on outputs
rather than outcomes. While some border agencies
still pursue that approach, most recognize that it is
shortsighted and does not provide an effective mea-
sure for the government for the success of a particu-
lar policy objective.

This issue can be considered in a very practical
way as follows: For every instance of good compli-
ance that is identified, the population of noncompli-
ance necessarily declines by one. When extrapolated,
this principle will provide a very useful picture of
where scarce resources should be concentrated and
what areas can be left to their own devices (such as
self assessment or coregulation programs). If the
risk matrix discussed above is applied to this sce-
nario, the conclusion can be drawn that if a signifi-
cant company (such as a major importer with high
transaction volumes and values) is identified as being

BORDER MANAGEMENT MODERNIZATION

highly compliant, the conseguence of potential non-
compliance will reduce significantly. That is why
some administrations focus their compliance assess-
ment efforts on their top 100 companies (in terms
of duty payment or volume of trade) in order to get
a clearer picture of compliance levels and, in turn, of
the potential impact of noncompliance.

The best practice in compliance management in
the border context, or any other regulatory context,
requires (in the oft quoted metaphor) both carrots
and sticks. The enforcement and recognition strate-
gies (the peak of the risk based compliance manage-
ment pyramid in figure 6.3) are designed to address
identified noncompliance and good compliance.
Strategies for noncompliance may include a range
of enforcement strategies including criminal and
civil penalties or name and shame lists, while those
for recognized compliers include such things as in-
creased levels of self assessment, reduced regulatory
scrutiny, less onerous reporting requirements, peri-
odic payment arrangements, simplified procedures,
and increased levels of facilitation.

This approach is reflective of what is described as
a compliance improvement approach, the principal
focus of which is the achievement of future compli-
ance and ensuring that an appropriate balance exists
between incentives for compliance and sanctions for
noncompliance.

As previously stated, in the process of assessing
the level of compliance, border agencies are going
to encounter two situations—either compliance or
noncompliance. In relation to noncompliance the
instances of noncompliance will range from entirely
innocent mistakes to blatant fraud or other inten-
tional illegality. For those persons that are intent
on breaking or circumventing the law, some form of
sanction will need to apply, such as administrative
penalties or, in the more severe cases, criminal pros-
ecution and fines or imprisonment.

This sliding scale should be recognized in the
tools that are used by a border agency in the manage-
ment of noncompliance. In 1992 Ayres and Braith-
waite illustrated a range of compliance management
options by presenting them in an enforcement pyra-
mid model (Widdowson 2003, p. 45). A copy of this
pyramid, on which the upper left hand triangle of
the compliance pyramid in figure 6.3 is based, is
shown in figure 6.4 below.



Hi[ll: N Enforcement pyramid

License revocation

Penalty

Formal warning

Informal warning

Source; Adapted from Ayres and Braithwaite (1992); Widdowson (2003)

Ayres and Braithwaite contended that the softer
style at the base of the pyramid was likely to be used
most frequently by regulatory authorities, with the
incidence of usage higher in the pyramid decreasing
as the sanction increases in severity. It should be
noted that Braithwaite developed this model in the
context of mine safety and its occupational health
and safety concerns. He found that in many of the
serious coal mine accidents the law had been broken,
cither causing the accident or making the accident
worse. He saw that improving compliance was an
effective method of reducing the risk of accidents
(Sparrow 2000, p. 41).

There are many border agencies that do not
follow this noncompliance treatment model. They
rarely use persuasion or warning letters as a means
of dealing with noncompliance, and they focus on
more substantial sanctions. Some agencies use civil or
administrative penalties—such as goods seizures or
infringement notices—for supposedly inadvertent
errors, but this is by no means a universal practice.

Those who are tempted to engage in noncom-
pliance on an intentional basis will temper their
behaviors according to the probability of detection
and the severity of punishment if detected and con-
victed. Therefore, deterrence of noncompliance can
be increased by cither raising sanctions (increasing
the quantum of penalties or adding imprisonment
as a possible sanction) or increasing monitoring ac-
tivities (postclearance audits) to raise the likelihood
that noncompliance will be detected and the of-
fender caught and prosecuted. Theories of deterrence
postulate that deterrence is successful where there is
a credible likelihood of detecting violations; swift,

certain, and appropriate sanctions upon detection;
and a perception among those who are being regu-
lated that these detection and sanction elements are
present in the applicable compliance regime.

Again, it must be emphasized that the strategy
adopted to deal with noncompliance and to encout-
age future compliance should depend on the particu-
lar circumstances pertaining to that noncompliance
and the associated risks. For example, unless an error
in a declaration is found to be intentional, it may be
more appropriate and cost effective to address the
error as systemic; to provide the individual, com-
pany, or industry sector with advice and assistance
on compliance issues; or to provide formal clarifica-
tion of the law through government notices, bind-
ing rulings, or some other means. This acknowledges
that a different treatment will be needed to deal with
honest mistakes on the one hand and deliberate cases
of noncompliance on the other. Industry familiar-
ization seminars and information brochures may
adequately address errors that result from a lack of
understanding of the relevant regulatory provisions.
However, if someone is actively seeking to commit
fraud, seminars and information brochures will have
absolutely no impact on their activities. Indeed, such
members of the trading community are likely to have
a very good understanding of their obligations and
entitlements. To treat the risks posed by such indi-
viduals (or organizations for that matter), a rigor-
ous enforcement approach is likely to be required,
as stated above.

From a border agency perspective, deciding on
the right mix of compliance assistance and enforce-
ment strategies is one of the major challenges in a
rapidly evolving trade and travel environment that
represents varied industry sectors and demographics.
How much financial and human resource should be
invested in particular strategies, and what will be the
most cost effective means of ensuring compliance?
Once again, this is where risk management provides
significant value added, allowing border agencies to

see what are the greatest risks and consequences.
Future trends and conclusions
Contemporary border agencies have now evolved

well beyond their historical image as gatekeep-
ers, becoming organizations that are versatile and
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focused on outcomes (Widdowson 2006). They are
rapidly moving away from an approach that man-
ages transactions to one that takes a customer based
(account management) view and extends that view
as far upstream and downstream in the transport
and supply chain as is possible with available data.
Through better understanding of customer seg-
ments and the risks they represent to effective bor-
der management, agencies can be more transparent
and predictable in their decisionmaking and in turn
can make the best and most productive use of their
scarce resources by allocating them to high risk issues
while facilitating low risk transactions through the
adoption of authorized trader programs and equiv-
alent value added services. Risk management, sup-
ported by advances in information and communica-
tions technology, is the mechanism by which border
agencies are able to have this broader perspective
concerning their customers, whether the customers
are individuals or companies.

The authors predict that there will continue to
be a shift away from more direct regulation to a cata-
log of alternative strategies, and that these alterna-
tive strategies, as far as possible, will emphasize vol-
untary compliance and self assessment and working
with other border agencies and the private sector to
achieve border regulation objectives—collaborative
border management—while underpinning these
strategies with robust enforcement mechanisms.? In
this context it is worth noting findings in OECD
studies that indicate that many tax administra-
tions allocate more than 40 percent of their stafling
budgets to enforcement activities (OECD 2008)—
meaning that direct and prescriptive regulation
comes at a considerable cost, as opposed to achiev-
ing voluntary compliance.

At the end of the day, border agencies and the
trading and traveling communities are seeking
greater certainty when it comes to risk and compli-
ance management, and approaches that can produce
such an outcome will garner broad support from gov-
ernments, the private sector, and the public at large.

Notes
1. SITPRO Limited (its initials derived initially

from Simpler Trade Procedures Board) is a
United Kingdom nondepartmental public

BORDER MANAGEMENT MODERNIZATION

body focused on the removal of barriers to
international trade through the simplifica-
tion and harmonization of trade procedures.
See “About SITPRO: The Premier Trade Fa-
cilitation Agency,” SITPRO, http://www.
sitpro.org.uk/about/index.html.

2. See “World Tourism Barometer,” United Na-
tions World Tourism Organization, http://
www.unwto.org/facts/eng/barometer.htm.

3. Asan example, albeit in relation to environ-
mental policy, the Minnesota Environmen-
tal Improvement Act 1995 encourages SMEs
to self inspect and report results to the state
regulator by offering (limited) statutory pro-
tection from enforcement action. Similar
voluntary disclosure approaches have been
adopted by some border agencies and are a
characteristic of United States export con-

trol laws.
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CHAPTER

Information and communications
technology and modern
border management

Tom Doyle

Effective information and communications technology (ICT) can help

achieve business objectives and drive world class border agency perfor-

mance. However, ICT alone offers no magic modernization solutions.

Successful ICT merely enables modernization and improved perfor-

mance. The most effective modernization programs address policy, pro-

cess, and people issues—and then use ICT as an enabler to achieve the

agency’s mission and vision.

This chapter, focusing on the impor-
tance of ICT to modern border manage-
ment, is not a technical manual for ICT
professionals. Rather, it presents:

e An overview of the role of ICT in
border management reform and
modernization.

o A discussion of lessons learned and
critical success factors.

o Anoutline of five steps to successful
implementation.

Background

Border management agencies have long
been seen as the collective stewards of
the nations’ trade and borders. Today,
however, these agencies are experiencing
unprecedented pressure, with a simul-
tancous impact on many fronts. Bor-
der management agencies are required
to perform at the highest levels of effi-
ciency and effectiveness—to collect
revenues due to the state, to protect the
safety of the community, to facilitate
legitimate trade, and to encourage eco-
nomic development.

Today the trading community uses
just-in-time supply chains to maximize
competitive advantage, and it demands

that border management agencies do
not disrupt those chains. Likewise,
governments look to border manage-
ment agencies to lower the cost of doing
business and to enable firms to compete
globally. In an environment where low-
ering trader costs can make the differ-
ence between success and failure, even

the smallest process driven ICT im-

provement can give traders a competi-

tive edge over firms in other countries.

The focus of border management
reform is almost always on enabling
border management agencies to fulfill
their regulatory roles and responsibili-
ties in ways that are more transparent
and friendly to business. Agencies look
to ICT for tools to maximize perfor-
mance and to provide the high assur-
ance demanded by private and public
stakeholders.

To put new ICT in place success-
fully, a border management agency
must:

o Seccure the political and financial
commitment to develop its vision
and transformation program.

o Realistically assess its adminis-
trative capacity for delivering the

vision.
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o Select the right partners to support change.

o Continue to evolve and align business and tech-
nical strategies in a way that demonstrates the
value of collaborative border management to
their stakeholders.

The good news is that border management agen-
cies in both the developed and developing world can
take advantage of existing and emerging strategies
and can access and share experience and good prac-
tice approaches. There should be few incentives to re-
invent the ICT wheel when information is available
about what works, what doesn’t, and why. The chal-
lenge is to learn from current best practice and create
solutions that are innovative, flexible, and scalable.
All reformers and policymakers need to understand
what these terms mean and how they affect a choice
of ICT solutions.

=74 | Comparing the evolution of business and technology directions at border management

This chapter should be read in conjunction with
chapter 8 on national single window systems, chap-
ter 9 on ICT procurement, and chapter 15 on the
evolution of customs ICT regionally (with the Eu-
ropean Union as a case study).

Information and communications
technology for border
agencies: past and future

The following section overviews the ICT used by bor-
der management agencies since the 1980s and con-
siders its likely evolution through 2020. Agencies
can use this information to assess their ICT matu-
rity against past developments and probable future
trends. Concomitant changes in the direction of bor-
der management agencies are shown in figure 7.1.!

Business direction

Technology direction

agencies, 1980s-2020s

Customs as a
revenue collector and
enforcement agent

Attempt to check
every transaction

or

Advent of integrated
customs and revenue
agencies

Recognition of the
role of customs in
supply chain security

Role of customs not
well defined in the
context of customs
and border
management

Paperless customs in
the more advanced
countries

> i o B oo L

Centralized Distributed systems Web/Internet—
mainframe based to regional and local advent of online
offices transactions

Client server Advanced systems
manual system technical architecture with limited
interoperability and
Electronic data redundancy
interchange
(EDIFACT)

Need for flexibility for
customs to rapidly
adapt to changing
global political and
functional challenges

Global recognition of
the role of customs
as a driver of
competitiveness and
growth

Integration of
customs and border
management in the
identity management
of passengers and
cargo

Adoption of service
oriented architecture
and web based
services between
agencies and across
borders

Systems organized
around identity
management
assurance

All legitimate goods
are tagged and as a
result can be easily
tracked and traced
(bar code and RFID)

Usage of intelligent
devices such as
integrated PDA,
GSM, microchip
biometric enablement
of all systems

Interoperability with
other revenue and
border management
agencies in the
management of
virtual borders

Interoperability with
commercial entities

Focus on goods
which are not tagged
but which through an
overall surveillance
architecture allow for
interoperation of a
virtual border

- B

Galileo (European
Union satellite radio
navigation program)
fully operational
globally with the
benefit of security
assurance and
accuracy over Global
Positioning System
(GPS) for public use
and available as a
alternative for GPS
users

Predominant
operation of mobile
communications
through satellite
technology

Source: Reproduced from the author’s “Customs 2020: A Business and Technology Point of View,” Accenture, http://www.accenture.com/NR/rdonlyres/DFO96E3D-A1B9-44D6-91C3
-340935DD4B74/0/Accenture_Customs_2020_English_032009.pdf.
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In the 1980s business ICT systems—including
many used by border management agencies—were
primarily silo based, running on centralized main-
frames and with business applications and databases
housed in a central data center. The hardware and
programming skills required were beyond the reach
of many developing countries, so smaller border
management systems were developed for standalone
personal computers. In the 1990s an improved abil-
ity to link systems and applications allowed capabili-
ties originally available only on mainframe applica-
tions to be made available over faster networks in
regional and local offices—a considerable step for-
ward. There were improvements to technical archi-
tectures and significant improvements in electronic
data interchange, allowing information sharing,
which sped up the processing of people and cargo.

In the 2000s further developments in electronic
data interchange—and the Internet—allowed cus-
toms and border agencies to move more transac-
tions online. Web technologies improved informa-
tion sharing, typically within agencies, easing data
access. Agencies could now more effectively gather
and share intelligence. However, many of the sys-
tems developed were agency specific and not often
interoperable with other agencies’ systems. In addi-
tion, though systems allowed for the collection of
huge amounts of data, agencies’ ability to manage
and analyze this data for better border management
was limited, in part because of their silo based men-
tality. Collaborative border management (chapter 2)
requires a radically different approach.

The 2010s will bring an increasing amount of
activity online. Equally important, developments
in technology will allow system interoperability,
promoting greater sharing of information and intel-
ligence not just within agencies, but across a wide
range of stakeholders (for example, other national
government departments, border management
agencies in other countries, and traders and their
agents). Border management agencies will adopt
web based services and service oriented architecture?
to make services interoperable for various business
domains. Identity management, remaining a key
common component, will include biometric identi-
fication and identity verification. Barcode and radio
frequency identification (RFID) tags will be fur-
ther developed to track and trace legitimate goods.

Intelligent and mobile devices, such as integrated
personal digital assistants, global systems for mo-
bile communications (GSM), and global position-
ing services (GPS) will further new applications.
Business system processes, supporting services, and
ICT applications will be more responsive to changes
in the global economy. State of the art ICT will be
key to achieving required growth and competitive-
ness nationally, regionally, and internationally. Also
noteworthy will be the emerging ICT and systems
requirements for dangerous goods and supply chain
security initiatives.

Thanks to the latest technological evolutions,

3 services

such as service orientation architectures,
orchestration within a coordinated process map has
become more accessible. Improved services and new
ones have become faster and easier to deliver. Collab-
oration across departments has become technically
more feasible. In summary, sharing of effort across
different agencies, countries, regions, and around
the world on common processes is now constrained
only by the need for prior agreement and genuine
goodwill.

One of the key lessons learned over 1980-2010
concerns the decision whether to develop a bespoke
or custom build solution or to adopt a commercial
off the shelf solution. (Hybrid approaches also exist.)
The choice depends mainly on the business context
and on an agency’s confidence and competence in
ICT systems management.

o Abespoke (custom build) solution is more likely
for a nonstandard or highly specialized business
environment, or for an agency with confidence in
its ICT capacity—or, all too often, because of na-
tional pride or national security considerations.

e A commercial off the shelf solution—modeled
after other similar systems and based on widely
agreed standard procedural models—is likely
for a standard business environment or for an
agency with less confidence in its ICT capacity.
A standard business environment allows more
reuse of ICT solutions, offers greater fit, and it
favors the application of ICT standards and in-
ternational agreed procedures. Commercial off
the shelf solutions are more likely if confidence
in the agency’s ICT capacity is low, if its in-house
ICT competence is limited, or if its history with
ICT is thin.
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In the end the choice is likely to be governed by the
agency’s procurement policy—and by the availabil-
ity of proven commercial off the shelf solutions.
Other considerations in the choice between be-
spoke and commercial off the shelf solutions include,
first, the difficulty and complexity of interface de-
velopment, and, second, commercial considerations
(such as a license fee) for commercial off the shelf
products. A determining factor may be the presence
of development constraints, such as local demands
to comply with existing operating systems, current
applications, development methods, or vendors. A
proper application of standards and interoperability
principles can help to overcome such technical con-
cerns, which are becoming less valid with time.
Often a strong belief in the uniqueness of na-
tional border management operations gives rise to
the view that a commercial off the shelf solution
cannot fit a country’s border environment. Border
management agencies may be unwilling to make
the procedural adjustments required by a commer-
cial off the shelf product. Such objections may be
weighed against the benefits to international op-
erators: without commercial off the shelf solutions,
operators must adjust their documentation to many
countries’ needs. Ultimately the choice of solution,
however critical, is primarily a decision about pro-
curement (see chapter 9) and not deployment.

Making information and communications
technology work for border
management: critical success factors

The experiences of border agencies with ICT pro-
grams since the 1980s reveal 12 critical success fac-
tors. They are:

o An aligned legal and regulatory framework. A
modern legal and regulatory basis needs to be
in place before any ICT design or implementa-
tion. The time needed for regulatory or legisla-
tive change can easily exceed the time needed to
develop new systems, so it is important make the
two overlap: for example, time used to prepare
amendments to laws may also be used for pro-
totyping and testing ICT prior to system design
or even procurement. Because regulatory change
may have unforeseen outcomes that then require
new processes, a close relationship between
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regulators and technologists during this process
is desirable (though in practice uncommon).
Clarity about business outcomes. Business out-
comes are not always well described before or
during ICT program design, which can result
in poor service delivery. Service level agreements
with key dependent partners and stakehold-
ers should be defined and agreed on as carly as
possible in ICT program planning. It is impor-
tant to align the envisioned business outcomes
with overall outcomes in the agency’s vision and
strategy.

Effective govermance. A governance model,
setting out the roles and responsibilities of
stakeholders, must be established. If the deci-
sionmaking process and procedures for issue es-
calation are not established and rigorously fol-
lowed, a loss of direction can ensue—wasting
time, raising costs, and delaying the delivery of
required benefits.

Specific ICT policy issues. Further ICT policy is-
sues arise with newer border management sys-
tems because the systems often involve more
than one government agency, each silo based
and each with different policies (if any) for such
things as security and identity management.
Policies might need to be mutually agreed on for
issues including:

o Privacy.

o Identity management.

o Security.

o Accessibility and digital inclusion.

o Intellectual property rights.

o Standards and interoperability.

o Governance, architecture, and procurement.
e Green computing.

o Social networking.

A robust business case. A robust business case
is often essential to securing the necessary po-
litical backing, investment, and resources for
an ICT development. Business cases for ICT
investments often have relied on a traditional
cost-benefit analysis (see chapter 5). Informa-
tion on cost is often readily available. More dif-
ficult is to quantify the benefits and project an
accurate return on the investment—many ben-
efits are not quantifiable in monetary terms. An
ICT program may increase trader education and



compliance, improve performance management
for staff, and enhance collaboration with other
agencies and stakeholders. A suitable business
case will combine an analysis of the investment
required with a wider view of both quantitative
and qualitative benefits.

Operational aspects. Who does what? How is it
financed? Though critical, the answers to these
questions are not always well articulated and
agreed on before a program starts. If the lead
time necessary for a complete analysis of delivery
model and procurement options is not allowed,
unplanned financial and time constraints can re-
sult, making deployment, operation, and the cost
of delivery problematic.

Business process efficiency. An important factor
in the most successful ICT programs is the link
to business process efﬁciency. Experience sug-
gests that any program lacking a complemen-
tary project to review and align the processes
in an organization will generally fail, requir-
ing users to work around incompatibilities to
operate a shadow or backup system. Without
exception, an initial review of existing business
processes should inform the design of required
business processes, so that the new ICT sys-
tem will in turn be designed to enable the new
processes.

Change management. A retrospective view of
ICT program deployment reveals that most
project managers, if they were starting their pro-
gram again, would have invested more in change
management. A change management program
should consider required changes in behavior,
support the required training and learning, and
help with role and job design and restructuring.
Organization performance. The design and im-
plementation of any new ICT program requires
competent and skilled support resources. Orga-
nization and human resource management are
critical. Success metrics (generally referred to as
key performance indicators), which measure op-
erational efficiencies and improvements, need to
be determined at the start of a program and then
gathered and monitored during implementation
and operation. Regular progress reporting, using
concise and accurate measures, must ensure that
both the client management and those who put

the program in place have the right information
to make decisions on intervention.

o Interoperability. As effective border manage-
ment increasingly relies on sharing informa-
tion and intelligence among varied stakehold-
ers (including those based outside the home
nation), interoperability is increasingly re-
quired. Developments such as systems oriented
architecture improve the ability to link exist-
ing systems. Future ICT systems must allow se-
cure links to other national and international
systems.

o Data privacy and protection. Privacy and protec-
tion become even more important as the demand
grows for more data sharing, data reuse, and ad-
herence to national and international data pro-
tection legislation.

o Standards and frameworks. Success requires the
application of standards to ICT system design,
development, and implementation approach and
methodology. All too often ICT developments,
particularly when custom built, result in poor
service and high costs because process, data and
interchange standards were not applied.

Expected benefits

The benefits from border management ICT are
achieved over time, as features are introduced and
as the agency and its partners adapt to the change.
Developing nations especially need to keep a close
eye on benefits’ realization. Foreseen benefits should
be reviewed at set intervals.

Typically the expected benefits for a nation mov-
ing toward collaborative border management (chap-
ter 2) are, first, increased efficiency from increased
control, and, second, improved administration of
the border management value chain. Benefits need
to be understood quantitatively and qualitatively—
the qualitative ones being most essential.

The key goals of the agency must be aligned
to the ICT strategy design principles and desired
end state. The ICT initiative must tie into the
agency’s modernization objectives—for example,
national community and economy protection and
the facilitation of legitimate trade. The categories
of people, process, and technology can be used to
classify some of the main benefits that a border
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management ICT program might be expected to

bring (table 7.1).

Notall benefits realized from an implementation
will be tangible or measurable. Agency leadership
must buy into the intangible benefits and understand
that they will not hurt the traditionally paramount
bottom line. Particularly relevant to customs, these
intangible benefits will be felt on both small and large
economic scales (for example, through a decrease in
the smuggling of scarce natural resources). While the
intangible benefits are not as easily classified as the
tangible ones are (see table 7.1), they can be glimpsed
in the following list (which is not exhaustive):

o Improved confidence in the agency’s border con-
trol and safety.

o Improved consumer safety and protection.

o Increased foreign direct investment.

o Reduced circulation of narcotics, dangerous,
counterfeit, contraband, and prohibited goods.
Clearly the benefits will vary from agency to

agency and with national priorities. Developing na-

tions typically will aim to achieve process stability
and efficiency, whereas organizations with mature

ICT will fine tune their solutions to further realize

the intangible benefits. However, the expected ben-

efits should not drive system design, but should flow
naturally from it as its end product.

Steps to modernization

AnICT modernization program has six key aspects.
To deliver on all six, high level steps are required.

Those steps are set out in table 7.2, with a summary
of typical activities at cach step and a set of the out-
comes expected from each.

Step 1. Vision, mandate, and
desired outcomes
The starting point for any border management ICT
program should be a definition of how the program
contributes to the future vision of the agency. Policy
documents explain how the government understands
user needs and requirements and how it proposes to
address them. A multiannual strategic plan (3-5
years) explains how the vision can be achieved over
one or several successive plans. These documents,
agreed at the board level within agencies, provide the
program direction and mandate. The strategic plan
should be reviewed annually (or at the discretion of
the executive committee), and it should be further
developed in annual work programs—programs that
proposed an approach to putting common building
blocks, common services, or specific service delivery
capabilities in place.

The definition of desired outcomes, also impor-
tant at the beginning, should align to the agency’s
desired overall outcomes, including:

o Efficiency. Making the best use of agency re-
sources and continually ensuring that people,
processes, and technology are aligned to provide
cost effective services to customers and citizens.

o Transparency. Being trusted by all agency stake-
holders, adopting processes and technology to
eliminate corruption, instilling transparency

1Lu74 1| Benefits that might be expected from a border management ICT program

Category Qualitative benefits Quantitative benefits
People e Ability to cope with increasing trade volumes * Percentage increase in redeployment opportunities
¢ |mproved performance management capability e Percentage increase in trusted traders
e Increased capacity to partake in value adding work functions
e Buy-in to a realizable career model
e Increased trader trust and education
Process e Reduction in manual administration and non value adding e Percentage of automated activities
activities e Monetary benefit realized through implementation of more
e Faster transaction turnaround times efficient methodologies
e Reduction in compliance control activities and processes that are
not intelligence based
e Decreased fraud inherent to the incumbent systems
Technology e Ability to build on a scalable border management solution e Reduced cost for future development, thanks to consolidated

e Accurate performance metrics and reporting

development platform

¢ Improved collaboration and interoperability with other border e Return on investment due to benefits attributed to technology

agencies and related organizations

Source: Author’s construction.
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1E:1H7/74 | Six aspects of ICT modernization: steps, typical activities, and expected outcomes

Aspect of modernization
(high level step)

Typical activities

Expected outcomes

1. Vision, mandate, and
desired outcomes

2. Blueprint

3. Operating model

Construct a robust business case
Define green paper
Conduct information technology diagnostic

Analyze challenges and constraints faced by the program e

Produce a high level, functional solution design
Draft an overall roadmap for the program

Agree on the business areas to be affected

Define the key business capabilities required for the
solution

Define and set out the required operating model

e Communication of vision and mission

°  Buy-in

e Policy documents

Business process, training, application, and technology
blueprint

e Logical operating model

4. Business architecture e Produce the business process design
e Do a capability assessment
e Conduct change management

5. Technical architecture ¢ Define the key technical areas linked to the business o
processes and system requirements
6. Deployment e Deploy the program in phases

e Logical business process model

ICT diagnostic of current baseline
e Business and system requirements
*  Business and system processes

e Organization design

*  Ontime delivery of program, with required outcomes achieved

e Functional design documents

e System interface design

e Technical specification documentation (such as an application
service oriented architecture definition)

e Technical architecture

e Systems implementation blueprint

e Testing approach

Source: Author’s construction.

and integrity in staff through a world class
human capital program.

o Accuracy. Supporting a culture of getting things
right the first time—with processes and tech-
nologies that enable precise decisions related to
examination, tariff, investigation, payments, and
so forth.

o Integration. Working effectively with internal
and external agencies to deliver efficient, trans-
parent, and accurate services to customers and
citizens, with a focus on interoperability, part-
nering, and joint outcomes.

Step 2. Blueprint

The blueprint step includes most diagnostic work,
planning (including milestone planning), and
resource scoping. Typically used to determine the
inefliciencies in the present state and the value added
future state, a blueprint ordinarily involves:

o Obtaininga high level understanding of present

and future business and ICT needs.

o Confirming high level business requirements
with business stakeholders.

o Mapping the present organizational structure.

o Confirming the present technology infrastructure.

o Documenting the present situation, including
business capabilities, the high level technology
architecture, the high level technology infra-
structure, and organization model requirements.

o Developing a model of the future state, defining
the high level business capabilities to be supported,
a support service delivery model, an organization
and resource model, and the high level technol-
ogy development, architecture, and infrastructure.

Step 3. Operating model

An operating model schematizes the relationship
between all program areas, showinghow the program
is organized and how it operates across both business
and technology aspects. An effective operating model
enables an ICT program to deliver the required
benefits—ensuring the ICT components are working
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effectively with the rest of the organization—and it
shows the interfaces with external stakeholders. The
clear link from the operating model to the process
flows used to run and deliver the program is discussed
further under step 4.

An important mechanism for dialogue between
business and ICT, the operating model is critical in
creating the basis for ICT projects that support the
overall goals of the organization.

Step 4. Business architecture

The business (or enterprise) architecture must include
detailed processes—captured in an overall process
model—and a clear view of required roles, responsi-
bilities, and capabilities. The process model is key to
business communication. A clear understanding of
all processes in the proposed architecture is critical to
identifying independencies among processes and data
requirements, and it can provide a strong basis for ratio-
nalizing particular business processes and data require-
ments. A process model can be further detailed as a
matrix, with a column for each area process and a row

for each process across areas. Such a matrix displays,

for example, the relationship that trader management
(a horizontal process across areas) would have on risk
assessment at the border (a vertical area process). Pro-
cess models can be further detailed and strengthened
through close collaboration with the consulting and
software industries, which also have process models
based on many clients’ specific experiences.

Required roles, responsibilities, and capabilities can
be represented partially in a diagram of principal players.

The business architecture also must specify ca-
pabilities and business processes required to give the
program the highest possible value and impact.

Step 5. Technical architecture

A first layer of system functional rollout represents
the logical order in which functionalities will be
introduced. Technical preparation includes analysis,
system design, and system build or configuration.
Every technical delivery should be tested according
to a solid testing methodology, from component test-
ing to product testing, integration testing, perfor-
mance testing, and finally user acceptance testing. A
technical architecture is mapped in figure 7.2.

&M High level border management technical architecture

Carriers and Customs
Insurers agents brokers
A A
0 IR, SN, AN, S . o
9] 4 c
£ 4 4 @
£ e P - - :4 ........... > 2
o H Secure information  Integrated customs ' 3
£ v portal and cargo 0% v @
management 3=
Trade 3&
community - Ss
Web content management Cargo processing cg Y
=3
Single sign-on e-release 2
58
Persons and ‘ Single window entry ‘ e-tracking QqQ Government
organizations . oS agencies
g e-licensing % g -
€ Xao o
o e-C0 » S 3
2 i o= ) £
5 Private sector, oy Private sector @
w bodies : : olS bodies
Account management o (trade
o8 community)
| Account profile | | Risk analysis | o2
Government e
agencies Sensitivity management W
: : )
» ebXML-based registry and repository 7§ o
.0 T Web base Message -
] ' Public key infrastructure base o
g a < ........... ’: ........... ’ 5_.-
=E 0 : o
8 A A =
H H H 1]
\ 4 \ 4 @
. Terminal or
Forwarders Consolidators depot operators

G2C is government to client. G2B is government to business. G2G is government to government.

Source: Author’s construction.
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Step 6. Deployment

Deployment is planned in phases, one for cach func-

tional group and activity area defined on the trans-

formation roadmap (chapter 2). Principles for the
phased plan are:

o Each phase of deployment must deliver value to
the operational environment as well as to trade.

o Operational deployment need not be tied or
linked to system functional rollout.

o Organizational change capacity and capability
are key success factors for a large, complex col-
laborative system.

A typical deployment plan used in ICT programs

for border management agencies is set out in figure 7.3.
Conclusion

This chapter, in discussing successful ICT mod-

ernization for border management agencies, has

emphasized that ICT is not in itself a solution but
an enabler for wider agency modernization.

Effective governance, organization, and align—
ment of ICT programs must be ensured. Effective
implementation does not start with system or vendor
selection, but with a view of how ICT can enable
an agency to better achieve its vision and required
outcomes. The end of effective implementation is
not pressing the button to go live, but being able to
ensure that the program is consistently working to
meet agency goals.

Notes

1. It should be noted, however, that the table
reflects customs experience rather than that
of other agencies, based on the fact that in
most countries customs agencies were the
first to automate.

0l Deployment plan for a border management agency ICT program

System functional rollout
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Source: Author’s construction.

9-12 months

>
18-24 months Beyond

BORDER MANAGEMENT MODERNIZATION

123

[~]

AB0JjOUYD87 SUOIIBOIUNWWOD PUB UOIJRWJOoU|



)

and modern border management

Information and communications technology

124

2. For more information see “Web Services and
Service-Oriented Architectures,” Barry and
Associates, http://www.service-architecture.

com/.
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3. For more information see “The Four Tenets of
Service Orientation,” John Evdemon, http://
www.bpminstitute.org/articles/article/article/
the-four-tenets-of-service-orientation.html.



CHAPTER

Developing a national single
window: implementation
issues and considerations

Ramesh Siva

At present there are no known implementations of comprehensive col-

laborative border management. Therefore, careful attention should

be paid to the broad similarities between features of the collaborative

model—its actors, processes, stakeholders, incentives, and disincen-

tives—and those of national single window systems for trade. Such a

comparison will indicate close parallels in a number of areas.

Countries in recent decades have made
serious, systematic efforts to add effi-
ciencies to trade by creating national
single windows. Those that have suc-
ceeded have greatly improved their abil-
ity to compete for foreign direct invest-
ment. Other countries, especially in the
developing world, have noted this cor-
relation and have sought single windows
of their own. And regional initiatives
have encouraged the development of
national single windows as a prerequi-
site to joining the regional systems (the
Association of Southeast Asian Nations
Single Window is an example).

Emerging knowledge and experi-
ence are beginning to identify inter-
linked areas that ultimately determine
the success or failure of national single
windows. Those same areas are critical
for any effort to extend the single win-
dow concept to that of collaborative
border management.

What is a national
single window?

The term national single window is
increasingly used to denote coordi-
nated national electronic information

exchanges with a focus on legislation,

procedures, and information and com-
munications technology (ICT). Such
systems focus on paperless trading—for
customs clearance, for license and per-
mit approval by government agencies,
and (in a few cases) for transport and
logistics activities associated with cargo
import, export, transit, transshipment,
and border management.

National single windows have been
mandated by the Association of South-
cast Asian Nations, as a first step toward
a regional single window to be used by
all 10 of the association’s member coun-
tries. The European Union plans to
open its single window for all member
countries by 2012. And the Asia-Pacific
Economic Cooperation—which shares
many members with the Association
of Southeast Asian Nations—plans to
open its single window for all coun-
try members around 2012-13. Other,
similar intraregional (but not yet inter-
regional) initiatives are at the planning
stage.

Each of the single windows has a
slightly different emphasis. The As-
sociation of Southeast Asian Nations
is adopting a “your export is my im-
port” philosophy. Europe is aiming for

improved movement of goods across
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national borders. And the Asia-Pacific Economic
Cooperation is now concentrating chiefly on sup-
ply chain security. No doubt the objectives of all
these single windows—and of various followup
initiatives—will converge in time.

The single window concept has broad implica-
tions for electronic government. The trade single
windows mentioned above are essentially govern-
ment to government, government to business, and
business to business exchanges. Other single win-
dows are aimed at a wider constituent set. For ex-
ample, vehicle licensing initiatives enable citizens to
renew and pay for vehicle licenses online. The major
players in this type of single window may include
central government agencies, commercial organiza-
tions, and local, state, or provincial organizations
and companies—ministries of transport, police, in-
surance companies, banks and finance companies,
motor dealers, and citizens—covering the business
to government, business to business and business to
consumer categories. Another common type of sin-
gle window is the tax lodgment initiative, involving
(for example) citizens, tax accountants, tax authori-
ties, ministries of finance and treasury, and a range of
social service, pension, and health authoritics.

Each of these types of single window shares the
collaborative features (interagency and organiza-
tional) of multiparty initiatives, linked together for
a single set of objectives and covered by common
policies, regulation, and legislation.

Published definitions of single windows so far
have been rather vague. The most commonly quoted
definition for a trade process single window, Recom-
mendation 33 from the United Nations Centre for
Trade Facilitation and Electronic Business (UN/
CEFACT 2005), is skewed toward developed coun-
tries and is considered by many practitioners to be
somewhat Eurocentric. For example, it calls for the
single window to be the vehicle for collecting all fees
and charges levied by government agencies. Since
many developing countries fund individual agencies
through their trade process revenue collection man-
dates, the agencies’ loss of control over the source
of their income is unwelcome, to say the least. To
succeed, collaborative systems need incentives—not
disincentives.

A broadly conceived single window will cover the
activities of all trade processing organizations and
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agencies. This starts with customs and with govern-
ment licensing, inspection, and approval agencies,
such as the ministries of trade, industry, econom-
ics, agriculture, health, defense, and finance—and
with the subsidiary permit issuing agencies—such
as those for animals, plants, and drugs. In some
countries the number of separate agencies exercising
inspection and approval responsibilities may exceed
20. These agencies may be considered the front of-
fice, or formalities process for trade.

The organizations involved in the physical
movement of goods may then be considered the
back office. These include airports, maritime ports,
container terminals, road and rail terminals, and
transport, logistics, and storage for goods moved
by air, road, rail, and shipping (maritime, river, and
waterway). Also in the back office are trade profes-
sionals, such as freight forwarders, customs brokers
and shipping agents, together with the amorphous
category of messengers.

Other major agencies and organizations in a
national single window community include postal
authorities, messenger and courier companies, non-
government organizations, statistics organizations,
trade promotion bodies, consolidators, container
owners, bulk and liquid terminal and storage opera-
tors, pilots, stevedores, and, finally, importers and
exporters.

With this scope, a single window must focus
on organization, governance, regulation and legis-
lation, project management, process reengineering,
and change management, funding, and planning.
Clearly ICT is important—but it is subsidiary to
many of these other aspects. Success can take years,
and change often outpaces progress. Nevertheless,
putting the single window in place is an unavoidable
national imperative. To try and fail is better than to
fail to try.

It should now be apparent that the ideal ap-
proach to ICT for single windows is not through a
single computer or closely coupled central host con-
figuration. A centralized facility of some type is, of
course, required. But the philosophy of a particular
single window needs to be well thought out before
any procurement is even considered. A detailed pro-
cess flow analysis is needed, leading to an under-
standing of all major and minor trade related agen-
cies, organizations, and processes. Then, an approach



to re-engineering and change management is needed
that embraces simplification, standardization, and
single entry of data along with data reusability. The
application of ICT to this re-engineered design will
match the notional architecture, which evolves from
the business process and the objectives of the single
window designers.

The window design must use existing ICT assets,
databases, programs, and systems as much as possi-
ble. The best designs are the most flexible—designs
that limit touchpoints between the single window
and other trade processing systems to the exchange
of required data elements, with no redundancy in
any information delivered or received.

An emerging debate in the design of ICT for
single windows concerns the central facility: should
it be a portal, a data switch, or a data repository? If a
repository, does it have added functionality such asa
customer relationship management (CRM) tool for
trading partner communications? Or does it have a
structured query language, or data base management
system, which facilitates data mining—and if it has
data mining capabilities, does it allow retrospective
investigations into specific clearances and approvals
(enabling a sort of cold case squad)? It has even been
suggested that every single window needs a data or
information ombudsman, so that systems users can
become self regulating,

Design philosophy dictates governance. Sin-
gle window operations traditionally have been led
by customs authorities, since they are—at an early
stage—the only ones to have the funds, the reposi-
tory, and the data capture ability needed to estab-
lish a single window. And such efforts have normally
been limited in practice to data capture by customs,
for customs purposes. They have been aimed only at
obtaining clean declarations. Government agency li-
censing and approval details normally comprise very
few data elements—in some cases resulting from ex-
haustive processes and inspections.

Many government agencies have broader na-
tional objectives: to protect the health and welfare
of the nation, to prevent the spread of dangerous
discases, to ensure the protection of national cul-
ture and wealth. To be sure, the major objective of
customs—protecting the government’s trade rev-
enues—is extremely important. Nevertheless, as

a nation becomes more developed, the revenue it

collects through customs will gradually decline as
a proportion of its gross domestic product. More-
over, traditional roles of customs agencies are now
becoming subsumed by their growing border pro-
tection duties. And government agencies’ responsi-
bilities are becoming ever more onerous, a result of
the proliferation of trade and free trade agreements
(some generated by the World Trade Organization,
others regionally).

These developments are causing the ownership,
governance, and management of single windows to
move gradually toward location in a collaborative,
neutral body—not under the sway of a single major
trade community player. This is a controversial ten-
dency. But recent stakeholder debates about single
window governance lead inescapably to the conclu-
sion that a successful, fully functional single window
needs an autonomous, neutral, objective body to rep-
resent and to mediate among government agencies
and other public and private organizations.

The ultimate objectives of a single window are:
o To increase efficiency.

o To provide an infrastructure for handling in-
creasing trade flows.

o To support modern supply chain management
techniques.

e To reduce the costs involved in international
trade.

The single window aims to provide all trade re-
lated parties in a country—government agencies,
commercial actors, and individuals either directly
or indirectly concerned in an import or export pro-
cess—with an increasingly paperless environment
that reduces processing costs, improves revenue col-
lection, and boosts compliance with regulations and
laws. At the same time, the window aims to facilitate
trade by keeping delays in goods receipt and delivery
as low as possible.

The ability to pre-enter and preclear goods before
the arrival of the ship or aircraft carrying them—in-
cluding the finalization of all licensing requirements
and the payment of all government fees and duties—
is merely the first step in more efficient commercial
cargo handling. The second and more crucial step is
often described as value added services, or, as men-
tioned earlier, the back office function. Value added
services are provided by linking or integrating the

government’s computerized processing system with
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the commercial cargo handling, storage, and trans-
port systems. No environment can be absolutely
paperless—there will always be a need for original
documents. Still, paper documents should represent
a rare exception. For example, the personal effects
of a ship’s crew need to be declared on arrival in
port, and the declarations are usually presented as
paper documents. It would be too cumbersome to
create a wholly automated system for this exception
(even though, someday, a web based system is sure
to emerge).

In addition to centralized computer processing
and goods pre-entry and preclearance, another in-
novation that improves enforcement through better,
more focused targeting is the risk based selection of
imports and exports for document examination
and physical cargo examination. Postclearance au-
dits conducted at an importer’s premises—where
not only the standard documentation required by
government agencies, but also all other commercial
information, including banking details, should be
available—can confirm the integrity of the system.
In some more advanced countries such postclear-
ance audits are carried out as close as possible to the
point of sale, especially for food items. Since one
of the main goals of inspection is consumer safety,
postclearance audits can even be delegated to local
consumer protection agencies.

Centralized computer processing and, more
broadly, an electronic processing environment
brings savings to government agencies, reducing the
staff required to handle and file every transaction
and store of documentation. It also brings savings
to commercial operators, eliminating—to agreat ex-
tent—multiple handling of goods and documents.
That is not to say that government agencies simply
reduce staff; some officers can be assigned to new
functions, such as postclearance audits.

Why a single window?

Already adopted in varying degrees around the
world, the single window concept is essential to
modernizing import and export processes, increas-
ing compliance with laws, more closely harmonizing
the governmental and business interests in import-
ingand exporting, and breaking down international
trade barriers. In most countries companies engaged
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in international trade must regularly submit large
volumes of information and documents to govern-
ment authorities to comply with import, export,
and transit regulations. Often this information and
documentation must be submitted to several agen-
cies, each with its own manual or automated system
and its own paper forms. These requirements, with
associated compliance costs, burden both govern-
ments and businesses. They can be a major barrier
to the growth of international trade, particularly in
developing countries.

A single window can make information more
available, improve its handling, and simplify and ex-
pedite information flows between trade and govern-
ment. It can lead to more harmonizing and sharing
of data across government systems, bringing great
gains to all parties involved in cross border trade. Fi-
nally, it can make official controls more efficient and
effective, reducing costs for both governments and

traders through better resource use.
Single windows for trade

As specified by UN/CEFACT (2005) in its Rec-
ommendation 33, a single window allows parties
involved in trade and transport to lodge standard-
ized information and documents through a single
entry point to fulfill all import, export, and tran-
sit related regulatory requirements. For electronic
information, each individual datum should be sub-
mitted only once. However, a single window need
not necessarily use advanced ICT—even though
such technology often can greatly enhance a single
window.

For single windows that emphasize ICT, two
complementary models are emerging.! One, here
termed single window lite, limits itself to formali-
ties or front office functions. The other, with fuller
functionality, is here termed a zrade facilitation single
window. Whereas a single window lite facilitates the
lodging of standardized information once to fulfill
all import, export, and transit related regulatory re-
quirements, a trade facilitation single window does
so for all import, export, and transit related regula-
tory and commercial logistics requirements. Thus a
trade facilitation single window is a more general-
ized data and information interchange facility, sup-

porting not just business to government transactions



but also business to business logistics related trans-
actions. In practice such single window applications
often have been called #rade nets (for example, Sin-
gapore’s TradeNet) or trade exchanges. Also useful
in implementation is a distinction between #rade
processes and regulatory processes.

Alas, the creation of either type of national sin-
gle window inevitably meets with policy obstacles
and bureaucratic turf challenges that often compro-

mise the window’s chances of success.

Critical areas, typical impediments,
and key factors in success

National single windows face many challenges

beyond those typical of large and costly ICT sys-

tems. Eight critical areas for such windows can be

distinguished:*

o The national legal and regulatory framework for
trade.

o The governance model for the national single
window.

o The operational model for the national single
window.

o The fee structure for the national single window.

o Service level agreements for the national single
window.

o Business process re-engineering and continuous
change management.

o Organizational and human resource ICT man-
agement in border management agencies.

e Functional and technical architecture for the na-
tional single window.

The national legal and regulatory

framework for trade

A review and analysis of the current national legal
and regulatory framework for trade, and of related
areas that will govern the functions and operations
of the electronic national service window, is the first
critical area. The legal basis for accepting electronic
transactions, the legal admissibility of these trans-
actions, and the legal ability of agencies to accept
and process electronic transactions should be clearly
established. The analysis should then focus on iden-
tifying gaps and impediments in laws, as well as
regulations that would hamper the national single
window. If gaps or other impediments are identified,

recommendations for corrective actions—including
new amendments to laws and regulations, or new
regulations—should be prepared, in consultation
with government and other stakeholders as needed.

The legal framework for processing shipments
into and out of any country is large and complex.
The rules that guide or constrain different agencies
are often interlinked—at times they have even been
proven contradictory. Here more than in any other
area, a complex and possibly confused legal and regu-
latory environment is the perfect cover for bureau-
crats and reticent government agencies unwilling to
reform or modernize.

In addition, approaches to interpreting legal
frameworks for agencies vary situationally. Such in-
terpretations may be used at times as levers for agen-
cies getting their way. Incorporating business rules
into a system is likely to show that interpretations of
rules can vary regionally as well, as they do in most
countries.

A common characteristic with the experience of
modern public services is that a given agency will
closely guard its mandate, not to execute govern-
ment policy, but to preserve procedure and artifacts
of procedure. The procedures’ correct execution can
loom large in the value system of government em-
ployees, leading them to resist change. The policy
purposes of a given procedure, regulation, or law
may be obscure, with desired outcomes not ex-
pressed or the link between outputs and outcomes
unclear. Is the link between import processing de-
lays and national cconomic performance appar-
ent to all? Officials may cling to procedure. Such
resistance is often found in moving from reliance
on high rates of physical cargo examination to risk
based selection for examination.

The import of goods ideally should be a single
process. So should their export. The trader at pres-
ent must pass through a number of agencies, each
with a narrow and vertical focus resemblinga stove-
pipe. Each agency may require complete documen-
tation of all the steps already taken. In principle,
recognizing that all prerequisites will be completed
before the shipment is released—or simply acquir-
ing the ability to verify completion of each step
online—should allow all agencies to work in paral-
lel, avoiding the need for a sequential progression
through each stovepipe.

BORDER MANAGEMENT MODERNIZATION

129

[=]

SUO0IJRJBPISUOD puUB Sanss| uolrejuawa|dwi

:mopuim 8|Buls |euoijeu e Buidojanag



=)

Developing a national single window:

implementation issues and considerations

130

The governance model for the

national single window

An operational national single window presents

many public service delivery challenges. Foremost is

the need to safeguard the government’s ongoing pol-
icy interests in trade. Operationally, the national sin-
gle window presents a highly visible, public collabo-

ration by multiple government agencies to deliver a

critical government service and so enable efficient

trade. A clear governance mechanism is needed to:

o Oversee the operating entity for the national
single window.

o Provide policy oversight for the national single
window operating entity.

o Protect the government’s policy interests in the
national single window.

o Oversee the success of the national single win-
dow in meeting government policy objectives.

In addition, this governance mechanism needs to

handle the following coordinating functions:

o Providinga common framework of agency regu-
lations to achieve key needs for efficient and ef
fective border processing of goods declared using
the national single window.

o Coordinating an ongoing interagency review of
regulations to ensure effectiveness, consistency,
and support for modernized procedures.

o Coordinating the promulgation of agency regu-
lations to put the framework into practice and
conduct the review.

o Ensuring adequate stakeholder consultation,
including in agencies and in the national single
window operating entity.

o Developing a framework for monitoring new
regulations to ensure consistent application of
the regulatory framework and review results.

o Funding expert assistance for the regulatory
review.

o Guidingagencies unable to resolve disagreements
related to processing cross border shipments.
Ideally, all agencies involved in the national sin-

gle window should have some representation in the

governance mechanism. Similarly, various key user
stakeholders (traders, shipping companies, customs
brokers, freight forwarders and other private sector
entities) should have some representation or advisory
capability in the governance of the national single

window.
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The operational model for the

national single window

The implementation of a national single window
requires typically unprecedented cooperation and
collaboration by multiple government ministries,
agencies, and other statutory bodies. Every bureau-
crat’s instinct is to control this new beast.

The government should define potential opera-
tional models for the national single window in dis-
cussions, both internally and also with other identified
stakeholders (including those in the private sector).
The operational model should include everything
from obtaining and establishing technology and in-
frastructure platforms to the management, operation,
and provision of services through the national single
window. Options, such as establishing public-private
partnerships, state owned enterprises, or a specialized
government agency—as well as other arrangements or
combinations of arrangements—should be explored.
International experience in such operational models,
aswell as comparable experiences from other sectors in
the country, should be taken into account. A roster of
these options should be prepared for decisionmakers’
consideration. The strengths, weaknesses, and risks of
cach option, specifically within the national environ-
ment, should be identified.

International experience illustrates various ap-
proaches to introducing a national single window,
and it is difficult to distill the best. However, strong
messages emerge from the critical success factors and
greatest hurdles that are presented for eight single
windows in annex 8A. The success factors include
commitment by all stakeholders, cooperation be-
tween agencies, government support, and informa-
tion sharing. Changes in procedures and processes
are also highlighted. For the service provider there
are government ownership, private ownership, and
public-private partnerships. The deciding factor is
what works best with a country’s local laws, inter-
governmental relationships, and within a given trad-

ing environment.

Fee structure for the national single window

The government must define an appropriate user fee
structure in consultation with individual government
agencies and other stakeholders, including private sec-
tor stakeholders. International experience should be
taken into account along with existing World Trade



Organization rules and disciplines (for example,
under the General Agreement on Tariffs and Trade)
and others that are likely to emerge. The user fee is
expected to cover at least the costs of operation and
maintenance, plus any incremental costs to govern-
ment agencies participating in the national single
window. Determining and gaining agreement on a
revenue sharing model—to ensure that all participat-
ing stakeholders are reimbursed for administrative
expenses incurred through participation—is key.

Service level agreements for the

national single window

Critical to efficient functioningare agreed service lev-
els. To meet the timeliness and predictability objec-
tive, a generalized framework of service levels and
overall service level for the national single window
need to be prepared in consultation with the window
operator, participating government agencies, and
other stakeholders (including in the private sector).
The service level agreements developed should take
into account international practicesin other national
single windows as well as any other interagency ser-
vice level agreements for similar activities.

Service level agreements have most value when
they can be monitored. A monitoring framework
and methodology, to ensure that service levels are
kept and bottlenecks identified, should be simulta-
neously developed and implemented. Monitoring
and enforcement of service level agreements are criti-

cal to national single window governance.

Business process re-engineering and
continual change management
One should not think of automation projects. One
should think instead of modernization projects.
Automation is often a given—but calling any par-
ticular improvement automation Wrongly signals
that the driving force will be technology and that its
drivers will be the technology people. The real issue
is a business issue: what needs to be done, not how.
So the driving force should be business process effi-
ciency. And the drivers should be business experts
with a keen awareness of the possibilities of automa-
tion for end users.

If the leaders of business process automation
are technical experts with some knowledge of the

business—instead of business experts with some

technical knowledge—then, in too many cases, ob-
solete procedures are automated; international best
practices are ignored; and little or no attention is
paid to management, control, human resources, and
training. To avoid that outcome, business experts
must first identify their requirements and desired

outcomes through a diagnostic exercise, producing a

scoping document that takes into account best prac-

tices. Such a document helps ICT experts design a

solution, and it helps suppliers propose a delivery ap-

proach and outcomes.

The business change approach should:

o Describe the main change phases and activities
for the modernization program.

o Identify key performance indicators to measure
the impact of reforms.

o Outline times for cach phase, including key de-
liverables and milestones.

o Identify dependencies among modernization
program tasks.

o Estimate resources required.

o Continually communicate—to agency staff and
to external stakeholders—the reform program’s
management expectations, present status, and
successful outcomes to date.

The resulting business change management plan
should mirror timescales, milestones, and deliver-
ables in the technology plan. It should be revised,
at intervals, to reflect business process definition
changes and ongoing impact assessments.

Organizational and human resource

management for ICT in border

management agencies

Border agencies will continue to need more techni-

cally proficient ICT staff, but the nature and level of

needed skills will change. As technology becomes
more complex and agencies more dependent on its
various types, it will no longer make sense to group all
technical people under one organizational umbrella.

For traditional ICT management, two groups
remain critical:

o Astrategy, planning, and contracts management
group—intensely business oriented and deter-
mining policy, strategy, planning, and project
design—residing in the agency’s planning de-
partment or reporting to the agency head (not

the ICT department).
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e A training and operational support group of
systems analysts and programmers, supporting
and maintaining the agencies’ ICT infrastruc-
ture (software and hardware operational support
may be outsourced).

The career paths of these two groups are differ-
ent. The first shares the career path of high manage-
ment. The second includes a subset of ICT experts,
properly speaking, who are continually poached by
the private sector. Unless government offers com-
parable salaries (an unlikely occurrence), the ICT
unit must expect high rotation and offer ongoing
training for new staff. Not all technical staff mem-
bers will depart to the private sector. Some, such as
systems analysts, project managers, and knowledge
workers, will be poached by business units within
the agency because working in ICT has made them
understand how a business process works.

Increasingly, as ICT becomes more deeply em-
bedded within the agency and core business func-
tions are enabled for it, the agency will need to adjust
its staffing profiles for it, with innovative recruiting,
retention, and reinvigoration and training. Human
resources management will need to grow to support
full career personnel development across the orga-
nization while also recruiting and retaining special-
ized experts, such as forensic computer specialists,
internal auditors, website managers, security special-
ists, and ICT people with customs expertise (rather
than generalists).

Functional and technical architecture
for the national single window
For efficiency and effectiveness in border manage-
ment reform, ICT is critical. Border management
agencies are challenged to ensure national security
and safety, revenue collection, and trade facilita-
tion with increasing efficiency. ICT does this by
reducing as much as possible the cost, number,
and duration of operations and transactions. Some
border management agencies are joining forces,
integrating processes, and improving the processes
through automation. It is imperative that the integ-
rity and security of the process not be sacrificed to
cfficiency.

Governments and their border management
agencies are information consumers and informa-
tion factories. There are at least five reasons why ICT
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will keep spreading into all aspects of border man-

agement processes:

e Governments are increasingly promoting paper-
less offices.

o Computers are increasingly powerful.

o Internet based technology is increasing, greatly
facilitating communication.

o Software and hardware are becoming commod-
itized.

o DPublic expectations for efficient government are
increasing.

On the one hand, ICT can greatly boost the ef-
fectiveness of business processes, increase control over
operations, make operations more transparent, and
help to block decision leakages and improve efliciency.
On the other hand, ICT can discourage corruption—
by reducing face to face interaction between users and
government officials, by reducing arbitrary decision-
making, and by increasing accountability.

What ICT cannot do is compensate for a lack
of discipline, management, or control. By itself, ICT
cannot improve the business process. It must be ac-
companied by appropriate delivery services.

National single window implementation re-
quires an ICT platform to function seamlessly and
cfficiently. A clear, functional blueprint should first
be developed that takes into account the needs and
requirements of all stakeholders, and that becomes
the primary basis for the technical architecture and
system specifications. Additionally to be taken into
account (as appropriate) are:

o International practices in other national single
windows.

o Regional (such as the Association of Southeast
Asian Nations’) single window requirements.

o Industry trends in technology and infrastruc-
ture platforms.

o Technology and infrastructure environments
in participating government agencies and in the
country more generally.

A generalized functional specification and tech-
nical architecture are further detailed later in this

chapter.
Good practice models

Which existing single windows present good prac-
tice models? Here the benchmark is whether a model



comes close to meeting the definition of a single win-

dow adopted by most countries—the one proposed

by UN/CEFACT (2005) and the Association of

Southeast Asian Nations. It has three pillars:

o Single submission of data and information.

o Single and synchronous processing of data and
information.

o Single decisionmaking for customs release and
cargo clearance.

While a number of countries claim to have a na-
tional single window, very few have one as defined
above—though many have programs to attain it.
In many cases, especially in more advanced econo-
mies, the process involves building integration layers
among agencies’ existing legacy systems, which have
provided electronic submission facilities to the trad-
ing community for some time. In some cases this in-
tegration involves creating seamless interfaces among
existing trading and port community networks.

Thus, countries are moving toward common ob-
jectives, but in different ways dictated by their leg-
acy systems and constraints. In the following brief
summary two models have been singled out as best
representing the accepted definition of a single win-
dow. Singapore’s is well established. New Zealand’s,
which has been conceived and is being submitted
for government approval, illustrates the analysis and
consultation required to build the business case for
a national single window.

The best model now in operation:

Singapore TradeNet

Singapore’s TradeNet 4.0, the current version, has
become more simple, with fewer fields required to
submit a permit application. Other new features
include integration with TradeXchange, an elec-
tronic platform for information exchange between
traders and logistics operators both in the country
and internationally. TradeNet and TradeXchange
are operated by CrimsonLogic PTE through a pub-
lic-private partnership.

A good practice model with a business case:
New Zealand’s Trade Single Window project
UN/CEFACT (2005) Recommendation No. 33
guides New Zealand’s Trade Single Window proj-
ect, now merged with the Joint Border Management

Project involving government agencies including

customs and the agriculture and forestry ministry.
A business analysis has been completed and possible
functional and operating models evaluated. Pre-
ferred options, with a business case, were submitted
to the government in October 2009. Further action
depends on government funding and approval for
the selected model.

Other models

Most of the countries said to have introduced, or
to be introducing, a single window are well docu-
mented in case studies (UN/CEFACT 2006). But
the term single window is loosely used to describe
varying degrees of electronic data interchange, rang-
ing from direct trader input to a single portal—one
giving access to different subsystems—to simple
download from a portal of forms that are then filled
in and presented manually. A number of clectronic
facilities are still backed up by paper document sub-
mission. In most of the usually cited examples, the
single window is still a goal to be attained and a work
in progress.

The following brief case studies represent work
in other countries by comparison with the two mod-
cls above, which come closest to best practice as de-
fined in World Customs Organization and United
Nations recommendations (UN/CEFACT 2005).
The examples show the incremental process of build-
ing on earlier legacy systems.

United Kingdom. The United Kingdom Interna-
tional Trade Single Window, launched in Novem-
ber 2007 to provide a single submission point for
importers and exporters, does not yet do so. Customs
submissions are still through the customs agency sys-
tem, Customs Handling of Import/Export Freight
(CHIEF). At present the International Trade Sin-
gle Window gives traders a separate portal for help
with import and export processes and regulations,
and it contains an online tariff to assist with clas-
sification. The first online processing facility will be
Automatic License Verification, allowing electronic
applications for export and import licenses issued by
the Department of Business, Enterprise and Regula-
tory Reform. The license will be sent electronically
to CHIEF and the need to submit paper documents
to customs will vanish. Future work will aim at sin-
gle submission.
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United States. The United States single window
initiative is being coordinated by the International
Trade Data System project, aimed at helping par-
ticipating government agencies integrate with the
Automated Commercial Environment (the new
trade system of Customs and Border Protection).
About 30 agencies are now involved. The Auto-
mated Commercial Environment provides a single
entry access portal for both trade and the partici-
pating agencies. The ultimate aim is single sub-
mission but implemented at present are account
management, online report requests (tracking),
periodic monthly statements, and electronic mani-

fest submission.

Australia. Australia’s TradeGate provides an envi-
ronment for trade and logistics operator message
exchange. Importers and exporters can submit cus-
toms declarations through TradeGate’s ImportNet
and ExportNet modules.

In 2005 Australia implemented the Integrated
Cargo System, which replaced a number of legacy
systems for reporting all cargo movements to cus-
toms, expanded and strengthened automated data
feeds between customs and other agencies, and now
performs some verification of other government
agencies’ permits. A Customs Connect Facility, de-
veloped to provide a secure gateway to customs ap-
plications, performs customs public key infrastruc-
ture functions such as validation and authentication
of digital certificates, and it houses an engine that
transforms incoming messages from the United Na-
tions Electronic Data Interchange for Administra-
tion, Commerce, and Transport (UN/EDIFACT)
into XML. The electronic data interchange (EDI)
messages used by customs in the Customs Connect
Facility and Integrated Cargo System are developed
from the UN/EDIFACT 99b Message Implemen-
tation Guidelines produced by UN/CEFACT. Data
in the messages are aligned to the United Nations
Trade Data Element Directory (UNTDED).

Australia, as part of a commitment to the Asia-
Pacific Economic Cooperation, is moving toward an
integrated cargo processing and single window envi-
ronment. It has created an international trade single
window project led by customs, which has produced

a strategic plan.
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Canada. The Canada Border Service Agency has
been exchanging data electronically with other gov-
ernment departments since the late 1990s, when
proofs of several model concepts were implemented.
During 2006-07 consultations with government
departments and analyses of business processes led
to the development and design of harmonized data-
sets and interface options. These interfaces, in place
since 2007-08, are subject to ongoing monitoring.

Ghana. The Ghana Community Network, a public-
private partnership enterprise, reflects the desire
of the government to modernize customs through
physical infrastructure work, communication net-
works, upgraded customs facilities, and electric
generators in remote border stations. A joint ven-
ture company was formed with a 10 year mandate
to operate customs, using customs staff. Customs
has a 20 percent share, while the total public share
is 35 percent (including two other public sharchold-
ers) and two private shareholders hold the remaining
65 percent. The main private sharcholder, a Geneva
based inspection company, holds a 60 percent share.
Operation is funded, and dividends to sharcholders
paid, through alevy on imports of 0.4 percent of the
free on board (FOB) price. The underlying technol-
ogies are provided by CrimsonLogic, the company
that operates Singapore’s TradeNet.

The Ghana Community Network started as a
value added network (VAN) service for electronic dec-
laration submission and clearance. It was expanded to
provide online access for other modules, such as elec-
tronic manifest submission, final customs valuation
reporting e-Permits, e-Exemptions, electronic valua-
tion of used vehicles, and e-tracking. Access to these
facilities is through a single portal, but the processes
are not consolidated through single submission, and
customs declarations are submitted electronically
through the Ghana Customs Management System.

Generalized functional and technical
architectures for a national single window

Functional requirements in any sector are primarily
driven by system users. In developing the functional
and technical requirements and specification for a
national single window system, all stakeholders need
to be taken into account.



Targeting functional requirements

to users and their needs

A national single window has a broad array of users,
from traders to oversight agencies.

Trade users. The main targeted users of the national
single window are importers, exporters, brokers,
and the like—trade users—throughout the country
at ports involved in import, export, transshipment,
transit, and other customs regimes within the country
(cither directly using their own facilities or through
their brokers and agents). Their anticipated uses are:

o Lodging cach trade submission securely as a sin-

gle electronic message.

o Using business to government messaging, where
the trader’s (or broker’s) in-house system directly
permits this without further re-entry; or using
a business to government client; or using a web
based interface to be provided by the national
single window.

For payments of taxes, nontax revenues, and
other fees, trade users could either authorize direct
debit (under a standing order) or pay separately and
provide receipt details (of business to business bank-
ing instructions, internet banking, over the counter
payments, and the like). Through their single sub-

mission they can:

Figure 8.1

Permit request
and response

B2G
trade
submission
packet

One touch
trade Y
submission N ’

o Track the progress of lodgments they are autho-
rized to view.

o Receive electronic responses to their lodgments,
either as government to business messages or by
web based lookup.

o Rely on the electronic responses to the lodg-
ments to clear goods for import or export, ei-
ther requiring no further interaction with gov-
ernment or—if the goods are selected under
risk management principles—involving further
document or physical inspections.

These uses are illustrated in figures 8.1 and 8.2.

In many countries the trade user is also re-
quired to retain all original documents related
to a trade submission in an identifiable, locat-
able, collated folder. The folder may be physical,
electronic, or a combination. All such folders
arc to be held securely and be readily available
for audit by government agencies. Severe penal-
ties may be applied for breaches of security and
irretrievability.

A registration process is required, usually using
a national taxpayer identification number or the
equivalent. Generally the national single window
does not perform registration alone, but relies on the

registration processes of government agencies where

trade users substantiate their credentials.

Business to government service: the Indonesia National Single Window
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Source: Indonesia National Single Window Preparatory Team.

: assessment) and regime specific
: procedures

Note: BPOM is Badan POM, or the Indonesia National Agency of Drug and Food Control (NA-DFC). ERP is enterprise resource planning. B2G is business to government.
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SR M Web service: the Indonesia National Single Window
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Source: Indonesia National Single Window Preparatory Team
Note: ERP is enterprise resource planning. BPOM is Badan POM, or the Indonesia National Agency of Drug and Food Control (NA-DFC). B2G is business to government

Commercial banks. The anticipated uses for trade o Processing permit applications according to

submissions at commercial banks are: agencies’ internal business processes and within

o Accepting and processing instructions for elec- agreed service levels.
tronic transfer: from trade users’ accounts to e Responding electronically to the trade users.
government accounts as payment (for taxes, o Using national single window audit trails and
nontax revenues, and other fees under standing message logs for postentry control.
orders for direct debit, as well as for business to e  Using national single window metering for in-
business banking arrangements, internet bank- ternal auditing, including service level monitor-
ing, and over the counter payments). For fixed ing and analyses and continual business process
and regulated payments the trade user can cal- improvement.

culate and pay in advance at the time of the

trade submission. For payments depending on  Port operators and agencies. The anticipated uses at
particular services—such as quarantine services ports are:

involving laboratory inspections and, occasion- o  Givingnotice of vessel arrivals and departures.
ally, classification services for customs—the fees o Receiving master and house manifests.

are determined after the service is provided and o  Receivinggoods clearance permits electronically
would entail a second direct debit. and accepting them as gate passes.

o Forwarding reports of electronic and nonelec-

tronic payments as e-receipts. National single window regulator or oversight body.
o Providing information for any investigations The anticipated uses by the regulating or oversight

concerning payments. body are:

o Using national single window audit trails and

Government agencies, including permit issuing agen- message logs for postentry control.
cies. The anticipated uses at government agencies are: o Usingnational single window metering internal au-
o Receivingelectronic data from trade submissions diting, includingservice level monitoringand anal-

according to agency regulations and procedures. yses and continual business process improvement.
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National statistics body and central bank. The antici-
pated use by national statistics bodies and banks is to
receive periodic trade related statistics based on trade
sanitized transactional data.

Commercial auditors. The national single window
operator would be subject to normal requirements
for tax administration reporting and for the company
registrar. It would also be required to provide com-
mercial access, in confidence, to all records within
the national single window for commercial auditing.

Law enforcement agencies. Law enforcement agencies,
such as the national police, need unrestricted access
to the national single window—and to the oversight
body’s internal records, detailing audit trails of trans-
actions and other data on traders—for national secu-
rity matters and for criminal investigations.

Business process functional requirements
Three main business processes flow through the
national single window:

o Registration. This process assigns an importer,
exporter, or customs agent a unique and secure
identification that will grant access to facilities
within the national single window as authorized.

o Submission and clearance (all customs regimes).
All information for permits, licenses, declara-
tions, and the like—to clear goods for import,
export and other customs regimes—is submitted
only once, preferably in a single message.

o Customer service. Traders retrieve account sta-
tus information, track submissions, obtain sup-
port for inquiries (on tariffs, regulations, permit
requirements, and the like), and access help desk
facilities.

Other related requirements

While some criteria are not strictly functional
requirements, they need to be taken fully into
account in system design and development (a list

appears in table 8.1 at the end of the chapter).

Technical architecture

The technical infrastructure for the national single
window required at various locations will typically
comprise server equipment, network equipment,
and system software (operating system, database,

application integration, business process manage-
ment and message handling, session and transac-
tion management). By nature the national single
window is generally a highly centralized system that
links and communicates with systems owned and
operated by many entities. Such implementations
need to be highly scalable and fully redundant. The
national single window central data center should
have a fully redundant disaster recovery center in a
geographically remote location. Network commu-
nications channels, similarly, should be established
with redundancy in mind. For example, in connect-
ing with its public telecommunications carrier, each
channel should be connected to a distinct exchange
or switch—and that exchange or switch, in a net, to

at least two other switches.

Topology and features

A typical national single window, diagrammed in

figure 8.3, has architecture that anticipates facilities

for:

o Access and usage security architecture (identifi-
cation, authorization, encryption, nonrepudia-
tion, audit trails).

o Physical security architecture (transaction log-
ging, restart journals, backup sets, restart meth-
ods, recovery methods).

o Performance monitoring model (data logging
and analysis).

o Infrastructure resilience features (data storage,
data access controllers, servers, processors, com-
munications channels) and identification of sin-
gle points of failure.

o Scalability policy, plans, and features.

o Software architecture.

o Data quality controls (field validation, referen-
tial integrity).

o Data standards (United Nations electronic
Trade Documents [UNeDocs], national trade
data element dictionary, World Trade Organi-
zation reference tables).

o Message standards (XML, other standards).

o Internationalization (language requirements in
messages, all traded currencies for World Trade
Organization members).

o Harmonized Commodity Description and
Coding System codes (may require agency data
set harmonization).
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SRR A typical national single window: The Indonesia National Single Window
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Simple three step workflow
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Source: Indonesia National Single Window Preparatory Team

Note: B2G is business to government. ERP is enterprise resource planning. VPN is virtual private network. CUG is closed user group. INSW is the Indonesia National Single Window. GA is
government agency. G2G is government to government. HS is harmonized system. SOA is service oriented architecture

o Implementation support (usage manuals, train-
ing, help desk).

o Commercial infrastructure (server equipment
providers, communications equipment providers,
other hardware providers, infrastructure software
providers, support and maintenance providers).

o Software development toolset.

o Software development method.

o Software development artifacts (requirements
specification, design specifications, source code,
configuration tables, testing plans and results).

o Version control and configuration control
methods.

o Development plans (anticipated rollout, func-
tional expansion, ongoing work and time scales).

Conclusion

This chapter has discussed the critical areas that
need to be taken into consideration before, during,
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and after the creation of a national single window.
Clearly a national single window, with its many
stakeholders in government and the trade commu-
nity, is probably one of the most complex public sec-
tor reform and modernization initiatives.

Information and communications technol-
ogy (ICT) is not a solution—it enables solutions.
Developments since the 1980s have helped border
management agencies learn lessons that need to be
considered for future programs. In particular, ICT
programs need effective governance, organization,
and alignment.

The key steps in creating a national single win-
dow do not begin and end with system and vendor
selection. A view of how ICT can enable agencies
to better achieve a collective vision—and required
outcomes—is indispensable. The end of effective
ICT implementation is not pressing the button to
go live, but ensuring that the program is consistently
working to meet agencies’ goals.



Table 8.1

Requirement

General criteria for required national single window functions

General criteria

Presentation language

Message languages

Field validation

Currency support

De minimis amounts

Print and display

Printing on paper

Reference tables maintenance

Configuration table maintenance

User menu

Access security

Audit

Metering

Service level agreement reporting

e All languages that need to be supported by the system should be identified.
e For printed media, multiple language types may be required. The design would include markers on client records to
indicate language preference, with the language used on notices selected accordingly.

XML, UNeDocs components, or other international standards.

For all defined messages—whether originating from a terminal operator as data input or another system—fields are
required to undergo the field type validation consistent with the field and, where appropriate, referential checks.

e The software is required to support amounts in all trading currencies.
e The length of fields for accounts must support decimal numbers with integer parts of at least 12 digits and decimal
parts of 2 digits.

The system should have the capability of recording and handling de minimis amounts if applicable.

Throughout the functional requirements the term print may be used to describe subfunctions that may result in hard
copy output. For low volume output the term print should be taken to mean having the corresponding output either
printed to hardcopy or displayed to the terminal device.

e Paper documentation from the system is expected to be minimal.

* Where required, stationery types to be supported must include cutsheet A4 stationery and cutsheet letter. The
stationery may be preprinted. The minimum technical infrastructure specifications must include printers with
characteristics that match the stationery characteristics proposed.

Online maintenance of reference tables is required to implement a table driven system. The ability to create, edit, delete,
and inquire upon reference tables is required.

Screen maintenance of configuration table is used for setting software switches and environment settings.

e Web style, hierarchical menu access to functions will be provided.
e User permissions will allow only available options to be accessed.
*  Administration messages will be broadcast through the menu.

*  Provide a secure means of controlling access to each function and subfunction for authorized users.

e Allow specific user to access specified functions, including change password.

*  Provide username and password check to link to default first webpage after login.

e Store password using one way encryption.

*  Provide mandatory renewal of password after a definable number of days, tracking passwords so that previous
passwords cannot be reused.

e Prohibit users from accessing the underlying server and client operating system other than through function calls
controlled by the application software.

*  Provide message security though public key infrastructure, verifiable digital certificates, and encryption.

*  Provide database security through encryption, with administrator functions limited to very few personnel.

e Administer confidentiality requirements for all administration personnel.

e The system should provide a trail of interactions—message originating, users or officer originating, and system
generated—and of all changes to data, with date and time stamps, message contents, and before and after
images.

e This should include login logs and function-access logging.

e Ascheme for data access tracking is also required, for functions that do not modify.

e Audit trails must be searchable by date and time range, message origin, accessed data type, and identifier.

e The business processes will be implemented through a workflow based architecture.

e Each workflow will be triggered by a business event and accordingly date and time stamped, with the stamp also
recorded in a metering database.

e Each subsequent process step through the various workflows will likewise be date and time stamped. For real
world processes, date and time stamps will also be kept for the arrival of the workflow item at the step, the
commencement of real world actions (observation of a workflow item’s arrival), and the final response to the
workflow item.

* The meters are used in the service level agreement reporting and the dashboard.

* Reports may be prepared for any meters and at any level within the workflow, with selection by data and time
range, workflow subset or element ranges, trader, government agency, government agency role, government
agency user, and other ranges to be defined.

e Such reports are to be available to authorized users at the national single window operator, national single window
oversight body, government agencies (restricted to meters pertinent to them), and traders (restricted to workflows
initiated by them).

(continued)
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Table 8.1

Requirement

General criteria for required national single window functions (continued)

General criteria

Business process dashboard

Transactional integrity

Database integrity checks
Data relationship integrity check
Online help

Data retention

Data archiving

Operational simplicity

Ad hoc inquiry

Data export

Design constraints—server operating
system

Design constraints—server database

Design constraints—client operating
system

Design constraints—
service oriented architecture (SOA)
toolset

Design constraints—framework product

Design constraints—workflow toolset

e Anear real time display will provide the performance status of key indicators drawn from the workflow meters,
including at least the arrival rate of trade submissions, average time to handle message routing of trade submission
within the national single window, queue length at each government agency, average process time within each
government agency, and average overall process time until the clearance response to the trader.

e The users of the dashboard are the national single window operator and national single window oversight body.

e From the dashboard indicators the user can drill down to other meters.

Message based integrity requires that the designed effects of a single message are either entirely retained or entirely
discarded, with the status clearly identifiable by the message originator.

The database storage must check for the logical internal consistency of the database.
Purpose built checks ensure that referential integrity is built by design knowledge rather than database constraints.
Online help facility is context sensitive, at least to the page and field level.

Data and all audit logs are to be retained and accessible in a practical manner for at least 5 years in primary storage, 10
years in archival storage.

Data can be moved from highly available disk storage to less accessible storage or, after 10 years, purged entirely.

The system must exhibit simplicity of use, operation and maintenance, features most readily demonstrated by describing
the operating and support environment (including the number of user, operating, and support staff at installed sites).

In addition to the inquiry and report features described throughout, the system should support and facilitate other
inquiries by authorized, trained officers from the client terminal.

The system should support, and there should be no impediment to, the selective extraction of data by statistical
modeling and reporting tools.

Operating system is desired for servers (Windows server, UNIX, or the like).

Recognized, fully functional, ANSI SQL compliant product, with commercial warranty and widely installed customer
base, and which supports the scalability, transactional integrity, and resilience requirements.

Not constrained. Need to allow for a broad range of users.

Not constrained.

A framework product approach, based on an operated service for UN/CEFACT style single windows with customization
by modification by reference tables and configuration tables preferred, but customization by software development
permissible. The delivery approach needs to be specified comprehensively.

Commercially available workflow management toolset, with commercial warranty and widely installed user base.
Provides definition and management facilities for:
e Workflow definition (creating and editing):
e Graphically defined and modified, with version control and configuration control.
e Eventdriven.
e Hierarchy of workflow subsets and steps.
e Automated and manual steps.
e Automated logical processing including database interaction through service requests.
* Role based manual steps with acknowledgment (automatic when observed in role’s in-tray) and response
actions.
*  Showing sequence, logical branching, repetition, and parallelism.
*  Workflow instance persistence.
e Workflow manager:
e Accepts and responds to business events (initiating messages).
e Utilizes workflow definitions to administer the status of any workflow instance and route the steps in any active
workflow instance over any length of time, through to completion of the workflow.
e Maintains workflow integrity and transaction integrity (including database integrity) for any and all workflow
instances.
e Automatically captures and records date and time data pertaining to the start, stop, and idle periods of a
workflow and its workflow steps.
e Enforces access control.
*  Provides facilities for workflow instance monitoring, diagnosis, and repair.
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Table 8.1

Requirement

General criteria for required national single window functions (continued)

General criteria

Design constraints—client application
languages

Design constraints—system
engineering

Design constraints—system
management configuration, version
control

Design constraints—escrow

Service requirements—training

Service requirements—support

Service requirements—data conversion

Service requirements—data take-on

Service requirements—warranty,
support, and maintenance

No constraints other than compatibility with technical infrastructure.

The implemented products for the national single window must be underpinned by a published architecture
encompassing requirements specification, high level design specification, detailed design specification, technical
infrastructure specifications, and implementation specification including message schema, database schema,
service schema, source code, and presentation layer definitions.

A widely used, commercially available and supported system engineering tool must be the repository for the
published architecture.

The implemented products for the national single window will be administered through a widely used, commercially
available, and supported system management toolset for the configuration tables and reference tables of

the software application at various versions, plus the configuration and installation definitions for technical
infrastructure components, also at various versions.

The system management approach and toolsets will support at least environments for live service at dual redundant
sites, a transition-to-live environment for pre-live acceptance testing, system test environment, development
environment, and training environment.

The architecture will be based on message dissemination and distributed workflows, with the scheduling of any
system changes to be negotiated with affected users.

All system engineering definitions and all system management definitions for all products placed in any environment
other than development will also be placed in escrow.

Training of traders and government agencies will be necessary.

Training would be performed as an initial burst and then periodically.

Seminar style and small group hands on training would be provided on dedicated training configurations.
Web based tutorials would be provided.

Short term on site support for government agencies is required for initial implementation of any distributed workflow
systems.

On call support is required for government agencies when any new versions of the services are planned—possibly
including changes for type 1 or type 3 distributed workflows, as shown in the technical architecture or assistance,
with any necessary changes in type 2 workflows where the government agency has a connected in house system.

An initial conversion of registered traders and other control information will be required.

A switchover plan from the current operational system or systems to the national single window is required (so that

no declarations or requests for permits are lost). Conversion is a computerized process for extracting records from an
electronic database, manipulating that data as required, and loading it into the national single window data structures.

The solution may require data take-on for proper service operation. Take-on is a computerized process for capturing data
from various sources, manipulating the data as required, and loading the data into national single window data structures.

Help desk, customer service, fix on fail and preventative maintenance for application software and technical
infrastructure, and technical advisory services for all users are required.

Source: Indonesia National Single Window Preparatory Team.

Notes

1. This discussion draws on presentations by
the author and Gerard McLinden in 2007.
2. The content of this chapter draws from tech-

nical assistance work for the Indonesia Na-

tional Single Window.
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Annex 8A

International single window border management implementation, by country

United States

Details

Operational model

Funding

User fees

Critical success factors

Greatest hurdles

e The International Trade Data System (ITDS), established in 1996 for import and export and integrated government
oversight of international trade, is owned and operated by the United States government with customs as the lead agency.

e The United States Department of Homeland Security Customs and Border Protection (CBP) is redesigning its system and
developing the new Automated Commercial Environment (ACE). The main clients are international trade agencies and
government agencies involved in imports and exports. Besides federal trade agencies, trade community participants
include exporters, carriers, importers, customs brokers, freight forwarders, and so on.

A facility for integrated government oversight of overseas trade.

The ITDS is funded through appropriations as part of the development of the ACE and the new CBP system. The United States
government has no profit motivation. A cost-benefit analysis reveals savings, not profits, through ACE.

No user fees are collected to finance the ITDS or ACE.

e Leadership—commitment at the highest level.

*  Budget—commitment to long term funding.

e Technical—must respond to the needs of participating agencies and the trade community.

*  Operational—buy-in, cooperation, operational vision.

The critical success factors are also the greatest hurdles.

Malaysia

Details

Operational model
Funding

User fees

Critical success factors

Greatest hurdles

In 2002 Malaysia started developing its system, now about halfway through development. Electronic logistics and electronic
permits are running. A cross border exchange service is in the pilot stage. Other upstream and downstream data and
processes will continue to be developed. System development was initiated by Dagang Net—a private company—with the
establishment of a single point where data from one application to an authority or recipient can be reused for other applications
to subsequent authorities and recipients.

The current model allows the user to file an application and reuse the information for submission to other authorities.
The cost to Dagang Net when it revamped its operation in 2004 was US$3.5 million.

The cost of operating the electronic logistics service is borne by the government. There is a fixed price for each electronic
permit. Under the cross border exchange service there will be a fixed price for each message received.

e Support from the government and policymakers.

*  Government agencies’ involvement.

e Demonstrated user benefits.

e Standardization and harmonization of information parameters among government agencies including customs.

e Making users willing to change.

e Harmonizing information.

e Citing paper documents.

e Changing procedures and processes.

Finland

Details

Operational model

Funding

User fees

Critical success factors

Greatest hurdles

The first electronic system, set up in 1993—-94, was replaced in 2000 by the PortNet system—Iikewise replaced in 2007
by PortNet 2. Operated by the Finnish Maritime Administration, PortNet encompasses all maritime requirements, customs
processes, and terminal notifications regarding containers.

A national maritime traffic database, accessed with username and password. User access is restricted to users’ own
information, but government agencies have access to all information.

The system is financed at present by the Maritime Administration, the customs office, and the 21 largest ports, some privately
owned. Thus, it could be called a public-private partnership. But with the recent emphasis on security it is thought the system
should be state owned.

There have been no user charges so far. It has been considered inappropriate to charge for the mandatory supply of
information. But a charge on users who still provide information on paper—a paper handling charge—nhas been discussed.

*  Cooperation between the parties responsible for maritime safety, maritime security, cargo logistics and environmental issues.
e Asystem that generally works well.

e Difficulty of establishing cooperation between authorities.

* Reluctance to share information.

e Need for active authority—who will take the lead?

e Dispersal of authorities under different ministries and uncertainty about responsibility for an application covering a large
jurisdictional area.

BORDER MANAGEMENT MODERNIZATION



Sweden

Details

Operational model

Funding

User fees

Critical success factors

Greatest hurdles

Swedish Customs—the only public service at Sweden’s borders—performs several tasks for other public services, such

as the National Board of Trade and the Swedish Board of Agriculture. All such partner agencies were involved in the design
and development of information and communications technology (ICT) supporting foreign trade. The first true single window,
established in 1989 and focusing solely on the export system, was later enhanced to cover transit and (later still) imports. The
single window now includes electronic funds transfer and functions for some agencies not related to imports or exports (for
example, hunters and gun registration).

Customer submits information to Swedish Customs. Information required for a specific procedure (for example, issuing a
license) is forwarded to the public service responsible. For other information, a customs declaration is submitted electronically
and selected information extracted and forwarded to the public service responsible (for example, trade statistics are forwarded
to Statistics Sweden).

The system initially was financed with dedicated funds from the Swedish government. New services, designed and implemented
today, are financed under existing budgets allocated to each government agency. Automated processes allow Swedish Customs
to allocate resources with special emphasis on enforcement or more complex matters. Some initiatives are ongoing, and
consideration is being given to using public-private partnerships for developing new systems of greater complexity.

Free of charge, except for more advanced services such as submitting electronic customs declarations using the United
Nations Electronic Data Interchange For Administration, Commerce, and Transport (UN/EDIFACT). With no revenue, costs are
not covered.

* |dentifying and offering efficient solutions for processes and procedures used by several customers, creating critical
mass.

e Listening to end users’ requirements and demands.

The challenge of providing a technical framework suitable for the electronic submission of information by small and medium-

size enterprises. The solution: web technology (whereas major companies that submit numerous customs declarations are
offered solutions enabling them to use existing business systems).

Hong Kong SAR, China

Details

Operational model

Funding

User fees

Critical success factors

Greatest hurdles

The single window for Hong Kong SAR, China began operations in 1997, operated by Tradelink Electronic Commerce Limited

(appointed by the Hong Kong SAR, China government). Processes government trade documents, including trade declarations,
dutiable commodities permits, certificates of origin, production notifications, restrained textile export licenses, and electronic
manifests. In 2004 an expanded single window initiative was introduced, called the Digital Trade and Transportation Network
(DTTN), with Tradelink again the successful bidder for development and operation. DTTN is seen as the vehicle for Hong Kong
SAR, China’s aspiration to become the preferred international and regional transportation and logistics hub.

DTTN is an information platform interconnecting the trade, logistics and finance industries to enhance efficiency, facilitate the
business process interconnect requirements of industry, and promote new business opportunity development. A common and
shared user platform with defined standards and protocols, it will attract existing suppliers and foster new businesses—such
as logistics software development—as well as value added services that will contribute to economic development.

DTTN Limited is a private entity jointly owned by Tradelink, the Hong Kong SAR, China government, and industry associations.

There is a DTTN document fee of no more than HK$2.50 (US$0.32) for each document successfully delivered. There are also
an initial connectivity fee, a training fee, an annual fee, and customization fees for specific document transformations and the
like. Any value added services from application service providers may be charged by the providers separately and additionally.

e Neutrality—DTTN provides a level playing field for all stakeholders without undue bias toward particular players or
industry sectors.

*  Nonexclusivity—fair access to all industry stakeholders.

* Transparent, accountable, and responsible operations—DTTN will be strictly scrutinized, while confidential or mission
critical information will not be misused.

* Least possible interference with internal business processes—DTTN will only provide data interchange facilities, not
require organizations to change their own processes.

*  Respect for market forces—DTTN is designed to complement businesses, not compete with private initiatives (except
when a need for value added services is not being met in the private sector).

* Ease of access and use—DTTN is user friendly, intuitive, and centered on the participant.

e None reported.
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Singapore

Details

Operational model

Funding

User fees

Critical success factors

Greatest hurdles

The first national electronic trade document processing system, introduced in Singapore in 1989, involved several government agencies.
Today Singapore’s TradeNet allows the trading community to submit trade documentation to all relevant government authorities through
a single electronic window. TradeNet'’s key objectives are to:

e Reduce the cost of trade documentation.

e Reduce turnaround times for trade documentation.

e Provide authorities with more efficient streamlined processing.

e Attract foreign direct investment through efficiency and transparency.

Recognized for its large contribution to Singapore’s probusiness environment, TradeNet has increased efficiency and lowered business
costs for the Singapore trading community.

A member of the shipping and trade community submits trade declaration using any TradeNet front end software from an approved
provider, with data submission methods including web applications, client based input, and host-to-host connections. The front end
system sends trade declarations using the TradeNet single electronic window for automated processing by various authorities. A permit
processing submodule uses an intelligent routing agent to determine work required for each permit application and route it to relevant
authorities for processing according to specific rules for each controlling agency involved. With automated processing, 90 percent of
declarations do not require manual intervention, and users can receive and print cargo clearance permits within 10 minutes. Options
also exist for declarants to transmit data directly using their host systems in any format. A Web portal lets traders process their permits,
check transaction status, make billing enquiries, and download code tables (port, country, harmonized system, and the like). The portal
also lets authorities process the declarations and make inquiries.

Initial S$24M (about US$14.3 million) in shareholder capital invested in CrimsonLogic, a private company (formerly known as Singapore
Network Services). Thus, the government need not pay for the network. Instead, the beneficiaries—trading companies—pay for
services, without incurring development or maintenance costs.

CrimsonLogic charges declarant fees on a pay per use model. A use fee is charged for each permit processed. Users also pay one time
registration and subscription fees, plus monthly fees to maintain system accounts.

e Government’s foresight in identifying problems, finding a solution, and championing implementation.

e Cohesiveness of all stakeholders.

e Systematic planning, with phased implementation strategy.

e Adoption and use of appropriate technology.

Difficulty of the initial change.

Senegal

Details

Operational model

Funding

User fees

Critical success factors

Greatest hurdles

Senegal’s ORBUS, started in 1996 by the Ministry of Commerce and fully operative in March 2005 under the Ministry of Finance, is now
managed by the Customs Department. Stakeholders who previously had their own systems (banks, insurance companies, inspection,
customs) were provided with an open interface that they could use either on its own—manually feeding data into their systems—or by
creating a 100 percent electronic link from their systems. Other stakeholders were provided with ORBUS as their new system (hardware and
software supplied to public stakeholders, software alone to private stakeholders). ORBUS is connected to banks, insurance companies, the
Livestock Department, Plant Protection Office, and the Currency and Credit Department (in charge of controlling exchange permits).

Designed to facilitate foreign trade procedures through electronic exchanges among stakeholders, ORBUS 2000 has as its key point a
Facilitation Centre that coordinates operations and monitors system performance.

Government mainly financed the pilot. After the project’s transfer to customs it was financed by a committee, including private sector
and government, that collects US$10 per customs declaration to maintain and improve the system.

e There is a one time US$200 subscription fee.

o There is a fixed US$10 price per transaction, with an additional US$2 price per document.

»  Stakeholders who are not connected pay no subscription fees but must pay an additional US$10 service charge for each
transaction.

e The single window was self sustaining after one year, with fees determined to cover all operating costs plus research and
development. Since the central servers are hosted by customs, ORBUS and the customs system (Trade X) share the same central
infrastructure, with maintenance supported by customs.

e Strong government involvement.

e Customs leadership.

e Public-private partnership.

e (Creation of an autonomous entity to develop and operate the single window.
e Regular information meetings with stakeholders.

* Resistance to change.
e Power migration or reduction with the introduction of ICT.
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Mauritius

Details Mauritius, a small island economy, is extremely open and highly dependent on the outside world for consumables and equipment.
Phase 1 of its TradeNet single window system began in July 1994, and the system was fully operative in December 2000. Designed
from scratch by Singapore Network Services Limited and Mauritius Network Services Limited, it is the first electronic data interchange
network on the island and is modeled on Singapore’s TradeNet (with local needs taken into account). Mauritius Customs adopted its
single goods declaration form following a World Customs Organization recommendation. In 2001 the system integrated a program for
electronic declarations submission by operators of bonded warehouses in the port area (for goods in transit). It is now providing for the

electronic payment of customs duties and taxes.

Operational model A value added network system, based on mailboxes, with no integrated participant systems. The network operator allows transmission
of electronic documents between various parties. Operated as a public-private partnership.

Funding Equipment, software, and staff costs were incurred in establishing a company as the value added network operator. There were also

equipment purchasing expenses for customs.

User fees One time user costs include registration fees and the price of software. Further pricing is set for each transaction element and applied

on a current basis.

Critical success factors e Commitment from all stakeholders, with participation by both government and the private sector in the operating company.
e Implementation in phases, making the project more manageable and acceptable.

Greatest hurdles « Difficulty replacing the existing system of the United Nations Conference on Trade and Development (UNCTAD)—ASYCUDA—at
Mauritius Customs. Without any possibility of getting a new version of ASYCUDA that could link to TradeNet, the need to develop a
local customs management system with the help of international consultants set back the launch of phase 3 by almost two years.
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CHAPTER

Information and communications
technology procurement
for border management

Tom Doyle

Information and communications technology (ICT) is central to all

aspects of border management reform and modernization. And its im-

portance will grow—for several reasons:

The public increasingly expects more efficient, effective government.
Governments are striving to improve the overall regulatory control
and trade facilitation environment through increased transparency
and partnership.

Governments and the business community increasingly emphasize
paperless transactions using digitized information.

Border management agencies are seeking to expedite merchandise
release and delivery timeframes and to improve the interchange of
information within and amongagencies and private sector operators.
Computers are increasing in power and functionality, becoming
easier to use for more complex business processes.

Internet based technology is becoming ubiquitous, greatly facilitat-

ing communication.

o Software and hardware are becoming commoditized.

Well designed, buile, tested and
deployed ICT solutions have been
proven to make business processes more
effective and improve both control and
transparency in border management.
Such solutions help block decision leak-
ages and improve efficiency, effectively
discourage corruption (by reducing
face to face interaction between users
and government officials), and help to
reduce arbitrary decisionmaking and
increase accountability.

But ICT is only a facilitator, an
enabler, an efficiency booster. It can-
not compensate for lack of discipline,
management, and control. Accordingly,

ICT alone cannot improve border

management.

The role of ICT procurement
in border management
reform and modernization

As is highlighted in chapter 8, busi-
ness process automation has all too
often been led by technical ICT experts
with some knowledge of the business.
It should instead be led by business
experts with some knowledge of techni-
cal ICT issues. When technical rather
than business experts have led, the
result frequently has been that obsolete
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procedures are automated and best business prac-
tices ignored, with little or no attention to manage-
ment, control, human resources, and training,

This chapter’s underlying assumption is that
business experts must first identify their require-
ments and desired outcomes. They should do so
by using a diagnostic exercise to produce a scoping
document that takes into account best practices in
domain experience. Such a document helps ICT ex-
perts design a solution and helps suppliers propose
an appropriate delivery approach and outcomes.

The key factors affecting ICT modernization
at border management agencies are of three main
types: external, technological, and institutional.
Each is discussed in turn below.

External factors

Four external factors affect the use of ICT for border

management modernization. All four increasingly

demand attention. They are:

o Population growth and increasing development.
These drive trade and passenger traffic volumes
and patterns to become more complex, creat-
ing more work for border agencies and reducing
their ability to focus on individual and transac-
tion based merchandise and passenger process-
ing. More attention must then be focused on
preclearance programs and intelligent risk man-
agement—approaches that require enhanced
data exchange, both within and among trading
and neighboring countries, and better manage-
ment of border crossings and ports of entry.

o Trade agreements and international cooperation.
These drive, and will continue to drive, an in-
creasing demand for more and better exchanges
of regulatory and trade facilitation information.
Such improvements require increased computer
power and more complex applications, such as
higher security and multilingual data transla-
tion. The business communities involved in
international trade (trucking companies, air
cargo, forwarders, traders, and so forth) will
continue to want ICT at the basis of business
transactions, including regulatory control and
logistics processing systems that use electronic
documentation. The increased sophistication
of port community systems represents an op-

portunity for border management agencies to

BORDER MANAGEMENT MODERNIZATION

harness the data for improved control and trade
facilitation.

o Risingpublic expectations. The demand for speed,
safety, and security are the main drivers of public
expectations. Border management agencies will
be further pressed to increase efficiency while re-
maining effective. More complex and intelligent
ICT support for business processes will be de-
manded. Transparency and governance will con-
tinue to be public priorities. So will improved,
but less intrusive, border security.

o Sophisticated international crime. Increased
data sharing, improved international coopera-
tion, and more extensive computer power and
elaborate applications are needed to fight crime.
Border management agencies will continue to
become more involved with offshore fraud and
cybercrime investigations, and they will need
to develop electronic forensic skills for inves-
tigating and presenting electronic evidence in

courts.

Technological factors

The continuing rapid evolution of technology is both

an opportunity and a threat for border management

agencies and the trading community. Key consider-
ations include:

o Computers and devices. Computational devices
are constantly becoming smarter, smaller, and
more complex—leading not only to increased
computer use, but also to an increased use of mo-
bile phones and other handheld devices, all using
ever larger bandwidths and ever more powerful
wireless technology.

o Paperlessness. More and more information will
be digitized, with consequences for security,
legal admissibility, certification, and archiving.

o Open standards. Standards will continue to
emerge and be agreed internationally for data,
software, and hardware. Such standards will
allow for modular, scalable application develop-
ment and will enable seamless data exchange be-
tween connected systems.

o Flexibility in packaged software. Commercial off
the shelf software provides options for modern-
izing business processes without commissioning
custom built software— speeding up and reduc-
ing the cost of ICT implementation.



o Ease of data exchange. The wide use of a small
number of formats for holding and transmit-
ting data (for example, XML) has made data
exchanges between government agencies very
simple, leading to increased demand for more
data exchange.

o Compatibility. Software and internet compat-
ibility among different devices will continue to
improve.

Institutional factors
Relationships among stakeholders inside and out-
side of border management agencies are increasing
the demand for overarching, national and interna-
tional standards and guidelines. Such partnerships
are creating a greater need for local and interna-
tional cooperation and an increasing necessity for
casily modifiable, scalable systems such as national
and regional single windows. Particular institutional
considerations include:

o Collaboration among agencies. Interagency coor-
dination and collaboration will allow faster ICT
development, implementation, and operation.

o Modernization and efficiency. The need for
greater cfficiency will require the development
of front office systems, such as single windows,
and the modernization of back office processing
systems. Enterprise resource management sys-
tems will be increasingly adopted.

o Out of port processing. Out of port processing,
en route or inland, will continue to expand, re-
ducing agencies’ home based work. This expan-
sion will require agencies to network more and
more—politically as well as technologically—
with national and international organizations.

o Data collection, storage, and analysis. Border
management agencies will continue to collect,
store, analyze, and report on trade import and
export data, along with other data. Such data
will need to be validated and certified before
transmission to businesses and other govern-
ment agencies. Agencies will need to introduce
quality assurance mechanisms, performance
audits, and other integrity mechanisms—and,
eventually, performance based management and
incentive systems.

o Internal ICT and human resource capacity.

Should ICT solutions be tailored to the ICT

management and human resource capacity of

border management agencies? Or should the

adoption of an ICT solution dictate what capac-
ity is needed?

o Qutsourcing and third party support. Govern-
ments and their border management agencies
traditionally have not been very good at main-
taining and updating systems and equipment
or at hiring and retaining sufficiently capable
ICT staff. Border management agencies will
turn increasingly to outsourcing and third party
support for application software development
and for technological infrastructure provision.
Agencies will rely more on the private sector for
their infrastructure—their computer power and
telecommunications—and thus will not need to
buy and maintain expensive equipment.

As border management agencies continue to
evolve and innovate in response to growing interna-
tional external pressures, changing technology, and
increased demand for institutional cooperation,
public sector procurement processes will need to do
the same.

Public sector ICT procurement processes

In public sector procurement, government organi-
zations engage with third parties (typically from
the private sector, but sometimes from other pub-
lic sector areas) to procure goods and services. Such
procurement ranges from simple purchases, such
as office stationery, to complex transactions, such
as major state investments in construction and
major modernization initiatives. Increasingly, how-
ever, public services are also provided by private
companies.

Procurement is one of the largest costs in
business—it can be 60 percent of total costs for the
average private company. However, few people or
businesses have a grasp of the true cost of procure-
ment beyond the price at which a product or service
is purchased (Degraeve and Roodhooft 2001). Public
sector procurement processes tend to be systematic
yet bureaucratic, methodical yet lengthy, detailed
yet vague, objective yet difficult to navigate. They
focus heavily on inputs and processes rather than on
outcomes. Today most public sector entities have a

procurement strategy, standard contract formats,
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and financial rules that govern how they procure.
Though necessary and prudent, such constraints
often limit the creativity of public sector procure-
ment decisionmakers, including at border manage-

ment agencies.

Typical ICT procurement processes

for the public sector

Today’s public sector ICT procurement processes

have limitations and constraints.! But new best prac-

tices are emerging. The choice and application of a

procurement approach will need to be aligned with

legislation and with agencies’ existing procurement
policies, strategies, and organizational capabilities.

A typical procurement process approach com-
prises the following steps:?

o Define the purchasing process and procedure to
be used.

o Ensure that the process complies with all rele-
vant legislation.

o Ensure that accepted tendering organizations:

o Are compliant with relevant corporate

legislation.

o Are financially sound.

o Represent minimal business risk.

o Contract for procurement.

Every country, region, and worldwide institution
broadly follows the approach above. For example,
here is the European Union tendering process:

o Advertisement. An expression of interest is made
and tender documents are issued to respondents.

o Selection. Prequalification questionnaires are
submitted and scored.

o  Award. The award takes place in four steps:

o Prequalified applicants (based on the ques-

tionnaire) are notified.

o Invitations to tender are made.

o Tender documents, probably including

method statements, are submitted.

o Tender documents are scored.

o Contract. Either the contract is awarded, or
shortlisted applicants are invited to make a pre-
sentation and then the contract is awarded.
Another example of ICT procurement is de-

scribed in box 9.1.

Typically the approach adopted is governed by a
procurement policy or set of regulations. Thus, Eu-
ropean Union procurement processes are governed

BORDER MANAGEMENT MODERNIZATION

by the European Union Procurement Directives®—

though they also are affected by European case law,

based on decisions made by the European Court of

Justice. In a developing country procurement is gov-

erned by national law, but is also to be applied strictly

according to any donor agency requirements.
Typical procurement approaches include public

tendering, competitive dialogue, selective tendering,

and tendering by invitation. Each is described below:

o Public tendering. Notices sent through national
or international media announce that any inter-
ested party can respond to the public sector enti-
ty’s tender request. Public tendering is equitable
in that it imposes no prerequisites. Most suitable
for smaller, less complex projects for which it is
difficult to ascertain the availability of suppliers
with the required expertise, public tenders often
result in lengthy procurement cycles—because
of the vast array of respondents, the varied so-
lutions they propose, and the work of assessing
their responses.

o Competitive dialogue. Relatively new and
innovative—and now being adopted across the
European Union—this variation on public tender-
ing allows altering the tender during the process
based on respondent feedback. Respondents may
have one on one discussions with the prospective
client during the procurement cycle, benefiting
both sides through a better mutual understanding
of client requirements and supplier solutions. Suc-
cess is highly dependent on the ability of clients
and suppliers to interact in a workshop formatand
to avoid drawing out the procurement cycle.

o Selective tendering. A form of tendering simi-
lar to public tendering, but with prequalifica-
tion criteria to limit respondents to those who
meet minimum requirements. Often the re-
quirements are based on financial soundness,
insurance requirements, and quality standards.
Because entrepreneurial startup companies (nor-
mally indigenous) are likely to be eliminated
for not meeting prerequisites, selective tender-
ing restricts innovation and discourages fresh
responses.

o Tendering by invitation. In a drawdown, a short-
list of companies is prequalified by a framework
or panel. An example was the CataList frame-
work adopted in the United Kingdom.* Once



