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Abstract

This research demonstrates one of the topics that related to information security
metrics. The field of information security importance has recently been evolved in the
Sudan. Most of the Sudanese organizations suffer from lack of knowledge of how to
deal with security information and how to select the appropriate metrics.

Hence, the primary objective of this research is to help these organizations to
overstep these difficulties through giving serious consideration for goals, structure of
control systems, degree of sensitivity of information, security group knowledge, web
application components, possible attack types, detecting vulnerabilities and patch
them, detecting and protecting mechanisms, and measurement tools - determination.

In this research intensive studies have been made through information security
metrics and its taxonomies. From these previous studies we got ten clarifications of
security metrics for web application and ten of the security metrics for cyber. These
metrics were used for validity of information security metrics determinants, through
distributing questionnaires to the three types of governmental, educational and
industrial environment. The resultant shows the importance of such economical,
political, social, technical and security aspects.

The validity and flexibility of information security metrics determinants proved
that these metrics differ from one environment to another and from one organization to
another in the same environment.

The samples of decisions were clarified in the thesis to give the administrator
choices for amending or changing to fulfill a better information security support.
Information security metrics will therefore continue in gradual advancing until it
reaches its optimal security metrics.
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