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ABSTRACT

Network Intrusion Detection Systems (NIDSs) are widely-deployed
security tools for detecting cyber-attacks and activities conducted by
intruders for observing network traffic. There are two methods basis on the
source of data to be analyzed in NIDSs: packet-based NIDSs and flow-
based NIDSs. Packet-based NIDS has to analyze the whole payload content
beside headers. In flow NIDS, rather than looking at all packets going
through a network link, it looks at aggregated information of related packets
of network traffic in the form of flow, so the amount of data to be analyzed
iIs reduced.In this research, Snort -the most famous and successful NIDS- is
used to detect various network attacks. The traffic which Snort worked
upon is DARPA1999 benchmark dataset.Firstly, Snort was configured to
detect only packet-based attacks. Then it was configured to detect both
packet-based and flow-based attacks (Hybrid NIDS). The results proved the
capability of Snort to detect all packet-level attacks in DARPA1999
dataset.Rest of the attacks that wasn't detected in the packet-level
configuration is detectedat flow-level of the hybrid configuration. These
results demonstrated the efficiency of Snort as a powerful NIDS and the

efficiency of the hybrid approach to detect attacks.
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1.1 Introduction and Research Background

The global growing of using the Internet and networking has made securing
networks and information one of the most challenge tasks in the field of networks
communications. In order to cope with the enormous increasing security threads
that facing networks communications, various techniques have been evolved.
Network Intrusion Detection Systems (NIDSs) proved to be an efficient technique
that can process large volume of networks traffic and detect intrusions in their
early stages in order to limit its catastrophic damages. Today, intrusion attacks are
generating significant worldwide epidemic to network security environment and
bad impact involving financial loss.

Intrusion Detection can be defined as the process of monitoring and
identifying the computer and network events, to determine the emergence of any
abnormal incident, as consequence, this unusual event is considered to be an
intrusion. It can be defined as “the process of identifying and responding to
malicious activity targeted at computing and networking resources”. It detects
unwanted exploitation to computer system, both through the Internet and Intranet.

In general, we can divide Intrusion Detection Systems (IDSs) into two basic
classes based on their position in the network or audit source location: host-based
IDSs (HIDSs) and network-based (NIDSs). HIDS monitors a single machine and
audit data, such as resource usage and system logs, traced by the hosting operating
system. On the other hand, NIDS, such as Snort, monitors a network and analysis
the traffic which flows through the segment. NIDSs have the following
advantages: In contrast to HIDSs, the deployment of new host in network does not
need more effort to monitor the network activity of that new host. Generally, it is
easier to update one component of NIDSs than many components of HIDSs on
hosts [1].

[16]



NIDSs also can be classified based on its detection model into two
categories: signature-based and anomaly-based. The signature-based NIDSs, also
named “misused-based”, works similar to anti-virus software. It employs a
signature (pattern that correspond to a known threat) database of known attacks,
and if a successful match with current input, an alert is raised. A well-known
example of this type is Snort which is an open source IDS that monitors network
by matching each packet it observes against a set of rules. Anomaly-based or
behavior-based NIDS works by building a model of normal traffic data pattern
during a training phase, and then it compares new inputs to the model [1].

There are two methods basis on the source of data to be analyzed in NIDSs:
packet-based NIDSs and flow-based. Packet- based “traditional NIDS” also named
“Deep Packet Inspection” (DPI) has to analyze the whole payload content beside
headers. In flow-based NIDS, rather than looking at all packets going through a
network link, it looks at aggregated information of related packets of network
traffic in the form of flow, so the amount of data to be analyzed is reduced [1].

Packet-based mostly provides signature-based NIDSs valuable information
to detect attacks while flow-based support anomaly-based NIDSs to have ability to
detect anomalies.

1.2 Problem Statement

Packet-based NIDSs must process every packet (payload) received. While it
produces low false alarms, it is very time consuming, therefore it is hard, or even
impossible, to perform packet-based approach at the speed of multiple Gigabits per
second (Gbps) beside that itcannot detect brute-force attacks such as Denial of
Service (DoS) and scan.

Flow-based NIDSs have an overall lower amount of data to be processed
therefore it is the logical choice to work at high speed networks, however, it suffers

from producing high false alarms and it cannot detect payload attacks.
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1.3 Research objectives
1- To implement and configure Snort for packet-based intrusion detection.
2- To design a hybrid NIDS on snort for both packet-level and flow-level
attack detection.
1.4 Research Outlines
Chapter two of this thesis contains general background about network
security and the techniques that have been developed for that concept. Network

Intrusion Detection Systems (NIDSs) is one of those techniques.

The methodology of the work has been presented in chapter three. It
contains theprocess flow to reach the proposed solution for the project problem.
The description of packet-based and flow-based configuration in snort is also

presented in this chapter.

In chapter four the results that have been obtained after testing snort are
analyzed and some calculations have been done to make sure that the system can

detect both payload attacks and brute-force attacks.

Chapter five gives a conclusion of what have been done during the project and
suggestions to enhance the work in the future.
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