APPENDIX

Appendix I:
Enhanced RC4 Algorithm java code:

package rc4;

import java.awt.Color;

import java.awt.image.Bufferedimage;

import java.io.DatalnputStream;

import java.io.File;

import java.io.IOException;

import javax.imageio.llOImage;

import javax.imageio.ImagelO;

import javax.imageio.lmageWriteParam;

import javax.imageio.ImageWriter;

import javax.imageio.plugins.omp.BMPImageWriteParam;
import javax.imageio.stream.ImageQutputStream;
import static rc4.RC4.s2;

public class RC4 {

public static int s[]J=new int[256];

public static int s2[]=new int[256];

public static int t2;

public static void main(String[] args) throws IOException {
//Main }

public static int[] initKey( String key) {

int i=0,j=0,temp=0;

char keyc[]=key.toCharArray();
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int keyi[]=new int[key.length()];
for(int a=0;a<key.length();a++) {
keyi[a]=(int)keycl[a]; }
for(i1=0;i<255;i++) {
s[i]=i;
k[1%128]=keyi[i%key.length()]; }
return k; }
public static Bufferedimage Decrypt(String old_path) {
int i=0;
int j=0;
int t1;
try { old_img = ImagelO.read(new File(old_path));}
catch (Exception e) { e.printStackTrace(); }
Bufferedimage new_img = new BufferedImage( old_img.getWidth(),
old_img.getHeight(),
Bufferedimage. TYPE_INT_RGB);
int n = new_img.getWidth();
int m = new_img.getHeight();
int red,green,blue,cr,cg,cb;
intrgb ;
for (i=0;i<n;++){
for (j=0;j<m;++j){
rgb = old_img.getRGB(i,j);
blue = (rgh)&0xFF;
green = (rgh>>8)&O0xFF;
red = (rgh>>16)&0xFF;

t1= permutate(i,j);
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cr=s[t1]"red;

t1= permutate(i,j);

cg=s[tl]"green;

t1=permutate(i,j);

cb=s[t1]"blue;

int rgh1=new Color(cr, cg, cb).getRGB();

new_img.setRGB(i, j, rgbl) } }
return new_img; } //end
Appendix 11:
Original image Histogram :
| = imread(‘flower.jpg");
figure,imshow(l)
R=imhist(I(:,:,1));
G=imhist(I(:,:,2));
B=imhist(l(:,:,3));
subplot(3,1,1),plot(R,'r")
subplot(3,1,2),plot(G,'g")
subplot(3,1,3),plot(B,'b")
Encrypted image Histogram:
| = imread(‘etest.jpg’);
figure,imshow(l)
R=imhist(1(:,:,1));
G=imhist(l(:,:,2));
B=imhist(I(:,:,3));
subplot(3,1,1),plot(R,'r")
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subplot(3,1,2),plot(G,'g")

subplot(3,1,3),plot(B,'b")

PSNR & MSE code:

Inputimage=imread(‘flower.JPG");
Reconstructedlmage=imread('dtest.JPG');

n=size(Inputlmage);

M=n(1);

N=n(2);

MSE = sum(sum((Inputlmage-Reconstructedimage).*2))/(M*N);
PSNR = 10*10g10(256*256/MSE);

fprintf(\n MSE: %7.2f ', MSE);

fprintf(\nPSNR: %9.7f dB', PSNR)

Diehard Tool:

Diehard tool work in different platform I implement it under DOS.

1- Cd diehard
2- Diehard.exe
3- Enter the input file.
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rsidevloper> cd ..
psred ..

diehard

hard>diehard.exe

NOTE: Most of the tests in DIEHARD return a p—value, which
gshould be uniform on [@,.1)> if the input file contains truly
independent random hits. Those p-values are ohtained hy
p=F(¥>, where F is the assumed distribution of the sample
random variahle X-—--often normal. But that assumed F is just

an asymptotic approximation,. for which the fit will he worst
in the tails. Thus you should not he surprised with
occasional p-values near B or 1, such as .B@12 or .9983.
Yhen a bit stream really FAILS BIG. you will get p’s of B op
1 to six or more places. By all means, do not, as a
Statistician might, think that a p < .825 or p> .975 means
that the RNG has "failed the test at the .85 level". Such
p’s happen among the hundreds that DIEHARD produces. even
with good RMG’s. So keep in mind that " p happens".
filename ({=15 characters):

txt

name of output file <<£=15 characters):

ect the choice of test

ERE ARE YOUR CHOICES:
Birthday Spacings
Overlapping Permutations
Ranks of 31x31 and 32x32 matrices
Ranks of 6x8 Matrices
Monkey Tests on 28-hit Uords
Monkey Tests OPSO0.0QS0,. DNA
Count the 1°s in a Stream of Buytes
GCount the 1°'s in Specif ic Bytes
Parking Lot Test
Minimum Distance Test
Random Spheres Test
The Sgeeze Test
Ouerlapping Sumes Test
Runs Test
The CGraps Test
your choices, 1's yes. using 15 columns:
7898912345
9116161106
ting time:® 22:41:36

is the COUNT-THE-1’s TEST for specific bytes.

Consider the file under test as a stream of 32-hit integers.
From each integer,. a specific byte is chosen . say the left-—
most:: bits 1 to 8. Each byte can contain from 8 to 8 1’s.,
with probabilitie 1.8.28.56.78.56.28.8.1 ower 256. Now let
the specified bytes Ffrom successive integers provide a string
of <(ouverlapping) 5-letter words. each "'letter' taking values
A.B.GC,.D,.E. The letters are determined by the number of 1’s.

in that byte:: 8,1,o» 2 —> A, 3 —> B, 4 —> C, 5 —> D.

and 6.7 or» 8 —> E. Thus we have a monkey at a typewriter

hitting five keys with with various probabilitiesc=z: 37.56.780.

6.37 over 256. There are 5”5 possible S5-letter words, and
from a string of 256.008 <(overlapping) 5-letter words, counts
are made on the frequencies for each word. The guadratic form
in the weak inverse of the covariance matrix of the cell
counts provides a chisquare test:: Q5—Q4, the difference of
the naive Pearson sums of <(OBS—EXP>"2~-EXP on counts for 5-—
and 4—letter cell counts.

results for ercdl .txt

uare with 5°5-574=2588 d.of f. for sample size: 256000
chisquaye equiv_normal p value
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5- The result of test

THIS IS A PRR}(ING LOT TEST

In a sguare of side 188, randomly a car——a circle of
radius 1. Then try to park a 2nd. and so on,. each
time paxking “"hy eax*. That is,. if an attempt to park a cax
causes a crash with one already parked,., tr»ry again at a new
random location. <To avoid path problems, considex» parking
helicopters rathex» than caxrs.> Each attempt leads to eithex
a crash or a success,. the lattex» followed by an increment to
the 1 t of cars almeady parked. If we plot n:= the numbex» of
attempts.,. wersus k== the number» swuccessfully parked. we get a
curve that should be similar» to those provided by a perfect
random number» generatoxr. Theor»w for the behavior» of such a
random curwe seems bevond »each. and as graphics displavys axe
not available fox this battery of tests a simple character
ation of the »andom experaiment is used:> k. the numbex» of cax
successfully parked aftey» n=12_ 0800 attempts. Simulation shows
that k should avex»rage 3523 with csigma 21 .9 and is very c lose
to normally distxibuted. Thus <(k—3523>5-Z21 .9 should be a
andax»d normal variable. which,. conuverted to a uniform varia—

p1~001de“ input to a HSTEST based on a sample of 18.

GCDPARK: Pe.,ult: of ten tests on file erc4l .txt
Of 12.8988 tries. the average no. SuUcCGesSses
Sllould be 3523 with gma=21.92
Successes i p—value
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8.
HKSTEST fox the aboue 108:

THE 3DSPHERES TEST
: GChoose 40988 »andom points in a cube of edge 18860. At each
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