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Abstract

Recently network attack has been spreaded in computer networks. They
can Penetrates through user’s terminal and then cause damage to the
system as general. This research aims to find solution for this trouble by
implementing intrusion detection system which able to monitor the
network traffic and analyse it to extract features, moreover using
artificial tool Weka to classify the traffic (anomalous or not).
in this research, several classification algorithms have been tested and
evaluated to perform the task of detecting the intruders, among them J48
is considered the optimum choice reasonable accuracy 99.6122% with

minimum testing time 2.9 sec.
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Chapter one

Introduction



1.10verview
With the continuing growth of the Intrusion, Intrusion detection system
has been considered as a very important in network monitoring due to
attackers threats such as denial of service or effecting the integrity of
data. This research explores intrusion detection techniques. It then moves
on to network traffic issues, legal concerns and finally the options for a
practical traffic monitoring system.
“A packet sniffer, sometimes referred to as a network monitor or
network analyser, can be used legitimately by a network or system
administrator to monitor and troubleshoot network traffic. Using the
information captured by the packet sniffer an administrator can identify
erroneous packets and use the data to pinpoint bottlenecks and help
maintain efficient network data transmission”[6].
By placing a packet sniffer on a network in promiscuous mode, a
malicious intruder can capture and analyse all of the network traffic.
Within a given network, username and password information is
generally transmitted in clear text which means that the information
would be viewable by analysing the packets being transmitted” [6]
“Intrusion is set of actions that attempt to affect the integrity,
confidentiality, or availability of a network. The act of detecting actions
that attempt to intrude can be referred as intrusion detection” [1].
“An intrusion detection system (IDS) monitors network traffic and
monitors for suspicious activity and alerts the system or network
administrator. In some cases the IDS may also respond to anomalous or
malicious traffic by taking action such as blocking the user or source IP
address from accessing the network.”[7]
“An intrusion detection system (IDS) inspects all inbound and outbound

network activity and identifies suspicious patterns that may indicate a
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network or system attack from someone attempting to break into or
compromise a system.”[8]

“IDS come in a variety of “flavours” and approach the goal of detecting
suspicious traffic in different ways. There are network based (NIDS) and
host based (HIDS) intrusion detection systems. There are IDS that detect
based on looking for specific signatures of known threats- similar to the
way antivirus software typically detects and protects against malware-
and there are IDS that detect based on comparing traffic patterns against
a baseline and looking for anomalies. There are IDS that simply monitor
and alert and there are IDS that perform an action or actions in response
to a detected threat” [7]

1.2 Problem Statement
Intruder is a Worker threatened that affect the network (such as denial of
service), that reduce the network reliability and security. Also it can deny
the user from using the resources of the network, and make the network

down.

1.3 ProposedSolution

This research find a method for intrusion detection .Using passive non-

router technique for analys the traffic to detect the intruder activities.

1.4 Objective

- To implement statistical based intrusion detection system.
- To explore, choose, test, and validate thebest classification algorithm
for IDS.
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1.5 Methodology

monitoring analysis decision

Figure 1-1: Block diagram show the sequences of the design

The first step of network monitoring platform is to capture the packets
(packet sniffing) that flow in the network. After considering the two
main types of network monitoring techniques discussed in chapter two ,
non-router based monitoring technique considered the best because it is
able to implement monitoring software and program it in specific
manner, also it provides more flexibility and more properties than the
router based technique.

By putting which operating system should be used under consideration
(Linux or Microsoft windows server), it is like to be that Linux is better
than windows server because it is cheaper, more reliability and have high
availability (most of the programs in windows server need rebooting
which is not preferred), and more secure (the threats in windows is much
more than the threads in Linux).

C programming is one of the simplest languages and suitable with
network programming.

Traffic need to be captured in all networks not only the in the specific
device (the traffic of a destination not identical to the device that contain
a program).

The promiscuous mode is a mode for Network Interface Card (NIC) that
hide the MAC address of the NIC, which enables the device to see the

traffic that does not have the device MAC address in the destination
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address (does not drop the packets that have different MAC address). So
using the promiscuous mode gives the ability to see the whole network
traffic.

Another point that needed to consider is that the normal switch device
doesn’t switch the traffic that doesn’t have the specific MAC address to
specific port, which means that the traffic will not get to the link in a first
place. That’s why we need to use a switch with mirror port to show all
the traffic of the hall ports in the mirror port, or by using a HUB which is
sending any coming traffic to all ports not just to specified one.

The last point of view to capturing the entire network traffic is where the
device that contains the program is placed .it connected with the mirror
port in the main switch to see all the traffic of the network, or by a hub

between the main switch and the router.
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Figure 1-2: the position of monitoring device

Then the code should analyse the packets to extract certain features such
as port number and type of protocol (TCP, UDP, ICMP, etc.) .Also
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preparing these data in a certain form to be saved on a file, it’s called a

log file.

Weka have many calcification algorithm, shown in chapter five. It
compered by taking KDD data set to be classified by them to determine
the best algorithm.

It is found that J48 has high accuracy, low false positive rate and
high true positive rate which it means most of the classification is true,
so j48 is the best one for classification.

Chapter two gives theoretical background about intrusion detection
system, chapter three explore the various types of intrusion detection
mechanism, chapter four talks about data collection and pre-processing

technique, chapter five contain the weka classification algorithms.
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