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Abstract
The study dealt with proposing a User-Centered Model for Evaluating the Security of

Social Media. The problem of the study is the existing privacy and security systems
evaluation models are designed for specific system and do not take all systems in
consideration. Also, the designers have created their systems depend on the general
principles and guidelines so the applicability depends on the understanding of the
designer. In addition, they were not involving the user during the designing security
features which make problems in usability. The study aims to propose a user-centered
model for evaluating security issues in social media. The study follows the
descriptive approach and uses the SPSS to analyze the data. The study reach on the
following results: There is a positive statistically significant relationship between
security settings and their clarity, the user cannot distinguish active or turned-on
security features on their account with 70%, Icons can be distinguished from each
other easily with 64%. The study recommend that users have to learn how to marking
which security features are active or turned on in account, users have to learn how to

find out what security settings are available. Users have to make strong password.
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CHAPTER ONE
INTRODUCTION



1.1. Introduction:

It is widely acknowledged that one of the most important
research areas for computer security today is the development of
techniques that will make security systems easier to use—and
correspondingly make easy-to-use systems more Secure.
(Yeratziotis, Van Greunen, and Pottas, 2012)."A chain is only as
strong as its weakest link." To realize security within the realm
of human computer interaction, the weakest link, namely the
human should be strengthened (Napoli, 2018)- Also many users
enter sensitive information of unprotected websites because they
lack the knowledge or skill to distinguish between a secure and
insecure website. Users knowledge or skill level a major role in
the secure of a system (Napoli, 2018)

Secure human computer interaction is a much-desired feature for
E-commerce environments and all IT products. Users want to
have the assurance that the interface through which they enter
their credit card information, for an electronic transaction, will
provide the necessary information security services to protect
their information against unauthorized reading and modification.
Successful and secure human computer interaction is further
dependent on features such as the user seeing and understanding
how his credit card information is secured when using the
interface. The three main components in human computer
Interaction are humans, computers and how they relate to each

other.



In HCI realm a popular quotes state that any feature of a
software considered not present if not designed properly to take
up by user. A security and privacy solution must be easily
updateable to contain changes in legislation and regulations on a
regular basis in various sectors (such as health care, banking,
government), there are distinct requirements ,and the software is
designed to be easily controlled when updating efficiently
(Chiasson and Biddle, ,2007). HCISec specializes in designing
and evaluating interactive security systems (Thirty, 2005). When
designing, the dominance should be in favor of the user's mental
model, and it should support the creation of accurate models to
represent the cybersecurity interface. Cybersecurity should
provide a smooth and satisfying operation through the interface.
Although some modifications were made to the interface to
enable the user to customize it to a certain extent (Ferreira and J.
Anacleto, 2017), it was noticed that there were an increase in

crashes and cyber-attacks on these systems.

Many security breaches are not due to failure of technologies,
but rather to failure in user-friendly security design on the user
interface, hence the role of HCISec, which relies on a range of
related disciplinarians to support user-based systems to enhance
the security aspect in terms of practice. The National Academy
of Engineering and the CRA (Computer Research Association)
declared usable security to be a major challenge, so similar

methods of Cognitive Heuristics and Guidance and GOMS had
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to be devised (clare-marie, carolyn, and john, 2006). The
effectiveness of the application of cybersecurity and its usable
tools play a key role for guidance, for example, in addressing
errors, assistance, and suggested steps to solve problems
(Ferreira and J. Anacleto, 2017).

As social media platforms have grown in number and size over
time, this means that there is more information on the web and
therefore not translated only more invasion of privacy but more
theft, corruption, misuse and manipulation with personal
information and that is what is realistic phishing is still the first
threat action and is used in social media related attacks. Hence
user should carefully aware about is his information security and
the consequences of fraudulent cyber activity without frustration.
Most social platforms were not focus primly on designing
features to enhance cybersecurity through interface neither in
term of their clarity nor their applicability. The lack of studies in

field HCISec play a key role in these issues.

Noteworthy: Fundamentally, users will work around anything
necessary to get their job done which means usable security has
to get user where they want not just block unsafe actions in
addition to be motivated to take care of security (Molich and
Ballerup,1990). Use of Icons as a Visual Indicator: Most users
are quite commonly affected by use of any kind of pictures as

well as icons in any of the interfaces (Napoli, 2018).



1.2. Problem Statement:
1. The existing privacy and security systems evaluation models
are designed for specific system and do not take all systems in
consideration.
2. The designers have created their systems depend on the
general principles and guidelines so the applicability depends
on the understanding of the designer
3. They were not involving the user during the designing
security features which make problems in usability.

1.3. Aim of Study:

The aim of this study is to propose a user-centered model for

evaluating security issues in social media

1.4. Objectives of the Study:

= To analyze the existing HCI-SEC systems to find the user-
centered criteria.

= To propose the User-Centered HCI-SEC model based on
the above criteria.

= To compare the proposed model with the other existing
security models.

= To identify barriers related to usability of social media
security

= To suggest an enhanced social media Ul comply with the
proposed model

1.5. Significance of the Study:

Help secure systems, websites, and applications that provide
understandable feedback to users by evaluating security features
and current system status. In addition ensure that the users will

4



response with suitable way, and clear model for designers to
follow to maintain product security.

1.6. Contribution of the Study:

Contribution of this thesis in the usable security realm toward
better understanding and design

1.7. Methodology of Study:

The model is constructed from previous works, which is taking

into account the USEC criteria or at least both usability and

security most frequently used (visibility for state of security and

functionality, convey features with figures and pictures, aesthetic
and minimalistic design (Johnston, Eloff, Labuschagne, 2006)
clarity(John, Jodi, Shelley, 2007), inclusivity of users (Helen,
2006), learnability (Andrea, Tiziana, 2018), path of least
resistance (Rodney, Ross, 2004), inclusivity (Julio, Luis, 2007),
navigability (Nigel ,2001),and user control (Blaine, Karim,

Bashar, 2005)). The model is constructed from the following

steps:

1. Collecting (trade off) the needed security features.
2. Classifying these features into three classes each class present

the security and how the user get benefits from it.
1.8. Thesis Hypothesis:

= There is a statistically significant relationship between the

use of security settings and their clarity



= There is a statistically significant relationship between the
use of security settings and the ease of teaching them
= There is a statistically significant relationship between the
use of security settings and the ease of their application
1.8. Thesis Outline:
The outline of this research is as follow:
Chapter one contains an introduction about HCI and security,
problem statement, methodology and tools, study objectives,
thesis aim, significant of the study, contribution of the study and
thesis outline. Chapter two highlight literature review about
usable security issues with guidelines, models and evaluation,
chapter three illustrates the methodology followed in this thesis ,
chapter four describe results, and chapter five points the

conclusion and recommendations.



CHAPTER TWO
LITERATURE REVIEW



2.1. Introduction:

This chapter is about discussing of state-of-the-art in this thesis
area to define the properties that are used as guideline in the
previous works. Hence, this chapter has been divided to two
parts: the first part is about the related concepts, which are
necessary to understand this thesis work. The second part is
containing literature review and providing a summarization for

most of related works.

2.2. Social Media:

Social networking sites mean any platform used to facilitate the
transfer, sharing and interaction of content between its users
through an application or browser using a computer or mobile
devices (techtarget.com, 2021) or social media refers to all
computing that is concerned with the user, his interactions, and
his content (Kaplan and M. Haenlein, 2010 ). (Terry, 2009) The
social platform is described according to its orientation, the tools
it provides, and the forms of interaction such as Facebook and
Twitter or messages (Howard and Parks, 2012). (Russo et al,
2006) defined it as any intermediary technology used to spread
content and ideas through networks or digitize traditional forms
of communication (Lewis et al, 2010) .The problem in the
previous definitions lies in that it does not include the modern
interaction patterns contained in social media, so both Howard
and Parks (Howard and Parks, 2012 ) provided a more

comprehensive definition than three sections : (a) the



information infrastructure and tools used to produce and
distribute content; (b) the content that takes the digital form of
personal messages, news, ideas, and cultural products; and (c)
the people, organizations, and industries that produce and

consume digital content.

2.3. Usable Security:

Usable Security (USEC) concerns with looking for appropriate
ways to access the resources safely using a usable user interface.
Usable Security (USec) is the field that investigates these issues,
focusing on the design of security and privacy features that are
easy to use. It focuses on making security more usable (user-
friendly) on websites without compromising the security itself
(Yeratziotis, Van Greunen, and Pottas, 2012). The field of usable
security emphasizes the value of assessing and integrating user
behaviors within the design of security mechanisms (Napoli,
2018) .In addition, it is the field that looks at the difficulties that
users face when interacting with security. USEC is the area that
looks at these issues, pay attention to designing security and
privacy features that are usable. The emerging area of privacy
and usable security is based on ideas from HCI, computer
security, and many other sciences, to come up with human-
centric systems to manage security and privacy that are powerful
in practice (Yeratziotis, Van Greunen, and Pottas, 2012). The
field of usable security has primarily focused on designing user

interfaces for end-users. These users have little knowledge about
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computer security and their focus is not on completing security
tasks, the field of usable security recognizes that to be secure, a
system must be usable (Chiasson and R. Biddle, 2007). The
usable security field is based on HCI and other sciences and aims
to develop human-centered systems to optimize the use of
privacy and security in practice (Yeratziotis, Van Greunen, and
Pottas, 2012).Whitten and Tygar (Thirty, 2005) defined the
usable security through software product that meet users enough
knowledge to deal with required security ability to perform the
successful task accomplishment recognizing the errors that
compromise the security during performing the task with
acceptable effort and easiness. Usable security or human-
computer interaction and security (HCI-Sec) is a field of
research that aims to unite usability and security concepts in
order to provide secure solutions that can be usable by users
(Ferreira and J. Anacleto, 2017). The domain considering human
aspects related to security and the integration of usability with
security is known as usable security (Synthesis Lectures on

Information Security, Privacy and Trust, 2020).

2.4. Evaluation:

Many Systematic, rigorous, and meticulous application of
scientific methods has been developed to assess the design,
implementation, improvement, or outcomes. These methods
were used to evaluate interfaces and systems to determine how

usable they are for different user groups — identify good and bad
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features to inform future design — compare design choices to
assist us in making decisions — observe the effects of specific
interfaces on users. Most of these approaches are user studies
and expert-based evaluation techniques. In the user studies
methods, a representative sample of users is recruited to
participate in experiments to test a system’s usability. Specific
examples of user studies include laboratory-based user testing,
questionnaires, interviews, and observing users and recording
and assessing system use. Within the expert-based evaluation
technique, usability experts assess and inspect usability aspects
of a system using their knowledge and a range of usability rules
and heuristics (rules of thumb).

2.4.1 Heuristic Evaluation:

Heuristic Evaluation (HE) is the method for finding usability
problem and systematic inspection to see if interface complies
with guidelines works for paper, prototypes, and working
systems (Molich and Ballerup, 1990). A heuristic evaluation is
regarded as an analytical evaluation method, which is undertaken
by usability experts. The experts apply a specific set of heuristics
to evaluate the usability of a user interface. The method is
widely used because it is an excellent method of diagnostic and
perspective analysis for identifying individual problems in a
short time period. Specifically, its purpose is to identify
problems that are associated with the design of user interfaces.

The results are dependent on the experts’ broader experience

11



with wusability. The HE is an effective method to review
interfaces by taking the recommendations based on User
Centered Design (UCD) and contrasting them with the
applications. These recommendations come in different ways,
such as design principles, heuristics, guidelines, user interface
design patterns and standards that can be used by interface
designers and evaluators .Heuristic evaluation is an inspection
method in which the main characteristic is that there are experts
(known as evaluators) that evaluate aspects of the system
interface related to usability and security (Realpe-mufioz et al,
2017). Heuristic evaluation is considered as a method of
inspection of analytical evaluation, It is the best-known usability
inspection techniques and was developed by Jakob Nielsen of
bell labs and after SunSoft Nielsen determined heuristic
evaluation as a systematic inspection of the user interface by the
observation of an interface and in finding good and bad things,
usually performed by evaluators who can use certain
documented rules (guidelines). HE is a usability engineering
method ‘‘for finding usability problems in a user interface design
by having a small set of evaluators examine the interface and
judge its compliance with recognized usability principles
(Nielsen et al, 1994).

2.5. HCI-Security:

HCISec’s primary focus is on legitimate users’ mistakes that

may compromise the system. HCISec is concerned with threat
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scenarios, undesired actions that may cause non-malicious users
to break the security of system (Kainda, I. Flechais, and A. W.
Roscoe, 2010), security HCI (HCI-S) has recently being
introduced to reflect the need to explicitly support security in the
Ul development life cycle (Johnston and Eloff, 2003) .The
concept of HCI-S modifies and adapts the concepts of the
traditional HCI to focus in aspects of security and to find how to
improve security through the elements of the interface. HCI-S
definition proposed by (Johnston et al, 2003) ,which textually
reads “The part of a user interface which is responsible for
establishing the common ground between a user and the security
features of a system”. HCI-S is human computer interaction
applied in the area of computer security, HCI-S deals with how
the security features of the Ul can be as friendly and intuitive as
possible, because of the easier a system is to use, the less likely
is that the user will make a mistake or try to bypass the security
feature, resulting in a more reliable system. Human-Computer
Interaction and Security HCISec arise because of the need that
was identified by Human-Computer Interaction (HCI) experts to
improve the usability of secure systems. Flechais (Flechais,
2005) pointed out that HCISec is focusing nearly exclusively on
improving the user interface of secure systems; while he
recognizes the importance of the user interface in making a

secure system usable.
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2.6 Literature Review

(Yeratziotis, Van Greunen, and Pottas, 2012) In this study, a
framework was studied in the context of social networks within
the health domain. The framework consists of three components:
a three phase process, a validation tool and a usable security
heuristic evaluation. They believe that theories and evaluation
tools for usable security, including guidelines and principles, are
limited and those that exist are at an elementary and progressive
stage. As a result, developers struggle to design security and

privacy that is usable.

(Yeratziotis et al 2012) suggested framework containing three
components to evaluate usable security in online social networks
of usable security heuristic evaluation, a three-phase process to
develop heuristics for specific application domains and a
validation tool. It must be noted that each phase of the process
has a number of tasks. The usable security heuristic evaluation
represents the selected usability inspection method and the
process to develop heuristics for specific application domains as
an approach that will be used to develop the method itself. The
validation tool is used to determine the validity and applicability
of the method. In addition, a case study on two online health
social networks was conducted to determine the validity and
applicability of both the approach and the method. This will be
achieved by ensuring that security and usability form a unified

process that is considered in user interface design.
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The author (Kayhan Sayin, 2019) proposed a security and
usability threat model detailing the different factors that are
pertinent to the security and usability of secure systems, together
with a process for assessing these systems. A complete
evaluation must consider factors that may affect security as well.
A security threat model that encompasses elements of usability
as a difficult-to use system may force users to resort to insecure
behavior such as circumventing security processes—making
protected assets insecure. The security-usability threat model
depicts the critical factors that need investigation during the
evaluation of usability and security. It identifies factors that are
related to either usability or security and also factors that are
related to both. Both security and usability factors relate to the
legitimate user who has no malicious intent to harm the system.
In addition, they use the concept of usage scenarios (or simply
scenarios) and threat (negative) scenarios. Usage scenarios have
been defined as actions that are desirable to stakeholders of a
secure system and threat scenarios as actions that are not
desirable and hence the system should not allow them to happen.
The authors in (Yeratziotis et al, 2012) developed a usable
security heuristic evaluation for measuring the usability of
security and privacy features on online health social networks.
The objective of the developers is to define a process to design
HEs for Specific Application Domains (SAD). They consider
both of these themes. Firstly, it attempted to develop a USec HE,

15



which is corresponding to the theme of developing new heuristic
sets for specialized domains. Secondly, it provided a new
process for creating a HE for a specialized domain, which helps
to push the way of heuristic evaluation to advanced level.

Yasser (Yasser and Allen, 2014) proposed an Assessment
Framework for Usable-Security (AFUS) in the decision science
branch he used the benefits of two famous techniques. AFUS
explored the benefits of using two well-known techniques from
Decision Science, namely Utility Functions and Decision Trees,
for assessing the balance between security, usability and usable
security represented in the set of requirements for a particular
software product. To generate a metric that developers can use to
gauge the balance between the attributes. They assume that the
developers of a product are aware of the balance between
security and usability that is appropriate for their product, thus
the proposed technique is intended to assist in reaching that
desired balance. As changes to the requirements are made,
reassessment using AFUS can indicate if the product has shifted
to a greater emphasis on one attribute at the expense of the
others, or if all attributes have moved towards the developer’s
preferred equilibrium.

In (Mihajlov et al, 2011) a framework have been introduced take
into account how far the user could authenticate to the system
under specified context to evaluate usable security through

reconciliation of quality metrics the framework specify the
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quality metrics according to two principles: participation and
categorization. They Building on previous works, which is
focusing on usability perspectives in more detail. The authors
presented a mathematical approach that derives a total quality
score for usable security in a security system conceptual
framework includes the 5 security characteristics and 5 usability
characteristics, then quality criteria computed individually to
determine total quality of the system.

The framework in (Furnell and Katsabas, 2007) generated from
elicited of results testing users through set of activities as web
serving, text editor and email services. Experiences included a
novice and skilled users. The participants were showed tasks by
written and explained manner, the typical tasks selected to the
users uncover complicated to be understood neither when they
are dealing with basics security that are required by the
concerned applications nor by the users whose have desire to
customize setting. They were informed about the goals should be
reached during activities without specify how to achieve, to
understand their behavior about using the available features to
get job done. They were permitted to utilize the online help
alongside with that one to accompany on the application.

In (Nurse et al, 2011), the authors focused on the software from
view point of user on how to use security which are available in
applications they usually use it. Authors believe that paying

attention of usability of security features in early stages of
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development of any software product will guide to well learning
of the benefits of security services, noteworthy these services
must be accessible to user. The examples argued are evaluated
against criteria the authors identified.

In (Eloff, 2002) the author equip with many of already used
guidelines to design, and a basic set for use it later as reference.
With cases and troubles which appear and evaluations methods
all relevant about cyber security usability to take closer look of
the HCISec field specially when is about recommendation for
usable security.

The authors in (Realpe, Collazos, and Granollers, 2016) argued
about how much the security are usable equipping a list of 153
heuristics on scale of how much the desired characteristic
achieve the performance, accessibility, operability and reliability
on user authentication, the authors whose making of these
heuristics in interrogative form aimed to help in improving and
practicing the evaluation to get standardization .for more
facilitation they provide each of heuristics with comments for
explanation. The list provided is has reviewed by a number of
experts in HCI, information security and usable security.

In (Katsabas, Furnell and Phippen, 2005) many present
applications were rated to determine the level of their
compliance against identified principles created, these principles

were elicited from standards that of HCI in order to guide the
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insertion of the security features inside applications .the
guidelines created were used to evaluate applications.

In (Realpe-munoz et al, 2017), they presented a preliminary
process for designing secure and usable systems using a user-
centered approach. The process called MPlu+ approach is used
to gain not just usable but also include the security aspects for
interactive systems. The model taking into account the most
important aspects of requirements analysis, design and
evaluation with respect to usable security and that it can
contribute with its trade-off requirements analysis, design and
evaluation.

In (Fidas and Avouris, 2010), they proposed a user-centric
approach towards achieving “usable security”. As a case study
they apply the proposed approach on the password management
problem.

In (Yee, 2002),the author established some starting points for
reasoning about security from a user-centered perspective: To
view the system according to the concepts of the actors and his
ability .He came up with new principles and real examples to
proof it functionalities in secure interaction .

In (Hof, 2015), guidelines introduced to help developers
handling issues that arise to the user when he deals with security
features. To wunderline the importance of the presented
guidelines, weaknesses of security mechanisms in common

applications regarding usability for end users are shown in an
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analysis of common applications and security mechanisms on
basis of the presented guidelines.

(Jayalakshmi Raman et al, 2018) They formed a framework
generic that based on the specifying main ideas related to
CAPTCHAs the. Authors reviewed cases that emerged when
using CAPTCHAs to inspect the usability problems authors
propose use their framework to both evaluation and design for
well guide about CAPTCHSs. They consider the identified main
concepts (content generality, presentation, and complexity) of
the generic framework and break them down to sub attributes to
fit all users, authors try to include schemes, frameworks,
usability issues, evaluation and distinguishable usability features
to obtain a good look at CAPTCHAS to achieve the framework
depending on a quantitative method which is a phased method.
Daniela (Napoli, 2018) has conducted inspection by many ways
in journal articles and conference papers to extract the most
common points from. Then use the recommendations, best
practices and behaviors then categorize for developing their
heuristics in try to reveal troubles obstacle the user
understanding and commit it. The author proposes heuristics to
serve the design and evaluation for usable security and get the
result of the work are recommended for usable security in case
of non-visual use. Ten websites were evaluated against identified

heuristics through assigning standard tasks to achieve the results
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uncover many of problems specifically for users with vision-
loss.

In (Alarifi et al, 2017) they argued about current frameworks and
it's applicability to meet basic requirements for usable security,
after conducting literature review they came up to a new model
with new metrics were not mentioned on previous works beside
the existing metrics, the authors pointed that even ISO and NIST
have missed some essential metrics in terms of evaluating the
portals of E-banking and is not comprehensive. To prove their
view the evaluation was conducted by the new model on five big
banks. The case study evaluation reveal issues about learn about
common attacks, best practices for online security,
authenticating and alerts while no banks inform their customers

about the known key logger which are has serious consequences.

2.4 Summary of Related Work

Table 2.1 Summary of related work

Author Method Criteria Case study
A. Yeratziotis, D. van | usable security Visibility, revocability, clarity, evaluate
Greunen and D. Pottas | heuristic evaluation | learnability, usable

A three-phase aesthetics ,Minimalist design ,Errors | security
process to develop ,user suitability, user Language, user | online social
heuristics Assistance, Identity Signal ,Security networks to
A validation tool and Privacy the health
domain

Ronald Kainda and
Ivan Flechais and
A.W. Roscoe

use the concept of
usage scenarios (or
simply scenarios)
and threat (negative)
scenarios

Factors of usability:

Effectiveness, satisfaction
Accuracy, efficiency, memorability,
knowledge/skill

Factors of security:

Attention, vigilance, Conditioning,
motivation

social context
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Darelle Van Greunen,
Alexandros
Yeratziotis, Dalenca
Pottas

Phase 1: Design
high-level heuristics
Phase 2: Validation
of high-level
heuristics

Phase 3:
Application/usage of
high-level heuristics

Nielsen developed the “ten usability
heuristics” (Nielsen, 2006) and Xerox
the “HE - system checklist” (Pierotti,
1995).

Yasser M. Hausawi
and William H. Allen

Quantitative
method:
Requirements
filtering and
merging, utility
functions and
Decision trees

Security properties:
Confidentiality, Integrity
availability

Usability properties:
Effectiveness, efficiency
user satisfaction

Martin Mihajlov, Saso
Josimovski, Borka
Jerman-Blazi¢

Mathematical
evaluation by
determining SQ and
UQ is based on the
values of security
and usability criteria
respectively each is
dependent on 5
variables. To
calculate the quality
dimension take the
square-root of the
sum of all squared
criteria for the
particular dimension

Security evaluation:

Secrecy, abundance, revelation,
privacy and

breakability

Usability evaluation:

Meaningful retrieval, Processing
depth, Requirements, Convenience,
Inclusivity.

M.M. ELOFF, J.H.P.
ELOFF

Compare interfaces
relating to
information security
against five defined
criteria

Complexity, visibility, Interaction,
unambiguous, Information security
awareness facilitated, and which
information security services are
addressed by the interface

Jason R. C. Nurse,
Sadie Creese, Michael
Goldsmith, Koen
Lamberts

review of pertinent
cyber security
usability issues and
evaluation
techniques applied,
refined list of
general 19
guidelines drawn
from the literature

Accommodate many criteria
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Paulo C. Realpe,
Cesar A. Collazos,
Julio Hurtado,
Antoni Granollers

A set of 153
heuristics experts is
presented. The
heuristics are
gathered in 6
attributes o
characteristics.

Usability :visibility, simple design,
user control, match the real world,
recognition rather than recall, help
users recover from errors, efficiency
of use, error prevention, consistency,
documentation, convey features
Security: Integrity, authenticity,
confidentiality, non-repudiation,
privacy

Paulo Realpe-Mufioz,
César A. Collazos,
Toni Granollers, Jaime
Mufioz-Arteaga,
Eduardo B. Fernandez

Requirements
analysis, design and
Evaluation

Nielsen’s heuristics, accessibility,
operability, reliability, Performance

M. Nohlberg and J. Interviews and Provide overview information very An interview
Béackstrom scenario testing to early in the program, do not was made

construct "low-fi" overwhelm the user, provide with

prototype on paper information in a way that is familiar representative

and " high-fi" s from the

prototype then get sponsoring

the design and company,

heuristics Siguru
Ka-Ping Yee Actor-ability model | Path of least resistance, active

and a set of design authorization, revocability, visibility,

principles. self-awareness, trusted path,

expressiveness, relevant boundaries,
identifiability, expressiveness, Clarity

Hans-Joachim Hof Guidelines that help | Understandability

software developers | open for all users

to improve end user | Empowered users:

usability of security- | No jumping through hoops, efficient

related mechanisms, | use of user attention and memorization

and analyzes capability, only informed decisions,

common security as default, fearless System,

applications based security guidance, educating reaction

on these guidelines. | on user errors, consistency

Applications were Visible system state and security Three
D.Katsabas, tested according to functions, security should be easily antivirus
S.M.Furnell and the level of used, suitable for advanced as well as | applications
A.D.Phippen compliance with first time users, avoid heavy use of were used

each of the 10 technical vocabulary or advanced also two

guidelines. The terms, handle errors appropriately, firewall

grading method was | allow customization without risk to be | applications,
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used for all the trapped, easy to setup security as well as two
applications and the | settings, suitable help and web-
grades were from 0 | documentation for the available browsers.
to 5 from identified | security
table.
Daniela Napoli Using the ACCUS Informative, reliable, recognizable,
heuristics, one assistive, functional, controllable,
researcher with responsive, diverse and memorable
expertise in web
accessibility and
usable security
assessed 10 websites
that allowed users to
exchange sensitive
information
Oleksandr Gordieiev, | Quantitative analysis | Usability sub-characteristics: Web-site of
Vyacheslav of U&S interaction. | Appropriateness, recognizability, Banking
Kharchenko, analysis for separate | Learnability , Operability , User error | University
Kate Vereshchak sub characteristics of | protection , User interface aesthetics which is on
U&S characteristics. | ,and Accessibility the stage of
Security sub-characteristics the
Confidentiality, Integrity, non- development.
repudiation , accountability and They
Authenticity calculate
metrics of
significances
for web-site
before making
changes in
this web-site

From the literature review was observed there is a need to link

the security features with the concepts of actions to apply the

appropriate heuristics, which means in the current interface

may/may not require a security action but still need to inform

about security status, so it will be more task oriented and that’s

insure the suitable tradeoff between usability and security

without overwhelm the user. The model provides heuristics and
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sub heuristics which are categorized into classes according to

security actions.

CHAPTER 111
METHODOLOGY

25



3.1. Introduction

The aim of this chapter is to describe the design and
methodology used in conducting this study. It provides details
about research proposed model to follow, population;
participants, data collection, procedures and instruments used in
this study. The questionnaire is the tool of data collection in this
study. The reliability and validity of these tool is presented
comprehensively. It concludes by explaining the type of data
analysis and ethical concerns.
3.2. Proposed Model:

Visuality Learnability Applicability
' ™ 4 I 4 ™
Visibility for state Convey features Path of least
of security with figures resistance
AN iy p. Y AN vy
. h (" N e A
Aesthetic and Inclusivity of o
minimalistic users Inclusivity
design
- J \_ J _ p
™ 4 ™
C-larity Consistency Navigability
S . /
e ~N
User control

. vy

Figure (3.1) the proposed model to evaluate the usability of the security in

social media
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The model constructed from previous works, which is taking
into account the USEC criteria or at least both usability and
security most frequently used. The model is constructed from

the following steps:

1. Collecting (trade off) the needed security features.

2. Classifying these features into three classes each class
present the security and how the user get benefits from it.
First Class Visuality contains features of security to make
user more aware and protected. Second Class Learnability
contains features when user wants to know more about
available security. Third Class Applicability contains

features when the user required a security action.
3.2.1. Class Visuality

This Class contains the security features which are not
requiring an action from user. It is used to convey the enabled
features and the state of the current security. Class Visuality

contains the following heuristics:

1. Visibility for state of security and functionality: the
system should keep users informed about their security
status, which are as:

a. Notifications to identify the enabled and disabled
security mechanisms.

b. Inform the user the type of security protocol.

c. Indicator for security level.
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d. Display the available security features.

2. Aesthetic and minimalistic design: the system should
apply appropriate visual representation of security elements
and not provide irrelevant security information, which
means:

a. Security information relevant and avoid technical
words.

b. Security icons should be identifiable and
distinguishable.

3. Clarity: the system should use plain language that users
can understand with regard to security, which means:

a. Different words to convey the same idea could
confuse to users.

b. Security messages should be stated in a consistent
and appropriate language.

c. Security information presented should be clear and

easy to understand.
3.2.2. Class Learnability

Second Class contains the required features to utilize the user
when asking about security related or specific action, help
him to know more efficient and satisfaction in illustrated

manner for easy learn. It contains the following heuristics:

1. Convey features with figures and pictures: the Ul needs to

convey the available security features to the user clearly and
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appropriately; a good way to do it is by using figures or
pictures, which means:

a. Users can view the security information (textually or
graphically) according to their preferences.

b. Consistent and standards-based information is easier
to be learned and remembered.

a. Visual elements that allow the user to know privacy
policies about the use of the security features are
easier to be showed.

2. Inclusivity of users: all content and context is communicated
in a way that can accommodate various abilities, which means:

c. Presenting information appropriate for beginners and
experts

d. Helping people to operate when they have disabilities

3. Consistency:

a. Consistent set of security controls and located in
specific places.

b. Security questions and answers made by the user are
presented in a list.

c. Process should be intuitive and effortless extra

3.2.3 Class Applicability

The last Class contains security features that require actions from

user that may include the authentication mechanisms, custom
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security setting, response to security alert, and security related
decision. It contains the following heuristics:

1- Path of least resistance: the most natural way to do any
task should also be the most secure way.

a. Method must be performed in the shortest possible
time

b. Policies to generate passwords are secure and the
cognitive workload of users is minimal

c. Provide users with alternatives to authenticate.

d. The system can use alphanumeric characters (e.g.
passwords) and graphics.

2- Inclusivity: ensures that everyone, regardless of
hardware and software requirements, cognitive,
mobility, sensory skills, can use the website.

a. The user can use shortcuts or commands to common
security task

b. security-related error messages is suitable for novice
and expert users

c. Hardware and software requirements are minimal.

3- Navigability (guidance): the system should make
security help relevant and apparent to users.

a. Security-related messages should guide to resolve the
problem
b. The help information for a specific situation should

follow suitable steps to fix any problem
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4- User control: The site is compatible with assistive
technology. The interface offers robust and
customizable means to protect users with various needs.
a. Users can choose the authentication method or

combinations of them.
b. The security level could be changed according to the

abilities and preferences.

3.3. Study Method

This thesis adopted the descriptive analytical method. The whole
research describes phenomena and analysis the results. The study
IS conducted for the students of different universities, with
different specializations.

3.4. Population and Sampling

In this study, the population was (107), universities students with
different specializations.

3.5. Data Collection Techniques

The items of the questionnaire are mainly developed based on
the research objectives and research questions.

3.5.1. Questionnaire

The questionnaire is a basic tool and plays an important role in
gathering information. The questionnaire was well designed by
the researcher with cooperation with the supervisor. The

questionnaire consists of three hypotheses.
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3.6. Validity and Reliability

Cranach’s alpha method: -

(A) Stability Test:

Stability means the stability of the scale and its non-
contradiction with the same, i.e., the scale gives the same results
with a probability of equal to the value of the parameter if it is
applied to the same sample. It is used to measure the stability of
the "Cronbach, Alpha", according to the following equation:

o

T k-1 52

Where (K) is the number of test words
(k-1) Number of test words - 1

(Z ') The variation of the scores of each test vocabulary

)S' The total variance of the total test vocabulary

The value of the Cronbach coefficient is between zero and one
true. If there is no constant in the data, the value of the parameter
Is equal to zero. Increasing the coefficient of alpha Cronbach
means increasing the reliability of the data than the opposite of
the sample results on the study population.

(B) Validity Test:

Validity is a measure used to determine the degree of sincerity of
the respondents through their answers on a given scale. Validity
Is calculated in many ways, including the square root of the

stability coefficient. The value of Validity and stability ranges
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from zero to the correct one. Self-Validity of the questionnaire is
the measurement of the tool. The validity of the tool to measure
what was set for him (researcher) to find self- Validity
statistically using the equation of self- Validity is:
Validity = ,/Stability
The following is a table showing the results of the stability and
honesty test for all the study hypotheses:

Table (3.1) Results of stability and Validity test for the study variables.

Hypotheses Number of items | Stability Validity
Frist Hypotheses 7 0.61 0.77
Second Hypotheses 6 0.78 0.88
Third Hypotheses 8 0.70 0.84
Total 21 0.70 0.83

Table (3.1) shows that the values of stability for all study
variables are greater than (60%). These values mean the
availability of a high degree of internal stability of all hypotheses
of the questionnaire. It is therefore possible to say that the
standards adopted by the study have internal stability. These
answers are to achieve the objectives of the study and analyze
the results.

And that the values of Validity for all the variables of the study
Is greater than (70%) and this result refers to the efficiency of the
questionnaire and its ability to what is required of honest and

consistent results.
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CHAPTER FOUR
DATA ANALYSIS, RESULTS AND
DISCUSSIONS
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4.1. Introduction

This chapter about data analysis and results for this study
according to many variables age, gender, specialization and
accounts on social media, then make hypotheses to validate

mathematic relation between security and each class

4.2. Analysis of Personal Data:

4.2.1. Age:
Table (4.1) frequent distribution of the study sample according to the age
variable
Age Frequency | Percentage
Less than 20 years 13 13%
21 — 30 years 54 54%
31 — 40 years 29 29%
41 — 50 years 4 4%
Total 100 100%
m LESS THAN 20
® FROM 21 - 30
® FROM 31 - 40
B FROM 41 - 50
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Figure (4.1) frequent distribution of the study sample according to the age
variable

According to the table and figure (4.1) 13% are less than 20

years, 54% are 21 to 30 years, 29% are 31 to 40 years, and 4%
are 41 to 50 years.

4.2.2. Gender:

Table (4.2) frequent distribution of the study sample according to the
gender variable

Gender Frequency Percentage
Male 48 48%
Female 52 52%
Total 100 100%

= Male = Female

Figure (4.2) frequent distribution of the study sample according to the
gender variable
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According to the table and figure (4.2) 48% are male and 52%
are female. The researcher noticed that the female are majority

than male.
4.2.3. Specialization:

Table (4.3) frequent distribution of the study sample according to the
specialization variable

Specialization Frequency | Percentage
Medical and health sciences 26 26%
Engineering 14 14%
Economic and management 8 8%
Computer science 18 18%
Science and technology 10 10%
Arts 7 7%
Law 3 3%
Other 14 14%
Total 100 100%

B Percentage,
Medical and
health sciences,
6%

B Percentage,
Computer
science, 18%

B Percentage,
B Percentage,

Engineering, -
P t
14% oo o Other , 14%
B Percentage, Science and
Economic and technology,
management, 10%
8% B Percentage, Arts
, 7%
B Percentage, La
3%

Figure (4.3) frequent distribution of the study sample according to
the specialization variable
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According to the table and figure (4.3) 26% their specialization
IS medical and health sciences, 18% their specialization is
computer science, 14% are holding engineering and also other
specializations are 14%, 10% are holding science and
technology, 8% are holding economic and management studies,
7% are holding arts and 3% are holding law.

4.2.4. Account in Social Media:

Table (4.4) frequent distribution of the study sample according to the
account in social media variable

Account in social Frequency Percentage
media
Facebook 93 93%
Twitter 4 4%
Instagram 3 3%
Total 100 100%
Percentage, = Percentage,

Twitter , 4%, 4% / Instagram , 3%,
3%

® Facebook = Twitter = [nstagram
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Figure (4.4) frequent distribution of the study sample according to the
specialization variable

According to the table and figure (4.4) 93% they follow
Facebook in using social media, only 4% are using twitter and
3% are using Instagram.

4.3 Hypothesis Analysis

Table (4.5) estimated table for weight means

Response Mean by Weight Level

Disagree 0 1.60 Low
Neutral 1.61 2.40 Moderate

Agee 241 4.0 High

4.3.1 First Hypothesis:

There is a statistically significant relationship between security

settings and their clarity

Table (4.6) Frequency distribution of the first hypothesis statements

Statement Yes No

You can distinguish active or turned-on security 47 60

features on your account.

You can discern the protocol used as you 27 80
browse.
You can see the level of security in your 40 67

account.
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You can see what security settings are available 58 49

to you.
Icons can be distinguished from each other. 37 70
The terms privacy and security are easy to 92 15

distinguish from each other

When you receive security notifications you can 36 71

understand what they mean.

According to the table (4.6): the study sample answer the
statements as following:

For statement No.(1) You can distinguish active or turned-on
security features on your account, 56% are responded with No
and 44% are responded with Yes .

For the statement No.(2) You can discern the protocol used as
you browse., 75% are responded with No , 27% are responded
with Yes.

For the statement No. (3) You can see the level of security in
your account, 63% are responded with No and 37% responded
with Yes.

For the statement No. (4) You can see what security settings are
available to you 46 % responded with No and 54% responded
with Yes.

For the statement No. (5) Icons can be distinguished from each
other. 65% responded with No and 35% responded with Yes.

40




For the statement No. (6) The terms privacy and security are

easy to distinguish from each other 14% responded with No and
86% responded with Yes.

For the statement No. (7) When you receive security

notifications you can understand what they mean. 66%
responded with No and 34% responded with Yes.
100
90
80 HYes
70
60 ® No
50
40
30
20
10
0
You can You can You can see Youcansee Iconscanbe Theterms  Whenyou
distinguish  discern the thelevel of what securitydistinguished privacy and receive
active or protocol used securityin settingsare fromeach securityare  security
turned-on asyou  youraccount. available to other. easyto  notifications
security browse. you. distinguish you can
features on fromeach understand
your account. other what they
mean.
Figure (4.5) Responses about security settings and their visuality
Table (4.7) Descriptive statistics for the first hypothesis statements
Statement Yes | No | Mean | Standard | General
% | % Deviation | direction
You can distinguish 44 56 44 499 Disagree

active or turned-on
security features on
your account.
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You can discern the 25 75 .25 436 Disagree

protocol used as you

browse.

You can see the level 37 63 37 486 Disagree
of security in your

account.

You can see what 54 46 54 501 Disagree

security settings are

available to you.

Icons can be Disagree
distinguished from

each other.

The terms privacy and | 35 65 .35 AT8 Disagree

security are easy to
distinguish from each
other

When you receive 14 86 .86 .349 Neutral
security notifications

you can understand
what they mean.

General mean and 0.449933 0.308900 | Disagree
standard deviation

According to the table (4.7) the responses of the study sample
trend to Disagree to the statements of the first hypothesis.
4.3.2 Second Hypothesis:

Table (4.8) Frequency distribution of the second hypothesis statements

Statement Freq. Agree | Neutral | Disagree
Percent
Ease of understanding the security | Freq. 91 0 16
information presented to you Percent 61% 0% 39%
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Easy to get knowledge for more security Freq. 93 0 14

Percent 54% 0% 46%
The privacy policy is easy to learn and Freq. 77 0 92
understand Percent 28% 0% 2%
There are no health issues affecting my | Freq. 92 2 15
use of the safety settings Percent 87% 1% 11%
To reset the password, you can go to it | Freq. 32 0 72
directly Percent 30% 0% 70%
Famous FAQ list easy to learn from Freq. 35 0 72

Percent 68% 0% 32%

According to the table (4.8): the study sample answer the
statements as following:

For the statement No. (1) Ease of understanding the security
information presented , 61% are agree, , 0% are neutral,39% are
disagree.

For the statement No. (2) Easy to get knowledge for more
security 14% 54% are agree, 0% are neutral, 46% are disagree.
For the statement No. (3) The privacy policy is easy to learn and

understand, 28% are agree, 0% are neutral, 72% are disagree.

For the statement No. (4) There are no health issues affecting my
use of the safety settings. 87% are agree, 1% are neutral, 11%
are disagree.

For the statement No. (5) To reset the password, you can go to it

directly , 68% are agree, 0% are neutral, 32% are disagree.
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For the statement No. (6) Famous FAQ list easy to learn from
6% are strongly agree,30% are agree, 0% are neutral, 70% are

disagree.

100
90
80
70
60
50
40
30
20
10

H Agree

H Disagree

il

Ease of Easytoget Theprivacy Thereareno Toresetthe FamousFAQ
understandingknowledge for policy is easy health issues password, you list easy to
the security more security tolearnand affectingmy cangotoit learnfrom

information understand use of the directly
presented to safety settings
you

Figure (4.6) Responses about security and their learnability

Table (4.9) Descriptive statistics for the second hypothesis statements

Statement Mean Standard General
Deviation direction

Ease of understanding the 1.9720 1.62793 Neutral
security information presented to
you
Easy to get knowledge for more 1.7570 1.65313 Neutral
security
The privacy policy is easy to 1.1215 1.80518 Neutral

learn and understand
There are no health issues 3.5047 1.28396 Agree

affecting my use of the safety

settings

To reset the password, you can 1.1963 1.84001 Neutral
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go to it directly

Famous FAQ list easy to learn

from

1.6636

1.68760

Neutral

standard deviation

General mean and 1.869159

1.052358

Neutral

According to the table (4.9) The responses of the study sample

trend to Neutral to the statements of the second hypothesis.

4.3.3 Third Hypothesis

There is a statistically significant relationship between the use

of security settings and the ease of their application

Table (4.10) Frequency distribution of the third hypothesis statements

Statement Freq. Agree | Neutral | Disagree

Percent
Easy to set up a strong password Freq. 17 0 90

Percent 16% 0% 84%
Fast password setting and two-factor Freq. 14 0 93
authentication Percent | 13% 0% 87%
Set the password according to your preferences Freq. 42 0 65

Percent 39% 0% %61
Set up the password in the form of images Freq. 21 0 86
Instead of texts Percent | 20% 0% 80%
To fix your account security issue, the steps Freq. 15 0 92
you took led you to the solution

Percent 14% 0% 86%
It is easy to deal with login problems to access Freq. 30 0 77
your account

Percent 28% 0% 72%
Security and privacy shortcuts are clear Freq. 30 0 77
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Percent

28%

0%

2%

The use of security in your account is related to
the specifications of your device

Freq.

12

93

Percent

13%

1%

86%

According to the table (4.10): the study sample answer the
statements as following:

For the statement No. (1) Easy to set up a strong password, 16%
are agree, 0% are neutral, 84% are disagree.

For the statement No. (2) Fast password setting and two-factor
authentication, 13% are agree, 0% are neutral, 87% are disagree.
For the statement No. (3) Set the password according to your
preferences, 39% are agree, 0% are neutral, 61% are disagree.
For the statement No. (4) Set up the password in the form of
images instead of texts., 20% are agree, 0% are neutral, 80% are
disagree.

For the statement No. (5) To fix your account security issue, the
steps you took led you to the solution , 14% are agree, 0% are
neutral, 86% are disagree.

For the statement No. (6) It is easy to deal with login problems
to access your account, 28% are agree, 0% are neutral,72% are
disagree.

For the statement No. (7) Privacy shortcuts clear.28 % are agree,

0% are neutral, 72% are disagree.
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For the statement No. (8) The use of security in your account is
related to the specifications of your device, 93% are agree, 1%

are neutral, 6% are disagree.

100
90
80
70
60 H Agree
50 H Disagree
40 = Neutral
30
20
10 -
0 n T T T T T T
Easy to set up a Fast password Set the Set up the To fix your It is easy to Privacy The use of
strong setting and password password in account deal with login shortcuts clear security in
password two-factor  accordingto  the form of security issue, problems to your account is
authentication your images instead the stepsyou access your not related to
preferences of texts took led you to account the
the solution specifications

of your device

Figure (4.7) Responses about security setting and their applicability

Table (4.11) Descriptive statistics for the third hypothesis statements
Statement Mean Standard General

Deviation direction

Easy to set up a strong password 1.056075 1.365559 Disagree

Fast password setting and two- 3.299065 1.057007 Agree
factor authentication
Set the password according to 1.570093 1.962440 Disagree

your preferences
Set up the password in the form 1.308411 1.403575 Disagree

of images instead of texts

To fix your account security 0.915888 1.332620 Disagree
issue, the steps you took led you

to the solution
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It is easy to deal with login 1.121495 1.805183 Disagree
problems to access your account
Privacy shortcuts clear 1.121495 1.805183 Disagree
The use of security in your 1.121495 1.805183 Disagree
account is related to the
specifications of your device
General mean and 1.484646 | 0.818480 | Disagree
standard deviation

According to the table (4.11) the responses of the study sample
tend to disagree to the statements of the third hypothesis.

4.4 Chi-square Test for Hypotheses:
4.4.1 First Hypothesis:

There is a statistically significant relationship between security
settings are available and their clarity Table (4.12) Chi square

test for the first hypotheses.
Table (4.12) Chi square test for the first hypotheses

Calculated Degree of | Significant Inference
Chi value freedom value
17.122338 1 0.001> Disagree

According to the table (4.12) calculated Chi-Square value is
(17.122338) verses Chi-Square table value (10.828) and degrees
of freedom is (1) and significant value is (0.001>) and its less
than significant level (0.05) so that is means there is a positive
statistically significant relationship between what security
settings are available and their clarity, so some users can not

recognize available security settings.
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4.4.2 Second Hypothesis
There is a significant relationship between ease of understanding

the security information and ease to get knowledge for more

security

Table (4.13) Chi square test for the second hypotheses

Calculated Degree of | Significant Inference
Chi value freedom value
70.131583 4 0.001> Neutral

According to the table (4.13) calculated Chi-Square value is
(70.131583) versus Chi-Square table value (18.467) and degree
of freedom is (4) and significant value is (0.001>) and its less
than significant level (0.05) so that is means there is a positive
statistically between Ease of

significant  relationship

understanding the security information and ease to get
knowledge for more security.

4.4.3 Third Hypothesis:

There is a statistically significant relationship between the use of
security settings and the ease of their application

Table (4.14) Chi square test for the third hypotheses

Calculated Degree of | Significant Inference
Chi value freedom value
36.220886 2 0.001> Disagree
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According to the table (4.13) calculated Chi-Square value is
(36.220886) versus Chi-Square table value (13.816) and degree
of freedom is (2) and significant value is (0.001>) and its less
than significant level (0.05) so that is means there is a positive
statistically significant relationship between the use of security
settings and the ease of their application.

4.5 Enhanced Interface for Facebook:

The Facebook platform was chosen to suggest improving its
interface because it is the most prevalent according to the sample
taken. If we evaluate it according to the proposed framework, we
will find that in terms of ease of use for security, it does not give
the user any impression or notice about the security status or
level in his account. In addition, the security settings in general
are implicit and it does not have shortcuts to the most common
security tasks such as changing the password or what security

settings are available and activated.

Oq A + 0 A &

Figure (4.8) the screen of original navigation bar for Facebook:
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The security icon has been added, and the icon is characterized
by changing its color according to the security status of the
account. In this case, it was red because it is linked to danger and
was designed to blink three times to draw attention. Once you
pass the cursor on it, it gives a hint called security to indicate its

function.

Oq A + 0O 0 & &

Figure (4.9) the screen of proposed navigation bar for Facebook:

In the following interface, the details for the necessary
subsequent steps. On this screen, when you press the icon, a list
opens containing links that are a shortcut to move user directly to

adjust the settings, for example:

Qq A + 0O 0 & &

Figure (4.10) the screens of proposed navigation bar for Facebook
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CHAPTER FIVE
RESULTS, RECOMMENDATIONS
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5.1 Conclusion
Due to limited and non-comprehensive models available in the
design of security features on the user interface on social
networking sites, this study dealt with the evaluation of security
using a user-based model, as it revealed problems in the ease of
use of these features in terms of clarity, understanding, learning
and application. The sample was collected within a specific
category, it was not possible to distribute the questionnaire to the
largest number due to their fear of entering into links. It was
found that more than half ( 56% ) of the respondents could not
distinguish the enabled/disabled and (46%) could not even
recognize available security features, in addition to (75%) not
being able to discern the security protocol in browsing to
identify fake websites. Later, the interface of the Facebook
website was designed using the model to improve the user
experience with security
5.2 Recommendation
The study recommends the followings:

- Study the relationship between each category with other

categories and how it affects their usability
- Include a wider community for more representative results
- Suggest recognition patterns to facilitate authentication

mechanisms and passwords
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APPENDIXES

Appendix (1)

Questioner (English Version)
ﬁ');)h L‘)A;)S\ Ai&\ (‘.\.uu

Sudan University of Science and Technology

College of Graduate Studies

MPEN o
Subject: questionnaire

This questionnaire is part of a field study conducted by researcher
to complete the requirements for obtaining a Master degree in computer
science, titled (Proposing a User-Centered Model for Evaluating the
Security of Social Media). The researcher kindly asks you to cooperate
and fill out this questionnaire.
The researcher informs you that the data provided is secured and will be

used for scientific research purposes only.

Researcher
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Frist section: Personal data:

1\ age:
[ Less than 30 years [ 130-40 years
[140-50 years [Imore than 50 years
2\ gender:
[ 1 Male [] female

3\ specialization:

[_IMedical and health science Dengineering
[_TEconomic and management [Icomputer science
[ IScience and technology [ ] arts [ 1law [ ]another

4\ account in social media:

[ IFacebook [ Itwitter (] Instagram
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Second: Security Settings and Their Clarity

Statement

Yes

No

You can distinguish active or turned-on security

features on your account.

You can discern the protocol used as you browse.

You can see the level of security in your account.

You can see what security settings are available to you.

Icons can be distinguished from each other.

The terms privacy and security are easy to distinguish
from each other

When you receive security notifications you can

understand what they mean.

Third: Security Settings and the Ease of Teaching Them:

Statement

Agree

Neutral

Disagree

Ease of understanding the security information

presented to you

Easy to get knowledge for more security

The privacy policy is easy to learn and

understand

There are no health issues affecting my use of

the safety settings

To reset the password, you can go to it directly

Famous FAQ list easy to learn from
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Fourth: Security Settings and Their Applications

Statement

Agree

Neutral

Disagree

Easy to set up a strong password

Fast password setting and two-factor

authentication

Set the password according to your

preferences

Set up the password in the form of images

instead of texts

To fix your account security issue, the steps

you took led you to the solution

It is easy to deal with login problems to

access your account

Privacy shortcuts clear

The use of security in your account is

related to the specifications of your device
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Appendix (2)
Questionnaire (Arabic version)
aan l an Al sy
RS RN WE R
Llal) byl 2S

Ol [ gudn gall
padiuall o) 5an Zasad ) SB) Glin el das o Jpanl iy sl Bald) o
T L) 8 e HaSU Aaalall St 2l Lol (o= baia ) Jaaal gill il g Gyl il
a5 Aad Al (e alfias Ll Jae (585 Cagas Liseai I LAY o G Aol 038 (e Caagl) il
Oy Al Ayl daat G il aues o Tale cdufall o3 Gilaal e Tulad) Sy Laa gl 80
L alell il (e V) i

c“c:h.ubﬂ\ AT el.‘c?g Sllalay BN e.S'.'\A\:\.uJ U:\‘)SLI

sl
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tlaad Sl L)tV vl

telialiy Lo aled (V) Adle aas oSl sla)l

: eall /1
s 40 e Jil5 300 20 e S8
sls 2a 40 s 40 e il 310

el [2

Sl SO

{ oaled) 3ld /3
A la) asles ST Zarigl T Agmaall sl 5 ual ]
LSO ) o5l aasle s Cigulal ]
s Ol 5 dxapall ]

A a8 sal) e sl o) IS e lia @bl Jadg/

2] el ] & gad[ ]
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syl cliby @SB sl
i) 2ol sl (ggiase alal (V) Al gumse oSl el
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Vo e Bl ¢
a8 Arsall ) Adasill el paibadl) jud oSa |
Haioal ol padisall S 55 al) St i€y | 5
ilua & Y (5 shue A jmadiSay | 3
<l dalia) dpiaY) lalac Y A jae diSay | 4
o o b i ey B 5 T el | -5
Lagazany e Lt i Jgowy la¥) 5 A guadll oalhias .6
agind Lo pgd iSay el O jlad) Alixie |
lgabed Uggny ola¥) clalae] alaziud :Lals
N alaa | il 5,lall

e

Se) o 3 3a1 48 paall e J geasll Jeusy

leagd 5 Lgalni Jgu da suadl) Al

Sl ablae Y eladiul e figidsaa JSUe 2 8 Y

YO VO I

5yilee Leall A dll Koy pudl) A Tava 5ale Y
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leauksi 5 oYl calalac) s G

Gl Y | dlaa | 38 55l .
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Al pudalS ) e | g
A Zaalad) 5 ) S b e ju | g
iadi o) f jull A hana |y
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daal g A padll Gla¥) Ol laial |1 4
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Appendix (3)
The Code Used for Enhanced Facebook Navigation Bar

Consider Proposed Model

HTML file:

<header>

<linkrel="stylesheet"
href="https://use.fontawesome.com/releases/v5.8.2/css/all.css"><link href = "style.css"
rel = "stylesheet" type ="text/css" >

<nav>

<ul> <li> <a href="#" id="fb"> <i class = "fab fa-facebook-f"> </i> </a> </li>

<li> <button id="search_btn" class="tooltip" data-tooltip="Search"> <i class="fas fa-
search"></i> </button> </li>

<li id="space2"></li>

<li> <a class="tooltip active" data-tooltip="Home" href="#" id="home"> <i class="fas
fa-home "></i> </a> </li>

<li> <a class="tooltip" data-tooltip="Group™ href="#" id="group"> <i class="fas fa-
user-friends"></i> </a></li>

<li> <a class="tooltip" data-tooltip="Watch" href="#" id="tv"> <i class="fas fa-tv
"></i> </a> </li>

<li> <a class="tooltip" data-tooltip="Friend" href="#" id="friend"> <i class="fas fa-
user-alt "></i> </a> </li>

<li id="spacel"></li>

<li> <button class="tooltip" data-tooltip="Add" id="btn_plus"><i class="fas fa-plus
"></i></button> </li>

<li> <button class="tooltip" data-tooltip="Security" id="btn_security"><i class="fas fa-
shield-alt blink" style = "color:red" ></i></button>

<ul class = "dropdown">
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<li><a href="#">Weak password </a></li>

<li><a href="#">Enable 2FA</a></li>

<li><a href="#">Close sessions</a></li></ul></li>

<li> <button class="tooltip" data-tooltip="Message" id="btn_msg"><i class="fab fa-
facebook-messenger "></i></button></li>

<li> <button class="tooltip" data-tooltip="Notification" id="btn_bell"> <i class="fas fa-
bell"></i></button></li>

<li> <button class="tooltip" data-tooltip="Profile" id="btn_profile"><i class="fas fa-

user-cog "></i></button> </li></ul>

</nav></header>

CSS file:
*{ display: inline-block;
box-sizing: border-box; text-decoration: none;

; : )

?root{ nav ul li #fb{
~-btn-width-100: 100px: background: #0B84ED;
} ’ color: #fff;
bod Wl_dth: 40px;
marﬁn: 0; height: 40px;
padding: 0: border-radius: 50%;
} o display: flex;

justify-content: center;

nav{ suty ! |
margin: 0; align-items: center;
padding: 0 font-size: 2rem;

. 0; )
ﬁa\/ ul { nav ul li #search_btn{
margin: 0; border: none;

ing: € : outline: none;

iststyl: one; background: 1gba(0, 0,0, 0.068);
display: flex; pa?dl_ngé 882|30.x;
box-shadow: 0 1px 8px CO_dOtL-_ el
rgba(0,0,0,0.3); WIath: 4Upx;
} height: 40px;

' font-size: 1rem;
gg\édL:Lg-%px- border-radius: 50%;
1 o cursor: pointer;
nav ul li a{ b
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nav ul li#spacel{

flex: 1;

}

nav ul li#space2{

flex: 2;

}

nav ul li af

height: 40px;

width: var(--btn-width-100);
font-size: 1.5rem;
display: flex;
justify-content: center;
align-items: center;
color: rgh(158, 158, 158);
transition: .5s

}

nav ul li #btn_plus,

nav ul li #btn_security,
nav ul li #btn_msg,

nav ul li #btn_bell,

nav ul li #btn_profile{
height: 40px;

width: 40px;

display: flex;
justify-content: center;
align-items: center;
font-size: 1.2rem;
color: #444;
background: rgba(0, 0, 0, 0.068);
border: none;

outline: none;
border-radius: 50%;
cursor: pointer;

}

nav ul li:hover #home,
nav ul li:hover #group,
nav ul li:hover #tv,

nav ul li:hover #friend{
background: rgba(0, 0, 0, 0.138);
color: #444;
border-radius: 5px;

¥

.active{

color: #0B84ED!important;
¥

tooltip{

position: relative;

¥

tooltip::after{

content: attr(data-tooltip);
height: 30px;

background: rgba(0,0,0,0.4);
color: #fff;

font-size: 1rem;

text-align: center;

position: absolute;

bottom: -150%;

padding: 5px 12px;
line-height: 30px;
border-radius: 3px;
opacity: 0;

transition: .3s;
pointer-events: none;
user-select: none;

}

tooltip:hover::after{
opacity: 1,

¥

nav ul li #btn_profile::after{
margin-left: -20px;

¥

@media screen and (max-width:
700px){

nav ul li#spacel,

nav ul li#space2{

display: none;

}

nav ul{

min-width: 600px;
padding: 8px 12px;
justify-content: space-between;
¥

‘root{

--btn-width-100: 60px;

¥

}



blink {
animation: blink 1s;

animation-iteration-count: 5;

¥
@keyframes blink {

0% {
opacity: 1;
}

50% {
opacity: 0;
}

100% {
opacity: 1;
}

}

.drop-menu{
position: absolute;
background: #242526;
width: 180px;
line-height: 45px;
top: 85px;

opacity: 0;
visibility: hidden;
box-shadow: 0 6px 10px
rgba(0,0,0,0.15);

}

.drop-menu li a{
width: 100%;
display: block;
padding: 0 0 0 15px;
font-weight: 400;
border-radius: Opx;
}

.drop-menu li{
margin: O;

}

.drop-menu li a{
border-radius: 5px;
font-size: 18px;

¥

#showDrop:checked ~ .drop-

menu{
max-height: 100%;

}

a{

text-decoration: none;
}

nav {

font-family: default;

}

ul {
background: #ffffff;

list-style: none;
margin: 0;
padding-left: O;

}

li {

color: #fff;
background: #ffffff;
display: block;

float: left;

padding: 1rem;
position: relative;
text-decoration: none;
transition-duration: 0.5s;

¥

lia{

color: #ffffff;

¥

li:hover,
li:focus-within {
background: #ffffff;
cursor: pointer;

¥

li:focus-within a {
outline: none;

¥

ul liul {
background: #ffffff;
visibility: hidden;
opacity: 0;
min-width: 5rem;
position: absolute;
transition: all 0.5s ease;
margin-top: lrem;
left: O;



display: none;
display: inline-block;
}

ul li:hover > ul,

ul li:focus-within > ul,
ul li ul:hover,

ul li ul:focus {
visibility: visible;
opacity: 1;

display: block;

}
ul liul i {

clear: both;

width: 100%:;

by

ul li ul lizhover,

ul li ul li:focus-within {
background: #dcdcdc;
cursor: pointer;

}



