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Abstract 

 

Mobile Ad-hoc Networks are wireless networks without infrastructure consisting of wireless 

mobile devices with self-configuration and self-organization. As a result of the lack of centralized 

management, these nodes cooperate with each other to send data packets. Most network protocols 

assume a cooperative environment between the nodes in the network. Moreover these types of networks 

are prone to many types of attacks because the nodes change their positions quickly and randomly. So 

there is a need for techniques to detect misbehaving nodes. This research presents a solution for 

identifying misbehavior using techniques to solve receiver collisions, limited transition power and 

collaborative misbehaving nodes using Ad hoc On-demand Distance Vector (AODV). The protocol has been 

implemented using network simulator NS2. Result show that the problem of collaborative misbehaving 

nodes has been solved taking into account the routing overhead and the misbehaving nodes were detected 

and isolated from the route.  
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CHAPTER ONE 

 

INTRODUCTION 

 

1.1 Background 

The world has embarked on the study and development of wireless 

networks for their convenience and coverage. There is also a widespread 

and acceptance of wireless networks that are autonomous and self-

configured. The most popular are mobile ad-hoc networks 'MANETs', 

which are dynamic wireless networks that operate without infrastructure 

and are fully cooperative in routing and sharing resources. It is known that 

the ad hoc network does not contain static routers which means that all 

nodes are able to move dynamically and are connected in a random 

manner. These nodes can operate as a final system and a router at the same 

time. The transmission capacity of the nodes and the location of the 

network are important factors on which the assigned network topology 

depends and may change over time. Since mobile ad hoc networks change 

their topology frequently, routing in these networks is a challenging task. 

Due to the lack of a fixed infrastructure in the nature of mobile wireless 

networks, there is a need for routing protocols that direct the packet to its 

correct path. 

1.2 Problem Statement 

Malicious nodes trigger Denial Of Service (DOS) attacks. They prevent 

cooperation with the rest of the nodes in sharing resources. This is called 

directive misbehavior. 
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1.3 Proposed Solution 

This research is focused on detecting and mitigating the influence of 

misbehaving nodes in mobile ad-hoc networks. This is achieved by locating 

and isolating misbehaving nodes. The result is finding a path through 

which the message can safely be sent from the source to the destination. 

1.4 Methodology 

Use simulator2 "NS2" to calculate the impact of misbehavior on MANETs 

network. 

1.5 Research objectives 

The objectives of this research are to: 

1- Identify and understand the techniques for detecting misbehavior. 

2- Detect and isolate misbehaving nodes in the network. 

3- Increase network reliability by securely sending the packets from sender 

to receiver.  

1.6 Research scope 

           This research examines mobile ad-hoc networks (MANETs) through 

the routing protocols, specifically the AODV protocol, as well as the 

directive misbehavior node and discusses techniques for detecting and 

minimizing the impact of misbehavior. 

1.7 Thesis Layout 

This thesis consists of four further chapters, following this 

introduction. 

Chapter 2: Literature Review contains of Classification of wireless 

networks, Mobile Ad Hoc Networks (MANETs) explaining their 

characteristics, advantages, applications, and challenges  and its types  in 
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addition to the Classification of Security Attacks facing this network. It 

also explains Routing Protocols and its types Specifically, DSR and  

AODV  protocols. In addition, it overviews Previous studies related to the 

area. 

Chapter 3: Methodology explains the IA-ACK Technical Methodology 

and illustrates a flowchart that explains the steps of this technique. In 

addition this chapter explains the rules of detecting a malicious node that 

modifies and drops data and using RREQ and RREP. 

Chapter 4: Implementation illustrates the results of this research in the 

form of tables to displays Node locations and Routes, Times, and Packets 

that were sent, as well as flow diagrams for the packets sent from the 

source to the destination with an explanation of the delay, throughput and 

jitter by using the AODV protocol. In addition the result compare between 

the proposed technique and other techniques. 

Chapter 5: Conclusion and Recommendation provides and discusses an 

overview of progress and results obtained from this research. A number of 

recommendations for future work are listed at the end of this chapter. 
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CHAPTER TWO 

 

LITERATURE REVIEW 

 

2.1 Background  

Wireless networks use a type of radio waves in the air to send and 

receive data instead of using wires. This network also reduces the cost of 

maintenance and wiring. The wireless network provides access to 

information, whether in the office or at home, and the setup of this network 

is easy and fast and limits wires through walls, and it can extend to 

locations that cannot use the wired network, and the network is highly 

flexible. This network may be subject to interference from weather, radio 

waves from other devices, or obstacles such as walls, etc. The throughput 

of this network is affected by the presence of many connections.  

Wireless networks work similarly to wired networks, but they 

convert information signals into a form suitable for transmission through 

the air. It is used in many cases including providing access to corporate 

data from remote sites. It also allows connection to remote devices without 

difficulty, but is vulnerable to interference. For this reason, all countries 

need regulations that define the frequency bands and transmission power 

for each permitted technology. Also, electromagnetic waves cannot be 

easily confined to a limited geographical area. So, a hacker can easily listen 

to the network if the data sent is not encrypted. To ensure the privacy of 

data sent over wireless networks, all necessary steps must be taken. 

2.2 Classification of wireless networks 

Wireless networks are classified based on 
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2.1.1 Based on size 

Networks are classified according to the geographic areas they cover.  

Figure (2.1) below shows a breakdown of networks covering 

different areas 

. 

 

Figure 2.1  classification of wireless networks based on size   [1]. 

 Wireless Personal-Area Networks (WPAN) are  based on  IEEE 802.15 

standards  They allow communication in a very short range, of about 10 

meters and composed of computers and telephones can be used to connect 

between the personal devices  e.g (Bluetooth). 

 Wireless Local-Area Network (WLAN) are based on  IEEE 

802.11standards and composed of computers in a limited area typical range 

up to 100 meters such as a home, school or office building, and does not 

require expensive communication lines e.g (Wi-Fi network). 
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 Wireless Metropolitan-Area Networks (WMAN) are based on IEEE 

802.16 standards and composed of computers within a large area and may 

cover a whole city e.g (community wireless network). 

 Wireless Wide-Area Network (WWAN) Is a wireless network that 

covers a large area of more than 50 kilometers and connects networks 

across regional boundaries such as cities or countries and needs the cost of 

communications lines e.g( cellular network) [1] .  

2.2.2 Based on mobility 

 static wireless network 

 Mobile wireless networks 

2.2.3 Based on Infrastructure 

 infrastructure  

 infrastructure less 

2.3 Mobile Ad Hoc Networks (MANETs) 

Mobile  ad  hoc  networks  (MANETs)  is  an   infrastructure-less  ,  

dynamic  network  consisting  of  a collection of wireless mobile nodes that 

communicate with each other without the use of any centralized authority. 

MANETs is vulnerable to various kinds of security attacks like worm hole, 

black hole, rushing attack. 

2.3.1 Characteristics 

 Distributed operation: Protocols must be distributed in the network and 

do not rely on a centralized node that controls the network. And that the 

node in the   network can enter and leave the network with ease. The nodes  

involved  in a  MANET should cooperate with each other and communicate 

among themselves. 

 Multi hop routing: When a node tries to send information to other 

nodes which is out of its communication range, the packet should be 

forwarded via one or more intermediate nodes. 
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 Dynamic topology: Nodes are free to move arbitrarily with different 

speeds; thus, the network topology may change randomly and at 

unpredictable time. 

 Autonomous terminal: In MANET, each mobile node is an independent 

node. 

 Light-weight terminals: The nodes move with less CPU capacity, less 

storage power, and smaller memory size.   

 Shared Physical  Medium: The wireless  communication  medium is 

accessible  to  any  entity. Accordingly, access to the channel cannot be 

restricted  [2]. 

2.3.2 Advantages of MANET 

 provide access to information and services regardless of geographic 

position Do not rely on a central server, self-configuring, nodes act as a 

router  

 Scalable. 

 Improved Flexibility . 

 Robust due to decentralize administration. 

 The network can be set up at any place and time. 

  Less expensive as compared to wired network [3] . 

2.3.3 MANETs  Challenges 

 Dynamic topology membership may disturb the trust relationship 

among nodes possibly packet losses. 

 Limited  bandwidth wireless  link  continue  to  have  significantly  

lower  capacity  than  infrastructured  networks and The nodes has a 

limited capacity that allows only access to nodes that are close to one 

another and thus lose their useful capacity. 
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 Routing  Overhead nodes  often  change  their  location  within  

network.  So some  stale routes are generated in the routing table which 

leads to unnecessary routing overhead. 

 Hidden terminal problem: refers to the collision of packets at a receiving 

node due to the simultaneous transmission of those nodes. 

 Packet losses due to transmission errors due to factors such as increased 

collisions and interference. 

 Mobility-induced route changes: ad hoc wireless network is highly 

dynamic.This situation often leads to frequent route changes. 

 Battery  constraints Devices  used  in  these  networks  have  restrictions  

on  the  power  source so the node in this network may act selfishly 

when you find that there is only a binding control supply. 

 Security  threats wireless  mobile  ad  hoc  nature  of   MANETs  brings  

new  security  challenges [4] . 

2.3.4. Applications 

 Military  battlefield 

 Collaborative work 

 Local level 

 Personal area network and Bluetooth  

 Commercial Sector 

 Intelligent Transportation System 

 Wild life monitoring 

 Smart Agriculture [5] . 

2.4. Types of MANET 

2.4.1 Vehicular Ad hoc Network (VANET) They are created through a 

MANETs application that provides effective communication with another 

vehicle or helps to communicate with equipment on the side of the road. 
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2.4.2 Internet Based Mobile Ad hoc Networks (IMANET) Supports 

Internet  protocols and uses network layer routing protocols to connect 

mobile nodes and create routes automatically. 

2.4.3 Intelligent Vehicular Ad hoc Networks (INVANET) Use artificial 

intelligence to handle unexpected situations such as accidents. 

2.4.4 Flying Ad  hoc Network  (FANET)  Consisting of an unmanned 

aerial vehicle and transporting communications to remote areas [6] . 

2.5 Classification of Security Attacks 

2.5.1 Passive attacks Does not disrupt the operation of a routing protocol 

and does  not alter the data but attempts to discover the important 

information from routed traffic. 

2.5.2 Active attacks Is very severe attacks on the network prevent the 

transmission of messages between nodes. These attacks are divided into 

two parts. 

- Active external attacks Can be executed from external nodes do not 

exist in network. 

- Active internal attacks Implemented through malicious nodes that 

are part of the network, these attacks are more severe and harder to 

detect than external attacks. 

These attacks generate unauthorized access to the network that helps the 

attacker to make changes such as packet modification and these active 

attacks are classified into four groups. 

- Dropping Attacks. 

- Modification Attacks. 

- Fabrication Attacks. 
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- Timing  Attacks [7] . 

2.6 Routing Protocols 

There are a number of routing protocols currently available in adhoc 

networks. These protocols can be divided into three categories of proactive 

protocols (Table-driven), Reactive (On-demand) protocols and hybrid 

protocols. 

 

                        Figure 2.2 classification of routing protocols in MANET [8] 

. 

2.6.1 Proactive protocols(Table-driven) Also known as table-based 

routing protocols. Any node maintains a routing table that contains 

information about the network topology, but this feature consumes power 

and the routing tables are updated periodically whenever the network 

topology changes. These protocols are not suitable for large networks 

because they need to keep node entries for each node in the routing table , 

Examples of these protocols are DSDV, CSGR, OLSR STAR, WRP, FSR, 

GSR  etc 
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2.6.2 Reactive protocols(On-demand) Are also known as ondemand 

routing protocols. This type of routing protocol does not save routing 

information to reduce overheads. If the node wants to send the packet to 

another node, this protocol looks for the on-demand manner and establishes 

a connection to send and receive the packet. The route discovery is always 

when a request route occurs over the network ,Examples of these protocols 

are AODV, DSR, TORA, ABR, LMR etc. 

2.6.3 Hybrid routing protocols Is a combination of both proactive and 

interactive routing protocol to make the routing process more efficient and  

overcome their problems and reduce the pressure on the track. It use 

Proactive  to collect routing information completely and then uses Reactive 

to retain routing information when a change occurs in the network 

structure. These protocols are suitable for large networks .Examples of 

these protocols are  ZRP, ZHLS, SHRP, WARP  etc [8] . 

2.7 Dynamic Source Routing (DSR) 

The Dynamic Source Routing (DSR) protocol is one of the more 

generally accepted on demand routing protocols. It is natural to consider 

the DSR protocol with multiple routes since they may be built during the 

route discovery by flooding. The Dynamic Source Routing (DSR) protocol 

also has an option of maintaining multiple routes, so that an alternate route 

can be used upon failure of the primary one. But in DSR, too many routes 

are maintained in a trivial manner, without any regard to their ultimate 

usefulness. The performance study of DSR protocols has not been 

conducted. 

Develop a comprehensive analytic model for the performance study of the 

multiple route DSR protocol for MANET. At first, introduce two 
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performance  metrics. The first metric is the probability that the lifetime of 

multiple routes is larger than the lifetime of a data transmission. 

Note that in the multiple route DSR protocol, the lifetime of multiple 

routes for a source S to destination D may be longer than the time interval 

between two data transmission. 

2.7.1 The Protocol consists of two main mechanisms 

Route Discovery and Route Maintenance, which work together to 

allow the node to detect and maintain erroneous routes in private mobile 

networks, and allow multiple routes for any destination and any sender to 

choose and control the routes used to send the packet. 

2.7.1.1 Discover Route Discovery Path discovery is used whenever the 

source node wants to route the packet to the destination where the source 

node searches the route cache to verify whether it contains the destination 

path. If the source node finds a valid path to the destination, you use this 

path to send its data. 

If the node does not have a valid path to the destination, you start the 

process of discovering a second path by transmitting a route request 

message that contains the source, destination, and ID address, the 

intermediate node that received the path request message looking at route 

cache from the path to Destination. If you do not find the path, this node 

inserts its address into the message send log and sends the message to the 

neighboring node. The message propagates over the network until you 

reach either the destination or the argument node with a path to the 

destination. 

Then there is the route reply message containing a series of nodes to reach 

the destination where this message is generated and returned to the source. 
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Figure 2.3 Route Discovery Mechanism of DSR [9]. 

 

2.7.1.2 Route maintenance Track maintenance is used to deal with path 

problems. When the node encounters a transport problem in the data 

transfer layer, it clears the path from its route cache and generates a RERR 

error message. This message is sent to each node that sent the packet 

addressed through this disabled path. When you receive the error message 

(RERR) node, you clear the node that caused the fault from the route cache 

and send a notification message to be used to verify the correct operation of 

the path links [9] .  

2.8 Ad Hoc On-Demand Distance Vector Routing (AODV) 

It is one of the most important types of interactive routing protocol 

widely used on demand that forms a path from the source node to the 

destination node at the request of the source node. It means that when the 

node starts sending data from source to destination, it will start discovering 

the path between source and destination. For example, if there is a node 
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that needs to send data between the source and destination node, then the 

node must find the way to its destination [10]. 

Uses an on-demand-based protocol to discover the desired route and 

builds route between nodes only at the request of the source nodes. It 

maintains these routes as long as they are needed by the sources. It is loop-

free and self-starting. AODV uses the destination broadcast ID number 

because the intermediary nodes only forward the first copy of the same 

request packet , the destination sequence number is created by the 

destination for any route information that it sends to the request nodes, and 

it also ensures the freshness of each route created. The route is updated if a 

new reply is received with the parent destination sequence or the same 

destination sequence number but the route has fewer hops. Therefore, this 

protocol will select the freshest and shortest route at any time. 

 

                                   Figure 2.4 The AODV protocol working [11]. 
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2.8.1 The Protocol consists of three main mechanisms 

In AODV, there are three types of messages that will govern the 

working process. They are Route Request ( RREQ) , Route Reply (RREP), 

Route Error Message (RERR) messages. Which is done through two main 

processes. 

2.8.1.1 Route Discovery 

If a node needs to send a packet from the source to the destination, it first 

checks which path is currently available to the destination. If available, it 

redirects the packet to the Direct Neighborhood node (next step). Else, the 

path detection mechanism starts. The first purpose of the route discovery 

process is to create a route request packet  (RREQ) that is generated by 

the source node itself. RREQ packet contains the source address, source 

sequence number, destination address, destination sequence number, and 

broadcast ID. 

If the node receives RREQ, then it will build a backward path in the 

routing table for the node from which it received RREQ. The reverse route 

contains the IP address of the source, sequence number of the source nod , 

hops count to source, IP address of RREQ received node and lifetime field. 

The main use of a reverse route is to send a RREP packet to the source as 

confirmation if the RREQ reaches the destination and if the RREQ IP 

address matches the destination IP address, the destination node will 

respond to the RREQ packet by sending an RREP (Route Reply) packet to 

the source node through Reverse path (unicasting transmission). 

The route reply (RREP) packet is which is used for replying for the 

route request packet sent from the source end . If the node has an exact 

route to the defined destination, then the destination node will send the 

route reply packet (RREP) in response to the route request packet (RREQ) 

This is done because the source must know route for sending the packets to 



17 
 

the destination and also not to waste time by searching for alternate route. 

This packet will contain source address, destination address, destination 

sequence number, hop count and lifetime fields. 

2.8.1.2 Route Maintenance 

During the process of sending the packets, all the nodes be active 

and each and node be monitoring its neighbors. This is done to check 

whether the nodes nearby are active or not.  Also, not all the nodes will be 

performing better in the network  There are cases where the contract fails 

due to some reason. In AODV, if any node in the active route gets failed, 

then the Route Error Message (RERR) will be generated . The RERR 

message is very useful in identifying the nodes that are not contributing for 

the routing process. This message is generated to inform the neighbor 

nodes about the link failure [12]. 

2.9 Types of malicious nodes that infect the MANET network 

The misbehavior of the node can consist of selfish or malicious 

nodes. 

2.9.1 Selfish nodes are those nodes which misbehave to save their energy 

or power and can’t share bandwidth. 

2.9.2 Malicious nodes disturb normal operations of routing protocol by its 

malicious  activities. These nodes may participate in the route discovery 

and route maintenance  phases and  transmit control packets which can 

benefit itself. Attacks  of  such  type  are  fall  into following categories :- 

 Denial of Service(DoS) Are production of malicious work with the help 

of malicious nodes that pose security risks. 

 Attacks on Network integrity There are many threats that exploit the 

routing protocol to provide erroneous routing information. 
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 Misdirecting traffic The malicious node declares erroneous routing 

information to obtain secure data before the actual path. The malicious 

node may declare a wrong path request to send the other nodes replies to 

that wrong path. 

 Attacking neighbor sensing protocols Declares malicious nodes for fake 

error messages which may result in low network transfer rate and 

quality of service. 

2.9.3 Traffic Analysis Traffic analysis in ad hoc networks may detect 

following type of information. 

- Location of nodes. 

- Network topology used for communication. 

- Roles played by nodes. 

- Available source an destination nodes [13] . 

2.10  CYGWIN 

، Cygwin is a distribution of popular GNU and other Open Source tools 

running on Microsoft Windows. The core part is the Cygwin library which 

provides the POSIX system calls and environment these programs expect 

{Cygwin, 2007 #24} . 

The CYGWIN can only do as much as the underlying OS supports. 

Because of this, CYGWIN will behave differently, and exhibit different 

limitations, on the various versions of Windows .It flexible and easy to use. 

You can pick and choose the packets you wish to install, and update them 

individually. Full source code is available for all packets and tools. 

CYGWIN is designed to be interactive, but there are a few different 

ways to represent this. If you are publishing on multiple systems, the best 

approach is to run the complete install once, saving all of your entire 

downloaded packets.  
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Figure 2.5 first screen starting to install. 

 

 

Figure 2.6 first screen starting to install. 

 

Then write the following codes in the figure 2.6  

Ns .bashrc  Startx;  
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2.11 X-Windows Server 

The X-Windows Server is a program that acts as an interface 

between graphical UNIX applications and the graphics subsystem of the 

computer.  will be setting up an X-Windows Server using Cygwin . 

 

 

Figure 2.7 screen X-Windows Server 

 

In figure 2.7 execute the simulation program and display the end screen of 

the MANET networks called Network Animator NAM. 

Nam is a TCL /TK based animation tool for viewing network 

simulation traces and real world packet traces. It supports topology layout, 

packet level animation, and various data inspection tools. 
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Figure 2.8 screen NAM. 

2.12 Network Simulator NS2 

Is simply an event driven simulation tool that has proved useful in 

studying the dynamic nature of communication networks . Due to its 

flexibility, modular nature, and ease of handling, the NS2 is becoming 

more widely used in the network research community. 

NS2 consists of two key languages: C++ and Object-oriented Tool 

Command Language (OTCL). 

 

 

Figure 2.9simplified users view of NS-2 {Pant,  #23} 
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2.13 Tool Command Language TCL 

It is a combination of a scripting language and its own interpreter 

that gets embedded to the application. Its main objective is to provide the 

ability for the programs to interact with other programs and also to act as 

an embedded translator. 

2.13.1 Features of Tcl 

- Reduces development time. 

- It runs on Windows, Mac OS X, and almost every Unix platform. 

- Extremely simple that it can be learned in a few hours or days. 

- Embedded in C, C ++, Java, or vice versa. 

- It has a powerful set of networking functions. 

- It is open source and free and can be used for commercial applications 

without any limit. 

 

 

           Figure 2.10 Flow of events for a TCL file run in NS {Issariyakul, 

2009 #22}. 
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2.14  Previous studies 

2.14.1  I-2ACK Technique 

I-2ACK is designed for detection and isolation of misbehaving 

nodes. I-2ACK is based on sending acknowledgement packets for reception 

of data packets and using simple rating mechanism for counting the number 

of data packet such that it overcomes the problem of misbehaving nodes. 

includes following three steps:- 

1. Detection  of  malicious  group  

2. Identification of particular misbehaving node 

3. Isolation  and  mitigation  of  misbehaving  node 

One of its advantages is its best performance in the presence of 

misbehaving nodes. Also it is proved that I-2ACK has lesser routing 

overhead and requires less number of  acknowledgement  packet 

transmission [14] . 

2.14.2 AACK Technique 

One of the Acknowledgment-based schemas and my abbreviation 

Adaptive Acknowledgment scheme that operates only under the DSR 

protocol because it needs to know the full path the packet uses to reach its 

destination. End-to-end is used as a default node mode to reduce the 

overhead and also develops a node detection algorithm to increase 

TOWACK detection efficiency 

2.14.2.1 Combines two main technique 

 First: Enhanced TWOACK (E-TWOACK) 

 Sunilkumar and manvi used 2ACK technique is technique used to 

detect and mitigate misbehavior, and also to verify the confidentiality of 

data transmission in MANET by using a new acknowledgment packet. The 
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receiving node sends a acknowledgment called 2ACK for the sent node 

indicating that the data was received successfully, One of the advantages of 

this technique is that it detects misbehavior at the link and its disadvantages  

are overhead and do not detect the false misbehavior and collaboration 

node [15] . 

Is a technology that improves the technique of TWOACK by adding 

a mechanism that detects misbehavior at the contract level instead of the 

connector level because link level detection allows the bad node behavior 

more than an opportunity to drop more data packets while node level 

detection identifies the misbehavior node exactly. 

 Second: end-to end acknowledgment scheme 

One of the advantages of this technology is that all intermediate 

nodes operate on a regular basis without changing their functions, thus 

allowing not to consume power and memory. In this technique, the source 

and destination work together to ensure delivery of data packets and sends 

the acknowledgment after receiving all data packets 

2.14.2.2 Switching Schema  

 Each node sent in the network operates in two modes, end-to-end 

acknowledgment mode and E-TWOACK mode, so the switching system is 

used to enable the node to operate in both modes. The default mode is end-

to-end acknowledgment mode, and the sender works in this mode until an 

encounter occurs a timeout event, uses one bit in the DSR Header field to 

classify data packets to an end-to-end acknowledgment packet or an E-

TWOACK packet. 

Its advantages are solving two problems: limited transmission power and 

the receiver collision [16] . 
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2.14.3 AMD Technique  

This approach is based on the usage of two techniques which will be 

used  in parallel in such a way that the results generated by one of them are 

further processed by the other to finally generate the list of misbehaving 

nodes. The first part detects the misbehaving links using the 2ACK 

technique and this information is fed into the second part which uses the 

principle of conservation of flow (PFC) technique to detect the 

misbehaving node. The problem with the 2ACK algorithm is that it can 

detect the misbehaving link but cannot decide upon which one of  the nodes 

associated with that link are misbehaving. Hence  we use the principle of 

conservation of  flow, PFC for the second part which detects the 

misbehaving nodes associated with that of the misbehaving link. 

One of its advantages is to avoid misbehaving nodes successfully, 

even when a large part of the network is refused to redirect the packet and 

can operate in multi-channel networks and in network with Directional 

antennas. 

One of disadvantages are sometimes a large part of the network 

refuses to forward the packet [17] . 

2.14.4 Exwatchdog Technique  

In his approach an author proposed an improved watchdog 

mechanism and more powerful in detecting the selfish node and we studied 

effective trust management system and the combination of trust deriving 

from network and traditional quality of service (Qo S) trust. The main goal 

of ExWatchdog is to increase the precision over detection and  reduce the 

detection time in the network. 

Improved ExWatchdog protocol is proposed with some 

modifications to overcome the problem related to the Watchdog protocol. 
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This  Ex Watchdog  protocol is very efficient to detect the actual reason for 

the packet loss. The trust management protocol contains QoS trust with 

some social trust. ExWatchdog  has performed very well in detecting the 

selfish nodes in the MANET [18] . 

Sergio Marti  Proposed a watchdog method to detect the 

misbehaving contract. It is suggested that the path between the transmitter 

and the receiver has three intermediate nodes A, B, C. A node does not 

send the entire packet to node C, but sends one packet and then listens to 

the transmission traffic on node B For example, if node A sends a to node 

B to resend it to node C, node A often learns whether node B retransmitted 

to node C or not, by listening to the transmission traffic on node B, the 

features of this technique reveal the misconduct Redirect level, not just link 

level. It cannot detect misconduct in the cases: 

- ambiguous collision 

- receiver collisions 

- limited transition power 

- limited transition power 

- false misbehavior 

- collision 

- partial dropping [19] . 

Khatawkar  Added a path rater to Watchdog to work on each node in 

the network, collects information about the bad node "misbehavior node" 

and uses documented data to choose the most documented destination. 

Each node saves the other nodes on the network and calculates the path 

scale by means of an average calculation The path rater allows the shortest 

path algorithm to be simulated when unregistered information is collected, 

but if multiple paths exist for the same face, we choose the path with the 

largest scale [20] .  
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 Gomathy and Dineshkumar have proposed the E2ACK technique, 

which is used to improve the 2ACK scheme to detect misbehavior at the 

link or node level. Its features reduce the number of ACK and  reduce the 

overhead and detect the misbehavior  node exactly and also detect the false 

misbehavior and its disadvantages  are collaborative node [21] . 

Chinthanai and others have introduced the EAACK technology 

proposal are designed for receiver collision and false misbehavior, 

consisting of two main sections misbehavior report authentication (MRA) 

and Secure  ACK (S-ACK) and use digital signature to prevent attackers of 

forgery packets, but does not discover the cooperative node [22]. 

Abdulsalam, Tarek, and Elhadi used A 3ACK technique are an 

acknowledgment-based scheme based on the DSR protocol , designed to 

handle receiver collision, limit transition power, and detection collaborative 

node. and its disadvantages do not Collaborating node for more than four 

consecutive nodes [23] .  

Prof. Poonam Gupta , Sarita Chopde used improved 2ACK 

technique are uses the concept of 2ACK scheme as it is based on it. The 

improved 2 ACK scheme is used for detecting misbehaving link or node in 

triplet , designed to reduce number of ACK and detecting which node or 

link is exactly misbehaved in triplet and handle receiver collision, limit 

transition power, Limited Overhearing Range ,Routing Overhead. and its 

disadvantages which hampers the receiver collisions performance and 

disturbs other packets performance in acknowledging.[24] 

A Al-Roubaiey, T. Sheltami ,A. Mahmoud , E. Shakshuki and H. 

Mouftah used AACK technique It aims to improve the performance of 

TWOACK scheme and reduces the routing overhead of TWOACK while 

maintaining better performance and increases its detection efficiency by 

applying node detection instead of link detection. The AACK scheme 

benefits are apparent if the number of hops in the path more than 2 hops 

[25]. 
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CHAPTER THREE 

 

METHODOLOGY 

 

3.1 Background 

 The previous chapter discussed the techniques presented by 

researchers in to solve the problem of monitoring misconduct in the 

MANETs network by comparing path-level or node detection, routing 

loading, faulty detection, and preventing bad collaborating nodes. 

After studying several papers in this field and using the experimental 

method,  The AODV protocol was used to detect and isolate the  malicious 

nodes it was implemented  using NS2 simulator. 

This chapter explains the methodology of the AODV protocol and 

how it works. 

3.2  IA-ACK Technical Methodology 

 This technique applies a method to solve the problem of cooperative 

contract malpractice and reduce the output overhead of acknowledgments 

by combining two technologies, AACK and I-2ACK. 

 The AACK is initiated as a default mode, which is end to end 

acknowledgment based scheme that sends a packet of type AACK and 

records the packet number pkt ID and transmission time (T), if the received 

node receives a packet of type AACK that returns acknowledgment within 

the specified time period and continue in this scheme otherwise changes the 

schema mode to the I-2ACK schema. 
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This I-2ACK scheme starts by sending an I-2ACK packet and 

records the packet number pkt ID and the send time (T), and then performs 

the following steps:- 

1) The first step is detecting the co-operative groups on misbehavior 

were nodes are classified into the active routing path (logically 

divided) for a number of sets (eg S1- S3- S3).  

a. Each of these sets consists of three nodes. The first node is referred 

to as (Lnode), the second node is (Mnode) and the third as (Rnode). 

The last group of these groups may consist of three nodes as other 

groups or may include two nodes referred to as (Lnode) and (Rnode), 

or may contain one node referred to as (Rnode). 

b. The (Rnode) node in each group sends two acknowledgments, one to 

the (Lnode) node in the same group (N) called Ack-1 and the other to 

(Lnode) in the previous group  (N-1) called Ack-2 . 

c. Each (Lnode) of each group make sure that it sent packets are 

waiting for acknowledgment packets. 

d.  If a group does not receive the Ack-1 packet within the T1 period 

and the Ack-2 packet within the T2 period then that group is 

considered a Malicious Group. 

2) The second step is to define the specific misbehaving node. 

a.  If the (Lnode)  node receives an Ack-1 packet within the T1 period, 

it waits for the Ack-2 packet and monitor the number of lost packets 

on the (Mnode) node. 

b.  If the specified amount exceeds (Thresholde TS), the  (Lnode) node 

declares that the node (Mnode) is misbehaving. 

c. If does not specified amount exceeds (Thresholde TS), the (Lnode) 

node declares that the (Rnode) node is a misbehaving, and then 

propagates the information. 
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d. If the (Lnode) node does not receive the Ack-2 packet within the T2 

time period, the (Mnode) node sets a time period T3 for the next 

group.  

e. If the number of lost packets exceedes the specified amount within 

TS ,the (Mnode) node includes the (Rnode) node in the same group 

(N) as a misbehaving node, otherwise it classifies the (Lnode) node 

from the following set (N + 1) as a misbehaving  node, and publishes 

bad nodes information on the network, and so on. 

3) The third step is to isolate and reduce the misbehaving node. 

a. Each node in the network maintains a list of bad nodes and updates 

this list to avoid using the misbehaving node for a time period T4.  

b. Delete all nodes from the lists to give them another chance to use the 

network again and avoid being with the bad nodes.  

c. If the same node misbehaves for certain number of times, this node 

is isolated from the network. 

d. The chart mode returns to the AACK scheme. 
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Figure 3.1 Flowchart to explain these steps 
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Figure3.2 division of active path nodes into groups and returns of 

acknowledgment packets [14]. 

3.3  IA-ACK technology algorithm 

 

The Algorithm 

1. Start with AAck mode as default  schema. 

2. Regular Node Activity. 

3. If node mode        then go to (7) . 

4. Send AAck packet and Register PKT ID and  the time (T). 

5. If the distention receive AAck packet within the time limit then it sends 

AAck acknowledgement to source and go to (2). 

6. Switch the schema mode to        mode. 

7. Send        and Register PKT ID and the time (T). 

8. Source node S will form N number of nodes into Sets and each set 

consists of three consecutive nodes (i.e.  LNode, MNode and RNode ). 

9. LNode and RNode of any set act as temporary source and temporary 

destination and forward data packets to the next hop along the active route. 
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10. LNode of every group will make an entry of forwarded data packets  in  

the  LIST  and  wait  for  ACK-1  and  ACK-2  packets which are sent from 

RNode of first set and RNode of second set  respectively. 

11.  If each LNode makes an entry of forwarded data packet in LIST and 

received two acknowledgement packets ( ACK-1, ACK-2) within  time T1  

and T2 respectively, then go to (2). 

12. If any ACK-1 or ACK-2 packet is not received within their time limit 

T1 and T2 respectively, then mark that group as malicious group.  

13.  If switch packet is received then switch schema to AAck mode node. 
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                           Figure 3.3 flow of steps of the IA-ACK technique 
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3.4 Detecting malicious node 

In AODV routing protocol a malicious node can easily disrupt the 

communication.  A malicious node that is not part of any route may launch 

Denial of Service (DOS) Attack. Also once a route is formed, any node in 

the route may turn malicious and may refrain from forwarding packets, 

modify them before forwarding or may even forward to an incorrect 

intermediate node. Such malicious activities by a misbehaving node can  be 

checked for in AODV protocol. The following rules determine if the node 

is malicious or not. 

Rule 1 If a node delivers many data packets to destinations, it is assumed 

not to be a malicious node. 

Rule 2 If a node receives many packets but does not send the same data 

packets, it is possible that the current node is a malicious node. 

Rule 3 When Rule2 is correct about a node, if the current node has send a 

number of RREP packets, surely the current node is malicious. 

Rule 4 When Rule2 is correct about a node, if the current node has not sent 

any RREP packets, the current node is a failed node. 

3.5 Steps to identify malicious nodes by using RREQ and 

RREP 

Step 1 Source node sends the RREQ to the next neighbor node. If the route 

is found it send a RREP to the source node.  

Step 2 If the route is established then source node sends data packet to the 

next node.  

Step 3 If the intermediate node is a malicious node it will drop the packets 

which it receives from the neighbor node {Sahu, 2013 #2}. 
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Figure 3.4  RREQ nad RREP in AODV protocol {Patel, 2014 #1} 

 

3.6 Malicious node drops data  

Referring to Figure 3.4, when a malicious node C does not transmit 

data to a destination node D and drops the data, a preceding node B cannot 

overhear transmission of data of the node C within a predetermined length 

of time and thus determines that the node C does not transmit data and 

drops it. Thus, the node B reports the node C as a malicious node. 

 

 

Figure 3.5 Malicious node drops data {Choi, 2005 #3} 

 

3.7 Malicious node modifies data 

Referring to Figure 3.5, a malicious node C arbitrarily modifies the 

content of or a part (or the entire part) of a header of data received from a 
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node B, and transmits the modified data to a node D. Then, the node B 

overhears the transmission of the data of the node C and compares the 

transmitted data with a copy of the data stored in a 

buffer of the node B.  

 

When the comparison reveals that the data was arbitrarily changed, 

the node B considers the node C as a malicious node and reports the node C 

to a source node S. 

 

Figure 3.6 When malicious node modifies data{Choi, 2005 #3}. 

 

When the source node S receives the report and does not receive an 

ACK from the destination node D, the source node S determines that a 

malicious node is in the current route and sets up a new route. 
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CHAPTER FOUR 

 

IMPLEMENTATION  

 

4.1 Background 

This chapter displays the implementation of the proposed 

misbehavior detection and isolation technique. The first section presents 

the sequence of screens and the function of each screen and its role in 

detecting and isolating malicious nodes. The second section shows the 

performance analysis of the packet transmission from the source to the 

destenation with an explanation of the delay, throughput and jitter by using 

the AODV protocol and using the CBR protocol in determining the 

transmission time, the dropped packets, and the path that was followed in 

sending the packets from the source to the destination. 

4.2 Implementation  

 

 

Figure 4.1 Source and destination nodes. 
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Figure 4.1 shows the number of nodes and determins the source and 

destination nodes, as the number of nodes is 6 starting from node 0 to node 

5. Node 0 is the source node and node 5 is the destenation node. 

 

Figure 4.2 broadcasting. 

Figure 4.2 shows broadcasting to determine the route between source and 

destination through which the packet is sent. 
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Table 4.1 Node locations, CBR and link information. 
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Table 4.1 shows the location, link information and CBR time and 

packets for each node. 

4.3 Performance analysis 

The following diagrams illustrate some performance parameters for 

selected nodes. Figure 4.3 shows the throughput at node 3, Figure 4.4 

displays the jitter over time in node 0 and Figure 4.5 shows the delay in 

node 2. 

Table 4.2 shows the routs through which traffic was sent, times 

packets sent and total packets for each soure-destination.  

 

 

Figure 4.3 Throughput received in Node 3. 
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 Figure 4.4  Jitter over time in Node 0. 

 

Figure 4.5 Delay over time in Node 2. 
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Figure 4.6  Route information between source and destination  

 

Figure 4.6 displays generated, transferred and dropped packets. It 

also displays source node and destination node, and the route through 

which packets were sent. 

 

 

 

 

 

 

 

 

 

 

 

 



46 
 

Table 4.2  Routes, Times, and Packets that were sent. 
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4.4  Results  

An increase in the number of paths used in the transmission leads to 

increasing the delay of the transmitted packet, which may lead to a 

slowdown in the network. 

This technique solved problem of cooperative contract malpractice 

nodes by dividing the nodes into groups and it also reduced the output 

overhead of acknowledgments by reducing the number of ACK. 

Using the AODV protocol reduces space because it uses a single 

path per destination and better performance compared to DSR protocol, 

which requires multiple paths for each destination. 

Table 4.3 demonstrates that the IA-ACK technique outperforms 

2ACK and E2ACK techniquesin term of false misbehavior, overhead and 

node collaboration. 

 

Table 4.3 Comparison between 2ACK, E2ACK and IA-ACK techniques. 

Technique False misbehavior Overhead Collaborative 

Node 

2ACK Not detected Has overhead Not detected 

E2ACK Detected  Reduces overhead Not detected 

IA-ACK Detected  Reduces overhead Detected  
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CHAPTER FIVE 

 

CONCLUSIONS AND RECOMMENDATIONS 

 

5.1  Conclusions 

Mobile Ad Hoc Networks (MANET)  are highly dependent on the 

cooperation of all its nodes to perform networking functions. This makes it 

highly vulnerable to selfish nodes. One such misbehavior is routing. When 

such misbehaving nodes participate in the Route Discovery phase but 

refuse to forward the data packets, performance may be degraded and less 

reliable to the end user. 

In this research a technique was propose to detect misbehaving nodes 

and isolate them it from the path and reduce the overhead and also detect 

misbehaving collaborative nodes by dividing them into groups where that 

each group consists of three nodes and analyzing and evaluating a 

technique, called IA-ACK based on AODV protocol. A comprehensive 

analysis of IA-ACK was performed to assess its performance in detecting 

and isolating misbehaving nodes.  

The results demonstrated positive performances against Watchdog 

problem and malicious nodes where detected and isolated. 

 

5.2  Recommendations 
 

To improve the current work, the following is recommended. 

1.  Detect collaborating nodes for more than four consecutive nodes. 

2. Using a larger number of paths for transmission, taking into account 
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reducing delay and increasing productivity. 

3. Improving the proposed method to further reduce overhead. 

4. Using protocols other  than AODV. 
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