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Abstract

This study provides a comprehensive framework for use in computer applications and technical
means to obtain evidence analyze it and present it before the court. The paper provides a review
and basic information on cyber ethics and methods of combating cyber crime from a technical
point of view related to cyber technology and law, and the tools used to collect evidence. The
paper examines the potential role of human thought related to law, privacy, ethics, social norms
and international cooperation against cybercrime. Several research methods were used to reach
the goals. The research focused on investigation, control, global and regional efforts then
provided a framework for investigation, which was characterized as comprehensive and provides
a basis for common terminology to support discussion and exchange of experiences. It has the
advantages obtained from the prevailing models, but broadens its scope and provides additional
benefits not to be described as a reference. The frame of reference is essential for developing
cybercrime investigation because it allows for standardization and consistency of terminology
and specifies areas that need research and development. The proposed template can provide a
training tool and basis for explaining the work of investigators to non-specialists, whether they
are justice or administration administrators. The most important feature of this model compared
to other models is the clear identification of information flows in the investigation process, as it
allows identifying information flows in the investigation process as well as identifying and
developing tools, dealing with case management, examining evidence, and disseminating
information with control. The model helps in gaining the experience of investigators in order to
develop advanced tools. The framework is able to provide support to investigators, it provides a
basis for common terminology to support and exchange experiences. The framework also helps
in applying methodologies to new technologies when they arise in an immediate and rapid way.
The model can be used in a proactive way to identify technology deployment opportunities to
support the work of investigators, and to provide a framework for capturing and analyzing
requirements for investigative tools, especially for analytical tools, unlike other frameworks that
focus on gathering evidence only. The research added the framework's strengths and flaws,
which drew on expert opinions from cybercrime investigators. The research discusses the
emergence of the Internet in some detail, according to the investigation of internet crimes as the
topic of research, as well as the impact of the Internet on issues of privacy and cyber ethics and
the impact of the development of technology used in the Internet on the development of
electronic crime.
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@S da g Y g s L)l 3 jea) Jaadh aaan o WYY
Gl s Y ¢ Y @l dohe s e Slad o Jled gl
ety Loy cdpneslall dglaadl Adluany ) alazay
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Shall atan 1Ad cale Aasy Godandl dal yay dgadydl
camg)l  4as) ) 0w ¢(Technicalities) «alpsall s 3l

-



dadny L S paaddl aa ey Aadnll dg5 01 Jado
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Gas ] ol ) yaY A 5! P SR N
S ¢ had A ,nClY) Glaag ] dans L ealS Il
Glaslaoall 3oLty au o 4 desdl sk lagd

(Casey 2009) .5 24880l

3oshas ¢ asndl P DN S | L B D L L
haal gosoall e maal i ,nCW) iy el
et 5 ¢ g Lad) PO a1 0 g1 10 S
e yall W) a0 a2dnen Bl Laa gl eagn Y
dss 1y s W JSy ¢(Digital Evidence) dpad )
leadnaal) @olpasnlly dalenall A Ll @l g la ol
¢ L Lol o) ayn) Y Jadea o WY )

(System Intruder) Jlune ¥ dw bl o lLow)
Glaase ol Lasdsessn, §lany e JS; ol e
s ¢«(Technology of Key Logging Software) iy 1)
e JSs ¢ amal) o A g lall Gl sadl s ¢ 3 3eay)
ipad,ll dge il AN pes L li€h, Gl

(Digital Forensic)

sl it b Weale |, ghn ) 1) daal)l Gags
A1y an s (Digital Evidence) iaad ) a0
Che gy B oaatie o lowd )N ELae JSEy jghnl)

) iaad ) iy ) ?\ R BIE SR W BE=L
U HJJL daat G al ch\)_‘\ aSa eS\MJ‘

-
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Lilad dallee ole 5,00 il 58 5850 Jyaill ) o
dad ynall 3 «(Current Issues) YU PN o L 1)
gsbnll delan) g Lay) aia WS L (Anticipated)
Dy ¢ i LAY Prermy Ja | O e Laadl

O legle ol A lan 5 ¢ 5N g aaS)

Investigation :@g—i A o 1) L4 S 5.1
Sufficiency

i laa ) A8 pas @lpidng alel pal poshn Jod

P B T L S E Y L I S o eaaaS 1]

Ll g apaad)l dla gl Wb cda g 0 eaaesl)

¢ daa b deSlase e lnd B8 gogan Nl Jaan )

plaall o) aanY) P S S St R S R S ) S W

) AaSlaa Bodan b oaa led A lS 3y gan Godanll
(Lee 2001). 413l 4w laa

e Ll da sliall Jledy) & Gian ol dadaiell
LH;‘ 1 “'!*5 \ . 3 . S\ »..n .- S\ d\ * o ‘ . .”
GROUP ) .z laoy a3a¥) aead 4 DU @l leadl 5 @l 5aY

(2020

Llall 8 gasanll gelglay o3l o) 8y 854, a8
S Al o) sed) ST AT L) Al sl ) s gafial)
G JSEy Gadan )l b B o) jaY A DU @) gaYy
c@sshll agan b Leod Jhaa ¥ AN ol g aslndl g
J )oaiyb et Qulaadl H WY 3d, a5 a8 Gadanll o)

(Khakurel 2016

SIoSAn anl LY J) ) L s L pandl S L
AGlabhiall da oL ¢ Lo o) ateW) pSay dnle L& S
Joadth e mal 3 2lgtaly @St dpiaedl Gl Wasldl g
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ot lagyl s Lo daladl Al e e Lay dn) Al
.(Cyber Security Plans) alLyanll e Lilaglea
(Sammons 2012)

il Haldl Al<ha 6.1

a_\_..\_]Lu:i 45—‘° i ya B pan ‘é.A)_‘_\SL_“ leai\_‘\ gy
e Aaagan HAST JSGn s ale JSGn adl padl G lsn )
(Casey 2009) ¢ i ,mSV) a5l jall W&o, el L)
Gambhty 3Lis) olhls e Liglhe maal  add a5 e
AN e Daamee JWGET ae delenn ol g s L
[P G RE I R RS N Y B 1 I PN S 7. G S PN

\
-

aSlaadl ol Jeria by Joda agadn 8 G 1) A1<E,
e e L B e R e L Lt =
G lal 23ny A, Ll dw) 5ol A ge o dalna o)
Jsadl Glnaa 8 51 ¢ adledl Jea adyll Joalall
il o landl duilSal o cduaypan ) Lenahs) Gt
il e dolendl gae @l Jadys ¢ Lgay oz pdnll

((Maravic &Bosnjak 2014) .5 s8 11 46,138

:\_”1_‘\_1_\\ L La iy H :\.u\JJ_\\ o A 4 1<8 o U".\ |

elad)l zilend)l 8 is dla ¢ el asgll s

Con Y as) sa @ lisdan ) ayaanlly dea el
(Fortinet 2009)

Goianll dule e s ol daliell zalesll 3<5m
lelalany AW aaa e delanldl 80 Jhenal)
eldl zisenll Jenby ol Haay Leday Leegadng
e la eSOl ad a,l 1Y) AT @il e e Je sl

(Hawthorne 2014)
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o lizaan il bawge dges Lia o aa8% Al yall
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[ g i D | B R RPN | ol oyl ez oadedl agas )
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A8yl
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b Ledasly ds,,nC Yyl ool el 8 Godandl A le
N WP T | U ) ' B N DA § 5V ] R R g

il e Jsas 1l d1530a1) it o 1) Jgea
Lt g8 e 28’ g(processing) Lo llaa gdsad 1

b S T aga 7z Wah 5 yha e @ldl ) L (acceptance)
(Adams 2013) . L) 3a) aand

iy a1 S ! i g lall x| gall i
L) e H_AJ;'\_‘\ Lr“; IR S N I TN 3_\_1})_\5_“2\
. (Shinder 2010).4slnaa, 48,47
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(Library. 2017)
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(ways 2017) . a1 ) ,0seS Hlen w4l
Fleana) o)l e 3 yasl rde syl A Hae dedin
Jealdl @lale e o) AV se) 43y ¢ sy gandl g e yall
sty (LVM2) ¢ (RAID)  Gilda ¢ (HDDS) «  alal
comnS Y e
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e Adsdaall ALBY) e aadnall GAST jé e, LaS
s (ExFAT) 5 (FAT32) 5 (FATI6) 5 (FATI2)
(Ext4) 5 Ext3) s (Ext2) (s (NTES)  5(TFAT)

e lis) 5 aadnall @lalell s 13, o e

( Alghafli & Martin 2011) . Jdad) 5 @ lelal) = 41 1ns

CAINE sS4

Lis_t)ﬁ_m:}[\ (“_’\Pﬁﬁ ‘_B_w\JA_\JJ U:a_”\.u_\ 13;_*]6"* U“J‘ \sz
PRRE S (Lil’lUX) eLL_'I_‘ Jw @J}_a 4a3) ¢ Ao gana }i
Ciead, ) e LA A0V Jaland

estigative Environmen

(caine 2017) (caine 2017) =< 5-4Jss

ol OS¢ Saliedl bgraell el e Jeny 4
e Lbyl) an o nll @l 2 jana) 8 s L
5 (Unix) s (Linux) o 5 oaxne Josdn Akl
. (Windows)

A a ) ol g sana) o3 58 Al g o laled) s las
el P e S JS Jaiy o (CAINE) Sy
O S o deenn ) de SaT AW ma) s Jadl g
aaifall dgal y e daslaldl g el N1 Sha Gleal)

A g )
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il el B Gaianll et G lidan et

s (Wireshark) 5 (Autopsy) 5 (The Sleuth Kit) J4ha

caine ) . n<l) W e 5 (Tinfoleak) s(PhotoRec)
(2017

-

@yywll ¢ (Digital Forensics Framework) & =
AN Haaedl zshde ey 4l o (DFF) sl
B L T B B e IS e Sl

dordn dalsl e JS e sl Ll Bda g G WansSL

(Linux) . s(Windows)

Proactive Investigation
|

[ 1

‘E‘ : |
No i
Proactive Proactive @ |nve§t¥ilgs;tion

Collection & Detection & Report
Preservation Analysis Yes

I\ I\

Continue Investigation

- =2 @ |

Identification Preservation collection Analysis Report

AN AN AN AN
I

Reactive Investigation

(framework dad i) de yall W) awa U] 6-4J<5

2017)
olaell 5 ea¥) () JeesdlL gata Ll mee
U (U R W P -1 P ' G I S PR S/ ST SI | IN
or ealal)l olale Al ¢ dgdaadl gl H8 ) @l jaag

g L] dal V) gl 8 e Ly 3 ale) @JASy ¢ aay
iS¢ olilel Al W) lany Leaie (VMware)

-

(EXT 5 (FATI2 [/ 16/32) ow <Lilagdl z1 janl
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N all s aliledl e JdS e (NTES) 5 2/3/4)
3 alatinl g pand e oae Ly 4l LeS L Adgdaal) g ddalen )
Y lan) 1y 4 Len 3 S A0 @l lay e @ Ll
(framework dlaell Glalealdl y3 @ lalell y AS 51
2017)

Oxygen Forensic Detective e ill goauwsl ;a.-6

el W aliphs Jadl ge 52l A 512 o2
Jlaa b gata il Jdud ge deddfuel) Glaiell 322204
pens it de AN AW A gagieadl g oY)
51 AY) sl aladnuly aaly ola b daled) @bl
33yl e ayandl g alLilpdl ozl anal) oSy
daedn alady, HLh gy @l el A jealdl

tddy B Lag ¢ yhepaasl)

Oxygen Forensic(® Extractor

Password recovery. Please wait.

Please wait while Passware Kit Mobile program is searching for the image
password. If vou know the password, please stop the process and enter the
password for the current image.

Current algorithm: Passware Kit Attacks List change algorithm

Estimated time: Umknown

Elapsed time: 00:=00:15

Backup file: manifest. plist

Backup folder: D\ Oxcygen backups) iTunes-iPhone4s) iTunes-passwordl,
bfbbd12eefa4b309e79d5679deB8a818e5d458743

I Stop! I know the password I

gj Help Cancel

(Detective 2017) o bl GouansSY! ja. 7-4 (<

Open PeaSI e 0 Jdal) duass xAd -7

Computer Forensics Architecture
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Open Computer Forensics Architecture

Hirmage Hocher s e e we R

PPO Oveaerviaw

TS Prko @rks preos prks gres msvsn
] = a a = [ -

S :,_,p::lﬂp

cdazer o3 BT o

Ay o3 (5 o3 3 o o
irucfem e (€3 5]

Kickestart 5 o ] = =) [e]
Sbjcump o L T (5 '
=P (=} (= =} = =1 = i=} (=}
i= i) L= =3 = = b= [= o
1w (=} f=t=1-1~=] = (= 2 =1 (=3
=] 2 ] 2 e ] [ (n]
Q [w] =} {a]

Feri1aS1l = ! Jaltaly Awaa =d  8-4 Jsi
(Architecture 2017)

slai) Ak LY aeill e soedl @ ladS e Jpand]
slas ol Anladl Jas S,lans o Ldhall Jaaanll
Ciagad! @l @il ol Jsasdl s ¢ (Android)
dee W)« (OCFRA)  awly Gysealdl o Jleadl |38 jafae
AL, ann€ a8, 4oy aeSll e pEdl Jadall Joland

RN U TR SN TR T |

Bulk Extractor aileaally g jLad1-8

Godnnl Lamw malissdl 1T geaailedl 5k gl
e o linEian et 0 Jhetiell il Gag
S = LTI ST R [ e | RPEN
Al 2l L (UX) Jd Aijsag 3 asge dgal 5o e L Lol
i) sa b Gadian )l @) ol e agaa )l Ga e e b L
(Scalpel) 5 (The Sleuth Kit) J&hs dxslal)l s syl
Extractor ) . Lgie ¢3a 51 ¢ W, i (PhotoRec)

(2017

e R R P B I = e L e I 0 = LI
am il aaamen Jhan Y o3 SV s ol Y ¢ saasll
s e Y LS Al g due a1 W) Jels Jadld

P P R PRy
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2] Run bulk_extractor >

Required Parameters Scanners
Scan: @ Imaee File Raw Dewvice O Directory of Files [Jbasels
—32—nromanoff-c—drive E01 --- [ facebook

Imaee file E¥wui
Output Feature Directory | Di¥output¥nromanoff2 === [ outloock

e I pticns =
[] Use Banner File
[] Use Alert List File ] =or
[ Use Stop List File g e
[ Use Find Reeex Text File = Zziesa
[] Use Find Reeex Text
[] Use Random Sampline LI .
[ email
Tunine Paramsters [ exif
[] Use Context Window Size 16 [ find
[] Use Pase Size 167772186 deps
[] Use Marein Size 3 [Jezip

[] Use Block Size hiberfile

[] Use Number of Threads 1 [ httploes
[ Use Maximum Recursion Depth 7 [ ison
[ Use wWait Time 50 Cdkmi
[ msxmil
Paralleliz ine Cloee

Use start processine at offset
1 =] = A ntfsindx

A ntfsloefile
ntfsmft
A ntfsusn

[] Use process ranee offset o1-02
[] Use add offset to reported feature offsets

Debueeine Options

(Extractor 2017) aileally gLl 9-4J<k

Voo Adall ol d gAY amy el ge agaad) L
e gAY Sy ¢ (OCFA) 248 3 22 W aw Jwad J) 35
(SourceForge) & oyl 84all le &4

EP NN | IC/ U P | T P T SIS P/ | L. P
igad 1l AW oLy e de ) alesleadl 21 jany

Dl sk

(URL) 0y lie Jfe @) jue gl sa%u) Gosh oo desy 4]
olafn®) alilay AU, s pnS Y a1l oy Lie
e s asmsedl JdNWAN 5 Heall g pan<Y SllA e
osad)l @y 8 Ly - oAbl olalldl ST (ISO) s
eulell Al s aiteell @lalell s snagal)l adaliag
z) oAy hid aasnen ¥ sl ol sed dhsraell olialedl
Oe Bas) s Lameandly dodanll el o< 0 @l
doain Al Y sl sV e s a0 Lhilaw Jadld
(Mac) 5 (Unix) 5 (Linux) &Jd3 & Lo ¢ Loy yen

cAlCha gy Y JS ¢ (Windows)
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‘Motorola,. MM

Positioning
e Time

Exitool g s all 31l 10-4J<s
ExifTool z s adl 31 a) -9

o) s o b Ly S an ) de BRI 3 0V o
she e dailE 32 Lue 3101 & (Phil Harvey) W 5k
e LSy datael)l alalaandl se) 48 LeiSay ) N
osadl dhe Bilesdl alide e 2]l e Ll dlaag

csmanddl s liag

s2aadll s jeall ge (EXIF) z1 ,a5u) (ExifTool) s ay
GLAas) Jhe (3aasedl Al Gyuanll oLy

¢ abligWl ¢ aladl gsis ¢ b maedl Hsall 5 ¢ (GPS)
Al oy LaSoad] 0 ) el e gy ¢ Galedl aaag
cgale (HTML) 5l pas @ity m3laall ladsy

SurfaceBrowser ghull Jsaie -10

e Lals 1) Ce b ast (SurfaceBrowser) BT
Al Amanl) Al GLESSY gas el TG

GlUasdl ¢ lawl s ¢ (DNS) Dlaw (e dagd Ay Loan)
(WHOIS) <Dlaw
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. VQ“ ;(?:n Total Subdomains 2.1

© summa Summary by Hosting Company Summar y by IP
on Business @D N @ ™~
& &
o . g 1521 &
9216511 o
o wi r. Advanced Networks & Services Inc. @) @
P Adk how m (5) @
I F how (5)
Certifica
I = A 1
# Subdomains P Hosting Open Ports

cLuJ\ Jdsana 11-4 Js&

Alalaag ‘U)LS_AJ\ 3_1...::)4_‘\ Q\JU:_'\_H} ¢ %Ju_‘\

-

Q;J_\_a‘g\‘_r‘r.«iui} ?_;’\ﬁj\ MJA-! L@.E_;J

u—“; dl;n e.u‘ ji 45).& Lﬁ‘\j Ql_'q\.:_\ d;‘\"\ A SY

iylall DNS o lilyy e Jgasll -11

Glaty Leaie ¢ LSALD dgana ¢ ) jaas (DNS) &Blaw 22h
e e oS lay e L ) el G L Y
sonSY ) ay ol AdeaSa N @an ) J sal

LAY @ lead )

s (AAAA) 5 (A) Dl jay2 (SurfaceBrowser) zaw
)4l e (TXT) 5 (SOBR) 5 (NS) 5 (MX)

131



Authortasive
Sarver

-

: Authomtitive
Sarver

iullall DNS @ lilyy ol Jgasll 12-4 J<&

DNS &L Loy
iay W) DNS cdlaw Jplan

(DNS) Blaw s s ) Genedl e 2081 ey
¢ @nyn )l e 3y laldl agmhasl g ks Leaie
G stma e o LAY ) slad GaSy ool @l e S, W
asaitul 31 (DNS)  Jaw g 53 oo lill @iy (DNS)
s (R) e ol Glasou) pSay oWl o gateall
e Jdsasdl ¢ (TXT) 51 (NS SOA) i (MX) si(ARAR)

-

S Ll DNS edlau Jplan 13-4 J<&
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S5 aal 2l aoned)  Aaen any ¥ lease
Ll aald ¢ sl o bewl A o<y alaydanl)
(WHOIS) @il gwaniy L

B e T L e LS R e R B R e
Jail s (WHOIS) (SurfaceBrowser)  dawl iae3]
[ S VUD S FRLIY IR WY St Lﬁ\ iy —— a3l A ¢ s

cda Al (WHOIS) < leslesn aent dawsal

WHOIS sy, lnd iaddl Jyandl
losd AL, Glall Junsy) 1 (WHOIS) s
Sl Jaws Jen Aiaiy Glaglaa e Jpas 1l
Ot —andl JlanW) o Gyiall 3 (WHOIS)  Jawwass

LB A ) ¢h

WHOIS Jpa Lic
ilalS TP 4l e lilyy e o dumy)

G WSLEY o gshan Al dagya b Gadandl o Land
e dsasdl =y ¢ (IP) mole dala, alsalll
bl dmeadl dmanll da 1l Ale ) (IP) ey i

Cial UL

IPA1nS & L Ly

-

5 ay8a (IP) s lie @lasiu Ly (SurfaceBrowser) maw
g.u;(IP) GldUay dhean 5Say LS ¢ A1l S (IP) Jus
S U | R Y. | RPN PPN & IS POV |

il des el (IP) Jns

£S5 ¢ Ay J1 Jadl (IP) v e Jogas )
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¢ Apaeadl podaaell e Lewl (RIR) ¢ Agyd addfies
cAda gnael) da il l1ACy ddlataal) Ay ol

oyt yal) e all G LSl

s ol ad 51 3y lall mwl padl b Gadanll sk
e JLmayl albile o LnaY ) 1aanll A las

ol s o) ey Llaal gaoaed)l g 4] asie sy
¢ Adyaia Adls el a8 3a8st ) S ng_‘\ Sa sl
bola ASAS dpatgy gAY L Lilad bty as) Jo
I @ Whns) [ PG L EP s Aoax ) ™

MJ_AJ\ AY aaldl 3 3aa e\.lsiu.ul_)

oyt yall @Y all G L)

e lanl  Glann) Ao lKa) danyaed)l @Y badl apnn
Jlhadl 5l dawsel o) A< a1y ayn el Gl Uasl)
igaan Adseu 0San LS ¢ ade Gt AN eyl
PSP NV S0 | P U0 N N | IS POVDNE | VU ) G

cAadlal)

Lah) dglaa Liasli€n o) adnu) @l shay @l 5al 5 Gk
R IPYPI FIDE | I g P

Gelan 5 Gleagleadl 3 4yl 4o laa @Y slae e gin
el Hn) e A RS W deg adl S
g il e Lh @l ol g plad pas et 38t ) g
Jeill e ddsead)l Gt o) s agiaall @ ls Loyl
byl paanll Q&) duaa8 GRSy ¢ oapaall
GAES @) g3l g @I e ) Lemnles dgle Lsosaly g
P Y W ENER [y S PN/ [ R U | S LR IR Y

:\_A_)‘)A_H LN t_I\JJ\ eﬁy (;‘.j 1‘\“‘5 UOH
Lol aans) la pagl o alaa ) Gasan ) 5 Ay nC Iy
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UL PV T W N GOV S R SR IPU PGt |
O‘ L.\.\ .: 1@.‘ Z“\K}‘/\“\<‘y‘ a_A_)‘)%J‘ ‘:J: dJ:MJ\ e\—AJ\ Q‘
: L__g.mL..n\ A=

Magnetic Residue:

e L) A PP | I DY PPN |

R P I U N B B U N S O YU U DL | B C IO & |
M gl L dalad) olpasld)l sl LiSae
Jsahy ey Blatiall Gaoadl b Legdl 3, LY cd
Ge UsShn clall Rl o) Asass o) Y oSt
bz s 3ol 3 Uarald)l ) 38 e A gana ) Al sS

Ll oe&n Al ¢ yaall 5ol s e Ale b s
PN SR E SN o a1) Ay L 2 i gnSall

Ko e 3800 4,5 0 &) ) lew 4e gaas(Concentric)
CUIPLAL DV | [ U YU PSRy S e i S O = 1 I SEN
31 apaa ) Joawnd) 058 o) oSy V) aed) ke
oo Sy A ld Agadl)l desle ol dAghan e St O
(Magnetic Force Microscopy) gadifs jHlea Gk
lembay 1 o) Qe g la ol ¢l ) g L wl (MEM)
Ge gl b = has Al e LaSy s J) aan
Gl ey sty Lo 150U Gleslaadl oo latisl
cAialea 1) jaiy o3 Jlga 1l dla L)
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e dE O

] ] | | |
Forensic Network Incident Malware
Analyst Analyst Coordinator Analyst/RE
| ! | i [

re..-$>;-;-;->$F 90

ReviewAlerts  mm)p Understand mmp Evaluate Risk mm) Mitigation M) Deeper Dive

)

Workflow for Cyber Security 14-4 J<&

Intrusion Handling:e) aie¥! aw Jwlazldl 13-4

b A s lad 30 <0 AW g ymaa e paBS
aas ) doxdh sale L iy o) afeVW)  Gyan 2
e Jsasdl e asloll @ Jady)  leay, (Restart)
A o) e (Sl AWl Al g (1lmage) b ) ga
Jeaenll ddaally ol @oenn ol Jod d8a, Ll
(= (exact copy)ia,dis 4aws 3li s (modification)
K N E Wl | BN (file contents)alsll &L shas
@ay (evidence) Jodall e Japas ) glLd A1 L K0,
(File o lalell aUas e 43l aw g bl s <0 )
pl ot by Lol Jgas ) 20y dssll s 2 ySystem)
maiy (disk imaging software). gl et =l
ol blasy dugthel) 43l lo Jaas 1l 23 Lodl o
ol s (Systems Logs) 4.kl cdlaw daa) 3 ) pay laV|
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W 2= cc;_ﬁ.l‘}“ .JA_‘\_j} d‘}aj_‘\ EJJJA.AJ\ Aie ?M_’w

.&13\"1‘\ \\11
[0 ® Console {443 messages)
® i ] [ (i ] iy C. MEssAGE TYPE~ error MESSAGE TYPE ~ fault
Mow  Activities Clear Reload Info Share
AN EEER M Errors and Faults
Devices Type Time Process Message
[ Chris's MacBoo... 14:29:17.4446211  Script. Couldn't set launchd job status to @

14:29:17. 446381 Script. Couldn't update launchd job: <privaf
Reports

B Mac Analytics...

738595 . Failed to generate image with reques

@ 14:29:18. 843148 quickl.. Failed to generate image with requed
Prfl System Reports 14:29:26.667857  Window.. CGXRegisterForPortMotification: mach

=] User Reports
D system.log guicklookd (lconServices)

> E_I -,I'Librar\,n',"Logs Subsystem: com.apple.icenservices Category: default Details 2018-06-22 14:

( 4L o) aanullog file MC) 15-4J<i

b)) e @8aall LigSany dnle Ui dday) AS)
A< «(Systems Logs) by WDlaw A i LE )
Sl aayl doaed glaghiey wSiey 5 Jeany Goehiall
OSD O) o atn e Leosaa aie Lelaaling Al Ll
gl 3 jea eSOl gaxnll Gyas Jod Jaaln Al 8
daw o 3258 AW Mlaw A0S0 ey L W ga g NS
Connection ) Joa o1l s (Login Log) Js ol
Geds ol dsaly 3 5sa Ghey Jdawldl 1 (Log
)y ) el 1 (IP Address) gl sialdl 5 Jgaall
e ) e e Jsaad)l Adglas ) apnhll e @ pan 1l
ol e Al 8 .gale S adgel Ggiaa
Jay LlLana¥) ol 1,0l 5.y dawll gl Jeall
38 ysan iy (shell command history) Ao, sl )
e aleladl g aWasll Jsaa e o gaxtel)l G daal g
boyes 5l Lo landl e pSan
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B! Event Viewer

File  Action View Help
&= | 75

@ Event Viewer (Local) System MNumber of events: 1,974

:—l} Custom Views

v :l: Windows Logs Level Date and Time &3
=] Application @Infnrmatinn 101772017 4:05:05 PM
] Security @ Error 10/17/2017 4:05:05 PM
| Setup @Information 10/17/2017 4:05:04 PM
Eﬂ System @Infnrmatinn 10/17/2017 4:05:04 PM v
- {5] Forwarded Events f"\' . - prrrTes anrnanes
1 Applications and Services Logs
:_1 Subscriptions Event 16, Kernel-General b4

(event viewer- Windows) 16-4 J<&

o e Ale) alh dalata Glogma Al S 2
Gien gl Y1 cdBada O ety a8 gA1) Ayaand) gl
symbol ) ) 5 1) Jdsas 7)) a0 = s oaY)
¢) »)y (core stack) AwlW) alLshaall g(table

. 13 ..\‘c d)\\“‘\\

e | panSs A0V e B8 T0 poaxnedl & yn
= o leslaaldl 5o mal ot e S 0

e Lealannly Ll dldy agle gateall aUasll
Lliy ety coal dahsl o o) ameV)

Oe el Glugyadll Julld b o) gend a8, alels
Al Lall ozl ol gedae, Lo Ldle s aghan
Alaxa z=) (telnet, find - example) PR T S
Lal) e 0 Y 1A 8 jeae olad L sl AT e
(Massage) Jae abhybanal o) o) 5 Jhae g4y 4k sy

colasll ol & (SHA-1) ) (MDS)
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BN CAWINDOWS\system3Z\cmd.exe - telnet
Welcome to Microsoft Telnet Client

Escape Character is "CTRL+]"

Microsoft Telnet> _

( TELNET2020) a3y & asls o) adnad 17-4 J<&

aCln ) A, laed) ol pa) Say syl o) Ggas Al

Soe ) dsan a2 Ga

y
iy

Lines 1-11/11 (END)

@ilt o) aanu) (Telnet Command) 18-4 J<&

M}LLA ‘)_I....C éLl_.LAEQu_LA_‘\ ;,uA‘)] ‘é\..\nA‘\ i.\‘.: )
(a\ \.\..\xnl_.] 13)‘\ d}mj_“ (')S_A_J MJ;A_‘.. oo leatlall 5 Ja
S - S BCAY I K S W UGN | B SVONR I N | B

-
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‘;.\a_'u_ﬂ iy ne 154

o Uiall awan T aLill s dawll gaad sy
By aonaldl antl o gla a8 Bl S, santiell Lol
Al Gookll o AWl dan Lol el
psin o) o)l Gy A asaell e Jseedl A8yl
= T S L B e S R U ER =
LS Jasl atasll o) sl Led)a Jady ) Al agant
e g Maell aiel offline file system & Jaul)
o A, lLmayly saann ) da ok i Jadys Jsaall
el e el Py s dgaany alasl)loaleyn s
Jain s csannall e il Lo,y ol g la ol
dae oY A ATl aaa et Hlga Oaw Ale) pal¥l o o
a0 sl N Jsasd)l daan o) sax U J e s
0 S IR QR N6 NN | S IPURE S ¥ ) N I O A IR S S
PN NN/t | B 'S SO | v S W ) N S L & S R S D
Y s laadl Alule Gt ol Le ) shae gead Gagll § oLy
o Leda Jad¥) il Al el glas 8 Jaall 4

(Lee 2001) .¢ Wad¥) e alanll

Keystroke Loggers:galull &l gal 16—4

@l 52l & Keystroke Loggers jaalnll ol sai

ba gpad Lo lad ¢ Lama¥) e 3 Hja W8 a5 ¢ Laa 1l 8 Jaat

Goshn iy alaill @lalal b Juaen e 4Basn L

Jasaln e 3 5o lE Gaaal 288 = Al Gl gV .
AU e e 5l seho L US
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System Activities
Keystrokes | Clipboard | Screenshots | Application | System | Time | Sound|
Date Wwindow Caption Input Keystrokes <
> 3/14/2009 11... |nick Iss@gmail.com sV
3/14/2009 11... |Micr ft Excel - Book1 sv
5/14/2009 11... | Document3 - Microsoft ... | C! =
5/14/2009 11... |Untitled - Notepad =
3/14/2009 11... |Untitled - Notepad sV
3/14/2009 11... | Microsoft Excel - Book1 sV
3/14/2009 11... | Document4 - Microsoft -.. --- | hilSpacelsir(SpacellEnt... | SY|
3/14/2009 11... | Document3 - Microsoft ... .. | hitsSpacelijuliaispacelho... | SV
3/14/2009 11... |Untitled - Notepad C:\Windows\System32\... |hilSpacelsiriSpacely[B... |SY|
3/14/2009 11... |Untitled - Notepad :\WwWindows\System32\... |free[Spaceldownlocadl[S... S
Date : 3/14/2009 11:3 8 AmM
Window Caption : nick.wilss@gmail.com
Application Path : C:\Program Files\Google\Google Talk\googletalk.exe
ComputeriUser : SYSTO2\Smith
Input Keystrokes : Nobody can even know that we are meeting since last 6 months, even your wife
Show Only Printing Keystrokes [ view keystrokes Activities
Fding Status = Running Time = 3/14/2009 1

Keystroke Loggers (aalnall @l 431 19-4J<

-

e e OS50 AV s My Ao suas GLESL &) sl a
SN (Dynamic-link Library) (DLL) b
Joest A0y o311 (Executable) (exe) 5 Joswnll
CeD L) a1 (hook) 3 yLka  Jlayl 5(DLL)
ik, eadns A AsEn )l Lo sady 3, Lialdl
! sy Jod (Events) &) as) gl eV (Function)
Aa sl e Jhawy 4 ey (Application) o= L
U SR VADNE | I SR S 5 U [ | RS [ OO | S S R AL D
plaill s e AN g%y 4 (hook) 3, Lsall
(thread-g gasell 3 233a4 G AY) 5 (system wide)
@ity Jean alals (et (DLL)J\ (Y specific)
(run-Jdoalnl) Gdy 8 =a iy ddata g A Glaglaag
the ) Glalex Iy (DLL) J) July Leaied ( time.

inlea )l gl se Al 4 498 MLy (process

-

e leatul Saeldl e <y (process address space)
oY (keyboard hooks)dJ PR E/ T (DLL) Jh. Aadleadl ya
Juswt s leafiul ety Al o 8 meliyy
S e Gaay Lo JS doaen JWITLy Leie Jeaadl

(Lee 2001) .z=) )
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tpmaliell Jgpa sl 17-4

(Keystroke paalnll  maol o dowss GSa
LPTETS 5! 5 yhlaw 3 ) selogging  programs)
Jade agal gartie ) @lagyadll mal 4 W) aana L
33l paalnl)l ma) o o aUWasll (root access) o Ll
bA) alasdl o)) e ,hen ¥ AL 18 5,80 0 2 Lhan L
clad)l Jsasd) 5) 0 Lenhalle ann o) g AD ed
Jsasdl o 5,08 Jalbnll am dde L @lanie o L
3 SN A Gy 3, BNL L Jeah mal ) ol g ldatia 1]
e (b e S0 Gpann Bl mal o) dhadlag
A laajy) & paanun 4y (Key Patrol) e ze b
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Windows systems:
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ol hinay g3l @llll sy (MAC TIMES) (&
caledl I3 51 Jeaally Jdoaend)l oags an gl a3l g
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(Windows Version) jyaisll 3 ,) aal sPartition)

§laa 1) day el (SBITMAP) wlale olld 8 aadniyg
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Lamyy gad)l @b ) 8 5 25 se lall Glaw HeShs o0y
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Systems

T iy Sy ¢ olaleed) aladl jeed @Sy
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RN [N BN [

de seaa 51 (TCT)
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