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Abstract

Mobile banking is an electronic banking service that allows
customers to conduct financial transactions remotely through a bank
application, as the number of subscribers to mobile banking applications
in Sudan until the end of 2018 reached about 5.6 million subscribers, an
increase of (96.9%) from the end of 2017.

The research selected most important and popular 13 banking
applications and discussed the security assessment of these applications
based on six factors represented in: first privacy, which are the powers
that the application needs, secondly reverse engineering and reading the
source code, can the application be modified and rebuilt, third
verification factors and what are the requirements that the banking
application needs to connect To the bank account, fourthly securing the
connection between the application and the server, and is the sent data
encrypted? Fifthly, securing the data stored on the phone, and how is
the data stored on the phone, is it encrypted and what is the risk of this
data? Sixth, the session duration, which is the time during which the
banking application remains connected with The server can perform all
operations at this time.

The research reached a noticeable difference in the applications in terms
of privacy and the powers that some applications need that may affect the
privacy of the user, and in terms of security, there are some security
threats.

The research recommends limit access privileges, encrypting the
application code, encrypting the connection, using two-line verification,
saving sensitive data on the service provider, and some methods that can
be used to reduce the risk of these security threats.



CDLalaal) shials oall ot Ay s S Ao 5 el el
dibigall ks & Siadall ae gl s Gl (ald Gadai dadls 20 e AL
Loty Ay e Ogala 5.6 s 22018 ale dilgs A Glaged) (4 Ayl

22017 ale Blgs (2(96.9%) 5oL

Clgalail) o3gd ) aptill GBly (e Gkt 13 el pal il Casdl o8
¢ Gabill lgaling ) cladlall a5 duagadll Yo @ 6 abidie Jalse die o el
¢ oliy oalely el e el (Ko Jag (aad) 35S0 5ol dusal) duigl) Ll
Clall I Joumsll Jdpaall Gadaill lgaling Al clllial) ooy Gaa3l) Jalge WG
Laald ¢ Alsyall bl s 5y g aadally kil (o JUAN) Gaali lady ¢ Gyl
Ly o o Jlsad) o il a5 o CaSy dlsall e Al cliba) ¢pals
Gabail) 4d Jlay () a3l e Blie oag Auadal) sda Luale ¢ Lkl o3a 5yshad calag
c llenl e ehal (e sad) 038 By aniall ae dealia
Lalinn Al Cladlalls duagaddl 4l (o Clinkaill & Dalal) Golall Cadl Jeagig
Claagall ans d9ag dieY) Aalill e ¢ aadieall dpagad (udi 38 Al Cilandal) azy

-

. Ay

S G ey e Aeil) 353 oAbl clilal) i ge (yishaiy gl aladid ¢
Ay clalagall sda ylad e Judill Lgaladia) Sa

Xi



