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Abstract

This research presents a role of ISO 27001:2013 due to importance of the Information Management in any
organizations such as business, records keeping, financial and so on. This role will help the organizations
to fulfill the needs of the customers in managing their personal information, data . There are a few
challenges faced by the organizations in managing the information so that it would fall in hand of

unauthorized person or hackers.

Besides, an effective information management system can reduces the risk of crisis in the organizations. In
order to know more about the importance of information security, the organizations need to overcome the
challenges first. Other than that, all organizations must have their policies in secure their information so

that the information can be kept safely.
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Chapter One

Methodology of the study

1. Introduction:

In the development of high technology nowadays in the world, all the organizations are more depends on
their information systems. The public become anxious of the use of the system in saving their information,
data and especially their personal information. In addition, the threat from the system hackers and identity
theft has added their concern on the use of information system because nowadays there are so many

hackers from all around the world.

Therefore, many organizations will identify their information as their important operation which they need
to protect as their one of internal control. The scares issues about stolen or missing data are becoming a
frequent in all headline news as organizations rely more and more heavily on computers to store sensitive
corporate and customer information. It is necessary to be worried about information management because

much of the value of a business is concentrate on the value of its information.

1.1 Definition of Information Management :

Information Management plays a key role in Service Management. It must align itself with IT Security and
Business management in order to ensure that information across the organization is controlled and
managed .Global Strategic Business Process Solutions, Inc. is an 1SO 27001:2013 certified company.

This certification provides enhanced data security and integrity both internally and to all of our clients. It
also plays an important role in sending a valuable and important message to customers and business

partners alike, both present and future, that our company does things the right way.

1.2 The Principles of 1SO 27001:2013 :
a) Confidentiality :

Ensuring that information is accessible only to those authorized to have access.
b) Integrity :

Safeguarding the accuracy and completeness of information and processing methods
c) Availability:

Ensuring that authorized users have access to information and associated assets when required .


http://www.globalstrategic.com/iso-certified/

2. The Statement of the Problem and Questions of the study:

The value of information and protecting information are crucial tasks for all the modern

organizations. The information were easy to value and protect but however, the organizations would be

able to buy or get off-the-shelf information management solutions from other organizations or countries ,

but Unfortunately There are significant opportunities and areas of improvement in the development of

customer services and the highest levels of satisfaction such as :

a)
b)

c)

Improper application of quality standards in some sectors.
Increase the waste ratio in effort, money and time.

Do not protect enterprise information.

3. The Aims and the Objectives of the study :
3.1 Aims of Research:

a)

b)

d)

Demonstrates a clear commitment to data management- including confidentiality and strict
accessibility rules.

Provides procedures to manage risk of losing the information .

Keeps confidential information secure and ensures a secure exchange of information.

Protects the company, assets, shareholders, employees and clients.

3.2 Objectives of the study:

a)

b)

€)

Implement the standard of 1SO 27001:2013 to satisfy the customer and to obtain the confidence of
stakeholders and customers that their data is protected.

Determining the role of implementing ISO 27001: 2013 in improving the image of the
establishment and increasing its competitiveness in the market place.

This study helps to identify the risks and establish appropriate controls for their management or
disposal.

Recognize the importance of information management system in increasing the control of waste of
resources.

The importance of the role and application of the standard in reducing cases of loss of information.

4. The Study Hypotheses:



a) There is a positive relationship between the application of information management system and the
development of the Organization performance.

b) The implementation of ISO 27001: 2013 helps to increase the institutional profitability of
stakeholders.

c) There is a relationship between the application of 1SO standard 27001:2013 and staff satisfaction.

d) There is a relationship between the use of standard and reduce of time and cost.

5. The Significance of the Study :

a) This study will provide the Sudanese Library with increasing the proportion of research related to
the manage and confidentiality of information.

b) This study is a reference for researchers and institutions in the importance of implementing the
information management system and determining the readiness of the organization to continue its
work in the event of emergency and natural accidents that affect its performance.

c) The results of this study will help to clarify the concept of applying quality standards, which is
inevitable and not an option in the light of globalization and daily competition. The development of
customer services is the main pillar. The focus on customers and their requirements is the basic
criterion for increasing market share.

d) This study shows that the commitment to the cafeteria indicates the interest of the organization to
develop its performance and its commitment to adhere to the highest quality standards to provide

the best services.

6. The Limits of the Study :

e Site limit: Sudan-Khartoum - ZAIN Sudan
e Time limit: 2017-2019.

e Human limit: the employee of ZAIN Sudan _ head quarter

7. Research Terminologies of the Study:
7.1 Methodology of the study:

In order to reach the goal of the research and answer the questions raised within Will be problematic to
rely on descriptive analytical method in addition to the case study approach, And to strengthen various
aspects of the research topic will be relying on references available both The Arabic-language or foreign
languages on the subject of the search, represented in the books, Theses, forums, magazines and scientific

3



journals, Internet web sites and library Electronic generally, in order to enrich the subject and give greater

credibility.

To study the issue and verification of the problematic assumptions will be divided into four research
Classes:

a) Role of 1ISO standard.

b) Best practice.

c) The concept of (ISO 27001:2013).

d) Questionnaire survey method.

As there is a lack of literature on ISO implementation progress and success factors in the information
management implementation domain an exploratory research method was selected. Exploratory research is
performed when few or no earlier studies are available. There are no academic studies or literature
available for 1ISO 27001:2013 implementation progress in information management status organizations in
Sudan. The focal point is to get insights and familiarity via exploratory research methods research

communities.

7.2 Research Tools:
7.2.1 Questioner .
7.2.2 The information from ZAIN SUDAN ( head quarter ) staff .

Researcher plan in collecting data for this study depends on what set forth around this subject in

literature as:

Secondary resources:

Books reference Articles Work papers and internet.

Primary resources:

a) Special meeting interview.

b) Questionnaire and document analysis

7.3 Research Structure:

The research is structure in sections according to each of objectives out lined in table of content.



Section one:

Provide the back ground, research problems, important of the topic, Objective, hypotheses, methodology

and previous study.

Section two:

Provide literature review

Section three:

Present data finding and gives analyses to the data (Materials and Methods).
Section four:

Discuss the finding and gives some recommendation conclusion.
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Chapter Two

Literatures Review and Previous Studies

2.1 Section One : Information Management System :
2.1.1 Introduction:

In the development of high technology nowadays in the world, all the organizations are more depends
on their information systems. The public become anxious of the use of the system in saving their
information, data and especially their personal information. In addition, the threat from the system hackers
and identity theft has added their concern on the use of information system because nowadays there are so
many hackers from all around the world. Because of this, many organizations will identify their
information as their important operation which they need to protect as their one of internal control. The
scares issues about stolen or missing data are becoming a frequent in all headline news as organizations
rely more and more heavily on computers to store sensitive corporate and customer information. It is
necessary to be worried about information management because much of the value of a business is

concentrate on the value of its information.

Organizations of all sizes will collect and store huge volumes of confidential information which may be
about their employees, customers, research, products or financial operations. Most of the information is
collected, processed and stored on computers and transmitted across networks from one computer to other
computers. It could lead to lost business, law suits, identity theft or even bankruptcy of the business if this
information fell into the wrong hands (About.com, 2014). Nowadays, information management also has
evolved significantly and grown even more important in recent years. According to About.com website
(2014), they stated that, some of the specialty areas or fields within information management are including
network , security testing, information systems auditing, application and database management , business

continuity planning and digital forensics science are also among others.



2.1.2 The Concept of information security :

According to The Open University website (2014), stated that the meaning of information is the
collection of technologies, standards, policies and management practices that are applied to information to
keep it secure. Other than that, information management is also means protect the information and
information systems from unauthorized access and use, disclosure of information, disruption information,
modification or destruction of information in order to provide the integrity, confidentiality and also the
availability if information. An integrity means protect against improper information modification or
destruction which includes ensuring the information non-dissent and authenticity. While for confidentiality
which means authorized restrictions which preserve on access and disclosure which includes protecting
personal privacy and proprietary information and lastly, availability is to ensure the timely and reliable
access to and use of information (Information Security Handbook, 2014). This definition is based on the
concept which a person, business or government will suffer from harm if there is a loss of integrity,
confidentiality or availability of information because that is the role of information management to
minimize the possibility that such harm will occur. The terms also can change either information security,

computer security or information assurances are frequently used.

2.1.3 Importance Of Information management :

Information Technology or as known as IT has become an integral part of and parcel of the
organization world today, In fact it will continue becoming an ever larger factor in the future.
Organizations will connect their IT systems as a result of linking to the Internet and other networking
systems. All of the factors might hold an information security risk for an organization because an
organization are attempt to secure their own IT environment although they have little control over the IT
systems that they connect with. If the network that the organizations connect with IT environments is
insecure, the information management might pose a threat to the IT systems in the host environment. This

term paper talks about the importance of information system in an organization.

As people know, information management has become very important in almost organizations. This is
because, the information access and use and also the resources has become easier with the emergence of
information technology such as the internet and electronic commerce that is use by certain organization.
So, in order to make sure that the information system is well organized, the organization need to ensure that

their information is properly protected and that they maintain a high level of information security.



The information in an organization need to be protected because it has a value to the organization . The
organization usually holds organization and individual records. As for example, the organization may hold
sensitive information of their employees, salary information, financial statements and also the business
plans for a whole year. Besides, the organization also holds trade secrets, research and other information
that gives a competitive edge for their company. Other than that, for individual, the organization hold the
information about their personal information that is sensitive on their home computers which typically
perform online functions such as banking, shopping and social networking, sharing their sensitive
information with others over the internet (MindfulSecurity.com, 2014). As more and more of this
information is stored and processed electronically and transmitted across company networks or the internet,
the unauthorized access risk will increases and the organization are presented with growing challenges of
how best to protect it. According to MindfulSecurity.com website (2014), they told that there is a steps that
must be put in order to protect the information.

The same principle can be applied by the organization as the same when people were doing when came out
from the house, as for example, people will close the door, close the gate, lock the key and so on when they
came out from the house. If the information is not protected, then the information can be accessed by
anyone. Besides, if the information is fall on the wrong hand such as theft, hackers and identity theft, it can
bring down the business and can commit harm to the whole organization. Top three (3) reasons why
information management is importance based on the title, there are three top reasons why information

system is importance to an organization.

The reason is as following:

1) Proving that the organization has a secure and stable network assures the customers that their
information is safeguarded It is important to think of a system breach in terms of money lost in
operations. The sales, customer service, staff productivity and workflow could all be affected by the
downtime that will occur. Even after systems are restored many times, an additional checks need to be
done to ensure that all factors of the network are clean before business can return to a normal
operational state. Nowadays, if there is information breach, the average cost of a data breach is on the
rise. Costs went up by over 30% between 2006 and 2007 (Slade, 2009). According to Slade (2009), in
addition to these costs, the organization may also lose customers from the negative publicity and may
be subject and faced to on-going seystem audits to ensure the incident does not occur again.

2) The insurance companies are increasingly interested in how companies secure their information assets
nowadays, there are so many online businesses that usually in social media such as Facebook and

Instagram and blogs. Since customers are beginning to do more of their business online, this is one

8



3)

factor that will begin to influence with all companies either small or large company or the trend will
only continue to grow with various kind of online business either in healthy products or cosmetics
products. Because of this, the insurance companies are beginning to believe that the businesses will
protect the customer’s privacy. The insurance company will become more and more common for
them to ask for proof that sensitive information is secure and network management software is up-to-
date (Slade, 2009). If people maintain confidential client information on the network such as social
security numbers, credit card numbers, and other financial data, they should has asked for help and
talked to IT consultant about assessing the strength of the firewall in the computer to prevent from
information breach. A firewall can be described as a gatekeeper to allow network actions from trusted
parties and keep out unauthorized users and harmful viruses. There are also several ways a firewall
can be configured and there are pluses and minuses to each (Slade, 2009). To avoid from unwanted
issues, the computer must be best protected with integrated firewall to cover the software, hardware
and intranet. Besides, it might be best to install a several independent mechanisms with custom levels
of protection.

Having consistent system practices and IT maintenance procedures ensures Smooth road for business
operations the organization must make sure that the computer network in the organization is securely
configured and actively prevent from unknown threats. A new methods to protects from unknown
threats are emerging every day to protect from malware programs that can be unintentionally installed
on customer’s or employee’s machine, which an attempt to phishing that deceive them into giving up
confidential information, to viruses, worms, and strategic identity theft attempts. One of the benefits
of having a consistent technology expert on the organization roster is that the expert can offer a fast
reaction time and be proactive in safeguarding organization IT system when new warnings first
emerge.

The IT network professional can also help the organization to maintain a secure virtual environment
by reviewing all computer assets and determining a plan for preventive maintenance. This also
includes routinely cleaning up unnecessary or unsafe programs and software, applying security
patches and performing routine scans to check for intrusions. Besides, it is also crucial for the IT
professional in organization to change the password of their employee’s personal computer

frequently, so that the information can be secure properly.



2.1.4 Information management Policies :

The written policies about information management essential to a secure organization . Everyone in a
company needs to understand the importance of the role they play in maintaining security. The way to
accomplish the importance of information management in an organization is by publishing reasonable
company policies. These policies are documents that everyone in the organization should read, sign and
compulsory to be followed when they come on board. In the case of existing employees, the policies
should be distributed, explained and after adequate time, need for questions and discussions. One key to
create effective policies is to make sure that they are clear, and as easy to comply with as possible. Policies
that are overly complicated only encourage people to bypass the system. In order to implement this, there a
few policies that needs to be followed by the employees.

2.1.4.1 Internet usage:

According to About.com website (2014), stated that the internet contain all information that
employees need. It is very important to the organization to collect and gained the information from the
internet. However, the internet can also bring dangers to them. As for example, the internet access which
includes the downloading of malicious software such as malwares, viruses and Trojans can affect the
information system . An internet usage policy should be pressed whether or not the employees are allowed
to use the computers at the company for personal uses. Other than that, the policy also must make sure that
only the system administrator can downloaded the software in company’s computer. The internet usage
policy also need to consider whether the employees can use media social using the company’s computers

or during company time.
2.1.4.2 Email or social networking:

As people know, nowadays, there are so many social networking that can be found on the internet such as
Facebook, Instagram, Twitter and Linked. These social networking is being used to connect the people
either there are near or far away from each other. Other than that, the email also a way people use to send
the data or information to other people. These technologies make it very simple to disseminate information.
But, these types of information must be distinguished between the personal or organizations. Once the
information is leaves from the building, it can rarely be recalled. So, the employees must and should
address appropriate content for company emails and social media pages. Employees must always think that
not all private information can stay be private on the internet. They must use a proper way by following the

policy to make sure that the company’s image will stay clean and confidential information stay be kept.
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2.1.4.3Visitor Management:

The visitor is mean that the people other than the employees of an organization. The visitor management
must be managing properly so that An unauthorized or unescorted visitor do not intrude in the
organization. This is because an unauthorized or unescorted visitor can be a physical threat and can also
steal sensitive information. Before a visitor can enter into the organization, all the information about the
visitor must be check. If there is problem, the information management guard must take an action. Based
on the policy, the visitor might be escorted at all times especially in confidential areas. The visitors are
required to wear a badge and should sign in and sign out if necessary. If the policy is being used, the

organization will feel more secured and protect the importance information.
2.1.4.4 Key Control:

Unlike an electronic access device, mechanical keys can be duplicated and used without leaving a trail. The
organization key control policy should include a means to track who is currently holding mechanical keys
and who has permission to duplicate those keys. Besides, all the keys that has been duplicated must be
placed on a secure place such as in security room. Employees must write their name on the book to make
sure that when the key is lost, the last name of the employees that use the key can be track down. Other
than that, the organization must make a policy to use the smart card reader other than using the mechanical
keys. The authorized person such as the employees only should have the smart card to be used to scan

when entering the places which contain importance information.
2.1.5 Challenges Of Information management In Organization:

In implementing the information management in organization several issues and challenges about this has
been found. This issues and challenges have resulted the information management that will be
implemented delayed. There are several issues or challenges that have been found in implementing the

information system in the organization.
2.1.5.1 Failure to understand about Information management :

In order to handle the importance information in organization, the employees must have the understanding
about the information management in their organization. As the employees need to the level of manage
education and knowledge within their organizations, the employees must know what is the policies that
they need to follow, the types of information’s they control, how to find the services the customers need

and so on. The ultimate objective is to let the business units share in information system risk management.
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The information management intelligence is a function of visibility in the organization. But nowadays, not
so many people concern about the information system . They deliberately post about the fake information
about the organization on their social media which can lead to the damages of the organization. They do
not think about the effect of such posting on the internet. Part of raising awareness involves personalizing
risks for managers, showing them how vulnerabilities could affect them as individuals and also

organizations (Johnson & Goetz, 2007).

2.1.5.2 Mobile Workforce and Wireless Computing:

One of the most frequently challenges was the mobile workforce and wireless computing. Nowadays, there
are so many types of smart phones located in the market. These smart phones provide the wireless
connection to the internet. The arrival of mobile computing devices had made a significant impact on
people’s everyday life. Wireless communications release the employees and consumers from relying on
phone lines to communicate. With the convergence of these devices, the information on them need to be
protected because it may be contain the confidential information about the organizations as employees use
it to perform the business activities on their mobile devices. A long time ago, all the organizations work
was being done using the company’s computers and only can be used on the company. But nowadays, all
the works can be done using the mobile device. The information such as name, address, phone numbers
and all other personal data can be trace by other people easily just by using the mobile devices. The
employees must know that the company’s computer has been provided with the anti-viruses that they
cannot get it for their mobile devices. So, the organizations must take a serious way and careful

considerations when handling with the wireless devices.

2.1.5.3 Shortage of Information Security Staff:

Finding a qualified information security staff is a difficult task, which will likely continue to be the case in
the near future. The organization has not had the time to grow the staff necessary for these roles. In
addition, the information security challenges keep growing at a rapid pace, constantly expanding the list of
technology to be deployed, and the information security staff cannot keep up with the emergence of
information technology. The organizations need more time and money to get the staff trained on
commercially available products. Other than that, the most and greatest challenge in this area is finding a
leader who has a broad background in the field and who can pull together an effective information
management team in the organizations. The team cannot be operating properly if the leader is also does

expert in managing the information system .
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2.1.5.4 Information Attacks:

Security incidents that are related to malicious code such as worms, viruses, and Trojans have grown from
slightly to significantly damaging to business operations. A computer virus is a piece of malicious code
that attaches to or infects executable programs such as software in the computers. Unlike worms, viruses
rely on users to execute or launch an infected program to replicate or deliver their payloads. A virus can
delete data or damage system files. This challenge is the commonly happen in any organizations.

2.1.6 The Concept of ISO?

International Standardization Organization Was founded in 1946 (Geneva, Switzerland)Has members
representing most countries, both developed and developing Mission is to promote trade by developing
international voluntary consensus standards 1SO Standard-Setting Process Work is performed through
Technical Committees Member countries send delegates to TC proceedings Specific operating rules for
standard development and adoption Member countries vote on Committee Draft (CD), Draft International
Standards (DIS), and Final Standards (FIS).

2.1.6.1 ISO Standard-Setting Process:

Standards are reviewed / revised every five years Efforts are made to coordinate standards in different
fields (e.g. 1ISO 9000, ISO 14001 and OHSAS 18001, ISO 27001 ) Purposes of Management Standards Set
benchmarks for pro-active management practices Improve performance using voluntary mechanisms Allow

for verification to stakeholders Decrease opportunities to “cover-up”

2.1.7 The Concept of 1SO 270017?
2.1.7.1Definition:

ISO 27001 (formally known as ISO/IEC 27001:2005) is a specification for an information security
management system (ISMS). An ISM is a framework of policies and procedures that includes all legal,
physical and technical controls involved in an organization's information risk management processes.
According to its documentation, ISO 27001 was developed to "provide a model for establishing,
implementing, operating, monitoring, reviewing, maintaining and improving an information management

system."
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2.1.7.2 The specification defines a six-part planning process:

1) Define a security policy.

2) Define the scope of the ISMS.

3) Conduct a risk assessment.

4) Manage identified risks.

5) Select control objectives and controls to be implemented.

6) Prepare a statement of applicability.

The specification includes details for documentation, management responsibility, internal audits, continual
improvement, and corrective and preventive action. The standard requires cooperation among all sections

of an organization.

The 27001 standard does not mandate specific information controls, but it provides a checklist of controls
that should be considered in the accompanying code of practice, ISO/IEC 27002:2005. This second
standard describes a comprehensive set of information control objectives and a set of generally accepted

good practice controls .

2.1.7.3 ISO 27002 contains 12 main sections:

1) Risk assessment.

2) Security policy.

3) Organization of information management .

4) Asset management.

5) Human resources security.

6) Physical and environmental management .

7) Communications and operations management.
8) Access control.

9) Information systems acquisition, development and maintenance.
10) Information incident management.

11) Business continuity management.

12) Compliance.

Organizations are required to apply these controls appropriately in line with their specific risks. Third-party

accredited certification is recommended for 1ISO 27001 conformances.
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2.1.7.40ther standards being developed in the 27000 family are:

1) 27003 — Implementation guidance.

2) 27004 - An information management measurement standard suggesting metrics to help improve the
effectiveness of ISMS.

3) 27005 — An information security risk management standard. (Published in 2008)

4) 27006 - A guide to the certification or registration process for accredited ISMS certification or
registration bodies. (Published in 2007)

5) 27007 — ISMS auditing guideline.

6) 27001:2013- ISO/IEC Information technology - Security techniques -127001:2013- ISO/IEC
Information technology - Security techniques -Information security management systems —
Requirements

7) Information security management systems —Requirements

2.1.8 The Concept of 1ISO 27001:2013:

ISO 27001 is a widely used international standard that specifies requirements for information management
systems. Based on periodic risk evaluation, this standard provides a method for assessing systems that

manage company and customer information.

2.1.8.1Contents of 1ISO 27001-2013:

2.1.8.1 Foreword:

ISO (the International Organization for Standardization) and IEC (the International Electro
technical Commission) form the specialized system for worldwide standardization. National bodies
that are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also take
part in the work. In the field of information technology, ISO and IEC have established a joint technical
committee, ISO/IEC JTC 1. International Standards are drafted in accordance with the rules given in the
ISO/IEC Directives, Part 2. The main task of the joint technical committee is to prepare International
Standards. Draft International Standards adopted by the joint technical committee are circulated to
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national bodies for voting. Publication as an International Standard requires approval by at least 75
% of the national bodies casting a vote. Attention is drawn to the possibility that some of the elements of
this document may be the subject of patent rights. ISO and IEC shall not be held responsible for identifying
any or all such patent righties/IEC 27001 was prepared by Joint Technical Committee ISO/IEC JTC 1,
Information technology, Subcommittee SC 27, IT Security techniques. This second edition cancels and
replaces the first edition (ISO/IEC 27001:2005), which has been Technically revised. The clauses of
ISO /IEC 27001:2013 are:

0. Introduction
0.1 General

This International Standard has been prepared to provide requirements for establishing, implementing,
maintaining and continually improving an information management system. The adoption of an
information management system is a strategic decision for an organization. The establishment and
implementation of an organization’s information management system is influenced by the organization’s
needs and objectives, system requirements, the organizational processes used and the size and structure of
the organization. All of these influencing factors are expected to change over time. The information
management system preserves the confidentiality, integrity and availability of information by applying a

management process and gives confidence to interested parties that risks are adequately managed.

It is important that the information management system is part of an integrated with the
organization’s processes and overall management structure and that information management is
considered in the design of processes, information systems, and controls. It is expected that an information
management system implementation will be scaled in accordance with the needs of the organization. This
International Standard can be used by internal and external parties to assess the organization’s ability to
meet the organization’s own information management requirements. The order in which requirements are
presented in this International Standard does not reflect their importance or imply the order in which they
are to be implemented. The list items are enumerated for reference purpose only. ISO/IEC 27000
describes the overview and the vocabulary of information management systems, referencing the

information management system family of standards ( including 1SO/IEC 27003.
ISO/IEC 27004and ISO/IEC 27005), with related terms and definitions.
0.2 Compatibility with other management system standards:

This International Standard applies the high-level structure, identical sub-clause titles, identical text,

common terms, and core definitions defined in Annex SL of ISO/IEC Directives, Part 1, Consolidated I1SO
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Supplement, and therefore maintains compatibility with other management system standards that have
adopted the Annex SL.

This common approach defined in the Annex SL will be useful for t hose organizations that choose to
operate a single management system that meet the requirements of two or more management system
standards . Information technology — Security techniques —

0.3 Information management systems — Requirements:
1. Scope :

This International Standard specifies the requirements for establishing, implementing, maintaining
and continually improving an information management system within the context of the
organization. This International Standard also includes requirements for the assessment and treatment of
information management risks tailored to the needs of the organization. The requirements set out in this
International Standard are generic and are intended to be applicable to all organizations, regardless of type,
size or nature. Excluding any of the requirements specified in Clauses 4to 10is not acceptable when an

organization claims conformity to this International Standard .
2. Normative references :

The following documents, in whole or in part, are normatively referenced in this document and
are indispensable for its application. For dated references, only the edition cited applies. For undated

references, the latest edition of the referenced\ document (including any amendments) applies.
3. Terms and definitions :
For the purposes of this document, the terms and definitions given in ISO/IEC 27000 apply.

4. Context of the organization :

4.1. Understanding the organization and its context :

The organization shall determine external and internal issues that are relevant to its purpose and that affect

its ability to achieve the intended outcome(s) of its information management system.

NOTE: Determining these issues refers to establishing the external and internal context of the organization
considered in Clause 5.3 of 1ISO 31000:2009

17



4.2. Understanding the needs and expectations of interested parties:
The organization shall determine:

a) Interested parties that are relevant to the information management system; and

b) The requirements of these interested parties relevant to information system.

NOTE The requirements of interested parties may include legal and regulatory requirements and

contractual obligations.
4.3. Determining the scope of the information management system:

The organization shall determine the boundaries and applicability of the information management

system to establish its scope.
When determining this scope, the organization shall consider:

a) The external and internal issues referred to in 4.1;
b) The requirements referred to in 4.2; and
c) Interfaces and dependencies between activities performed by the organization, and those that are

performed by other organizations.
The scope shall be available as documented information.
4.4. Information management system:

The organization shall establish, implement, maintain and continually improve an information

management system, in accordance with the requirements of this International Standard.

5. Leadership :

5.1. Leadership and commitment :

Top management shall demonstrate leadership and commitment with respect to the information

management system by:

a) Ensuring the information management policy and the information management objectives are
established and are compatible with the strategic direction of the organization;

b) ensuring the integration of the information management system requirements into the
organization’s processes;

¢) ensuring that the resources needed for the information management system are available;
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d) communicating the importance of effective information management and of conforming to the
information management system requirements;

e) ensuring that the information management system achieves its intended outcome(s);

f) directing and supporting persons to contribute to the effectiveness of the information
management system;

g) promoting continual improvement; and

h) Supporting other relevant management roles to demonstrate their leadership as it applies to their
areas of responsibility.

5.2. Policy:

Top management shall establish an information policy that:

a) is appropriate to the purpose of the organization;

b) includes information management objectives (see 6.2) or provides the framework for setting
information objectives;

c¢) includes a commitment to satisfy applicable requirements related to information management ; and

d) Includes a commitment to continual improvement of the information management system.

The information management policy shall:

e) be available as documented information;
f) be communicated within the organization; and
g) Be available to interested parties, as appropriate.

5.3. Organizational roles, responsibilities and authorities

Top management shall ensure that the responsibilities and authorities for roles relevant to information

management are assigned and communicated.
Top management shall assign the responsibility and authority for:

a) ensuring that the information management system conforms to the requirements of this
International Standard; and

b) Reporting on the performance of the information management system to top management.
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NOTE: Top management may also assign responsibilities and authorities for reporting performance of the

information management system within the organization.

6. Planning:
6.1. Actions to address risks and opportunities
6.1.1. General

When planning for the information management system, the organization shall consider the issues referred
to in 4.1and the requirement s referred to in 4.2and determine the risks and opportunities that need to be

addressed to:

a) ensure the information management system can achieve its intended outcome(s);
b) prevent, or reduce, undesired effects; and

c) Achieve continual improvement.
The organization shall plan:

d) Actions to address these risks and opportunities; and

e) Howto

1) integrate and implement the actions into its information management system processes; and
2) Evaluate the effectiveness of these actions.

6.1.2. Information risk assessment:
The organization shall define and apply an information risk assessment process that:

a) establishes and maintains information risk criteria that include:

1) the risk acceptance criteria; and

2) criteria for performing information risk assessments;

b) ensures that repeated information risk assessments produce consistent, valid and comparable
results;

c) identifies the information management risks:

1) apply the information risk assessment process to identify risks associated with the loss of
confidentiality, integrity and availability for information within the scope of the information
management system; and

2) identify the risk owners;

d) Analyses the information risks:
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1) assess the potential consequences that would result if the risks identified in 6.1.2c) 1) were to
materialize;

2) assess the realistic likelihood of the occurrence of the risks identified in 6.1.2c) 1); and

3) determine the levels of risk;

e) Evaluates the information risks:

1) compare the results of risk analysis with the risk criteria established in 6.1.2a); and

2) Prioritize the analyzed risks for risk treatment.
The organization shall retain documented information about the information risk assessment process.
6.1.3. Information risk treatment
The organization shall define and apply an information risk treatment process to:

a) select appropriate information risk treatment options, taking account of the risk assessment
results;
b) determine all controls that are necessary to implement the information risk treatment

option(s) chosen;
NOTE: Organizations can design controls as required, or identify them from any source.

c) compare the controls determined in 6.1.3b) above with those in Annex A and verify that no

necessary controls have been omitted;

NOTE 1: Annex Contains a comprehensive list of control objectives and controls. Users of this

International Standard are directed to Annex A to ensure that no necessary controls are overlooked.

NOTE 2: Control objectives are implicitly included in the controls chosen. The control objectives and

controls listed in Annex Aare not exhaustive and additional control objectives and controls may be needed.

d) Produce a Statement of Applicability that contains the necessary controls (see 6.1.3b and c¢) and
justification for inclusions, whether they are implemented or not, and the justification for exclusions
of controls from Annex A;

e) formulate an information security treatment plan; and

f) Obtain risk owners’ approval of the information risk treatment plan and acceptance of the residual

information risks.

The organization shall retain documented information about the information risk treatment process.
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NOTE: The information risk assessment and treatment process in this International Standard aligns with

the principles and generic guidelines provided in 1SO 31000.

6.2. Information management objectives and planning to achieve them:
The organization shall establish information management objectives at relevant functions and levels.
The information management objectives shall:

a) consistent with the information management policy;

b) be measurable (if practicable);

c) take into account applicable information system requirements, and results from risk assessment and
risk treatment;

d) be communicated; and

e) Be updated as appropriate.

The organization shall retain documented information on the information management objectives. When

planning how to achieve its information objectives, the organization shall determine:

f) What will be done;

g) What resources will be required,

h) Who will be responsible;

i) When it will be completed; and

j) How the results will be evaluated.
7. Support:

7.1. Resources:

The organization shall determine and provide the resources needed for the establishment, implementation,

maintenance and continual improvement of the information management system.
7.2. Competence:
The organization shall:

a) determine the necessary competence of person(s) doing work under its control that affects
its information system performance;
b) ensure that these persons are competent on the basis of appropriate education, training, or

experience;
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c) where applicable, take actions to acquire the necessary competence, and evaluate the effectiveness

of the actions taken; and

d) Retain appropriate documented information as evidence of competence.

NOTE Applicable actions may include, for example: the provision of training to, the mentoring of, or the

reassignment of current employees; or the hiring or contracting of competent persons.
7.3. Awareness:
Persons doing work under the organization’s control shall be aware of:

a) the information management policy;

b) their contribution to the effectiveness of the information management system, including the benefits
of improved information performance; and

c) The implications of not conforming to the information management system requirements.

7.4. Communication:

The organization shall determine the need for internal and external communications relevant to the

information management system including:

a) on what to communicate;
b) when to communicate;
¢) with whom to communicate;
d) who shall communicate; and
e) The processes by which communication shall be effected.
7.5. Documented information:
7.5.1. General :

The organization’s information management system shall include:

a) Documented information required by this International Standard; and
b) Documented information determined by the organization as being necessary for the effectiveness of the

information management system.

NOTE: The extent of documented information for an information management system can differ

from one organization to another due to:

1) the size of organization and its type of activities, processes, products and services;

2) the complexity of processes and their interactions; and
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3) The competence of persons.

7.5.2. Creating and updating:
When creating and updating documented information the organization shall ensure appropriate:

a) identification and description (e.g. a title, date, author, or reference number);
b) format (e.g. language, software version, graphics) and media (e.g. paper, electronic); and
c) Review and approval for suitability and adequacy.

7.5.3. Control of documented information:

Documented information required by the information management system and by this International

Standard shall be controlled to ensure:

a) Itisavailable and suitable for use, where and when it is needed; and

b) It is adequately protected (e.g. from loss of confidentiality, improper use, or loss of integrity).

For the control of documented information, the organization shall address the following activities, as

applicable:

c) distribution, access, retrieval and use;
d) storage and preservation, including the preservation of legibility;
e) control of changes (e.g. version control); and

f) retention and disposition

Documented information of external origin, determined by the organization to be necessary for the
planning and operation of the information management system, shall be identified as appropriate,

and controlled.

NOTE: Access implies a decision regarding the permission to view the documented information only, or

the permission and authority to view and change the documented information, etc.

8. Operation:
8.1. Operational planning and control:

The organization shall plan, implement and control the processes needed to meet information requirements,
and to implement the actions determined in 6.1. The organization shall also implement plans to achieve
information objectives determined in 8.2 The organization shall keep documented information to the

extent necessary to have confidence that the processes have been carried out as planned.
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The organization shall control planned changes and review the consequences of unintended changes, taking

action to mitigate any adverse effects, as necessary.
The organization shall ensure that outsourced processes are determined and controlled.
8.2. Information risk assessment:

The organization shall perform information risk assessments at planned intervals or when significant

changes are proposed or occur, taking account of the criteria established in 6.1.2a).

The organization shall retain documented information of the results of the information risk

assessments.

8.3. Information risk treatment:
The organization shall implement the information risk treatment plan.

The organization shall retain documented information of the results of the information risk

treatment.

9. Performance evaluation:

9.1. Monitoring, measurement, analysis and evaluation:

The organization shall evaluate the information performance and the effectiveness of the

information management system.
The organization shall determine:

a) what needs to be monitored and measured, including information processes and controls;
b) the methods for monitoring, measurement, analysis and evaluation, as applicable, to ensure

valid results;
NOTE: The methods selected should produce comparable and reproducible results to be considered valid.

a) When the monitoring and measuring shall be performed;
b) Who shall monitor and measure;
¢) When the results from monitoring and measurement shall be analyzed and evaluated; and
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d) Who shall analyze and evaluate these results.

The organization shall retain appropriate documented information as evidence of the monitoring and

measurement results.
9.2. Internal audit:

The organization shall conduct internal audits at planned intervals to provide information on whether the

information management system:

a) conforms to
1) the organization’s own requirements for its information management system; and
2) the requirements of this International Standard;

b) Is effectively implemented and maintained.
The organization shall:

a) Plan, establish, implement and maintain an audit programmer(s), including the frequency,
methods, and responsibilities, planning requirements and reporting. The audit programmer (s)
shall take into consideration the importance of the processes concerned and the results of
previous audits;

b) define the audit criteria and scope for each audit;

c) select auditors and conduct audits that ensure objectivity and the impartiality of the audit
process;

d) ensure that the results of the audits are reported to relevant management; and

e) Retain documented information as evidence of the audit programmer(s) and the audit results.

9.3 Management review:

Top management shall review the organization’s information management system at planned intervals to

ensure its continuing suitability, adequacy and effectiveness.
The management review shall include consideration of:

a) the status of actions from previous management reviews;
b) changes in external and internal issues that are relevant to the information management system;
c) feedback on the information performance, including trends in:

1- nonconformities and corrective actions;

2- monitoring and measurement results;
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3- audit results; and
4- fulfillment of information management objectives;
d) feedback from interested parties;
e) results of risk assessment and status of risk treatment plan; and

f) Opportunities for continual improvement.

The outputs of the management review shall include decisions related to continual improvement

opportunities and any needs for changes to the information management system.

The organization shall retain documented information as evidence of the results of management reviews.
10 Improvements:

10.1 Nonconformity and corrective action

When nonconformity occurs, the organization shall:

a) react to the nonconformity, and as applicable:
1- take action to control and correct it; and
2- deal with the consequences;
b) Evaluate the need for action to eliminate the causes of nonconformity, in order that it does not recur
or occur elsewhere, by:
1- reviewing the nonconformity;
2- determining the causes of the nonconformity; and
3- determining if similar nonconformities exist, or could potentially occur;
c) implement any action needed,
d) review the effectiveness of any corrective action taken; and

e) Make changes to the information management system, if necessary.
Corrective actions shall be appropriate to the effects of the nonconformities encountered.
The organization shall retain documented information as evidence of:

f) The nature of the nonconformities and any subsequent actions taken, and

g) The results of any corrective action.
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10.2 Continual improvement

The organization shall continually improve the suitability, adequacy and effectiveness of the information

management system.

2.2 Section Two : Organizational Performance :

2.2.1 Introduction :

Management books are full of phrases such as organizational effectiveness, organizational efficiency,
organizational alignment, and numerous others. So when we speak of ‘organizational performance’, what
Is it that we are speaking about? First, we’ll refer to the Oxford dictionary which defines ‘organization’ as
“an organized group of people with a particular purpose”. ‘Performance’ is defined to include “the action
or process of performing a task or function seen in terms of how successfully it is performed”. When these
definitions are put together, we can say organization performance relates to how successfully an organized
group of people with a particular purpose perform a function. Essentially, this is what we are speaking

about when we refer to organizational performance and achievement of successful outcomes.

We now have a definition but what does it really mean? High organizational performance is when all
the parts of an organization work together to achieve great results with results being measured in terms of

the value we deliver to customers. These parts are:

1) Strategic objectives — provide the direction in which everyone within the organization should
head. They provide focus and ensure we are all working towards the same end.

2) Organizational structure — this represents the form in which the organization will deliver its
services. The structure must support the strategy just as the strategy must have regard to the
structure. For instance, an on-line delivery strategy will not be successfully executed unless the
organization has on-line capabilities.

3) Business performance measures — represent the measures by which each area of the organization will
be assessed. There is no single set of measures that may be applied across all organizations. In order to
be relevant and of use to the organization, the measures must be determined in light of the
organization’s goals and the strategies put in place to achieve those goals. It is this measurement
process that will direct behavior more than any other system that may be put in place. Further, the
information must be easily obtainable - in a timely manner. This requires the management information

systems to be developed to collect the right data in an efficient way.
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4) Allocation of resources and processes — relates to the decision making approach that takes place within
the organization. It is how the organization goes about deciding where to apply its scarce resources —
including money, time and effort - in order to achieve its objectives.

5) Values, culture and guiding principles — this part is unique to the organization. If the organization was
human, this would be its DNA. The culture must support the achievement of the strategic objectives in
order to draw out the “best” of people. The values and guiding principles must support the purpose
(remembering from our earlier definition that an organization is an organized group of people with a
particular purpose) for achievement of desired outcomes.

6) Reward structures — must reinforce the culture and direct efforts to support the achievement of strategic
objectives. Reward structures may include various forms — monetary (for example, bonus on
achievement of short term goals), promotion (recognition of having acquired certain skills), celebration
event (recognizing and congratulating team efforts), leave of absence / day off (recognition and ‘thank

you’ for a job well done), and so on.

All these parts are inter-related and a change to one will impact one or more of the others. Similarly, one
poor performing part will potentially negatively impact the others and lead to less than successful
results. So, what is organizational performance? It’s getting all of these parts to work in harmony in order

to achieve great results.

2.3Section Three : Previous Studies

1) Does ISO 27001 implementation satisfy EU GDPR requirements:

European General Data Protection Regulation

ISO 27001 is a framework for information protection. According to GDPR, personal data is critical
information that all organizations need to protect. Of course, there are some EU GDPR requirements that
are not directly covered in 1ISO 27001, such as supporting the rights of personal data subjects: the right to
be informed, the right to have their data deleted, and data portability. But, if the implementation of 1ISO
27001 identifies personal data as an information system asset, most of the EU GDPR requirements will be

covered.

In addition to the adopted technical controls, structured documentation, monitoring, and continuous

improvement, the implementation of ISO 27001 promotes a culture and awareness of management
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incidents in organizations. The employees of these organizations are more aware and have more knowledge
to be able to detect and report security incidents. Information management is not only about technology;

it’s also about people and processes.

The ISO 27001 standard is an excellent framework for compliance with the EU GDPR. If the organization
has already implemented the standard, it is at least halfway toward ensuring the protection of personal data
and minimizing the risk of a leak, from which the financial impact and visibility could be catastrophic for
the organization. The first thing an organization should do is conduct an EU GDPR GAP Analysis to
determine what remains to be done to meet the EU GDPR requirements, and then these requirements can
be easily added through the Information Management System that is already set by 1SO 27001. (Bouca
Carla, 2016)

2) Information management and Organizational:

This study was conducted to analyze the effect of information management activities on organizational
performance. With this in mind and with the aim of resolving transaction stability in the securities
industry, using an organization’s management activities as a tool for carrying out information activities, the
effect of activities on organizational performance was analyzed. Under the assumption that the
effectiveness of information activity scan be bolstered to enhance organizational performance, such effects
were analyzed based on Herzberg’s motivation theory, which is one of the motivation theories that may
influence information protection activities. To measure the actual attributes of the theoretical model, an
empirical survey of the securities industry was conducted. In this explorative study, the proposed model
was verified using partial least squares as a structural equation model consisting of IT service, information

management , information sharing, transaction stability, and organizational performance.
(Korean Securities Industry, 2013)
3) Evaluating the effectiveness of 1SO 27001:2013 based on Annex A:

The part of the management system of an organization dealing with information system is called
Information Management System . The most adopted ISO standard 27001:2005. The 2005 version of the
standard has been updated in 2013 to provide more clarity and more freedom in implementation, based on
practical experiences. This paper compares ISO 27001:2005 and the updated 2013 standard based on
Annex A controls. We classify the controls into five categories of data, hardware, software, people and
network. All of the controls defined in Annex A, regardless of their objectives, can easily be allocated to at

least one of these categories. Classifying the controls to known categories offers an integrated view of the
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updated standard and presents a suitable guide for evaluating the performance and efficiency of the updated

standard.
( Saberi Iman, 2014 )

4) Implementation of Information Management Systems based on the ISO/IEC 27001 Standard

in different cultures:

In this thesis, we investigate the potential relationship between national cultural, political and economic
characteristics regarding the adoption of 1SO 27001, in terms of the average number of certificates issued
(2006{2014). 1SO 27001 is the most adopted international ISMS (Information Management System)
standard, which provides IT governance by protecting sensitive data in a structured way. Although 1SO
27001 is a generic standard for all organizations and countries, some countries have yet to adopt 1SO 27001
extensively. The relationship between culture (mind-set and behavior) and the adoption of an ISMS
standard such as 1SO 27001 has not been investigated yet. Based on our qualitative analysis, we observe a
relationship between national cultural characteristics of a country and the number of issued 1SO 27001
certificates. In our quantitative analysis, we separate countries into two groups based on the average
number of the total 1ISO 27001 certificates that were issued worldwide (2006{2014). A common
comparison approach may not be helpful for investigating the relationship between the adoption of ISO
27001 and the national cultural, political and economic characteristics of several countries from different
continents. For countries with more than the average number of the ISO 27001 certificates issued
worldwide (2006{2014), we observe a relationship between the regulation density (regulation of credit,
labor, and business), GDP (Gross Domestic Product; a monetary measure of a country's economy and
economic performance that equalizes the purchasing power of different currencies divided by population),
and the average degree of comfortableness with uncertainty of people in a country on one side, and the
adoption of ISO 27001 on the other side. For countries with less than the average number of the ISO 27001
certificates issued worldwide (2006{2014), we observe a relationship between the average degree of
individualism of people in a country, the GDP, and the relation to authority and the expected level of
hierarchical order of people in a country on one side, and the adoption of 1SO 27001 on the other side. The

correlation does not imply causality in this thesis.( Shojaie Bahareh , 2018 )

5) 1S027001:2013 one year on — What has changed? Part two:

Certainly for most organizations that already had an established corporate risk regime, the requirement for
a detailed asset-based information risk assessment was not compatible and there would be little or no

appetite to work through a much more resource intensive methodology purely for a single discipline such
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as information system . Similarly, for those organizations that had not been convinced of the need for a
corporate risk management process, any case for a resource intensive asset-based method was likely to fail
from the outset unless there was a truly impelling case for certification, and then it would be a case of
identifying the least amount of work required to scrape the certification bar.

The 2013 requirements are much less prescriptive and thus lend themselves to integration with a corporate
regime much more easily. Meeting these requirements can also be much less resource-demanding than
satisfying the 2005 criteria for those adopting an information management risk method as their first foray
into risk management. Using this flexibility to align the ‘2013-compliant’ risk method with the wider
corporate risk assessment enables the organization to keep information management risks — and the
resources required to deliver it — in perspective when compared to other business disciplines. Yes, there
are certain schemes that require an asset-based approach and personally I still see it as the gold standard for
information management risk assessments, but the flexibility offered in ISO 27001:2013 means that a
blended mix of an alternative, corporate-savvy approach together with an asset-based method targeted to

certain systems and activities is acceptable.

(Watkins Steve , 2014)
6) Analysis of ISO 27001:2013 Controls Effectiveness for Cloud Computing:

Cloud Computing provides a scalable, high availability and low cost services over the Internet. The advent
of newer technologies introduces new risks and threats as well. Although the cloud has a very advanced
structures and expansion of services, but security and privacy concerns have been creating obstacles for the
enterprise to entirely shift to the cloud. Therefore, both service providers and clients should build an
information management system and trust relationship with each other. In this research paper, we analyzed
most widely used international and industry standard (ISO/IEC 27001:2013) for information management
to know its effectiveness for Cloud Organizations, each control importance factor for on-premises, laaS,
PaaS and SaaS, and identify the most suitable controls for the development of SLA based Information
management Metrics for each Cloud Service Model. We generically evaluated ibid standards control
objectives without considering Cloud organization size, nature of work, enterprise size. To know
effectiveness, relevance to Cloud Computing, factor of standard control objectives for the in-house or in a
public cloud, we defined a quantitative metric. We come to the conclusion that 1ISO / IEC 27001:2013
compliance improves service providers and customer’s information management system and build a trust
relationship but not fulfill all requirements and cover all relevant issues.(Conference at Roma ICISSP,
2016)
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7) Role of standards 27001-2013 :

Risk management in international standards ISO/IEC 27000 series update Information management

requirements:

Information management requirements It is essential that an organization identifies its management

requirements. There are three main sources of system requirements:

a) Assessing risks to the organization, taking into account the organization’s overall business strategy
and objectives. Through a risk assessment, threats to assets are identified, vulnerability to and
likelihood of occurrence is evaluated and potential impact is estimated,

b) legal, statutory, regulatory and contractual requirements that an organization, its trading partners,

contractors and service providers have to satisfy, and their socio-cultural environment;

set of principles, objectives and business requirements for information handling, processing, storing,
communicating and archiving that an organization has developed to support its operations. It is essential

that an organization identifies its security requirements.
(Naganuma Miho, 2017)
8) Investigating Roles of Information management Strategy:
A fundamental understanding of the complexities comprising an information management
Strategy IMS in an organization is lacking. Most IMS implementations in government

Organizations equate anti-virus or installing a firewall to that of an IMS. While use of hardware and
software forms a good defense; neither comprises the essence of an IMS. The IMS best integrates with
business and information system strategies from the start, forming and shaping the direction of overall
strategy synergistically within large government organizations. The researcher used grounded theory and
investigated what a large government organization’s choices was with the differing roles an information
management professional (IMP) chooses to operate with and to develop an information management
program. Analysis of the data collected from interviewing 32 chief information management officers
(CISOs) revealed how CISOs viewed their programs, aligned their goals in the organization, and selected

role(s) to execute strategy.

Use of grounded theory coding practices of the interviews showed a deficit in complexities of an IMS and a
lack of an IMS in the majority of organizations. The participants came from multiple organizations in the

National Capital Region on the east coast of the United States. This study advances the body of knowledge
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in a qualitative understanding of actions taken by CISOs to select a direction towards IMS implementation,
role selection, and development of information management programs. It provides a theory for further

testing of strategy development and role maturity.(Nova Southeastern University,2015)
9) (James Louise, 2012)

We advanced a contract-based argument to understand how firms can efficiently relate to external actors.
Stakeholder contracting helps firms overcome market failures and information disclosure problems. It is
the stakeholder conjoint effect that matters, and developing the right combination of stakeholder contracts

can be a source of sustainable competitive advantage among domestic firms in emerging economies.

We learn from our Brazilian data that firm contracts with at least both government and community showed
a positive impact on firm performance. Powerful external factors, such as the government, may provide
protection and privileged information. Along with investments in community contracts, firms may benefit
from superior access to both public and private financing, a crucial variable for firm performance in hostile

emerging market environments.

Our study also informs managerial practice. Managers should consider that any decision of investing in
stakeholder relationships need to take into account how different combinations of ‘firm stakeholder
contracts’ impact firm performance. Strategy research would benefit from focusing on resource acquisition
issues and how stakeholders can serve as valuable suppliers. We hope future research may benefit from
these insights in search for a better understanding of the strategy phenomena and firm performance in

emerging economies.
10) ( Thomason Marcus and Wallin Johanna , 2013 )

According to Sorgvist (2001) there is a correlation between quality and profitability where high quality
results in better profitability<by increasing the product quality in a company, the revenue can
increase due to that a higher price can be charged for the products (Sorgvist , 2001). Further, thecosts will
decrease through reduction  of waste in the production, the re-work and scrap is reduced since the
products are  flawless directly (Ehresman, 1997). Or, as stated by Deming (2000), the product is
produced correctly the first time. Moreover, the capital tied up in assets decrease not only because
of less need ofbuffers between work centers and spare parts, but also through higher utilization of
facilities due to less re-work and decreased need of control (S6rgvist, 2001). Bergman and Klefsjo
(2010) also emphasizes that decreased capital tied up in assets result in increased profitability, but
further sees two other positive outcomes; larger profit margins for the company and increased
market shares and thereby the profitability in a long-term perspective (Sumanth& Arora,1992).

Feigenbaum (1991) adds the positive cash flow as aconsequence of improved quality for the ~ company,
while Harrington (1987) discusses the relationship between quality and profitability, emphasizing
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that in order to increase a profit of a company it is better to improve the quality than increasing the
sales. The reason is  that increased sales require more resources such as more  equipment, more
materials, more floor space and more support employees, which detracts from the earned money. Instead,
savings through quality improvements are often directly connected with increased profit creating
possibility to continue investing in improved quality and better products (Harrington, 1987).
Further, Merino (1988) states that improved quality results in better communication in the organization
together with improved communication with its customer. Juran was in year 1951 the first to discuss
costs associated with poor quality and how it affects the company, while Feigenbaum five years later was
the first to classify these costs into categories (Tsai, 1998). Over the years, many different expressions have
been used such as poor-quality cost and quality costs, but as explained by Bergman and Klefsjo
(2010) these are not good terms giving the impression that high quality costs, while it in fact is lack of
poor quality that costs. Bergman and Klefsjo (2010) therefore advice to use the term Cost of Poor
Quality(CoPQ) that will be used throughout this master thesis as a generic name for all costs
associated with poor quality. Sorqvist (2001, p31) defines CoPQ as “the total losses caused by the products
and  processes of a company not being perfect”. Harrington (1987, p 5) on the other hand defines
CoPQ as “all the cost incurred to help the employee do the job right every time and cost of
determining if the output is acceptable, plus any cost incurred by the company and the customer because
the  output did not meet specifications and/or customer expectations”.
Failure costs are costs connected to the consequence of failure of meeting the requirement in the company
and with the  customer. The failure costs are divided into internal failure costs and external failure costs
(Campanella, 1990). The internal and external failure costs are similar but differ in terms of that
the internal failure costs include poor quality inside the company while the external failure costs include
poor quality outside  the company (Gryna,1999). Further, the internal failure cost will only affect the
company’s organization while external failure costs cause problems for the customer in terms of
inadequate products or services (Harrington, 1987).
Explained by Hwangand Aspinwall (1996) the PAF-model can further be divided into a macro and micro
model. The macro model is based on the external customer and supplier relationship of an organization
(Hwang & Aspinwall, 1996), while the micro model focuses on the internal customer and supplier within a
department  or process. The micro model is similar to the macro model with the distinction that the
whole organization is broken down in departments and section previous application (Winchell & Bolton,
1987).

Furthermore, the classification of CoPQ by Juranand De Feo (2010) is based onthe PAF-model but

with an important difference; the prevention and appraisal costs are  excluded and appraisal and
inspection costs are added, see figure 3.5.

35



The appraisal and inspection costs refer to what Feigenbaum (1991) classified as appraisal costs,
since inspection costs are included in the category. Further, Juran and De Feo (2010) exclude
prevention costs in the classification but do not further elaborate on why. However, Sorqvist(2001)
excludes the prevention costs since these costs are not considered to be a cost due too poor quality but an
investment for good quality.
Figure 3.5 - The classification of Co PQ according to Juran and De Feo (2010) Gryna (1999)  expands
the original view of internal and external failure costs by dividing the internal failure costs into
internal failure to meet customer requirements and costs of inefficient processes, whereas the
external failure costs are divided into external failure to meet customer  requirements and
lost CoPQ Appraisal and inspection costs Internal failure costs External failure costs 20 opportunity
costs. However, it is not clarified why internal and external failure costs are divided into
subcategories, see figure 3.6.

CoPQ
Prevention Appraisal Internal failure External failure
Costs Costs Costs Costs
Customer Inefficient Customer Lost
Requirements Processes Requiremen Opportunity

Figure (3.6) the classification of Co PQ according to Gryna (1999)

The similarities and differences between previous and current studies:

The previous study shows the paucity or scarcity of local studies related to the role of the information
management system in the development of the performance of the institution , the researcher found through
the search for previous studies that the researchers focused on the implementation of the standard 1SO
27001:2013 that’s talking about the information management system, but there is still a gap between

implementation of the standard and the development of institutional performance .

The current study discussed the dimensions of the information management system through the application
of the standard and its direct impact on the progress or deterioration of companies, so when managed
effectively, it allows companies to work with the confidence of stakeholders and customers in that their

data is well protected, The enterprise further growth and renewal and expand customer base.
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From previous studies, some important points can be noted about the information management

system and should be taken into account such as:

1. All previous studies are consistent with the application of the standard 1SO 27001:2013 but not
effectively. Evidence of this is that there is no significant improvement in performance, which helps to
continuously improve institutions in terms of risk perception before they occur.

2. The researcher found that the application of the standard in some previous studies did not lead to
increasing the institutional profitability of the stakeholders, which leads to the failure to comply with their
requirements and get their satisfaction.

3. Previous studies have differed in their ability to avoid financial losses and reduce waste time in
spite of their application to the information security management system. This may be due to the different
environment and field of previous studies.

4. Based on the above, we note that the previous studies differed in addressing their topics at the Arab
and foreign levels, and we find that this study is complementary to those studies in terms of clarifying the
positive relationship between the application of the information management system and its ability to
develop the performance of the institution and increase the institutional awareness of all employees on
different Administrative and executive levels of the importance of the role of information management

and what are the negative consequences of not complying with this.
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Chapter Three

Case Study and Analyses

3.1Section one: Case study

3.1.1 ZAIN Sudan Telecommunications (HQ)

Kuwait City, 15 January 2008. ZAIN Group, the leading mobile telecoms operator across the Middle
East and Africa with operations in 22 countries, has announced that they have signed a 3-year ‘framework’
agreement with DNV (Det Norske Veritas) that will help ensure that Zain’s operations in the Middle East
and sub-Saharan Africa are fully compliant with the rigorous international 1SO standards.

Haitham Al Khaled, Zain’s Chief Strategy Officer commented: “ZAIN Group vision is to be a global top
ten mobile telecommunications operator by 2011. To be a global leader we have to operate to the highest
possible international standards and this agreement sets a global benchmark for our core business
processes. Our customers will also benefit from high integrity systems and processes where their financial
data is secured to the highest international standards.”

He further added “Excellence in all of our operations and functions is fundamental because it not only
means that our customers enjoy an unparalleled experience but it also ensures that we will be operating at
optimum levels across the entire group of companies. We are delighted to be working with one of the
leading accreditation bodies in this field and | am sure that DNV will add immense value to our operations
and the service experience of our customers.”

ZAIN assessed six world-leading organizations as candidates for the task of helping ensure that their
processes and procedures for the 22 ZAIN operations in the Middle East and Africa would effectively gain
certification across all critical business areas and functions. There are four certifications that all ZAIN
operators will seek to achieve;

ISO 9001 Quality with TL9000 Telecommunications Leadership

ISO 14001 Environmental Management System

ISO 27001 Information Security Management System

BS 25999 Business Continuity Management

At a signing ceremony held in Kuwait City, representatives from ZAIN and DNV formalized the

framework agreement that will prepare ZAIN for 1SO certification at each operation.



ZAIN operations in several countries are already ISO certified in a number of areas, but this agreement
with DNV provides for a common approach to process and standards assessment, giving high level
management visibility across all ZAIN operations in the Middle East and those Group companies in Africa
which currently operate under the Celtel brand.

New ZAIN operations such as that in Saudi Arabia which will commence operations this year are already
being structured with the certification requirements at the core of the business model and the role of DNV
is to ensure compliance with the exacting and stringent requirements of the 1ISO and Telco Industry

recognized standards.

Signing the agreement on behalf of DNV Mr. Torger Baardseth, VP and Middle East Regional Manager
said: “This is an important agreement for DNV as ICT and Telecom is one of our main focus arcas. DNV
will, through this agreement, help ZAIN demonstrate sustainable performance. We look forward to
working with ZAIN, a dynamic and fast growing organization, to guarantee quality, success and safety

each step of the way”.

3.1.2 About ZAIN Sudan:

The country’s leading operator was established in 1997 and today serves 12.5 million customers as of 30
December 2016, reflecting a market share of 46%. Possessing the country’s most advanced voice and data
network, the operator’s network extends to an impressive 90% of the population through a total number of
2,465 network sites. Through constant development of the telecommunications infrastructure and proactive
marketing initiatives, ZAIN remains committed to offering customers in Sudan the most dynamic products
and services. The foundation of ZAIN Sudan’s achievements lies in the company’s ability to inspire its
employees to deliver the best and most imaginative services at every level. With an energetic and inspired
predominantly Sudan workforce, the company is committed to employing high caliber people as well as
nurturing the finest Sudan talent. With a strong human resources and training program that develops and
nurtures leaders in the workplace, the company has consistently opened new doors for its dedicated staff.

For more on ZAIN Sudan please visit (www.sd.zain.com)

What you will be Accountable to the Technology Risk and Quality team leader Responsible for Apply
risks, quality, security standards, processes and procedures and monitor adherence to standards across

technology functions in coordination with ZAIN Group and ZAIN Sudan teams.

How you will be required to have:
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3.1.3 Technology Risk, Quality & Security:

Implementation and automation of technology related risk mitigation policies, procedures and
processes (incl. Business Continuity & Disaster Recovery), in alignment with corporate risk policies
and procedures

Handle Audit operations to ensure risk framework is applied, correctly and comprehensively
Awareness for risk mitigation policies, procedures and processes

Implementation and automation of quality related standards, policies, procedures and processes (e.g.
health checks), in alignment with corporate quality functions, according to Group guidelines and best
practices (e.g. e TOM, ITIL, etc.)

Act as the custodian for developed technology quality standards and processes, maintain and improve
them

Audit technology activities so that all relevant procedural/legislative requirements are fulfilled
Develop templates for tech domains to report on compliance to Quality standards

Sign off quality check reports

Apply information technology management related standards, policies, procedures and processes, in
alignment with other corporate security functions (e.g. IT security monitoring procedures, 1SO 27001,
e TOM)

Responsible of Evaluating RFPs to ensure system requirements are met by vendors

Audit tech developments projects and operations and ensure compliance with system standards from
design to testing Develop templates for technology domains to report on compliance to standards and

sign off on system check reports

3.1.4 Knowledge Management (KM):

1)
2)

3)

4)

Develop policies and guidelines for knowledge management

Support technology teams’ knowledge base section by enabling collection, structuring, sharing, and
maintaining know-how, expertise and best practices.

Define the information / knowledge hierarchy and collect knowledge requirements from different
technology domains.

Apply KM solution, identifying requirements for its development and align directly with Enterprise

Enabling Applications Development.
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5) Create awareness and drive adoption of KM in the technology department (e.g. with incentive
structures, inclusion on performance appraisals, or gamification).

6) Support technology Risk and quality team leader on the implementation of strategic vision for the
Department.

7) Ensure compliance with all applicable policies & regulatory requirements on Information

management .

3.2 Section two: Research Methodology

3.2.1 Introduction:

This chapter extends the theoretical perspective of the three research constructs presented in chapter two,
encompassed resource based perspective, and Information management system with organization
devolving, competitive advantage relationship is discussed. The conceptual model and the hypothesis
concerning the relationships among the constructs are presented. Also describes the methods and
procedures used to collect and analyze data include the study design, population, sample size and sampling

procedures, data collection and procedures for analysis and presentation.
3.2.2 Population of study

The population was all project teams which consist of Zain company ; (14 Managers , and 28 employees ),

the number of target population was 42. Sample size calculations were carried out using following formula:

Cranach’s alpha method: -

Where reliability was calculated using Cranach’s alpha equation shown below:

» 1 — Total variations questions

T - n
Reliability coefficient =— —
N-1 variation college grades

1 — Total variations questions

Validity = \/ﬁ*

variation college grades

Cranach alpha coefficient = (0.87), a reliability coefficient is high and it indicates the stability of the scale and the
validity of the study

Validity coefficient is the square of the islands so reliability coefficient is (0.93), and this shows that there is a high
sincerity of the scale and that the benefit of the study.

41



3.2.3 Sample of study

Approval of the research sample organization was initiated after a meeting with Project Manager. At the
meeting we presented our research topic and its purpose and the Project Manager gave feedback and ideas
for what they would be interested in finding out through our thesis, his approval was subjected to precede

all information as highly confidential and company name must be hidden for published information.

3.2.4 Data collection

To ensure that meaningful data was collected and analyzed, a mixed methodology involving both
quantitative and qualitative methods was adapted to this study. As noted from the research approach,
aforesaid methods will be used for collection and analyzes the study data. For the phase of initial
quantitative instrument, a survey methodology with survey tool of Questionnaire was regarded as
appropriate to answer the “What?” , while ISMS assessment Checklist was used to assess the major
gaps for the ISMS implementation using certain indicators. The indicator status of the organization

was described by compare it to the standard.
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Chapter Four

Data analysis and discussion

4.1 Section one: Data analysis:

4.1.1 Introduction:
In this chapter we show the data analysis for Questionnaires of Managers and employees and discussion of
results.

4.1.2 Data analysis for managers

The first topic Field study procedures

This course deals with the field study procedures under the following sections
First: population and sample of the study
Table (4.1) illustrates the frequency and percentage for Number of age

Value Frequencies Percentage
Less than 30 2 14.3%
3040 9 64.3%
41 -50 2 14.3%
51 -60 1 7.1%
More than 60 0 0.0%
Total 14 100.0%

Source: IPM SPSS 24 package

Figure (4.1) illustrates the frequency and percentage for Number of age
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Table (4.1) illustrates the views of the distribution of the age sample by less than 30 years by (%14.3) and
30-40 years by (%64.3) and 41-50 years by (%14.3) and 51 — 60 by (%7.1) and More than 60 by (%0.0).



Table (4.2) illustrates the frequency and percentage for the Qualification

Qualification Frequencies Percentage
Diploma 0 0.0%
Bachelor 8 57.1%
Higher diploma 0 0.0%
Master 6 42.9%
PHD 0 0.0%
Other 0 0.0%
Total 14 100.0 %

Source: IPM SPSS 24 package

Figure (4.2) illustrates the frequency and percentage for the Qualification
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Table (4.2) illustrates the views of the distribution of the Qualification Diploma by (%0.0) and Bachelor by
(%57.1) and higher diploma by (%0.0) and Master by (%42.9) and PhD by (%0.0) and other by (%0.0).
Table (4.3) illustrates the frequency and percentage for the How long have you had your current position

work Frequencies Percentage
Less than 5 years 5 35.7%
5-10 3 21.4%
11-15 6 42.9%
16 - 20 0 0.0%
21 -25 0 0.0%
More than 25 0 0.0%
Total 14 100.0%

Source: IPM SPSS 24 package
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Figure (4.3) illustrates the frequency and percentage for the How long have you had your current
position
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Table (4.3) illustrates the views of the distribution of the How long have you had your current position
Less than 5 years by (%35.7) and 5-10 by (%21.4) and 11-15 by (%42.9) and 16-20 by (%0.0) and 21-25
by (%60.0) and More than 25 by (%0.0).

Table (4.4) illustrates the frequency and percentage for what is your position?

Value Frequencies Percentage
Director of the Department 6 42.9%
Head of the Department 4 28.6%
Engineer 1 7.1%
Technical 3 21.4%
Other 0 0.0%
Total 14 100.0%

Source: IPM SPSS 24 package
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Figure (4.4) illustrates the frequency and percentage for what is your position?
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Table (4.4) illustrates the views of the distribution of what is your position Director of the Department by
(%42.9) and Head of the Department by (%28.6) and Engineer by (%7.1) and Technical by (%21.4) and

other by (%0.0).

Table (4.5) illustrates the frequency and percentage for the Scientific Specialization

Value Frequencies Percentage
Telecommunication Engineering 5 35.7%
Computer Engineering 1 7.1%
Computer Science 2 14.3%
Information Technology 1 7.1%
Other 5 35.7%
Total 14 100.0%

Source: IPM SPSS 24 package

Figure (4.5) illustrates the frequency and percentage for the Scientific Specialization

5.70% 35.70%

Source: excel 2016
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Table (4.5) illustrates the views of the distribution of the Scientific Specialization Telecommunication
Engineering by (%35.7) and Computer Engineering by (%7.1) and Computer Science by (%14.3) and
Information Technology by (%7.1) and other by (%35.7).

Table (4.6) illustrates the frequency and percentage for the How long have you worked in this
organization?

work Frequencies Percentage
Less than 5 years 7 50.0%
5-10 1 7.1%
11-15 5 35.7%
16 - 20 1 7.1%
21 - 25 0 %0.0
More than 25 0 %0.0
Total 14 100.0%

Source: IPM SPSS 24 package

Figure (4.6) illustrates the frequency and percentage for the How long have you worked in this
organization?
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Table (4.6) illustrates the views of the distribution of the How long have you worked in this organization
Less than 5 years by (%50.0) and 5-10 by (%7.1) and 11-15 by (%35.7) and 16-20 by (%7.1) and 21-25 by
(%0.0) and More than 25 by (%0.0).
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Second: reliability and validity

Cranach’s alpha method: -
Where reliability was calculated using Cranach’s alpha equation shown below:

1 — Total variations questions

Reliability coefficient :ﬁ *

variation college grades

1 — Total variations questions

variation college grades

T n
Validity = \/E *
Cranach alpha coefficient = (0.87), a reliability coefficient is high and it indicates the stability of the scale

and the validity of the study

Validity coefficient is the square of the islands so reliability coefficient is (0.93), and this shows that there
is a high sincerity of the scale and that the benefit of the study.

(4.7) Cranach’s alpha method

No | Value reliability Validity
1 The organization’s leadership commitment to the ISO 0.91 0.95
27001:2013 demonstrated by ' '
2 Roles, responsibilities and authorities 0.92 0.96
3 Access control 0.89 0.94
4 General Questions 0.90 0.95
5 Supplier relationship 0.91 0.95
6 Complains 0.91 0.95
7 Management responsibilities to employment 0.92 0.96
8 Human resources management 0.93 0.96
9 ISO resources , competence Awareness and communication 0.89 0.94
10 | Risks and opportunities of ISMS implementation ,
: : . 0.91 0.95
assessment and treatment of information risk management
Total 0.91 0.95

Source: IPM SPSS 24 package
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The second subject View and analyze data

Table (4.8) illustrates the frequency and percentage for the organization’s leadership commitment to
the 1ISO 27001:2013 demonstrated b

No | Items Yes No Other
1 Do Information Security policy exist 14 0 0
100.0 0.0 0.0
2 - 14 0 0
Are all policies approved by management 100.0 0.0 0.0
3 Are policies properly communicated to employees 13 1 0
92.9 7.1 0.0
4 Is there establishing the information policy and 14 0 0
objectives, in consideration of the strategic direction
of the organization, and in promotion of continual 100.0 0.0 0.0
improvement
5 Have measurable I1ISO objectives and targets been 12 2 0

established, documented and communicated
throughout the organization 857 14.3 0.0
6 Ensuring resources are available for the 1SO , and 14 0 0
directing and supporting individuals, including

. . . 100.0 0.0 0.0
management, who contribute to its effectiveness
7 Communicating the importance of effective 13 1 0
information management and conformance to 1SO

requirements 92.9 71 0.0

8 Are security policies subject to review 14 0 0
100.0 0.0 0.0

9 Are the reviews conducted at regular intervals 13 1 0
92.9 7.1 0.0

Source: IPM SPSS 24 package

From the above table result shows:

Do Information management policy exist by the (14) by (%100.0) answered yes< and(0) by (%0.0)
answered no, and (0) by (%0.0) answered other.

Are all policies approved by management by the (14) by (%100.0) answered yes¢< and(0) by (%0.0)
answered no, and (0) by (%0.0) answered other

Are policies properly communicated to employees by the (13) by (%92.9) answered yes« and (1) by (%7.1)
answered no, and (0) by (%0.0) answered other

Is there Establishing the information management policy and objectives, in consideration of the strategic
direction of the organization, and in promotion of continual improvement by the (14) by (%100.0)
answered yes« and (0) by (%0.0) answered no, and (0) by (%0.0) answered other

Have measurable 1SO objectives and targets been established, documented and communicated throughout
the organization by the (12) by (%85.7) answered yes« and (2) by (%14.3) answered no, and (0) by (%0.0)
answered other
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Ensuring resources are available for the ISO , and directing and supporting individuals, including
management, who contribute to its effectiveness by the (14) by (%100.0) answered yes« and (0) by (%0.0)
answered no, and (0) by (%0.0) answered other.

Communicating the importance of effective information management and conformance to ISMS
requirements by the (13) by (%92.9) answered yes¢ and (1) by (%7.1) answered no, and (0) by (%0.0)
answered other.

Are management policies subject to review by the (14) by (%100.0) answered yes¢ and (0) by (%0.0)
answered no, and (0) by (%0.0) answered other.

Are the reviews conducted at regular intervals by the (13) by (%92.9) answered yes« and (1) by (%7.1)
answered no, and (0) by (%0.0) answered other.

Table (4.9) illustrates chi-square teat results for the organization’s leadership commitment to the
ISO standard demonstrated b

No Phrases Chi- df Sig. Median | Interpretati
square on
value

1 Do Information Security policy exist 10.28 1 0.000 3.00 Yes

2 Avre all policies approved by management 7.14 1 0.000 3.00 Yes

3 Are policies properly communicated to
10.28 1 0.000 3.00 Yes

employees

4 Is there Establishing the information

management policy and objectives, in
consideration of the strategic direction of | 10.28 1 0.000 3.00 Yes

the organization, and in promotion of
continual improvement

5 Have measurable ISO objectives and
targets been established, documented and 7.14 1 0.000 3.00 Yes
communicated throughout the organization

6 Ensuring resources are available for the
ISO standard , and directing and supporting
individuals, including management, who
contribute to its effectiveness

13.00 2 0.000 3.00 Yes

7 Communicating the importance of effective
information management and conformance | 10.28 1 0.000 3.00 Yes
to ISO requirements

8 Are system policies subject to review 10.28 1 0.000 3.00 Yes

9 Are the reviews conducted at regular

) 17.28 2 0.000 3.00 Yes
intervals

Source: IPM SPSS 24 package
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The results of table (4.9) Interpreted as follows:

1.

10.

The value of chi — square calculated to signify the differences between the Do Information
management policy exist was (10.28) with P-value (0.000) which is lower than the level of
significant value (5%) These refer to the existence of differences statistically.

The value of chi — square calculated to signify the differences between the Are all policies approved
by management was (7.14) with P-value (0.000) which is lower than the level of significant value
(5%) These refer to the existence of differences statistically.

The value of chi — square calculated to signify the differences between the Are policies properly
communicated to employees was (10.28) with P-value (0.000) which is lower than the level of
significant value (5%) These refer to the existence of differences statistically.

The value of chi — square calculated to signify the differences between the Is there Establishing the
information management policy and objectives, in consideration of the strategic direction of the
organization, and in promotion of continual improvement was (10.28) with P-value (0.000) which is
lower than the level of significant value (5%) These refer to the existence of differences
statistically.

The value of chi — square calculated to signify the differences between the Have measurable ISO
standard objectives and targets been established, documented and communicated throughout the
organization was (7.14) with P-value (0.000) which is lower than the level of significant value (5%)
These refer to the existence of differences statistically.

The value of chi — square calculated to signify the differences between the Ensuring resources are
available for the 1SO , and directing and supporting individuals, including management, who
contribute to its effectiveness was (13.00) with P-value (0.000) which is lower than the level of
significant value (5%) These refer to the existence of differences statistically.

The value of chi — square calculated to signify the differences between the Communicating the
importance of effective information management and conformance to ISO requirements was
(10.28) with P-value (0.000) which is lower than the level of significant value (5%) These refer to
the existence of differences statistically.

The value of chi — square calculated to signify the differences between the Are System policies
subject to review was (10.28) with P-value (0.000) which is lower than the level of significant value
(5%) These refer to the existence of differences statistically.

The value of chi — square calculated to signify the differences between the Are the reviews
conducted at regular intervals was (17.28) with P-value (0.000) which is lower than the level of

significant value (5%) These refer to the existence of differences statistically.
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Table (4.10) illustrates the frequency and percentage for Roles, responsibilities and authorities

No | Items Yes No Other

1 Are the roles within the ISO standard clearly 12 2 0
defined and communicated 85.7 14.3 0.0

2 Are the responsibilities and authorities for 11 2 1
conformance a_nd reporting on ISO standard 78.6 143 71
performance assigned

Source: IPM SPSS 24 package

From the above table result shows:

Are the roles within the ISO standard clearly defined and by the (12) by (%85.7) answered yes« and (2) by
(%14.3) answered no, and (0) by (%0.0) answered other.

Are the responsibilities and authorities for conformance and reporting on 1SO standard performance
assigned by the (11) by (%78.6) answered yes< and (2) by (%14.3) answered no, and (1) by (%7.1)
answered other.

Table (4.11) illustrates chi-square teat results for Roles, responsibilities and authorities

No Phrases Chi- df Sig. Median | Interpretati
square on
value

1 Are the roles within the ISO standard

clearly defined and communicated 714 1 0.000 3.00 Yes
2 Are the responsibilities and authorities for
conformance and reporting on ISO | 13.00 2 0.000 3.00 Yes

standard performance assigned

Source: IPM SPSS 24 package
The results of table (4.11) Interpreted as follows:

1. The value of chi — square calculated to signify the differences between the Are the roles within the
ISMS clearly defined and communicated was (7.14) with P-value (0.000) which is lower than the
level of significant value (5%) These refer to the existence of differences statistically.

2. The value of chi — square calculated to signify the differences between the Are the responsibilities
and authorities for conformance and reporting on 1SO standard performance assigned was (13.00)
with P-value (0.000) which is lower than the level of significant value (5%) These refer to the

existence of differences statistically.
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Table (4.12) illustrates the frequency and percentage for Access control

No | Items Yes No Other
1 Is there a documented access control policy 13 1 0
92.9 7.1 0.0
2 Is there a formal user access registration process in 14 0 0
place 100.0 0.0 0.0
3 Is there a formal management process in place to 13 1 0
control allocation of secret authentication
Information 929 71 0.0
4 Is media in transport protected against un authorized 12 1 1
access, misuse or corruption 85.7 7.1 7.1
5 Are complex passwords required 13 1 0
92.9 7.1 0.0

Source: IPM SPSS 24 package

From the above table result shows:

Is there a documented access control policy by the (13) by (%92.9) answered yes¢ and(1) by (%7.1)

answered no, and (0) by (%0.0) answered other

Is there a formal user access registration process in place by the (14) by (%100.0) answered yes« and (0) by

(%0.0) answered no, and (0) by (%0.0) answered other.

Is there a formal management process in place to control allocation of secret authentication Information by

the (13) by (%92.9) answered yes« and (1) by (%7.1) answered no, and (0) by (%0.0) answered other.

Is media in transport protected against un authorized access, misuse or corruption by the (13) by (%92.9)
answered yes« and (1) by (%7.1) answered no, and (0) by (%0.0) answered other.

Are complex passwords required by the (13) by (92.9%) answered yes« and (1) by (7.1%) answered no, and

(0) by (0.0%) answered other.

Table (4.13) illustrates chi-square teat results for Access control

No Phrases Chi- df Sig. Median | Interpretati
square on
value

1 pl(s)li é;\/ere a documented access control 10.28 1 0.000 3.00 Yes

2 Is there a formal user access registration

process in place 1.00 1 0.000 3.00 Yes
3 Is there a formal management process in

place to control allocation of secret| 10.28 1 0.000 3.00 Yes

authentication Information

4 Is media in transport protected against un

authorized access, misuse or corruption 17.28 2 0.000 3.00 es
5 Are complex passwords required 10.28 1 0.000 3.00 Yes

Source: IPM SPSS 24 package
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The results of table (4.13) Interpreted as follows:

1.

The value of chi — square calculated to signify the differences between the Is there a documented
access control policy was (10.28) with P-value (0.000) which is lower than the level of significant
value (5%) These refer to the existence of differences statistically.

The value of chi — square calculated to signify the differences between the Is there a formal user
access registration process in place was (1.00) with P-value (0.000) which is lower than the level of
significant value (5%) These refer to the existence of differences statistically.

The value of chi — square calculated to signify the differences between the Is there a formal
management process in place to control allocation of secret authentication Information was (10.28)
with P-value (0.000) which is lower than the level of significant value (5%) These refer to the
existence of differences statistically.

The value of chi — square calculated to signify the differences between the Is media in transport
protected against un authorized access, misuse or corruption was (17.28) with P-value (0.000)
which is lower than the level of significant value (5%) These refer to the existence of differences
statistically.

The value of chi — square calculated to signify the differences between the Are complex passwords
required was (10.28) with P-value (0.000) which is lower than the level of significant value (5%)

These refer to the existence of differences statistically.

Table (4.14) illustrates the frequency and percentage for General Questions

No | Items Yes No Other
1 Have the internal and external issues that are relevant 10 1 3
to the ISO standard , and that impact on the
achievement of its expected outcome of the 71.4 7.1 21.4
organization, and been determined
2 Has the organization determined the interested parties 12 2 0
that are relevant to the 1SO standard 85.7 14.3 0.0
3 Have the requirements of these interested parties been 12 2 0
determined, including legal, regulatory and contractual
requirements 85.7 14.3 0.0
4 Is there a procedure documenting when, and by whom, 11 1 2
contact with relevant authorities (laws enforcement
etc.) will be made 786 71 14.3
5 Is there a process which details how and when contact 11 1 2
Is required 78.6 7.1 14.3
6 Do all projects go through some form of information 9 1 4
management assessment 64.3 7.1 28.6

Source: IPM SPSS 24 package
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From the above table result shows:

Have the internal and external issues that are relevant to the ISO standard , and that impact on the
achievement of its expected outcome of the organization, and been determined by the (10) by (%71.4)
answered yes« and (1) by (%7.1) answered no, and (3) by (%21.4) answered other.

Has the organization determined the interested parties that are relevant to the 1SO standard by the (12) by
(%85.7) answered yes« and (2) by (%14.3) answered no, and (0) by (%0.0) answered other.

Have the requirements of these interested parties been determined, including legal, regulatory and
contractual requirements by the (12) by (%85.7) answered yes« and (2) by (%14.3) answered no, and (0) by
(0.0%) answered other.

Is there a procedure documenting when, and by whom, contact with relevant authorities (laws enforcement
etc.) will be made by the (11) by (%78.6) answered yes«< and(1) by (%7.1) answered no, and (2) by (%14.3)
answered other.

Is there a process which details how and when contact is required by the (11) by (%78.6) answered yes«
and(1) by (%7.1) answered no, and (2) by (%14.3) answered other.

Do all projects go through some form of information management assessment by the (9) by (%64.3)
answered yes« and(1) by (%7.1) answered no, and (4) by (%28.6) answered other.

Table (4.15) illustrates chi-square teat results for General Questions

No Phrases Chi- df Sig. Median | Interpretati
square on
value

Have the internal and external issues that are
relevant to the ISO standard , and that impact
on the achievement of its expected outcome
of the organization, and been determined

9.57 1 0.000 3.00 Yes

Has the organization determined the
interested parties that are relevant to the 1ISO 7.14 1 0.000 3.00 Yes
standard

Have the requirements of these interested
parties been determined, including legal, 7.14 2 0.000 3.00 Yes
regulatory and contractual requirements

Is there a procedure documenting when, and
by whom, contact with relevant authorities 13.00 1 0.000 3.00 Yes
(laws enforcement etc.) will be made

Is there a process which details how and

. : 13.00 1 0.000 3.00 Yes
when contact is required

Do all projects go through some form of
. . 7.00 1 0.000 3.00 Yes
information management assessment

Source: IPM SPSS 24 package
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The results of table (4.15) Interpreted as follows:

1. The value of chi — square calculated to signify the differences between the Have the internal and
external issues that are relevant to the ISO standard , and that impact on the achievement of its
expected outcome of the organization, and been determined was (9.57) with P-value (0.000) which
is lower than the level of significant value (5%) These refer to the existence of differences
statistically.

2. The value of chi — square calculated to signify the differences between the Has the organization
determined the interested parties that are relevant to the 1ISO standard was (7.14) with P-value
(0.000) which is lower than the level of significant value (5%) These refer to the existence of
differences statistically.

3. The value of chi — square calculated to signify the differences between the Have the requirements of
these interested parties been determined, including legal, regulatory and contractual requirements
was (7.14) with P-value (0.000) which is lower than the level of significant value (5%) These refer
to the existence of differences statistically.

4. The value of chi — square calculated to signify the differences between the Is there a procedure
documenting when, and by whom, contact with relevant authorities (laws enforcement etc.) will be
made was (13.00) with P-value (0.000) which is lower than the level of significant value (5%)
These refer to the existence of differences statistically.

5. The value of chi — square calculated to signify the differences between the Is there a process which
details how and when contact is required was (13.00) with P-value (0.000) which is lower than the
level of significant value (5%) These refer to the existence of differences statistically.

6. The value of chi — square calculated to signify the differences between the Do all projects go
through some form of information management assessment was (7.00) with P-value (0.000) which
is lower than the level of significant value (5%) These refer to the existence of differences
statistically.

Table (4.16) illustrates the frequency and percentage for Supplier relationship

No | Items Yes No Other
1 Is information management included in contracts 10 0 4
established with suppliers and service providers 71.4 0.0 28.6
2 Are  suppliers provided with  documented 11 0 3
management requirements 78.6 0.0 21.4
3 Do supplier agreements include requirements to 11 0 3
address information management within the service
& product supply chain 786 0.0 21.4
4 Are suppliers subject to regular review and audit 7 2 5
50.0 14.3 35.7

Source: IPM SPSS 24 package
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From the above table result shows:

Is information management included in contracts established with suppliers and service providers by the
(10) by (%71.4) answered yes« and(0) by (%0.0) answered no, and (4) by (%28.6) answered other.

Are suppliers provided with documented management requirements by the (11) by (%78.6) answered yes«
and (0) by (%0.0) answered no, and (3) by (%21.4) answered other.

Do supplier agreements include requirements to address information management within the service &
product supply chain by the (11) by (%78.6) answered yes¢< and (0) by (%0.0) answered no, and (3) by
(%21.4) answered other.

Are suppliers subject to regular review and audit by the (7) by (%50.0) answered yes« and (2) by (%14.3)
answered no, and (5) by (%35.7) answered other.

Table (4.17) illustrates chi-square teat results for Supplier relationship

No Phrases Chi- df Sig. Median | Interpretati
square on
value

1 Is information management included in

contracts established with suppliers and 2.57 1 0.000 3.00 Yes
service providers

2 Are _suppllers provided with documented 457 1 0.000 3.00 Ves

security requirements

3 Do  supplier  agreements include

requirements to address information
L : 4.57 1 0.000 3.00 Yes
management within the service & product
supply chain
4 ,::Jrgifuppllers subject to regular review and 271 ) 0.000 3.00 Ves

Source: IPM SPSS 24 package

The results of table (4.17) Interpreted as follows:

1. The value of chi — square calculated to signify the differences between the Is information security
included in contracts established with suppliers and service providers was (2.57) with P-value
(0.000) which is lower than the level of significant value (5%) These refer to the existence of
differences statistically.

2. The value of chi — square calculated to signify the differences between the Are suppliers provided
with documented management requirements was (4.57) with P-value (0.000) which is lower than
the level of significant value (5%) These refer to the existence of differences statistically.

3. The value of chi — square calculated to signify the differences between the Do supplier agreements

include requirements to address information management within the service & product supply chain
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was (4.57) with P-value (0.000) which is lower than the level of significant value (5%) These refer

to the existence of differences statistically.

. The value of chi — square calculated to signify the differences between the Are suppliers subject to

regular review and audit was (2.71) with P-value (0.000) which is lower than the level of significant

value (5%) These refer to the existence of differences statistically.

Table (4.18) illustrates the frequency and percentage for Complains

No | Items Yes No Other
1 Has the organization identified and documented all 12 0 2
relevant legislative, regulatory or contractual
requirements related to security 85.1 0.0 14.3
2 Does the organization keep a record of all intellectual 9 3 2
property rights and use of proprietary software
products 64.3 21.4 14.3
3 Avre records protected from loss, destruction, 12 0 2
falsification and unauthorized access or release in
accordance with legislative regulatory contractual and 85.7 0.0 14.3
business requirements

Source: IPM SPSS 24 package

From the above table result shows:
Has the organization identified and documented all relevant legislative, regulatory or contractual
requirements related to system by the (12) by (%85.7) answered yes< and(0) by (%0.0) answered no, and
(2) by (%14.3) answered other.
Does the organization keep a record of all intellectual property rights and use of proprietary software
products by the (9) by (%64.3) answered yes¢< and(3) by (%21.4) answered no, and (2) by (%14.3)
answered other.
Are records protected from loss, destruction, falsification and unauthorized access or release in accordance
with legislative regulatory contractual and business requirements by the (12) by (%85.7) answered yes:«
and(0) by (%0.0) answered no, and (2) by (%14.3) answered other.
Table (4.19) illustrates chi-square teat results for Complains

No Phrases Chi- df Sig. Median | Interpretati
square on
value

1 Has the organization identified and

documented all relevant legislative,
. 7.14 1 0.000 3.00 Yes
regulatory or contractual requirements
related to management
2 Does the organization keep a record of all
intellectual property rights and use of 6.14 2 0.000 3.00 Yes
proprietary software products
3 Are records protected from loss, 7.14 1 0.000 3.00 Yes
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destruction, falsification and unauthorized
access or release in accordance with
legislative  regulatory  contractual and
business requirements

Source: IPM SPSS 24 package

The results of table (4.19) Interpreted as follows:

1. The value of chi — square calculated to signify the differences between the Has the organization
identified and documented all relevant legislative, regulatory or contractual requirements related to
security was (7.14) with P-value (0.000) which is lower than the level of significant value (5%)
These refer to the existence of differences statistically.

2. The value of chi — square calculated to signify the differences between the Does the organization
keep a record of all intellectual property rights and use of proprietary software products was (6.14)
with P-value (0.000) which is lower than the level of significant value (5%) These refer to the
existence of differences statistically.

3. The value of chi — square calculated to signify the differences between the Are records protected
from loss, destruction, falsification and unauthorized access or release in accordance with
legislative regulatory contractual and business requirements was (7.14) with P-value (0.000)
which is lower than the level of significant value (5%) These refer to the existence of differences
statistically.

Table (4.20) illustrates the frequency and percentage for 1 Management responsibilities to
employment

No | Items Yes No Other
1 Are managers (of all levels) engaged in driving 12 0 2
Security within the business 85.7 0.0 14.3
2 Does management behavior and policy drive, and 10 2 2
encourage, all employees, contractors and 3rd party
users to apply security in accordance with established 71.4 14.3 14.3
policies and procedures
3 Do all employees, contractors and 3rd party users 11 2 1
undergo regular 1ISO 27001:2013 awareness training
appropriate to their role and function within the 78.6 14.3 7.1
Organization

Source: IPM SPSS 24 package

From the above table result shows:
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Are managers (of all levels) engaged in driving management within the business by the (12) by (%85.7)
answered yes« and(0) by (%0.0) answered no, and (2) by (%14.3) answered other.

Does management behavior and policy drive, and encourage, all employees, contractors and 3rd party users
to apply security in accordance with established policies and procedures by the (10) by (%71.4) answered
yes« and(2) by (%14.3) answered no, and (2) by (%14.3) answered other.

Do all employees, contractors and 3rd party users undergo regular ISO awareness training appropriate to
their role and function within the organization by the (11) by (%78.6) answered yes«< and(2) by (%14.3)
answered no, and (1) by (%7.1) answered other.

Table (4.21) illustrates chi-square teat results for 1 Management responsibilities to employment

No Phrases Chi- df Sig. Median | Interpretati
square on
value

1 Are managers (of all levels) engaged in

driving system within the business 714 1 0.000 3.00 Yes
2 Does management behavior and policy
drive, and encourage, all employees,
contractors and 3rd party users to apply 9.14 2 0.000 3.00 Yes
system in accordance with established
policies and procedures
3 Do all employees, contractors and 3rd

party users undergo regular 1ISO awareness
training appropriate to their role and
function within the organization

13.00 2 0.000 3.00 Yes

Source: IPM SPSS 24 package

The results of table (4.21) Interpreted as follows:

1. The value of chi — square calculated to signify the differences between the Are managers (of all
levels) engaged in driving system within the business was (7.14) with P-value (0.000) which is
lower than the level of significant value (5%) These refer to the existence of differences
statistically.

2. The value of chi — square calculated to signify the differences between the Does management
behavior and policy drive, and encourage, all employees, contractors and 3rd party users to apply
security in accordance with established policies and procedures was (9.14) with P-value (0.000)
which is lower than the level of significant value (5%) These refer to the existence of differences

statistically.

3. The value of chi — square calculated to signify the differences between the Do all employees,

contractors and 3rd party users undergo regular system awareness training appropriate to their role
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and function within the organization was (13.00) with P-value (0.000) which is lower than the level

of significant value (5%) These refer to the existence of differences statistically.

Table (4.22) illustrates the frequency and percentage for Human resources management

No | Items Yes No Other
1 Are background verification checks carried out on 12 0 2
all new candidates for employment 85.7 0.0 14.3
2 Are these checks approved by appropriate 12 0 2
management authority 85.7 0.0 14.3
3 Are all employees, contractors and third party users 13 0 1
asked to sign confidentiality and nondisclosure
agreements 929 0.0 7.1
4 Is there a process to ensure user access rights 12 1 1
are removed on termination of employment or 85 7 71 71
contract, or adjusted upon change of role ) ) '

Source: IPM SPSS 24 package

From the above table result shows:

Are background verification checks carried out on all new candidates for employment by the (12) by
(%85.7) answered yes« and(0) by (%0.0) answered no, and (2) by (%14.3) answered other.

Are these checks approved by appropriate management authority by the (12) by (%85.7) answered yes:«
and(0) by (%0.0) answered no, and (2) by (%14.3) answered other.

Are all employees, contractors and third party users asked to sign confidentiality and nondisclosure
agreements by the (13) by (%92.9) answered yes¢ and(0) by (%0.0) answered no, and (1) by (%7.1)
answered other.

Is there a process to ensure user access rights are removed on termination of employment or
contract, or adjusted upon change of role by the (12) by (%85.7) answered yes« and(1) by (%7.1) answered
no, and (1) by (%7.1) answered other .

Table (4.23) illustrates chi-square teat results for Human resources management

No Phrases Chi- df Sig. Media | Interpre
square n tation
value

1 Are background verification checks carried

: 7.14 1 0.000 3.00 Yes
out on all new candidates for employment

2 Are these checks approved by appropriate

anp Y pprop 7.14 1 | 0000 | 300 | Yes
management authority

3 Are all employees, contractors and third party

users asked to sign confidentiality and | 10.28 1 0.000 3.00 Yes
nondisclosure agreements

4 Is there a process to ensure user access

. P UseT 17.28 2 | 0000 | 300 | Yes
rights are removed on termination of
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employment or contract, or adjusted upon
change of role

Source: IPM SPSS 24 package

The results of table (4.23) Interpreted as follows:

1.

The value of chi — square calculated to signify the differences between the Are background
verification checks carried out on all new candidates for employment was (7.14) with P-value
(0.000) which is lower than the level of significant value (5%) These refer to the existence of
differences statistically.

The value of chi — square calculated to signify the differences between the Are these checks
approved by appropriate management authority was (7.14) with P-value (0.000) which is lower than
the level of significant value (5%) These refer to the existence of differences statistically.

The value of chi — square calculated to signify the differences between the Are all employees,
contractors and third party users asked to sign confidentiality and nondisclosure agreements was
(10.28) with P-value (0.000) which is lower than the level of significant value (5%) These refer to
the existence of differences statistically.

The value of chi — square calculated to signify the differences between the Is there a process to
ensure user access rights are removed on termination of employment or contract, or adjusted
upon change of role was (17.28) with P-value (0.000) which is lower than the level of significant

value (5%) These refer to the existence of differences statistically.

Table (4.24) illustrates the frequency and percentage for ISMS resources , competence Awareness
and communication

No | Items Yes | No | Other
1 11 2 1
Is the ISO standard adequately resourced 28611431 71
2 | Is there a process defined and documented for determining competence for | 12 2 0
ISO roles 85.7 1143 ] 0.0
3 | Are those undertaking ISO roles competent, and is this competence | 11 2 1
documented appropriately 786|143 7.1
4 | Is everyone within the organization’s aware of the importance of the 12 2 0
information security policy 85.7 1143 | 0.0
5 | Is there a documented process for terminating or changing employment | 12 0 2
duties 85.7| 0.0 | 143
6 | Are any information security duties which survive employment | 11 1 2
communicated to the employee or contractor 786 | 7.1 | 143
7 . 10 1 3
Is the inventory accurate and kept up to date 141 71 214

Source: IPM SPSS 24 package

From the above table result shows:
Is the 1SO standard adequately resourced by the (11) by (%78.6) answered yes¢ and(2) by (%14.3)
answered no, and (1) by (%7.1) answered other.

62




Is there a process defined and documented for determining competence for ISO standard roles by the (12)
by (%85.7) answered yes« and(2) by (%14.3) answered no, and (0) by (%0.0) answered other.

Are those undertaking ISO standard roles competent, and is this competence documented appropriately by
the (11) by (%78.6) answered yes« and(2) by (%14.3) answered no, and (1) by (%7.1) answered other.

Is everyone within the organization’s aware of the importance of the information security policy by the
(12) by (%85.7) answered yes« and(0) by (%0.0) answered no, and (2) by (%14.3) answered other.

Is there a documented process for terminating or changing employment duties by the (12) by (%85.7)
answered yes« and(0) by (%0.0) answered no, and (2) by (%14.3) answered other.

Are any information security duties which survive employment communicated to the employee or
contractor by the (11) by (%78.6) answered yes< and(1) by (%7.1) answered no, and (2) by (%14.3)
answered other.

Is the inventory accurate and kept up to date by the (10) by (%71.4) answered yes¢ and(1) by (%7.1)
answered no, and (3) by (%21.4) answered other.

Table (4.25) illustrates chi-square teat results for 1ISO 27001:2013 resources, competence Awareness
and communication

No Phrases Chi- df Sig. Median | Interpretati
square on
value

1 Is the ISO 27001:2013 adequately resourced | 13.00 2 0.000 3.00 Yes

2 Is there a process defined and documented

- 7.14 1 0.000 3.00 Yes
for determining competence for ISO roles

3 Are those undertaking ISO roles

competent, and is this competence | 13.00 2 0.000 3.00 Yes
documented appropriately

4 Is everyone within the organization’s

aware of the importance of the information 7.14 1 0.000 3.00 Yes
security policy

5 Is there a documented process for

terminating or changing employment 7.14 1 0.000 3.00 Yes
duties

6 Are any information security duties which

survive employment communicated to the | 13.00 2 0.000 3.00 Yes
employee or contractor

7 :jz :Ze inventory accurate and kept up to 9.57 ) 0.000 3.00 Ves

Source: IPM SPSS 24 package
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The results of table (4.25) Interpreted as follows:

1. The value of chi — square calculated to signify the differences between the Is the ISO 27001:2013
adequately resourced was (13.00) with P-value (0.000) which is lower than the level of significant
value (5%) These refer to the existence of differences statistically.

2. The value of chi — square calculated to signify the differences between the Is there a process
defined and documented for determining competence for ISO 27001:2013 roles was (7.14) with P-
value (0.000) which is lower than the level of significant value (5%) These refer to the existence of
differences statistically.

3. The value of chi — square calculated to signify the differences between the Are those undertaking
ISO roles competent, and is this competence documented appropriately was (13.00) with P-value
(0.000) which is lower than the level of significant value (5%) These refer to the existence of
differences statistically.

4. The value of chi — square calculated to signify the differences between the Is everyone within the
organization’s aware of the importance of the information security policy was (7.14) with P-value
(0.000) which is lower than the level of significant value (5%) These refer to the existence of
differences statistically.

5. The value of chi — square calculated to signify the differences between the Is there a documented
process for terminating or changing employment duties was (7.14) with P-value (0.000) which is
lower than the level of significant value (5%) These refer to the existence of differences
statistically.

6. The value of chi — square calculated to signify the differences between the Are any information
security duties which survive employment communicated to the employee or contractor was (13.00)
with P-value (0.000) which is lower than the level of significant value (5%) These refer to the
existence of differences statistically.

7. The value of chi — square calculated to signify the differences between the Is the inventory accurate
and kept up to date was (9.57) with P-value (0.000) which is lower than the level of significant

value (5%) These refer to the existence of differences statistically.
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Table (4.26) illustrates the frequency and percentage for Risks and opportunities of ISO standard
implementation, assessment and treatment of information management risk

No | Items Yes No Other
1 Have actions to address risks and opportunities been 10 1 3
planned, and integrated into the ISO 27001:2013
. 71.4 7.1 21.4
processes, and are they evaluated for effectiveness
2 Has an information risk assessment process that 13 0 1
establishes the criteria for performing information risk
assessments, including risk acceptance criteria been 92.9 0.0 7.1
defined
3 Is the information risk assessment process repeatable 13 0 1
and does it produce consistent, valid and comparable 92.9 0.0 71
results
4 Does the information risk assessment process identify 13 0 1
risks associated with loss of confidentiality, integrity and
availability for information within the scope of the ISO , 92.9 0.0 7.1
and are risk owners identified
5 Has an information risk treatment plan been formulated 12 1 1
and approved by risk owners, and have residual 85.7 71 77
information risks been authorized by risk owners ' ' '
6 Is documented information about the information risk 11 1 2
treatment process available 78.6 7.1 14.3
7 Do secure areas have suitable entry control systems to 14 0 0
ensure only authorized personnel have access 100.0 0.0 0.0
8 Have physical protection measures to prevent natural 9 2 3
?Ir:sasters, malicious attack or accidents been designed 64.3 143 214
9 Are processes to prevent malware spreading in place 14 0 0
100.0 0.0 0.0
10 | Is there a rigorous equipment maintenance schedule 11 1 2
78.6 7.1 14.3

Source: IPM SPSS 24 package

From the above table result shows:

Have actions to address risks and opportunities been planned, and integrated into the 1ISO 27001:2013
processes, and are they evaluated for effectiveness by the (10) by (%71.4) answered yes« and(1) by (%7.1)
answered no, and (3) by (%21.4) answered other.

Has an information risk assessment process that establishes the criteria for performing information risk
assessments, including risk acceptance criteria been defined by the (13) by (%92.9) answered yes« and(1)
by (%7.1) answered no, and (0) by (%0.0) answered other.

Is the information risk assessment process repeatable and does it produce consistent, valid and comparable
results by the (13) by (%92.9) answered yes« and(0) by (%0.0) answered no, and (1) by (%7.1) answered
other.
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Does the information risk assessment process identify risks associated with loss of confidentiality, integrity
and availability for information within the scope of the ISO , and are risk owners identified by the (13) by
(%92.9) answered yes« and(0) by (%0.0) answered no, and (1) by (%7.1) answered other.

Has an information risk treatment plan been formulated and approved by risk owners, and have residual
information risks been authorized by risk owners by the (12) by (%85.7) answered yes« and(1) by (%7.1)
answered no, and (1) by (%7.1) answered other.

Is documented information about the information risk treatment process available by the (11) by (%78.6)
answered yes« and(1) by (%7.1) answered no, and (2) by (%14.3) answered other.

Do secure areas have suitable entry control systems to ensure only authorized personnel have access by the
(14) by (%100.0) answered yes« and(0) by (%0.0) answered no, and (0) by (%0.0) answered other

Have physical protection measures to prevent natural disasters, malicious attack or accidents been designed
in by the (9) by (%64.3) answered yes¢< and(2) by (%14.3) answered no, and (3) by (%21.4) answered
other.

Are processes to prevent malware spreading in place by the (14) by (%2100.0) answered yes« and(0) by
(%0.0) answered no, and (0) by (%0.0) answered other.

Is there a rigorous equipment maintenance schedule by the (11) by (%78.6) answered yes< and(1) by
(%7.1) answered no, and (2) by (%14.3) answered other.

Table (4.27) illustrates chi-square teat results for Risks and opportunities of 1ISO 27001:2013 implementation,

assessment and treatment of information risk management
No Phrases Chi- df Sig. Median | Interpretati
square on
value

1 Have actions to address risks and
opportunities been planned, and integrated
into the ISO 27001:2013 processes, and
are they evaluated for effectiveness

9.57 2 0.000 3.00 Yes

2 Has an information risk assessment process
that establishes the criteria for performing
information risk assessments, including
risk acceptance criteria been defined

10.28 1 0.000 3.00 Yes

3 Is the information risk assessment process
repeatable and does it produce consistent, | 10.28 1 0.000 3.00 Yes
valid and comparable results

4 Does the information risk assessment
process identify risks associated with loss
of confidentiality, integrity and availability | 10.28 1 0.000 3.00 Yes
for information within the scope of the ISO
27001:2013, and are risk owners identified

5 Has an information risk treatment plan
been formulated and approved by risk
owners, and have residual information
risks been authorized by risk owners

17.28 2 0.000 3.00 Yes
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Is documented information about the
information  risk  treatment  process | 13.00 2 0.000 3.00 Yes
available

Do secure areas have suitable entry control
systems to ensure only authorized 1.00 1 0.000 3.00 Yes
personnel have access

Have physical protection measures to
prevent natural disasters, malicious attack | 6.14 2 0.000 3.00 Yes
or accidents been designed in

Are processes to prevent malware

S 1.00 1 0.000 3.00 Yes
spreading in place

10

Is there a rigorous equipment maintenance

13.00 2 0.000 3.00 Yes
schedule

Source: IPM SPSS 24 package

The results of table (4.27) Interpreted as follows:

1.

The value of chi — square calculated to signify the differences between the Have actions to address
risks and opportunities been planned, and integrated into the 1SO 27001:2013 processes, and are
they evaluated for effectiveness was (9.57) with P-value (0.000) which is lower than the level of
significant value (5%) These refer to the existence of differences statistically.

The value of chi — square calculated to signify the differences between the Has an information risk
assessment process that establishes the criteria for performing information risk assessments,
including risk acceptance criteria been defined was (10.28) with P-value (0.000) which is lower
than the level of significant value (5%) These refer to the existence of differences statistically.

The value of chi — square calculated to signify the differences between the Is the information risk
assessment process repeatable and does it produce consistent, valid and comparable results was
(10.28) with P-value (0.000) which is lower than the level of significant value (5%) These refer to
the existence of differences statistically.

The value of chi — square calculated to signify the differences between the Does the information
risk assessment process identify risks associated with loss of confidentiality, integrity and
availability for information within the scope of the ISO 27001:2013 , and are risk owners identified
was (10.28) with P-value (0.000) which is lower than the level of significant value (5%) These refer
to the existence of differences statistically.

The value of chi — square calculated to signify the differences between the Has an information risk

treatment plan been formulated and approved by risk owners, and have residual information risks
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10.

been authorized by risk owners was (17.28) with P-value (0.000) which is lower than the level of
significant value (5%) These refer to the existence of differences statistically.

The value of chi — square calculated to signify the differences between the Is documented
information about the information risk treatment process available was (13.00) with P-value
(0.000) which is lower than the level of significant value (5%) These refer to the existence of
differences statistically.

The value of chi — square calculated to signify the differences between the Do secure areas have
suitable entry control systems to ensure only authorized personnel have access was (1.00) with P-
value (0.000) which is lower than the level of significant value (5%) These refer to the existence of
differences statistically.

The value of chi — square calculated to signify the differences between the Have physical protection
measures to prevent natural disasters, malicious attack or accidents been designed in was (6.14)
with P-value (0.000) which is lower than the level of significant value (5%) These refer to the
existence of differences statistically.

The value of chi — square calculated to signify the differences between the Are processes to prevent
malware spreading in place was (1.00) with P-value (0.000) which is lower than the level of
significant value (5%) These refer to the existence of differences statistically.

The value of chi — square calculated to signify the differences between the Is there a rigorous
equipment maintenance schedule was (13.00) with P-value (0.000) which is lower than the level of
significant value (5%) These refer to the existence of differences statistically.

Hypotheses: -
H1: There is a relationship between the application of information management system and the

development of the performance of the institution

Table (4.28) value of the Chi-square test for H1

No

Chi-square Df Sig. Correlation Statistical significant

24

17.25 2 0.00 0.76 Significant

Source: IPM SPSS 24 package

Table (4.28) shows that the value of the Chi-square test (17.25) by significant value (0.00) it’s less than the
probability value (0.05) this means that there is a relationship between the application of information
management system and the development of the performance of the institution .

H2: The implementation of ISO 27001: 2013 helps to increase the institutional profitability of

stakeholders
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Table (4.29) value of the Chi-square test for H2

No

Chi-square

Df

Sig. Median

Statistical significant

24

18.95

2

0.00 3.0

Significant

Table (4.29) shows that the value of the Chi-square test (18.95) by significant value (0.00) it’s less than the
probability value (0.05) this means that there is The implementation of ISO 27001: 2013 helps to increase

Source: IPM SPSS 24 package

the institutional profitability of stakeholders.
H3: Application of the standard increases employee satisfaction

Table (4.30]) value of the Chi-square test for H3

No

Chi-square

Df

Sig. Median

Statistical significant

24

12.14

2

0.00 3.0

Significant

Table (4.30) shows that the value of the Chi-square test (12.14) by significant value (0.00) it’s less than the
probability value (0.05) this means that there is Application of the standard increases employee satisfaction

Source: IPM SPSS 24 package

H4: The use of this standard reduces waste time and money.

Table (4.31) value of the Chi-square test for H4

No

Chi-square

Df

Sig. median

Statistical significant

24

1541

2

0.00 3.0

Significant

Source: IPM SPSS 24 package

Table (4.31) shows that the value of the Chi-square test (15.41) by significant value (0.00) it’s less than the
probability value (0.05) this means that there is The use of this standard reduces waste time and money .

4.1.3Data analysis for employees:

The first topic Field study procedures:

This course deals with the field study procedures under the following sections
First: population and sample of the study
Table (4.32) the frequency and percentage for Number of age

Value Freguencies Percentage
Less than 30 5 17.9%
30 —40 11 39.3%
41 -50 10 35.7%
51 -60 2 7.1%
More than 60 0 0.0%
Total 28 100.0%

Source: IPM SPSS 24 package
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Table (4.7) illustrates the views of the distribution of the age sample by Less than 30 years by (%17.9) and
30-40 years by (%39.3) and 41-50 years by (%35.7) and 51 — 60 by (%7.1) and More than 60 by (%0.0).

Figure (4.7) the frequency and percentage for Number of age
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Source: excel 2016

Table (4.33) the frequency and percentage for the Qualification

Qualification Frequencies Percentage
Diploma 0 0.0%
Bachelor 14 50.0%
Higher diploma 3 10.7%
Master 11 39.3%
PHD 0 0.0%
Other 0 0.0%
Total 28 100.0%
Source: IPM SPSS 24 package
Figure (4.8) the frequency and percentage for the Qualification
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Source: excel 2016
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Table (4.8) the views of the distribution of the Qualification Diploma by (%0.0) and Bachelor by (%50.0)
and higher diploma by (%210.7) and Master by (%39.3) and Ph.D. by (%0.0) and other by (%0.0).

Table (4.34) the frequency and percentage for the How long have you had your current position

work Frequencies Percentage
Less than 5 years 8 28.6%
5-10 6 21.4%
11-15 9 32.1%
16 — 20 4 14.3%
21 - 25 1 3.6%
More than 25 0 0.0%
Total 28 100.0%

Source: IPM SPSS 24 package

Figure (4.9) the frequency and percentage for the How long have you had your current position
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Table (4.9) the views of the distribution of the How long have you had your current position Less than 5
years by (%28.6) and 5-10 by (%21.4) and 11-15 by (%32.1) and 16-20 by (14.3%) and 21-25 by (%3.6)
and More than 25 by (%0.0).

Table (4.35) the frequency and percentage for what is your position?

Value Frequencies Percentage
Director of the Department 2 7.1%
Head of the Department 5 17.9%
Engineer 11 39.3%
Technical 1 3.6%
Other 9 32.1%
Total 28 100.0%

Source: IPM SPSS 24 package
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Figure (4.10) the frequency and percentage for what is your position?
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Table (4.10) the views of the distribution of what is your position? Director of the Department by (%7.1)
and Head of the Department by (%17.9) and Engineer by (%39.3) and Technical by (%3.6) and Other by
(%32.1)

Table (4.36) the frequency and percentage for the Scientific Specialization

Value Frequencies Percentage
Telecommunication Engineering 11 39.3%
Computer Engineering 0 0.0%
Computer Science 0 0.0%
Information Technology 1 3.6%
Other 16 57.1%
Total 28 100.0%

Source: IPM SPSS 24 package
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Figure (4.11) the frequency and percentage for the Scientific Specialization

60.00%
50.00%
40.00%
30.00%
20.00%
10.00%

0.00%

57.10%

Source: excel 2016

Table (4.11) the views of the distribution of the Scientific Specialization Telecommunication Engineering
by (%39.3) and Computer Engineering by (%0.0) and Computer Science by (%0.0) and Information
Technology by (%3.6) and Other by (%57.1).

Table (4.37) the frequency and percentage for the How long have you worked in this organization?

work Frequencies Percentage
Less than 5 years 10 35.7%
5-10 2 7.1%
11-15 10 35.7%
16 — 20 5 17.9%
21 -25 1 3.6%
More than 25 0 0.0%
Total 28 100.0%

Figure (4.12) the frequency and percentage for the How long have you worked in this organization

Source: IPM SPSS 24 package
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Table (4.12) the views of the distribution of the How long have you worked in this organization? Less than
5 years by (%35.7) and 5-10 by (%7.1) and 11-15 by (%35.7) and 16-20 by (%17.9) and 21-25 by (%3.6)
and More than 25 by (%0.0) .

Second: reliability and validity

Cranach’s alpha method: -
Where reliability was calculated using Cranach’s alpha equation shown below:

4 1 — Total variations questions

Reliability coefficient =NL

-1 variation college grades

_ n 1 — Total variations questions
Validity = \/—* d

N-1 variation college grades

Cranach alpha coefficient = (0.87), a reliability coefficient is high and it indicates the stability of the scale
and the validity of the study
Validity coefficient is the square of the islands so reliability coefficient is (0.93), and this shows that there
is a high sincerity of the scale and that the benefit of the study.

Table (4.38) Cranach’s alpha method

No | Value reliability Validity
1 The organization’s leadership commitment to the 1SO 0.85 0.92
27001:2013 demonstrated by ' '
2 Roles, responsibilities and authorities 0.91 0.95
3 Access control 0.86 0.93
4 General Questions 0.86 0.93
5 Management responsibilities to employment 0.87 0.93
6 ISO resources , competence Awareness and communication 0.86 0.93
7 Risks and opportunities of ISO 27001:2013 implementation 0.86 0.93
, assessment and treatment of information risk management ' '
Total 0.89 0.94

Source: IPM SPSS 24 package

The second subject View and analyze data

Table (4.39) the frequency and percentage for the organization’s leadership commitment to the 1SO
27001:2013 demonstrated by

No | ltems Yes No Other
1 Do Information management policy exist 27 1 0
g policy 96.4 36 0.0
.. . 26 1 1
2 Are policies properly communicated to employees 62.9 36 36
Communicating the importance of effective 27 1 0
3 information management and conformance to 1SO
27001:2013 requirements 9.4 3.6 0.0
.. ) . 24 1 3
4 Are system policies subject to review 857 36 107
5 Are the reviews conducted at reqgular intervals 22 2 4
g 786 71 14.3

Source: IPM SPSS 24 package
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From the above table result shows:

Do Information management policy exist by the (27) by (%96.4) answered yes¢ and (1) by (%3.3)
answered no, and (0) by (%0.0) answered other.

Are policies properly communicated to employees by the (26) by (%92.9) answered yes« and (1) by (3.6%)
answered no, and (1) by (%3.6) answered other.

Communicating the importance of effective information management and conformance to ISO
27001:2013 requirements by the (27) by (%96.4) answered yes« and(1) by (%3.6) answered no, and (0) by
(%0.0) answered other.

Are system policies subject to review by the (24) by (%85.7) answered yes« and (1) by (%3.6) answered
no, and (3) by (%10.7) answered other.

Are the reviews conducted at regular intervals by the (22) by (%78.6) answered yes« and (2) by (%7.1)
answered no, and (4) by (%14.3) answered other.

Table (4.40) chi-square teat results for the organization’s leadership commitment to the 1SO 27001:2013
demonstrated by

No Phrases Chi- df Sig. Median | Interpretati
square on
value

1 Do Information management policy exist 24.14 1 0.00 3.00 Yes

2 Are policies properly communicated to 44.64 ) 0.00 3.00 Ves

employees

3 Communicating the importance of effective

information management and conformance | 24.14 1 0.00 3.00 Yes
to ISO 27001:2013 requirements

4 Are system policies subject to review 34.78 2 0.00 3.00 Yes

5 Are the reviews conducted at regular 26.00 ’ 0.00 3.00 Yes

intervals

Source: IPM SPSS 24 package

The results of table (4.40) Interpreted as follows:

1.  The value of chi — square calculated to signify the differences between the Do Information system
policy exist was (24.14) with P-value (0.000) which is lower than the level of significant value (5%)
These refer to the existence of differences statistically.

2. The value of chi — square calculated to signify the differences between the Are policies properly
communicated to employees was (44.64) with P-value (0.000) which is lower than the level of
significant value (5%) These refer to the existence of differences statistically.

3. The value of chi — square calculated to signify the differences between the Communicating the
importance of effective information system and conformance to ISO requirements was (24.14) with
P-value (0.000) which is lower than the level of significant value (5%) These refer to the existence of

differences statistically.

75




The value of chi — square calculated to signify the differences between the Are system policies

subject to review was (34.78) with P-value (0.000) which is lower than the level of significant value

(5%) These refer to the existence of differences statistically.

The value of chi — square calculated to signify the differences between the Are the reviews conducted

at regular intervals was (26.00) with P-value (0.000) which is lower than the level of significant value

(5%) These refer to the existence of differences statistically.

Table (4.41) the frequency and percentage for the Roles, responsibilities and authorities

No | Items Yes No Other

1 Are the roles within the 1SO 27001:2013 clearly 22 3 3
defined and communicated 78.6 10.7 10.7

2 Are the responsibilities and authorities for 21 2 5
conformance ar_\d reporting on 1SO 27001:2013 750 71 179
performance assigned

Source: IPM SPSS 24 package

From the above table result shows:

Avre the roles within the ISO clearly defined and communicated by the (22) by (%78.6) answered yes« and
(3) by (%10.7) answered no, and (3) by (%10.7) answered other.

Are the responsibilities and authorities for conformance and reporting on ISO performance assigned by the
(21) by (%75.0) answered yes« and (2) by (%7.1) answered no, and (5) by (%17.9) answered other.

Table (4.42) chi-square teat results for the Roles, responsibilities and authorities

No Phrases Chi- df Sig. Median | Interpretati
square on
value

1 Are the ro_Ies within the IS_O 27001:2013 2578 5 0.00 3.00 Yes

clearly defined and communicated

2 Are the responsibilities and authorities for

conformance and reporting on ISO | 22.35 2 0.00 3.00 Yes
27001:2013 performance assigned

Source: IPM SPSS 24 package
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The results of table (4.42) Interpreted as follows:
1. The value of chi — square calculated to signify the differences between the Are the roles within the

ISO 27001:2013 clearly defined and communicated was (25.78) with P-value (0.000) which is
lower than the level of significant value (5%) These refer to the existence of differences

statistically.
2. The value of chi — square calculated to signify the differences between the Are the responsibilities

and authorities for conformance and reporting on 1SO 27001:2013 performance assigned was
(22.35) with P-value (0.000) which is lower than the level of significant value (5%) These refer to

the existence of differences statistically.

Table (4.43) the frequency and percentage for the Access control

No | Items Yes No Other

1 Is there a documented access control policy 27 0 1
96.4 0.0 3.6

2 Is there a formal user access registration process in 27 1 0
place 96.4 3.6 0.0

3 Are complex passwords required 18 8 2
62.3 28.6 7.1

Source: IPM SPSS 24 package

From the above table result shows:

Is there a documented access control policy by the (27) by (%96.4) answered yes¢< and(0) by (%0.0)
answered no, and (1) by (%3.6) answered other.

Is there a formal user access registration process in place by the (27) by (%96.4) answered yes« and(1) by
(%3.6) answered no, and (0) by (%0.0) answered other.

Are complex passwords required by the (18) by (%62.3) answered yes« and(8) by (%28.6) answered no,
and (2) by (%7.1) answered other.

Table (4.44) chi-square teat results for the Access control

No Phrases Chi- df Sig. Median | Interpretati
square on
value

1 Is _there a documented access control 24.14 1 0.00 3.00 Ves

policy

2 Is there_ a formal user access registration 24.14 1 0.00 3.00 Ves

process in place

3 Are complex passwords required 14.00 2 0.00 3.00 Yes

Source: IPM SPSS 24 package
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The results of table (4.44) Interpreted as follows:

1. The value of chi — square calculated to signify the differences between the Is there a documented

access control policy was (24.14) with P-value (0.000) which is lower than the level of significant

value (5%) These refer to the existence of differences statistically.

2. The value of chi — square calculated to signify the differences between the Is there a formal user

access registration process in place was (24.14) with P-value (0.000) which is lower than the level

of significant value (5%) These refer to the existence of differences statistically.

3. The value of chi — square calculated to signify the differences between the Are complex passwords

required was (14.00) with P-value (0.000) which is lower than the level of significant value (5%)

These refer to the existence of differences statistically.

Table (4.45) the frequency and percentage for the

No | Items Yes No Other

1 Has the organization determined the interested parties 23 2 3
that are relevant to the 1SO 27001:2013 82.1 7.1 10.7

2 Have the requirements of these interested parties been 23 3 2
dete(mlned, including legal, regulatory and contractual 82 1 10.7 71
requirements

3 Is there a procedure documenting when, and by whom, 23 2 3
contact with relevant authorities (laws enforcement 882 1 71 10.7
etc.) will be made

4 Is there a process which details how and when contact 20 3 5
is required 71.4 10.7 17.9

Source: IPM SPSS 24 package

From the above table result shows:

Has the organization determined the interested parties that are relevant to the 1ISO 27001:2013 by the (23)

by (%82.1) answered yes« and (2) by (%7.1) answered no, and (3) by (%10.7) answered other.

Have the requirements of these interested parties been determined, including legal, regulatory and
contractual requirements by the (23) by (%82.1) answered yes« and (3) by (%10.7) answered no, and (2) by

(%7.1) answered other.

Is there a procedure documenting when, and by whom, contact with relevant authorities (laws enforcement
etc.) will be made by the (23) by (%82.1) answered yes¢ and (2) by (%7.1) answered no, and (3) by

(%10.7) answered other.

Is there a process which details how and when contact is required by the (20) by (%71.4) answered yes:«

and (3) by (%10.7) answered no, and (5) by (%17.4) answered other.
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Table (4.46) chi-square teat results

No Phrases Chi- df Sig. Median | Interpretati
square on
value
1 Has the organization determined the
interested parties that are relevant to the | 30.07 2 0.00 3.00 Yes
ISO 27001:2013

2 Have the requirements of these interested
parties been determined, including legal, | 30.07 2 0.00 3.00 Yes
regulatory and contractual requirements
3 Is there a procedure documenting when,
and by whom, contact with rel_evant 30.07 ) 0.00 3.00 Yes
authorities (laws enforcement etc.) will be
made

4 Is there a process which details how and 18.50 ) 0.00 3.00 Ves

when contact is required

Source: IPM SPSS 24 package

The results of table (4.46) Interpreted as follows:

1. The value of chi — square calculated to signify the differences between the has the organization

determined the interested parties that are relevant to the ISO 27001:2013 was (30.07) with P-value
(0.000) which is lower than the level of significant value (5%) These refer to the existence of

differences statistically.

. The value of chi — square calculated to signify the differences between the Have the requirements of

these interested parties been determined, including legal, regulatory and contractual requirements
was (30.07) with P-value (0.000) which is lower than the level of significant value (5%) These refer

to the existence of differences statistically.

. The value of chi — square calculated to signify the differences between the Is there a procedure

documenting when, and by whom, contact with relevant authorities (laws enforcement etc.) will be
made was (30.07) with P-value (0.000) which is lower than the level of significant value (5%)

These refer to the existence of differences statistically.

. The value of chi — square calculated to signify the differences between the Is there a process which

details how and when contact is required was (18.50) with P-value (0.000) which is lower than the

level of significant value (5%) These refer to the existence of differences statistically.
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Table (4.47) the frequency and percentage for the Management responsibilities to employment

No | Items Yes No Other
1 Are managers (of all levels) engaged in driving system 24 1 3
within the business 85.7 3.6 10.7
2 Does management behavior and policy drive, and 24 2 2
encourage, all employees, contractors and 3rd party users
to apply system in accordance with established policies 85.7 7.1 7.1
and procedures
3 Do all employees, contractors and 3rd party users 19 4 5
undergo regular system awareness training appropriate
to their role and function within the Organization 67.9 14.3 17.9

Source: IPM SPSS 24 package
From the above table result shows:

Are managers (of all levels) engaged in driving system within the business by the (24) by (%85.7)
answered yes« and(1) by (%3.6) answered no, and (3) by (%10.7) answered other.

Does management behavior and policy drive, and encourage, all employees, contractors and 3rd party users
to apply system in accordance with established policies and procedures by the (24) by (%85.7) answered
yes« and(2) by (%7.1) answered no, and (2) by (%7.1) answered other.

Do all employees, contractors and 3rd party users undergo regular system awareness training appropriate
to their role and function within the organization by the (19) by (%67.9) answered yes« and(4) by (%14.3)
answered no, and (5) by (%17.9) answered other.

Table (4.48) chi-square teat results for the Management responsibilities to employment

No Phrases Chi- df Sig. Median | Interpretati
square on
value

1 Ar_e_managers (gf _aII Ievels_) engaged in 34.78 ’ 0.00 3.00 Ves

driving system within the business

2 Does management behavior and policy

drive, and encourage, all employees,
contractors and 3rd party users to apply | 34.57 2 0.00 3.00 Yes

system in accordance with established
policies and procedures

3 Do all employees, contractors and 3rd
party users undergo regular system
awareness training appropriate to their role
and function within the Organization

15.07 2 0.00 3.00 Yes

Source: IPM SPSS 24 package
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The results of table (4.48) Interpreted as follows:

1. The value of chi — square calculated to signify the differences between the Are managers (of all

levels) engaged in driving system within the business was (34.78) with P-value (0.000) which is
lower than the level of significant value (5%) These refer to the existence of differences
statistically.

. The value of chi — square calculated to signify the differences between the Does management
behavior and policy drive, and encourage, all employees, contractors and 3rd party users to apply
system in accordance with established policies and procedures was (34.57) with P-value (0.000)
which is lower than the level of significant value (5%) These refer to the existence of differences
statistically.

. The value of chi — square calculated to signify the differences between the Do all employees,
contractors and 3rd party users undergo regular system awareness training appropriate to their role
and function within the organization was (15.07) with P-value (0.000) which is lower than the level

of significant value (5%) These refer to the existence of differences statistically.

Table (4.49) the frequency and percentage for the 1SO 27001:2013 resources, competence Awareness
and communication

No | Items Yes No Other
: 20 4 4
1 Is the ISO 27001:2013 adequately resourced 214 143 143
2 Is everyone within the organization’s aware of the 17 8 3
importance of the information management policy 60.7 28.6 10.7
3 Are any information management duties which 22 2 4
survive employment communicated to the 78.6 71 14.3
employee or contractor
: 20 0 8
4 Is the inventory accurate and kept up to date 214 0.0 8.6

Source: IPM SPSS 24 package

From the above table result shows:

Is the ISMS adequately resourced by the (20) by (%71.4) answered yes«< and(4) by (%14.3) answered no,

and (4) by (%14.3) answered other.

Is everyone within the organization’s aware of the importance of the information management policy by
the (17) by (%60.7) answered yes« and(8) by (%28.6) answered no, and (3) by (%10.7) answered other.

Are any information management duties which survive employment communicated to the employee or
contractor by the (22) by (%78.6) answered yes< and(2) by (%7.1) answered no, and (4) by (%14.3)

answered other.

Is the inventory accurate and kept up to date by the (20) by (%71.4) answered yes< and(0) by (%0.0)

answered no, and (8) by (%28.6) answered other.
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Table (4.50) chi-square teat results for the 1SO 27001:2013 resources, competence Awareness and
communication

No Phrases Chi- df Sig. Median | Interpretati
square on
value

1 Is the ISO 27001:2013 adequately resourced | 18.28 2 0.00 3.00 Yes

2 Is everyone within the organization’s

aware of the importance of the information | 10.78 2 0.00 3.00 Yes
management policy

3 Are any information management duties

which survive employment communicated | 26.00 2 0.00 3.00 Yes
to the employee or contractor

4 :j;tghe inventory accurate and kept up to 15.14 1 0.00 3.00 Yes

Source: IPM SPSS 24 package

The results of table (4.50) Interpreted as follows:

1.

The value of chi — square calculated to signify the differences between the Is the 1SO 27001:2013
adequately resourced was (18.28) with P-value (0.000) which is lower than the level of significant
value (5%) These refer to the existence of differences statistically.

The value of chi — square calculated to signify the differences between the Is everyone within the
organization’s aware of the importance of the information security policy was (10.78) with P-value
(0.000) which is lower than the level of significant value (5%) These refer to the existence of
differences statistically.

The value of chi — square calculated to signify the differences between the Are any information
management duties which survive employment communicated to the employee or contractor was
(26.00) with P-value (0.000) which is lower than the level of significant value (5%) These refer to
the existence of differences statistically.

The value of chi — square calculated to signify the differences between the Is the inventory accurate
and kept up to date was (15.14) with P-value (0.000) which is lower than the level of significant

value (5%) These refer to the existence of differences statistically.

Table (4.51) the frequency and percentage for the Risks and opportunities of 1ISO implementation,
assessment and treatment of information risk management

No | Items Yes No Other
1 Has an information risk assessment process that establishes 19 2 7
the criteria for performing information risk assessments, 679 71 250
including risk acceptance criteria been defined ' ' '
2 Do secure areas have suitable entry control systems to 25 1 2
ensure only authorized personnel have access 89.3 3.6 7.1
3 Are processes to prevent malware spreading in place 24 L 3
85.7 3.6 10.7

Source: IPM SPSS 24 package
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From the above table result shows:

Has an information risk assessment process that establishes the criteria for performing information risk
assessments, including risk acceptance criteria been defined by the (19) by (%67.9) answered yes« and(2)
by (%7.1) answered no, and (7) by (%25.0) answered other.

Do secure areas have suitable entry control systems to ensure only authorized personnel have access by the
(25) by (%89.3) answered yes« and(1) by (%3.6) answered no, and (2) by (%7.1) answered other.

Are processes to prevent malware spreading in place by the (24) by (%85.7) answered yes¢ and(1) by
(%3.6) answered no, and (3) by (%10.7) answered other.

Table (4.52) chi-square teat results for the Risks and opportunities of 1SO 27001:2013 implementation,
assessment and treatment of information risk management

No Phrases Chi- df Sig. Median | Interpretati
square on
value
1 Has an information risk assessment process
Fhat esta_bllshe§ the criteria for pe_rform!ng 16.35 5 0.00 3.00 Yes
information risk assessments, including
risk acceptance criteria been defined

2 Do secure areas have suitable entry control
systems to ensure only authorized | 39.50 2 0.00 3.00 Yes
personnel have access

3 Are processes to prevent malware 34.78 9 0.00 3.00 Ves

spreading in place

Source: IPM SPSS 24 package
The results of table (4.52) Interpreted as follows:

1. The value of chi — square calculated to signify the differences between the Has an information risk

assessment process that establishes the criteria for performing information risk assessments,

including risk acceptance criteria been defined was (16.35) with P-value (0.000) which is lower

than the level of significant value (5%) These refer to the existence of differences statistically.

. The value of chi — square calculated to signify the differences between the Do secure areas have

suitable entry control systems to ensure only authorized personnel have access was (39.50) with P-

value (0.000) which is lower than the level of significant value (5%) These refer to the existence of

differences statistically.

. The value of chi — square calculated to signify the differences between the Are processes to prevent

malware spreading in place was (34.78) with P-value (0.000) which is lower than the level of

significant value (5%) These refer to the existence of differences statistically.
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Chapter Five

Results and Recommendations

5.1 Introduction:

This chapter presents a discussion of the results that emerged from data collection methods, including
interpretations that attempt to provide logical explanations in relation to the research aim and objectives.
The findings are also related to the trends and developments outlined in the literature review in the first
chapter. Also this chapter is aimed to summarize the conclusions of the study, acknowledge some

limitations, and finally provide recommendations for further research.

Hypotheses

5.2 Discussion of results:

Objectives

Increase the
waste of ratio in
effort , money

and time

There a relationship between the
application of information
management system and the
development of the performance

of the institution

Recognize the importance of information
management system in increasing the control

of waste , time and money

Improper
application of
quality
standards in

some sectors

The implementation of 1ISO
27001:2013 helps to increase the
institutional profitability of

stakeholders

This study helps to identify the risks and
establish appropriate controls for their

management and disposal

Do not protect

Application of the standard

The importance of the role and application of
the standard in reducing cases of loss

information , So the implementing of ISO

enterprise increase employee satisfaction 27001:2013 is improving the image of the

information establishment and increasing its
competitiveness in the marketplace

Do not make The implementation of 1ISO 27001:2013 due

shareholders
and employee

satisfaction

The use of 27001:2013 standard

reduce waste , time and money

to satisfy the customers and to obtain the
confidence of stakeholders and their data

control




This descriptive study was carried out to explore the barriers that have been encountered during 1SO

27001:2013 standard implementation for the sample organization, determine critical barriers according to

top management and employee view, and to recommend actions and measure to overcome these barriers.

So The researcher came to the following :

1.

That standard of a relationship between the applications of ISO "Information Management
System" affects to the development of performance of the institution.

That standard of the implementation of 1SO 27001:2013 affects to increase the institutional
profitability of stakeholders.

That standard of application to the standard affect to increases employee satisfaction.

That standard of the use of standard affect to reduce waste of time and money.

It has already been found that:

There is a main role on the Information Management System in developing organization performance.

5.3 Recommendations:

The study recommended several recommendations:

1.

Increase interest and awareness in the application of the concept Information Management System
of electronic services, service and banking in the rest of telecommunications companies and
banking banks and various private and public sectors.

The necessity of adopting other sectors to implement and develop the Information S Management

System.

5.4 Suggestions for the researchers:

Conducting other studies that include dimensions not covered in the study Such as health, service,
education and banking sectors.
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e PartOne:

The relationship between the application of Information management system and the
development of the organization performance
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details how and when contact is
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2. 3.1 Has the organization
identified and documented all
relevant legislative, regulatory
or contractual  requirements
related to management?

Al cllliall pes gy debiall Goas 081,32
¢ YL Aalaial) Alial) ol dgadlail) of duaulaill f

2.3.2 Does the organization keep
a record of all intellectual
property rights and use of
proprietary software products?

TS AL g gen) s daliidl Biias b 2.2.3

2.3.3 Are records protected from
loss, destruction, falsification
and unauthorized access or
release in accordance with
legislative regulatory
contractual and business
requirements?

Jeaslly g yilly ypexill g 28dll (e dpene O3aull Ja3.2.3
g il Apailadll bagyall Wy 4y £ jeadl e g LY
Siardatill dgial 31
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e Part Three :
The relationship between the application of ISMS and staff satisfaction
Y No | Oth
Statements e.s © ¢ 'ecr &) land)
ard b A
3.1 Management responsibilities to employment : D Cailgall gad B Y)Y Auligess 1.3

3.1.1Are managers (of all levels)
engaged in driving 1SO 27001:2013
System within the business?

s o 3at (A (b siwall asaa a) G pall Jeny J81.3.1
¢ 48,4l Ja127001:2013 55

3.1.2Does management behavior and
policy drive, and encourage, all
employees, contractors and 3rd party
users to apply system in accordance
with  established  policies and
procedures?

& @;&] ‘;3 gu.nw\} EJ‘J}{‘ é}l.w LEJ;’:‘ &1_3_2
Adadll Gaatl G Cophall eddiaey cpalaiall ¢ (il sall
¢ el jall s coluland G g aana oa Lol g

3.1.3Do all employees, contractors
and 3rd party users undergo regular
security awareness training
appropriate to their role and function
within the Organization?

aedils 55 an ) sal Cuulial) aliiiall Y1 5 5o sl g paill Cllil)
¢ dadaidl Jala

3.2. Human resources security :

Al 3 ) all e 2.3

3.2.1Are background verification
checks carried out on all new

e oo LAl e gl cjal e 0a2.3.1

? A;j\ . 5 ‘
candidates for employment? Jeall 2aall as jal
3.2.2Are these checks approved by 5oy AL U8 e Ry o o ABlyal 5 (02.3.2
appropriate management authority? ¢ onlial

3.2.3Are all employees, contractors
and third party users asked to sign
confidentiality and  nondisclosure
agreements?

(e Gpalaiall g il el aiea 0 bl J82.3.3
¢ ZLad) ase 5 Gy pul) L) e o i) A G Ll

3.24 Is there a process to ensure
user access rights are removed on
termination  of employment  or
contract, or adjusted upon change of
role?

die addiuall Jpas 3o8a A3} lacal e Gla Ja3.2.4
?ﬁbg\ajjgﬁgsm@mj‘ﬁd\}iwuw

3.3. ISMS resources , competence , awareness and communication:
s cilaglaal) cpal 3 413) aldily Jlaiy) g due gil) ¢ Bl ¢ palaal) 3.3

3.3.1. Is ISO 27001:2013 adequately
resourced?

§ e sbrall Gl 31 allail S (S5 3 ) 50 20 55 8 1.3.3

3.3.2. Is there a process defined and
documented for determining
competence for 1ISO 27001:2013roles?

J\}S‘ﬁ Aonial) 3o laSl aaal 485 ga g 30080 Ailee Gl Ja2.3.3
§ e sheall el 31 allas

3.3.3. Are those undertaking 1SO
27001:2013 roles competent, and is

this competence documented

il slaall (el 51} Al ) saly ) s iy 03l 6¥ 58 U 3.3.3
?W&(&u&.&}aﬁcuﬁ‘bhﬁdﬁ} ¢ Oarna Y
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appropriately?

3.34 Is everyone within the
organization’s aware of  the
importance  of the information

management policy?

el Abs Ll @y dunsall 4 padd JS O 433
¢ e sl

3.3.51s there a documented process for
terminating or changing employment
duties?

3.3.6Are any information management
duties which survive employment
communicated to the employee or
contractor?

COlelad and Al Claslaally dilaie dyial alew sl J03.3.6
¢ ) Ju g Blidl f cals gal)

3.3.71s the inventory accurate and kept
up to date?

Lot oy s IS Claslaall (535 o 183.3.7

e Part Four:

The relationship between the application of 1ISO 27001:2013 and reduce of time and cost

Statements

Yes
pxd

No
Y

Other
s Al

&) lad)

4.1 Risks and opportunities of 1ISO implementation , assessment and treatment of information security risk :
; Cilaglaal) cal Al gi Al Jhliial) dadlaa g andig cila glaall cral 3 13) aUAT LA (e b g Jlalaall] .4

4.1.1 Have actions to address risks and
opportunities  been  planned, and
integrated into the 1SO 27001:2013
processes, and are they evaluated for
effectiveness?

Llis JSh Hhlaa) dalles el el a) clal da 1,14
Sy G e sleall gl 5l alas Jaly JalSs clllia Ja g ¢ 4l
flad JSy dapits

412 Has an information risk
assessment process that establishes the
criteria for performing information risk
assessments, including risk acceptance
criteria been defined?

CSar Cyny Slagladll al Jhlia wuil dulee el Ja2,1.4
)L\'AAS\ uﬂh@hu ‘ k@\ﬂbﬁg&ﬂﬁ\aﬁ S S <L)
fld i julae s g Ly i o3 (S

4.1.3 Is the information risk assessment
process repeatable and does it produce

A Ja s Clasleall (el halae apiil dlee el da 3.1.4

consistent, valid and comparable § A0 )lall ALl 5 daaia g dluie il sl Cuany ) S
results?

414 Does the information risk

assessment  process identify  risks

associated with loss of confidentiality,
integrity and availability for information
within the scope of the 1ISO 27001:2013,
and are risk owners identified?

adadijall ilaslaal) (el lalae audi dlee 323 o b 4.1.4
8ol aldai lai 8 e glaall a3 Al 335 Ay yudl olady
§ Jhlaall elli Clanal aasd 25 Ja g ¢ il slaall gl

4.1.5 Has an information management
risk treatment plan been formulated and
approved by risk owners, and have
residual information management risks

i Ja g Alaglaadl 3 la) Hlalde dalled] dad cbal Ja 5.1 .4
laal o s Jas ¢ oSl (e Lele 3880 gl 5 it lia
¢ daliadl Claal Ji (e Adiiid) e slaall 310
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been authorized by risk owners?

4.1.61s documented information about
the information ~management risk
treatment process available?

e slaall (el Hlalie dallan Jsa 48 g0 Claslaall b 1.4.6
¢ Aalie Fuleal) 038 Ja

4.1.7 Do secure areas have suitable
entry control systems to ensure only
authorized personnel have access?

b aSaill Aadle Aakil Al shldl & g 0417
¢ L agl 7 jeadl) ol Y Jgea s Jlasal J5a)

4.1.8 Have physical protection
measures to prevent natural disasters,
malicious attack or accidents been
designed in?

ol aiad Al Alead) Ll aseai &3 b 4.1.8
¢ Lparanai ai Sl Gl sall 5l 5 jlall Cilangll sl degalal)

4.1.9 Are processes to prevent malware
spreading in place?

S L Aipal) Cilma )L il ke llia Ja4,1.9

4.1.10Is there a rigorous equipment
maintenance schedule?

§ Glaall Dlpal 38y ey Jeas lia Ja1.4.10
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asa N an Y &)
bes 51 5Sall g a glall (3 ud) Al
el bl all 4,18
Ol 3 jlatiad

GlS g il Ay g oSole DL
dih alall Gl (e aaais bl sda b Lede (38 5l gLt e e aSialus ay S (e s

da )y Jal( Aeesall) Gl lasall culadly sla Sl bl Je Jgasll a jal aae Glaiud) s o
ObieY) g ALl Basall 31y (& sl

1O sy

The Role of ” ISO Standard 27001:2013 ” in_Devolving
Organization Performance

(Agall g13i pohai 827001:2013 330 Jbrs 499)

SSAl Qs oS

95



Al i)

Age )
f) Less than 30 ( ) ( ) 30 0 BB 7
o) 30— 40 C ) C ) 40-30 -¢
h) 41—50 ) C ) 5041 -2
iy 51-60 H( ( ) 60-51 -2

) C ) 60 o= S -5
j)) More than 60 ( )
Qualification JA sall
g) Diploma ( ) ( ) pshy  F
h) Bachelor ( ) ) ( D
1) Higher diploma ( ) ( ) AP P
j) Master O ( ) dale -

) () s -5
k) PHD C ) () gA o
) Other C ) :
How long have you had your current position Allal) ddlagl) A Jand) il i 230
@) Less than 5 years L ( ) A5 e dil F

) C ) 4e10-5 -
b 5-10 () C ) ael5-11 -
p 1-15 () Y ( “a20-16 -
)_16-20 S C ) 2521 -
b2l 2 — C 525 50 S
) More than 25 ( )
What is your position? Ak 5l
f) Director of [1 he Department ( ) ) ( SN
@) Head of [ he Department ( ) ( ) pnd iy -F
h) Engineer ( ) ( ) e -2
i) Technical ( ) ( ) g -2
) Other C ) C ) A
Scientifi Specialization S
f) Telecommunication Engineering | ( ) ( ) GYlal) dwia -
g) Computer Engineering C ) ( ) e Y
h) Computer Science ( ) ) ( Ceulaage
i) Information Technology ( ) ) ( Clasleodpdi -3
i) Other () C ) A -
How long have you worked in this organization? dsgall B 5 i) ) gl 23
@) Less than 5 years ( ) ( ) a5 e 8 ¢
h) 5-10 ( ) ( ) Au]0-5 -2
i) J1-15 C ) () 4w]5-11 -3
) 16-20 C ) () 4s20-16 -
K 21 25 C ) ) u25-21 -5
)  More than 25 ( ) ( ) 425 om S
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Part One : The relationship between the application of Information security

management system and the development of the organization performance

Yes
pxd

Statements

No
Yy

Other
s A

Q\Jl..ﬂi\

1.1 The organization’s leadership commitment to the I1SO 27

001:2013 demonstrated by :
2 27001:2013 5300 abay daliial) 3008 ) 51 1.1

communicated to employees?

1.1.1Do Information management )

_ _ ¢ e glaall 3 laY dubw a5 Ja 1.1.1
policy exist?
112 Are policies properly

fmmaa U8 Clalpndly il pall £50) 3 Ja2.1.1

1.1.3 Communicating the importance
of effective information management
and conformance to 1SO 27001:2013
requirements?

Jlall iaal

hasbead Jdead  3.1.1
¢ 27001:2013 53 A il il

K] EJ‘J}

1.1.4 Are ISO 27001:2013 policies
subject to review?

¢ Daal all L) Glulbad) i Jad. 1.1

1.1.5 Are the reviews conducted at
regular intervals?

¢ dalatie @l yi e laal ;uwp‘ Ja5.1.1

1.2 Roles, responsibilities and authoriti

scbadlall g il ggal) g 0l 581 2.1

1.2.1 Are the roles within the I1SO
27001:2013 clearly defined and
communicated?

83asa 27001:2013 s Al Jals LY da 1.2.1
¢ Lelia 8 Jony Sy = a0

1.2.2 Are the responsibilities and
authorities for conformance and
reporting on ISO  27001:2013
performance assigned?

§ il sheall (el 3 1) aldas glol e Badina )l

Access controll.3 :

s dsdall B asadli 1.3

1.3.1 Is there a documented access
control policy?

¢ Jgaall A ol 485 oo dbin Sllia Ja1.3.1

1.3.2 Is there a formal user access
registration process in place?

& padiuall dpan) Jsd0 dead ddee dln J21.3.2
ol

133 Are complex passwords
required?

§ aiaa 4 glhaall 5 jall il Ja1.3.3

Institutional profitability of stakeholders

Part Two : The implementation of 1ISO 27001 2013 with increase the

Yes
Statements

Other
s A

&) el

2.1 General Questions :

s dale dlid 1.2

97




2.1.1Has the organization determined
the interested parties that are relevant
to the ISO 27001:2013 ?

aldasy dlall b dgeal) ol plY) dabiidl coas da 2,101
€ 27001:2013 )4

2.1.2Have the requirements of these
interested parties been determined,
including legal, regulatory and
contractual requirements?

Gy Ly ¢ Al il ylaYl oda cilllaie aas 3 Ja2.2.1
¢ Gailaill 5 dandaiill 5 A gilal) Ll

2.1.3 Is there a procedure documenting
when, and by whom, contact with
relevant authorities (laws enforcement
etc.) will be made?

Juai¥l Joh ey S @im o ela) s Ja 231
£ ) Las (il il i) Al Ll

2.1.4 Is there a process which details
how and when contact is required?

¢ JuaiV Cany ey o Jladi dlae Sllia Ja 2.4.1

e Part Three : The relationship between the application of 1SO 27001:2013 and staff

satisfaction

Y No | Other
Statements e.s © 'e; & laad)
pad b e Al
3.1 Management responsibilities to employment : rCndlh gall gl B ))aY) ddigess 1.3

3.1.1Are managers (of all levels) engaged

eS8 (Db el e ) Gypdal) Jery J21.3.1

in driving management within  the oic )

) ¢ A< ,al Jaby oY)
business? oA g
3.1.2Does management behavior and

policy drive, and encourage, all employees,
contractors and 3rd party users to apply
management in accordance  with
established policies and procedures?

en i Al sl dile oy Ja1.3.2
Calill (Badail G o lal Laddinea 5 Cplatiall ¢ (pals gall
¢ el pa¥l s clubaadl (385 2ana sa Lol i g

3.1.3Do all employees, contractors and 3rd
party users undergo regular security
awareness training appropriate to their role
and function within the Organization?

Leddiiea g Cpalaiall g cpals gl e pady 101,33
il alaiiall L;LA‘EI\ oo il ol A s yhal
ialaiall JA‘J?@SLEJ}%QJJ.\S

3.2. 1SO 27001:2013 resources , competen

ce Awareness and communication:
:27001:2013 5330 alahy Juaiyl g dse gill ¢ Bolisl) ¢ jilaal) 2.3

3.2.1. Is the ISO 27001:2013 adequately
resourced?

e slaall yal 3 1) aldail IS IS5 0 ) 5 2a 55 8 1.2.3

¢

3.2.2 Is everyone within the organization’s
aware of the importance of the information
management policy?

3 Al paal &y dassal 8 (add US b 2.2.3
e slaall

3.2.3Are any information management
duties  which  survive  employment
communicated to the employee or
contractor?

o ela an Sl il slaally Ailaia dial plea 51 082.3.3
¢ ) Sy Sl o cals gl

3.2.41s the inventory accurate and kept up
to date?

98




e Part Four: The relationship between the application of 1ISO 27001:2013 and reduce of time

and cost

Statements

Yes
pxd

No
b

Other
Al

&) Jl.:\ﬂ\

4.1 Risks and opportunities of ISO standard implementation , assessment and treatment of information

management risk :

s laglaall 3 02) Al gi A Jhldal) dalag anliy 27001:2013 04 S LG e By kil 4

4.1.1 Has an information management
risk assessment process that establishes
the criteria for performing information
management risk assessments, including
risk acceptance criteria been defined?

Cany Glagleall 3500 Hhlie sl ddee el (01.1.4
V) arl julae aua gy oli) (S

4.1.2 Do secure areas have suitable entry
control systems to ensure only authorized
personnel have access?

b aSaill Aadle dalal daaY) Blliadl 8 a5 104.1.2
¢ L agl o jeadll o V) Jpea g Jlasal J5a0)

4.1.3 Are processes to prevent malware
spreading in place?

& Al Sl pll lam cm& Gblee dba Ja4.1.4
ol

4.1.4 1s the information management risk
assessment process repeatable and does it
produce consistent, valid and comparable
results?

Jas Clegleall 500l Hhlaae apiil ddee clln Ja5.1.4
Ay dsgsaay Adude B Jaad Guay )il AL
AP TR
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