Appendix A

Questionnaire Form
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Does the organization have a written information security policy? 1
0 51 e slaa (el dulon dadaiall sl Ja
Is information security policy approved by the top management?
2
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Is the information security policy communicated to all employees? 3
€0l sall gaand o slaall (ol dlpus £33 Ja
Does the organization have a dedicated information security team? 4
eeila sladll (1Y acadia (33 58 dadaidl sal Ja
Does the informationuseful to conduct an information security
5
awareness program for employees?
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Does the organization implemented information security solutions:
Firewall at intent gateways, Anti-virus - anti-spam
) 6
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The firewall at intent gateways, Anti-virus - anti-spam
Does the organization have any procedure to update and batch
computer OS and anti-virus? ;
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Does the organization have any user access control policy?
8
Does the organization have a password policy?
9
€ 55 30 AalS Luslaus Aaliiall sl Ja
Does the organization have any user’s access review policy?
10




How frequently per year the access review is conducted?
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Is the top management supporting and enforcing information
security policy implementation? 12
a2 5 e slaall (pal Alpus 25 ac 33 Llal) 5 510Y) Ja
Does the organization following any information security standards
or guideline? 13
Sl sheall (5aY dagan 55 (5alie | e (o Aabaiall ai Ja
Does the organization have cybersecurity incident response plan?
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Does the organizationimplement any business continuity program?
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Does the organization have documented disaster recovery plan?
9 )5S any Jaad) e 5,08l BalainY 48 ge dad dakiiall (5ol Ja 16
How frequently is the disaster recovery plan tested?
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Does the organization have any information systems audit program?
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How frequently is information systems audit conducted?
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Does the information system audit is part of internal audit
responsibility? 20
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Can you describe in detail the methods and techniques are used for
measuring the effectiveness of information security policies in a
sense as to mitigate the threats, vulnerabilities or risk associated
withorganizational assets? ”n
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Do you have a policy monitoring system to monitor and assess your
institution network security policies? -
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Appendix B

Interview Questions
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1- What are the regulations regarding information security that needs to be
followed by your organization? To what extent is your company following these
regulations?
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2- How many information security professionals are specifically involved in
information security tasks? How many of them have professional certifications?
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L
3- Approximately what percentage of your total budget is being allotted to
information security measures? Is this percentage serving organization’s
information security needs well enough?
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4- How often do you organize internal information security audits?
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5- How do you tackle socio-technical issues and risks with respect to information

security in your organization?
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6- Has the top management defined its security objectives with respect to business
objectives? To what extent is the information security team involved in modifying
and developing the policies that can achieve these objectives?
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7- What are these objectives? How do you formalize information security policies
based on those objectives in your organization?
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8- Have the details about these information security policies and priorities been
properly communicated to employees? If yes, how are these communicated and
what communication model you are following and why you have chosen it?
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9- How confident are you that whether these policies defined by the information
security department are being followed by employees? Can you elaborate it with
some example?
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10- If any incident occurs due to information security lapse, who is held
responsible for it?
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11- Are the information security policies documented? Also are these policies
authorized by the top management? If yes, how often these policies are reviewed
and modified?
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12- What steps you generally follow up in order to implement thesepolicies ?
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13- What mechanisms are being used for keeping records of information security

incidents and risks ?
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14-What are the primary assets that the information security department is

supposed to protect in your company? What are the risks associated with them ?

Dbl 4 L Seli€ 5b 8 Lgilany e slrall Cpal 313 a gl O (2 ity Al ) Jsad) 4 e
e ddasi yal)

15- What are your objectives while designing and conducting security awareness
programs and trainings? How well the employees follow your training? Has the

threat level gone down after these training?
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16- Can you describe in detail what methods and techniques you use for measuring
the effectiveness of information security policies? Effectiveness in a sense as to

mitigate the threats, vulnerabilities or risk associated with organizational assets?
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Appendix C

Study Participants Information

Table Gender, Occupation and Year of Experiences

Institution ‘ Occupation Year of experiences
Male | Female | General IT Engineer Technician | Less than | (6-10) Over 10
manager | Manager 5 years years
Ministers  and | 14 10 1 2 9 15 3 8 13
Bank Of Sudan
National Centre | 9 7 0 1 12 3 13 0 3
of information
Ministry of | 5 9 0 1 5 9 8 3 3
Finance
Appendix D

Study Questioner Result for Institutions

Table Questioner Result to Ministry of Finance

Ministry of Finance

To some extent

NO of Q

1 0 6 2
2 0 3 3
3 1 7 2
4 2 2 3
5 0 9 1
6 0 5 2
7 2 2 0
8 1 5 2
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Table Questioner Result to National Centre of information.
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Table Questioner Result to Bank of Sudan
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Appendix E

Code to monitor policy in Network

T R
HitH

This Code To monitor Specific Firewall Rule is applied or not & Send SMS if it's not working
#HHH# OS @ Redhat 6.5

T R O
HitH

HH R R R ]

## CHECK FIREWALL STATUS

service iptablesstaus
R
#[root@test ~]# service iptables status

#iptables: Firewall is not running.

HHH R R
CHECK_STATUS=$(service iptables status)

if (($CHECK_STATUS == "iptables: Firewall is not running." ))

then

$SEND_SMS 249xxxxxxxxx "Firewall is not running"

if

#CHECK IP TAPLES ACTIVE RULES

iptabels -L

HHHHEHHHHEHEHE A result of ABOVE command #HHHHEHEHEHHHEHHEHE
#-A INPUT -p tcp --dport 22 -m state --state NEW -j DROP  # Deny SSH connections.

#-A INPUT -p tcp --dport 80 -m state --state NEW -j ACCEPT #ALLOW HTTP

#-A INPUT -p tcp --dport 443 -m state --state NEW -j ACCEPT #ALLOW HTTPS

HHHHH R A
HitH#

CHECK_STAT=$(iptables -L | grep -i ssh | awk ‘{print $12}")

if ($CHECK_STAT == "DROP"))

then

$SEND_SMS 249xxxxxxxxx "XXX rule drop the connection from outside"

else

$SEND_SMS 249xxxxxxxxx "XXX rule not drop the connection from outside, please check it"

M

# check number of bytes drooped in some rule

iptables -L -n -v

### OUTPUT WILL BE like THIS

#Chain INPUT (policy DROP 0 packets, 0 bytes)

#pkts bytes target protoptin out source destination

#1000 2340 DROP ssh -- * *  XXXX XX XX
BYTES_DROOPED=$(iptables -L -n -v | grepssh | awk '{print $2}")
$SEND_SMS 249xxxxxxxxx "Bytes drop XXX rule is $BYTES_DROOPED "



