
Appendix A 

                                     Questionnaire Form 

 مبجستير تقنية المعلومبت  -كلية الدراسبت العليب   -جبمعة السودان للعلوم و التكنلوجيب 

( -------------استمارة استبيان )   

 الرقم  : ..............     8012التارٌخ  /      /   

 

الماجـستٌرعلوم  درجة على للحصول الدراسٌة المتطلبات إحدى وهً الإستبانة هذه أٌدٌكم بٌن التقدم ،أضع دور البحث العلمً فً على منا إٌمانا  

،  بعنوان  فعالٌة سرٌة امن المعلومات فً القطاعات العامة و الهدف من البحث لتقٌٌم فعالٌة سٌاسات  الحاسوب و تقنٌة المعلومات تخصص شبكات

والاسـتعداد  الاهتمـام المطلوبة ، وأعهـدبكـم خٌرمصدرللمعلومات بأنكم أؤمن أننً وتحسٌن وتطوٌر قً القطاعات العامة . وحٌث, المعلوماتأمن 

 لإجابةعلىا خلال من وذلك منقبلكم المطلق التعاون أن أجد فً أمل وكلً إلٌكم توجهت وتطوٌره،لذا مجتمعنا بخدمة تهتم التً العلمٌة الأبحاث لمؤازرة

 بأن علما   وموضوعٌة دقٌقة إلـى نتائج للوصول أمامالاختٌارالمناسب X إشارة وضع و بعناٌة فقرة كل بقراءة التكرم الإستبانة. أرجـومـن سٌادتكم أسئلةهذه

 تعاونكم. حسن لكم فقط ، شاكرا   العلمً البحث لغرض وتستخدم بسرٌة ستعامل الإجابة

 9055551090عثمان الامين                                                     ت:اسم الباحث / نور محمد 

 أولا:بيانـــات أساسية:

 الاسم: )اختٌاري( .........................................................

 ........................................................................   المؤسسة: .0

 أنثى  ذكر  الجنس: .8

 اخري    الوظٌفة .3

 تقنً  مهندس IT مدٌر   مدٌر عام  المهنة .4

 سنوات 01أكثر من   01-6من   سنوات فأقل  5 سنوات الخبرة  .5

 45أكثر من   35-45  35أقل من   العمر .6

 

 



 

 ثانيا:   أسئلة الاستبيان  :

 اٌؼببساث َ

 دسصت اٌخٛافش

 ػب١ٌت ػب١ٌت صذا
إٌٝ 

 حذ ِب
 ِٕخفعت

ِٕخفعت 

 صذا

5 

  

Does the organization have a written information security policy? 

 هل لدى المنظمة سٌاسة أمن معلومات مكتوبة؟

     

9 

 

Is information security policy approved by the top management? 

 

 هل ٌتم اعتماد سٌاسة أمن المعلومات من قبل الإدارة العلٌا؟ 

     

3 

  

Is the information security policy communicated to all employees? 

 

 هل ٌتم إبلاغ سٌاسة أمن المعلومات لجمٌع الموظفٌن؟ 

     

4 

 

Does the organization have a dedicated information security team? 

 هل لدى المنظمة فرٌق مخصص لأمن المعلومات؟ 

     

5 

 

Does the informationuseful to conduct an information security 

awareness program for employees? 

 اٌّؼٍِٛبث ٌٍّٛظف١ٓ؟ً٘ حسخخذَ اٌّؼٍِٛبث لإصشاء بشٔبِش اٌخٛػ١ت بأِٓ 

     

6 

Does the organization implemented information security solutions: 

Firewall at intent gateways, Anti-virus - anti-spam 

 ً٘ ٔفزث إٌّظّت حٍٛي أِٓ اٌّؼٍِٛبث : 

The firewall at intent gateways, Anti-virus - anti-spam 

     

7 

Does the organization have any procedure to update and batch 

computer OS and anti-virus? 

 

 ً٘ ٌذٜ إٌّظّت أٞ إصشاء ٌخحذ٠ذ ٔظبَ حشغ١ً اٌىّب١ٛحش ِٚىبفحت اٌف١شٚسبث؟

     

8 

Does the organization have any user access control policy? 

 

 ٚصٛي اٌّسخخذَ؟ً٘ ٌذٜ إٌّظّت أٞ س١بست ححىُ فٟ 

     

9 
Does the organization have a password policy? 

 ً٘ ٌذٜ إٌّظّت س١بست وٍّت ِشٚس؟
     

10 
Does the organization have any user’s access review policy? 

 ً٘ ٌذٜ إٌّظّت س١بست ِشاصؼت اٌٛصٛي لأٞ ِسخخذَ؟
     



11 
How frequently per year the access review is conducted? 

 فٟ وً ػبَ؟) access reviewوُ ِشة ٠خُ إصشاء ِشاصؼت اٌٛصٛي)
     

12 

Is the top management supporting and enforcing information 

security policy implementation? 

 ً٘ الإداسة اٌؼ١ٍب حذػُ حٕف١ز س١بست أِٓ اٌّؼٍِٛبث ٚحٕفز٘ب؟

     

13 

Does the organization following any information security standards 

or guideline? 

 ً٘ حخبغ إٌّظّت أٞ ِؼب١٠ش أٚ ِببدئ حٛص١ٙ١ت لأِٓ اٌّؼٍِٛبث؟

     

14 
Does the organization have cybersecurity incident response plan? 

 الإٔخشٔج؟ ً٘ ٌذٜ إٌّظّت خطت اسخضببت ٌٍحٛادد الأ١ِٕت ػٍٝ
     

15 
Does the organizationimplement any business continuity program? 

 ً٘ حمَٛ إٌّظّت بخٕف١ز أٞ بشٔبِش لاسخّشاس٠ت اٌؼًّ؟
     

16 
Does the organization have documented disaster recovery plan? 

 بؼذ اٌىٛاسد؟ ً٘ ٌذٜ إٌّظّت خطت ِٛرمت لاسخؼبدة اٌمذسة ػٍٝ اٌؼًّ
     

17 
How frequently is the disaster recovery plan tested? 

 ِٓ اٌىٛاسد؟ (disaster recovery(وُ ِشة ٠خُ اخخببس خطت اٌخؼبفٟ 
     

18 
Does the organization have any information systems audit program? 

 اٌّؼٍِٛبث؟ً٘ ٌذٜ إٌّظّت بشٔبِش حذل١ك لأٔظّت 
     

19 
How frequently is information systems audit conducted? 

 وُ ِشة بخىشس إصشاء حذل١ك ٔظُ اٌّؼٍِٛبث؟
     

20 

Does the information system audit is part of internal audit 

responsibility?    

 اٌخذل١ك اٌذاخٍٟ؟ً٘ ٠ؼخبش حذل١ك ٔظبَ اٌّؼٍِٛبث صزءًا ِٓ ِسؤ١ٌٚت لسُ 

     

95 

Can you describe in detail the methods and techniques are used for 

measuring the effectiveness of information security policies in a 

sense as to mitigate the threats, vulnerabilities or risk associated 

withorganizational assets? 

ً٘ ٠ّىٓ أْ حصف ببٌخفص١ً اٌطشق ٚاٌخم١ٕبث اٌّسخخذِت ٌم١بس فؼب١ٌت س١بسبث أِٓ 

اٌّؼٍِٛبث بّؼٕٝ اٌحذ ِٓ اٌخٙذ٠ذاث أٚ ٔمبغ اٌعؼف أٚ اٌّخبغش اٌّشحبطت ببلأصٛي 

 اٌخٕظ١ّ١ت؟

 

     

22 

Do you have a policy monitoring system to monitor and assess your 

institution network security policies? 

 ً٘ ٌذ٠ه ٔظبَ سصذ ِٚشالبت اٌس١بسبحبلا١ِٕت ٚحم١ّٙب ٌشبىت ِؤسسخه؟

     

 

 



               

 

Appendix B 

 

                                   Interview Questions 

 

 اسئلة المقببلة

  

1- What are the regulations regarding information security that needs to be 

followed by your organization? To what extent is your company following these 

regulations? 

 اٌّخؼٍمت بأِٓ اٌّؼٍِٛبث اٌخٟ ٠ضب أْ حخبؼٙب ِٕظّخه؟إٌٝ أٞ ِذٜ حخبغ ششوخه ٘زٖ اٌٍٛائح؟ِب ٟ٘ اٌٍٛائح 

 2- How many information security professionals are specifically involved in 

information security tasks? How many of them have professional certifications? 

ِٓ اٌّؼٍِٛبث اٌز٠ٓ ٠شبسوْٛ بشىً ِحذد فٟ ِٙبَ أِٓ اٌّؼٍِٛبث؟وُ ُِٕٙ ٌذ٠ُٙ شٙبداث وُ ػذد ِحخشفٟ أ

 ١ِٕٙت؟

3- Approximately what percentage of your total budget is being allotted to 

information security measures? Is this percentage serving organization’s 

information security needs well enough?  

ِب ٟ٘ إٌسبت اٌّئ٠ٛت حمش٠بب ِٓ إصّبٌٟ ١ِزا١ٔخه اٌخٟ ٠خُ حخص١صٙب ٌخذاب١ش أِٓ اٌّؼٍِٛبث؟ً٘ ٘زٖ إٌسبت 

 اٌخٟ حخذَ احخ١بصبث أِٓ اٌّؼٍِٛبث ٌٍّٕظّت وبف١ت بّب ف١ٗ اٌىفب٠ت؟

4- How often do you organize internal information security audits?  

 ِشة حمَٛ بخٕظ١ُ ػ١ٍّبث حذل١ك أِٓ اٌّؼٍِٛبث اٌذاخ١ٍت؟وُ  

5- How do you tackle socio-technical issues and risks with respect to information 

security in your organization? 



 و١ف حخؼبًِ ِغ اٌمعب٠ب ٚاٌّخبغش الاصخّبػ١ت ٚاٌخم١ٕت ف١ّب ٠خؼٍك بأِٓ اٌّؼٍِٛبث فٟ ِٕظّخه؟

6- Has the top management defined its security objectives with respect to business 

objectives? To what extent is the information security team involved in modifying 

and developing the policies that can achieve these objectives? 

الأ١ِٕت ف١ّب ٠خؼٍك بأ٘ذاف اٌؼًّ؟إٌٝ أٞ ِذٜ ٠شبسن فش٠ك أِٓ اٌّؼٍِٛبث  ً٘ حذدث الإداسة اٌؼ١ٍب أ٘ذافٙب

 فٟ حؼذ٠ً ٚحط٠ٛش اٌس١بسبث اٌخٟ ٠ّىٓ أْ ححمك ٘زٖ الأ٘ذاف؟

7- What are these objectives? How do you formalize information security policies 

based on those objectives in your organization?  

ب ٟ٘ ٘زٖ الأ٘ذاف؟و١ف ٠ّىٕه إظفبء اٌطببغ اٌشسّٟ ػٍٝ س١بسبث أِبْ اٌّؼٍِٛبث بٕبءً ػٍٝ حٍه الأ٘ذاف ِ

 فٟ ِؤسسخه؟

8- Have the details about these information security policies and priorities been 

properly communicated to employees? If yes, how are these communicated and 

what communication model you are following and why you have chosen it?  

ً٘ حُ حٛص١ً اٌخفبص١ً اٌّخؼٍمت بس١بسبث ٚأ٠ٌٛٚبث أِٓ اٌّؼٍِٛبث بشىً صح١ح إٌٝ اٌّٛظف١ٓ؟إرا وبٔج 

 شحٗ؟الإصببت بٕؼُ ، فى١ف ٠خُ حٛص١ً ٘زٖ إٌّبرس ِٚب ٘ٛ ّٔٛرس الاحصبي اٌزٞ حخبؼٗ ٌّٚبرا اخخ

9- How confident are you that whether these policies defined by the information 

security department are being followed by employees? Can you elaborate it with 

some example?  

٠خبؼٙب اٌّٛظفْٛ؟٠ّىٕه وُ أٔج ٚارك ِٓ أْ ِب إرا وبٔج ٘زٖ اٌس١بسبث اٌخٟ ٠حذد٘ب لسُ أِٓ اٌّؼٍِٛبث 

 ٚظغ رٌه ِغ أٞ ِزبي؟

10- If any incident occurs due to information security lapse, who is held 

responsible for it? 

 فٟ حبٌت ٚلٛع أٞ حبدد بسبب ٘فٛة أِٓ اٌّؼٍِٛبث ، ِٓ ٠خحًّ ِسؤ١ٌٚت رٌه؟

11- Are the information security policies documented? Also are these policies 

authorized by the top management? If yes, how often these policies are reviewed 

and modified?  

ً٘ حُ حٛر١ك س١بسبث أِٓ اٌّؼٍِٛبث؟أ٠عب ٘زٖ اٌس١بسبث أرْ بٙب الإداسة اٌؼ١ٍب؟إرا وبٔج الإصببت ٔؼُ ، فىُ 

 ٍٙب؟ِشة ٠خُ ِشاصؼت ٘زٖ اٌس١بسبث ٚحؼذ٠



ً٘ ٠ّىٕه أْ حصف ببٌخفص١ً ِب ٟ٘ الأسب١ٌب ٚاٌخم١ٕبث اٌخٟ حسخخذِٙب ٌم١بس فؼب١ٌت س١بسبث أِٓ  

 ؟. اٌّؼٍِٛبث؟ فؼب١ٌت بّؼٕٝ اٌحذ ِٓ اٌخٙذ٠ذاث أٚ ٔمبغ اٌعؼف أٚ اٌّخبغش اٌّشحبطت ببلأصٛي اٌخٕظ١ّ١ت

21- What steps you generally follow up in order to implement thesepolicies ? 

 .ِب ٟ٘ اٌخطٛاث اٌخٟ حخبؼٛٔٙب بشىً ػبَ ِٓ أصً حٕف١ز ٘ذٖ اٌس١بسبث؟ 

21- What mechanisms are being used for keeping records of information security 

incidents and risks ? 

 ِب ٟ٘ ا١ٌ٢بث اٌّسخخذِت ٌٍحفبظ ػٍٝ سضلاث حٛادد ٚأخطبس أِٓ اٌّؼٍِٛبث؟ 

21-What are the primary assets that the information security department is 

supposed to protect in your company? What are the risks associated with them ? 

ِب ٟ٘ الأصٛي الأسبس١ت اٌخٟ ٠فخشض أْ حمَٛ إداسة أِٓ اٌّؼٍِٛبث بحّب٠خٙب فٟ ششوخه؟ ِب ٟ٘ اٌّخبغش 

 ٙب؟ اٌّشحبطت ب

21 - What are your objectives while designing and conducting security awareness 

programs and trainings? How well the employees follow your training? Has the 

threat level gone down after these training? 

١ِٕت ٚاٌخذس٠ب؟ و١ف ٠خببغ اٌّٛظفْٛ حذس٠ببحه؟ ً٘ ِب ٟ٘ أ٘ذافه أرٕبء حص١ُّ ٚحٕف١ز بشاِش اٌخٛػ١ت الأ

 أخفط ِسخٜٛ اٌخٙذ٠ذ بؼذ ٘زٖ اٌخذس٠ببث؟

21- Can you describe in detail what methods and techniques you use for measuring 

the effectiveness of information security policies? Effectiveness in a sense as to 

mitigate the threats, vulnerabilities or risk associated with organizational assets? 

ً٘ ٠ّىٕه أْ حصف ببٌخفص١ً ِب ٟ٘ الأسب١ٌب ٚاٌخم١ٕبث اٌخٟ حسخخذِٙب ٌم١بس فؼب١ٌت س١بسبث أِٓ 

 .؟ ١ّ١تاٌّؼٍِٛبث؟ فؼب١ٌت بّؼٕٝ اٌحذ ِٓ اٌخٙذ٠ذاث أٚ ٔمبغ اٌعؼف أٚ اٌّخبغش اٌّشحبطت ببلأصٛي اٌخٕظ

 

 



 

Appendix C 

                          Study Participants Information 

 

            Table Gender, Occupation and Year of Experiences 

 

Appendix D 

                  Study Questioner Result for Institutions 

 

Table Questioner Result to Ministry of Finance 

Ministry of Finance 

NO of Q 
Very high 

% high % 
To some extent 

% low % 
very low 

% 
1 0 0 5 21 6 25 2 8 1 4 

2 0 0 7 29 3 13 3 13 1 4 

3 1 4 1 4 7 29 2 8 3 13 

4 2 8 4 17 2 8 3 13 1 4 

5 0 0 1 4 9 38 1 4 2 8 

6 0 0 4 17 5 21 2 8 2 8 

7 2 8 8 33 2 8 0 0 2 8 

8 1 4 6 25 5 21 2 8 0 0 

Institution Sex Occupation Year of experiences 

 Male Female General 

manager 

IT 

Manager 

Engineer Technician Less than 

5 years 

(6-10) Over 10 

years 

Ministers and 

Bank Of  Sudan 

14 10 1 2 9 15 3 8 13 

National Centre 

of information 

9 7 0 1 12 3 13 0 3 

Ministry of 

Finance 

5 9 0 1 5 9 8 3 3 



9 6 25 7 29 1 4 0 0 0 0 

10 0 0 6 25 2 8 2 8 1 4 

11 2 8 2 8 5 21 1 4 2 8 

12 1 4 9 38 2 8 1 4 1 4 

13 1 4 7 29 5 21 5 21 1 4 

14 0 0 6 25 7 29 1 4 1 4 

15 0 0 7 29 5 21 1 4 1 4 

16 0 0 8 33 3 13 0 0 1 4 

17 0 0 2 8 7 29 1 4 3 13 

18 1 4 5 21 4 17 2 8 1 4 

19 0 0 2 8 7 29 2 8 2 8 

20 0 0 6 25 4 17 1 4 2 8 

21 0 0 4 17 6 25 0 0 1 4 

Total  % 
 

3 
 

21 
 

19 
 

6 
 

6 

 

 

 

Table Questioner Result to National Centre of information. 

National Centre of information 

NO of Q 
very high 

% high % 
To some extent 

% low % 
very low 

% 
1 7 29 5 21 3 13 1 4 0 0 

2 5 21 5 21 3 13 1 4 0 0 

3 4 17 2 8 6 25 3 13 1 4 

4 11 46 3 13 1 4 0 0 0 0 

5 4 17 3 13 8 33 0 0 0 0 

6 6 25 5 21 5 21 1 4 0 0 

7 4 17 4 17 5 21 0 0 3 13 

8 4 17 6 25 5 21 0 0 0 0 

9 7 29 4 17 4 17 1 4 0 0 

10 3 13 4 17 5 21 3 13 2 8 

11 1 4 2 8 5 21 4 17 3 13 

12 5 21 5 21 5 21 0 0 1 4 

13 6 25 3 13 5 21 0 0 0 0 

14 4 17 6 25 4 17 1 4 1 4 

15 2 8 4 17 7 29 0 0 1 4 

16 2 8 6 25 4 17 2 8 2 8 



17 1 4 2 8 7 29 2 8 5 21 

18 1 4 5 21 6 25 3 13 0 0 

19 1 4 2 8 5 21 5 21 2 8 

20 2 8 6 25 4 17 2 8 2 8 

21 2 8 4 17 4 17 2 8 2 8 

Total  % 
 

16 
 

17 
 

20 
 

6 
 

5 

 

Table Questioner Result to Bank of Sudan 

Ministers and Bank Of  Sudan 

NO of Q 
very high 

% high % 
To some extent 

% low % 
very low 

% 
1 7 29 11 46 5 21 0 0 0 0 

2 12 50 9 38 3 13 0 0 0 0 

3 6 25 10 42 8 33 0 0 0 0 

4 11 46 11 46 2 8 0 0 0 0 

5 5 21 13 54 4 17 2 8 0 0 

6 12 50 9 38 3 13 0 0 0 0 

7 15 63 8 33 1 4 0 0 0 0 

8 12 50 10 42 2 8 0 0 0 0 

9 14 58 8 33 1 4 0 0 0 0 

10 5 21 11 46 7 29 0 0 0 0 

11 4 17 8 33 4 17 3 13 0 0 

12 9 38 12 50 2 8 1 4 0 0 

13 3 13 18 75 3 13 0 0 0 0 

14 6 25 10 42 7 29 1 4 0 0 

15 3 13 15 63 5 21 1 4 0 0 

16 1 4 8 33 10 42 4 17 0 0 

17 1 4 4 17 11 46 7 29 1 4 

18 3 13 11 46 6 25 2 8 2 8 

19 6 25 6 25 7 29 3 13 1 4 

20 7 29 10 42 5 21 0 0 1 4 

21 1 4 9 38 8 33 0 0 0 0 

Total  % 
 

28 
 

42 
 

21 
 

5 
 

1 

 

 

 



Appendix E 

Code to monitor policy in Network 

##############################################################################

### 

 This Code To monitor Specific Firewall Rule is applied or not & Send SMS if it's not working  

#######    OS : Redhat 6.5 

##############################################################################

### 

########################################################################### 

 

## CHECK FIREWALL STATUS   

service iptablesstaus 

######################################################### 

#[root@test ~]# service iptables status 

#iptables: Firewall is not running. 

############################################################### 

CHECK_STATUS=$(service iptables status) 

if (( $CHECK_STATUS == "iptables: Firewall is not running." )) 

then 

$SEND_SMS 249xxxxxxxxx "Firewall is not running" 

if 

#CHECK_IP TAPLES ACTIVE RULES 

 

iptabels -L 

 

################################# result of ABOVE command ##################### 

#-A INPUT -p tcp --dport 22 -m state --state NEW -j DROP    # Deny  SSH connections. 

#-A INPUT -p tcp --dport 80 -m state --state NEW -j ACCEPT  #ALLOW HTTP 

#-A INPUT -p tcp --dport 443 -m state --state NEW -j ACCEPT    #ALLOW HTTPS 

##############################################################################

#### 

CHECK_STAT=$(iptables -L | grep -i ssh | awk '{print $12}') 

 

if (( $CHECK_STAT == "DROP" )) 

then 

$SEND_SMS 249xxxxxxxxx "XXX rule drop the connection from outside" 

else 

$SEND_SMS 249xxxxxxxxx "XXX rule not drop the connection from outside, please check it" 

 

################################################### 

# check number of bytes drooped in some rule 

iptables -L -n -v 

### OUTPUT WILL BE like THIS 

#Chain INPUT (policy DROP 0 packets, 0 bytes) 

#pkts bytes target     prot opt in     out     source           destination 

#1000  2340  DROP       ssh  --  *      *       x.x.x.x            x.x.x.x 

BYTES_DROOPED=$(iptables -L -n -v | grepssh  | awk '{print $2}') 

$SEND_SMS 249xxxxxxxxx "Bytes drop XXX rule is $BYTES_DROOPED " 


