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ABSTRACT

Today many services in people daily life are provided
throw the web, so any problems in those websites can
lead to damages vary from delay of services to threaten
people's lives, the objectives of this research represents
in delivering a tool that help in examine these websites
for detecting any vulnerabilities that can be exploit by
the hackers and provide full report contains all results.the
importance of this research is to ensure the security of
websites sensitive data through a simple effective
technique in order to make the usage of websites more
comfortable and safe.
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CHAPTER 1: Introduction

1.1 Introduction:

Internet becomes the most important infrastructure for living in this informatics
technological world, these days internet is used for satisfying people with
various services related to various different fields. One important feature of the
internet lies in the ability to access to the network resources from anywhere at
any time for 24 hours/7 days. Information related to a wide range of fields can
be easily being found with just a few keyboard strokes. So this technology is
helpful to get information easily, research, customer support, publishing
message to the world, and lots of other services in many different field such as
education, business and communication.

Internet contains millions of web sites for different purposes varying from
business companies websites to social networking websites; people from all
over the world are using them. As a result of this wide usage that involves
exchanging, sending and storing sensitive information, many security problems
may arise.

The remainder of this research will be organized as follows: chapter tow will
provides a general view about the project background related fields and
previous studies. Chapter three provides a background and basic information
about the tools that used in the stage of project implementation. Chapter four
analyzes the system using data modeling diagrams to better understanding for
the system.
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1.2 problems:

One of the most serious problems in the web is the appearance of the web
hackers, who are a group of people that aims to break the security policy of the
websites and web applications. Attackers find numerous ways to discover
vulnerabilities and flaws in websites to allow them access secure and sensitive
data in order to use it for different purposes. Therefore this research comes in
an attempt to detect a group of major vulnerabilities that may serve as the
entrance to break the security policy for websites.

The main problem of this research is that many website have codes contain
various vulnerabilities that may result from injection attacks. This Attack is
considered one of the most dangerous types of attacks that may compromise
the whole computer system.

1.3 Research Scope:

The project aim to build a tool that scans websites against three types of SQL
injection vulnerabilities including Tautologies, Union and Illegal Logically
Incorrect Queries following penetration testing technique for websites that
building using PHP technique, then display a report that includes the result of
the detection scanning.

1.4 Objectives:

* Provide penetration testing tool to check some of SQL injection
vulnerabilities on websites an attacker could exploit.

* Deliver a full Report contains various information to the user about the
result of scan.

* Develop a tool that is safe, easy to use and don’t need deep knowledge
about databases or web security.

* Providing the tool for free public use.

17



1.5 Research Methodology:

The research will use the descriptive approach as an appropriate approach to
the nature of the research and its goals. A tool is developed to scan and detect
the website against tree types of SQL injection attacks. To solve our problem
we are going to take the attacker role and trying to inject the website and cause
it to generate vulnerabilities through developing a simple tool that fallowing
the penetration testing technique, Using the tool user Enter the website URL,
then it’s possible to choose among a variety of testing options to perform on the
code, after the test is done all bugs in the code will be delivered as an optimal
report.
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CHAPTER 2: Background and
Related works

2.1 Introduction:

This chapter provides a general view about the project background, in the first
part we are going to introduce an introduction to our project related fields, then
in the second part we will provides a summery for the previous studies and
related works.

2.2 Background:

2.2.1 Introduction to penetration testing:

Penetration testing is a comprehensive method to test the complete, integrated,
operational, and trusted computing base that consists of hardware, software and
people. The process involves an active analysis of the system for any potential
vulnerability, It is done by simulating an unauthorized user attacking the
system using either automated tools or manual method or a combination of
both, It helps confirm the effectiveness or ineffectiveness of the security
measures that have been implemented. The main goal of wvulnerability
assessment is to identify security wvulnerabilities under controlled
Circumstances so they can be eliminated before unauthorized users exploit
them. Computing System professionals use penetration testing to address
problems inherent in vulnerability Assessment, focusing on high-severity
vulnerabilities. [1]

20



2.2.1.1 Benefits of Penetration Testing from Operational Perspective:

Penetration testing helps shape information security strategy through quick and
accurate identification of vulnerabilities. Also provides detailed information on
actual, exploitable security threats if it is encompassed into an organization’s
security doctrine and processes. [1]

2.2.1.2 Penetration Testing Strategies:

There are three strategies for penetration-testing:

1. Black box: In black box penetration testing, the testers have zero
knowledge about the test target.

2. White box: In white box penetration testing, the testers are provided with
all the necessary information about the test target. This strategy is referred
to in as targeted testing where the testing team and the organization work
together to do the test, with all the information provided to the tester prior
to test

3. Gray box: Partial disclosure of information about the test target leads to
gray box penetration testing. Testers need to gather further information
before conducting the test. Based on the specific objectives to be
achieved[1]
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2.2.2 Introduction to Code injection:

Code Injection is a type of exploitation caused by processing invalid data input.
The concept of injection attacks is to introduce or "inject" malicious code into a
program so as to change the course of execution. Such an attack may be
performed by adding strings of malicious characters into data values in the
form or argument values in the URL. [2]

2.2.2.1 Code injection levels:
Code injection can be classified into three major levels as the fallowing:

*  Web level:

In this form of injection attack, the attackers introduce improper scripts into the
web browsers. Dynamic websites are more vulnerable to a type of code
injection, called Cross-Site Scripting ("XSS"), than those traditional static
websites.

* Application/Database level:

This form of injection attack aims to exploit database through read sensitive
data from the database, modify database data, and execute administrative
operations within the database, two common injection techniques, SQL
injection and LDA injection, both fall into this category.

* Operating System (OS) level:

This form of injection concerning with the ability of execute OS commands,the
attackers can inject unexpected and dangerous commands, upload malicious
programs or even obtain passwords directly from the operating system. The
common injection in this level called OS Command Injection. [2]
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2.2.2.2 Major type of attacks in code injection:

Code Injection is the general name for various types of attacks which inject
improper code into the script interpreter. This can be achieved through different
dimensions which included:

* SQL Injection:

SQL injection attack consists of injection of malicious SQL commands via
input data from the client to the application that are later passed to an instance
of a database for execution and aim to affect the execution of predefined SQL
commands.

* LDAP Injection:

Lightweight Directory Access Protocol (LDAP) is an open-standard protocol
for both querying and manipulating X.500 directory services. The LDAP
protocol runs over Internet transport protocols, such as TCP. LDAP injection is
an attack technique of exploiting web applications that use client-supplied data
in LDAP statements without first stripping potentially harmful characters from
the request. When a web application fails to properly sanitize user-supplied
input, it is possible for an attacker to alter the construction of an LDAP
statement. (E.g. Database server, Web application server, Web server, etc.).

* OS Command Injection (“Shell Injection™):

OS command injection is also known as Improper Sanitization of Special
Elements used in an OS Command and is a technique used via a web interface
in order to execute OS commands on a web server.

* Cross-site Scripting (“XSS”):

Cross-site Scripting (“XSS“) is a type of injection attack, in which malicious
scripts are introduced into the trusted websites. This exploitation would occur
when a web application uses user-supplied inputs as an output without
validating or encoding it. [2]
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2.2.3 Introduction to SQL injection:

Structured Query Language injection (SQL injection) is a hacking technique
and one of the top most threats against web applications. It's class of code
injection attacks and has known as one of the most common threats to the
security of database-driven applications. The main goal is to execute SQL
codes and commands directly on the victim’s back-end database through a web
application via a form or URL parameters and gain unlimited and unauthorized
access or makes changes to data. The main reason for rising SQL injection is
the lack of user input validation.

2.2.3.1SQL injection attack types:

There are different methods of attacks that depending on the goal of attacker
and they are performed together or sequentially. So SQLIAs are classified in
various categories which are given below:

« Tautologies:

This type of attack is mainly used to inject conditional query statement with
SQL tokens so they always evaluates true. Tautology attack is used to bypass
authentication control and access to data by exploiting vulnerable input field
which use WHERE clause.

» Illegal/Logically Incorrect Queries:

When any query is rejected, an error message is returned by SQL Oracle engine
including useful debugging information. In this type of attack the attacker is
exploiting this error messages and use it to find vulnerable parameters in the
Database.

e Union Query:

This technique is used to join the result of the original query with result of
another query; the attackers join SQLIA to safe query by using keyword
UNION and then can get data about other tables from the application.

» Piggy-backed Queries:

In this type of attack, intruders exploit database by using query delimiter, such
as ";" and appending extra query to the original one. In this attack database
receives and execute a multiple distinct queries. It's very dangerous attack
which could damage or completely destroy the table. If this attack is successful
then there could be huge loss of data.

* Stored Procedure:

Stored procedure is a part of database that programmer could set an extra
abstraction layer on the database. By using stored procedure a user can store its
own function according to the need. In stored procedure, a collection of SQL
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queries are included. As stored procedure could be coded by programmer, so,
this is also one of the causes of SQLIA.

* Alternate Encoding:

In this type of attack the regular strings and characters are converted into
hexadecimal, ASCII and Unicode. Because of this the input query is escaped
from filter which scans the query for some bad characters which results in
SQLIAs i.e. the converted SQLIA is considered as normal query.

e Inference:

In this type of attack, intruders change the behavior of a database or
application. There are two well-known attack techniques that are based on
inference: blind injection and timing attacks.

0 Blind Injection:
Sometimes developers hide the error details which help attackers to
Compromise the database. In this situation attacker face to a generic
page provided by developer, instead of an error message.

0 Timing Attacks:
A timing attack lets attacker gather information from a database by
observing timing delays in the database's responses. This technique
by using if-then statement cause the SQL engine to execute a long
running query or a time delay statement depending on the logic
injected.[5][6]
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2.3 Related works:

2.3.1 A hybrid technique for SQL injection attacks detection and
prevention:

Omer and Jibril present a hybrid technique that can secure systems from being
exploited by SQL injection attacks, this hybrid technique combines static and
runtime SQL queries analysis to create a defense strategy that can detect and
prevent various types of SQL injection attacks.

The suggested approach is based on different stages to reject any malicious
query from being passed through the database engine before its execution
process, and those stages :for each database to be secured from SQLIAs, there
should be a new replication database and it should contain a small amount of
sample data, Creating “database_Behaviors” database ,that contains all system
database queries and their expected behaviors that have resulted from SQL
queries execution in normal cases, all SQL queries that are passing through the
replicated database to monitors and traces the behaviors of the SQL query
,should also pass through multiple check processes to checking syntax, detect
whether the received SQL query is valid and expected query or not. The idea
here is to catch the objects that have been affected by the current SQL query
whatever the type of such objects and create a list of these objects; the resulted
list of affected objects will be compared with the “database_Behaviors”. If
there is a query that handles all of the listed objects with the same type of
behavior that is detected from the previous step then this behavior query will be
added to a new list (Expected Queries). Any resulted behavior that is detected
as a suspicious should be rejected and deleted from the actual database instance
execution queue, otherwise the query will be transferred to the actual database
instance for being executed.

This hybrid technique, can detect and prevent SQLIAs that are performed
through the system or through a direct SQL query to the database, however
occur time delay that the database recovery takes after the SQLIA is detected,
that is leads to decreasing performance and many steps to execute this
approach that is makes technique is complex. [8]
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2.3.2 An analysis on Blocking of SQL Injection Attacks by
Comparing Static and Dynamic Queries:

Whereas Minhas and Kumar discuss a technique to detection and prevention
from SQLIAs which uses combined static and dynamic analysis as a solution
for the problem of the increase needs to store secure and sensitive data in
databases that are unsafe and able to be attacked.

The Proposed method is based on combining static and dynamic analysis, the
static query structure is compared with dynamic query. In this database is
maintained to store the valid query structure. These valid queries are also
known as static queries; the attribute values of dynamic queries will be
removed during the run time and compared with previously stored static
queries having same number of tokens as in dynamic query. After that the
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method locates for static queries having same number of tokens as in dynamic
query. Then the dynamic query is compared character by character only with
that static queries having same number of tokens. If match is found requested
dynamic query is valid query otherwise it is SQL Injection.

This technique is reduce false positives and false negatives, very simple
because not contain many steps to execute this approach , however there is a
time delay that method locates static queries having same number of tokens as
in dynamic query. [7]
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2.3.3 A method of detecting SQL injection attack to secure web
application:

Another solution to solve this problem, Manmadhan and Manesh proposes a
method of detecting SQL injection attack to secure web applications. The
basic idea is to check before execution, the intended structure of the SQL
query. For this use semantic comparison .This Solution is based on the
principle of dynamic query structure validation.

The idea requires that the application will not allow the user to enter any part of
SQL query directly. Benign Query is contents valid Query, Original Query is
generated by the application. Benign Query is generated from Original
Query, This is done by replacing user inputs to the query with benign inputs,
Check the syntax of the Benign Query to ensure its validity while doing the
replacement, put Benign Query and Original Query in stack, Get the count of
stacked queries in both original SQL query and Benign Query, Compare the
count of stacked queries. If both counts are different, then we can directly
report SQL injection attack and prevent that query from execution without
going for semantic checking, otherwise construct a syntax tree of both Original
Query and Benign Query and compare them. Here, syntax trees are created
using java ArrayList structure, finally Compare the syntax trees. If they are
equal, the query is valid and allows its execution. Otherwise, report injection
and block the query.

This technique is efficient approach to prevent vulnerability because not
consume big part of memory and use syntax tree to construct structure, this is
make discover vulnerability is very easy. But this method for preventing SQL
injection attacks in JSP web applications not all web applications. [4]
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2.3.4 A Novel Approach to detect SQL injection in web applications:

Whereas Kumar et.al present a method to detect SQL injection in web
applications, this approach based on grammatical structure of an SQL statement
and validation. This method detects various types of SQL injection attacks.

Propose method to detect SQL injection attacks based on static and dynamic
analysis. Identify un trusted user input and security sensitive operation in the
web application, wrap every un trusted input and security operation with
sql_Validator() Function , if input user not valid Block execution and redirect
to error page, Separate the input from dynamic query(from user) , Compare the
structure of dynamic query(dynamic query after removing input)with the
structure of query generated by application( template query),if checksum ()
Function, of template query equal dynamic query structure is valid , then
Validate the user input which parsed from query check whether attack pattern
present in input, If no attack pattern is present in input then input is valid
otherwise Input is malicious , finally If structure of dynamic query AND input
is valid No SQL injection attack is there otherwise report injection.

The proposed method is simple comparing to other methods,for use functions
very simple ,and not occurs delay time .however it is a good technique with
fewer experiments that does not assure it accuracy and efficiency. [5]
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CHAPTER 3: Tools and Techniques

3.1 Introduction:

This chapter provides a background and basic information about the tools that
used in the stage of project implementation, in the first thing we are going to
introduce an introduction to our programming language python, its features and
implementation, and then we will discuss the reasons for choosing python, after
that will bravely provide an introduction to code editor we used in writing and
developing the code, and we are going to give a basic concepts about the other
tools and techniques we used in developing the project.

3.2 Python:

3.2.1 Introduction to python:

Python is an open source very high-level programming language for general-
purpose created by Guido van Rossum in 1991, It is implemented in C, and
relies on the extensive portable C libraries. It is a cross-platform language and
runs on all major hardware platforms and operating systems, including Linux,
Mac OS X and Windows. It is widely used and actively developed because of
its vast array of code libraries and development tools, and integrates well with
many other programming languages, frameworks and musical applications.

Python has an easy-to-use syntax and is quite easy to learn, making it suitable
for those who are still learning to program. Python has a rich set of supporting
libraries, and many third-party modules are available for it. Python is a
programming language that also supports scripting, making it suitable for rapid
application development. Python comes with a powerful and easy to-use
graphical user interface (GUI) toolkit that makes the task of developing GUI
applications in Python quite easy. [9]
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3.2.2 Python features:

1.

2.

Following are a few of the most important python features:

It is a mature language and allows for programming in different
paradigms including object orientated and functional styles.

The clean and simple syntax puts an emphasis on producing well-
structured and readable code.

Documentation can be generated automatically from the comments and
source code.

Python is free. Anyone can download and install any version of Python
and use it to develop software for commercial or personal applications
without paying a penny. Python is developed under the open-source
model. You can copy Python, modify it, and even resell it.

It comes with a large number of libraries included, and there are many
more that anyone can download and install.

Python can be integrated with other languages, like C, C++, and Java.
That is, the components written in these languages can be embedded
with Python programs, thus making it easier to develop complex
solutions.

Python is an interpreted language; therefore it supports a complete
debugging and diagnostic environment making the job of fixing
mistakes much faster. Also, the software development is quite rapid and
flexible in it.

Python supports exception handling. That is, errors are raised as
exceptions so that you can take corrective measures.[9]

3.2.3 Why python?

There are many good programming languages but three reasons makes python
the best choice for this project:

1.

Python known as a hacker language so it's widely used for security
related projects.
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2. Python is a good choice for web development, networking, games, data
processing, and business applications.

3. Efficient memory management, because of using garbage collection, so
you don’t have to worry about memory leaks in the case of limited
resource.
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3.3 Eclipse:

3.3.1 Introduction to eclipse:

The Eclipse Platform is open source, designed for building integrated
development environments (IDEs), and arbitrary tools. Eclipse is written in
Java and will thusneed an installed JRE or JDK. [10]

3.3.2 Eclipse Platform Technical Overview:
The Eclipse Platform is designed and built to meet the following
requirements:

Support the construction of a variety of tools for application development.

Support an unrestricted set of tool providers, including independent
software vendors (ISVs).

Support tools to manipulate arbitrary content types (e.g., HTML, Java, JSP,
EJB, XML, C, C++, Python, PHP, Ruby and GIF).

Facilitate seamless integration of tools within and across different content
types and tool providers.

Support both GUI and non-GUI-based application development
environments.

Run on a wide range of operating systems, including Windows®, LinuxTM,
Mac OS X, Solaris AIX, and HP-UX.[10]

3.4 Enterprise Architect:

Enterprise Architect is a comprehensive UML analysis and design tool, it
Covers all aspects of software, business and systems modeling and design. [11]

3.4.1 Enterprise features:

e Suitable for requirements gathering through analysis, design,
construction, build, debug, simulation, testing, change management and
maintenance to implementation, with full traceability, Combines the
power of the latest UML specification (www.omg.org) with a high
performance, intuitive interface, to bring an integrated and advanced
toolset to the whole development team .
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* Scalable, multi-user, visual tool with a rich feature set, Helps build and
document robust, maintainable systems and processes.

* Proven, highly popular tool for analysts, developers, consultants and
managers in over 130 countries, is used in the development of many
kinds of application and system in a wide range of industries.

 Covers multiple domains, including: aerospace, banking, web
development, engineering, finance, medicine, military, research,
academia, transport, retail, utilities and electrical engineering , It also
has a long history of being used by standards organization worldwide to
structure and organize their domain specific knowledge and
communication channels.

e Supported by many partners, consultants, colleges and other
organizations that provide training and consulting services based around
Enterprise Architect.[11]

3.4.2 Key benefits of Enterprise Architect:

Enterprise Architect is a powerful tool for specifying, documenting and
building your software and business process projects. Using Enterprise
Architect'ssupport for UML and its related standards, you can model new
complex software and business systems, or visualize and maintain existing
systems. [12] Enterprise is used in this project to design data modeling
diagram.

3.5 PHP:

PHP is the most powerful phrase in web development industry from last
number of years. is an acronym for "PHP: Hypertext Preprocessor”’Invented by
Rasmus Lerdorf in 1994 .iswidely-used and open source, which commonly
used scripting language for most eye-catching website. The scripting language
can easily make communication with dynamic data coordination in web
applications as well also supports all commonly used databases like My-SQL,
Oracle and more. PHP is used in this project as a scripting language for website
as a case study. [13][14] PHP is used in this project as a scripting language for
a case study website.
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3.6 MySQL.:

Database is a separate application that stores a collection of data. Each database
has one or more distinct APIs for creating, accessing, managing, searching and
replicating the data it holds. Other kinds of data stores can be used, such as
files on the file system or large hash tables in memory, but data fetching and
writing would not be so fast and easy with those types of systems. So
nowadays, we use relational database management systems (RDBMS) to store
and manage huge volume of data. This is called relational database because all
the data is stored into different tables and relations are established using
primary keys or other keys known as foreign keys. MySQL database is a fast,
easy-to-use RDBMS being used for website as a case studyit works on many

operating systems and with many languages including PHP, PERL, C, C++,
JAVA, etc. [15]

3.7 HTML.5:

HTML stands for Hyper Text Mark-up Language. HTMLS5 is a revised version
of the original HTML standard created in 1990 by the World Wide Web
Consortium to define an Open Web Platform. HTML is a language used for
structuring and presenting content on the Web consistently, across web
browsers. HTML5 is the evolution of that standard to meet the increasing
demands presented by today’s rich media, cross device and mobile internet
access requirements. As such, it is a great candidate for cross-platform mobile
application development, as many of its features have been adapted with the
consideration of running on low powered devices, such as Smart Phones and
Tablets and providing web developers with tools like CSS3. [16JHTMLS5 is
used in this project for structuring and presenting content on a case study
website.

3.8 JavaScript:

JavaScript is one of the most simple, versatile and effective languages used to
extend functionality in websites. Uses range from on screen visual effects to
processing and calculating data on web pages with ease as well as extended
functionality to websites using third party scripts among several other handy
features. [17]JavaScript is used in this project to extend functionality in
websites.

39


http://www.thebyte9.com/page/css

3.9 Bootstrap:

Bootstrap is an open source project originally created by Twitter to enable
creation of responsive, mobile first web pages. Bootstrap has a standard set of
classes that allow developers to quickly create applications that scale to devices
of all sizes, and incorporate common components such as dialog boxes and
validation. Bootstrap has become a de facto standard for web design. [18]
Bootstrap is used in project to creating flexible and responsive web layouts.

3.10 UML.:

UML, the unified modeling language, is a standard used to visually describe a
program, specifically an object-oriented program. UML helps to organize, plan
and visualize a program. In addition, being a standard, it is widely used and
accepted as the language for outlining programs. UML is used in a variety of
purposes and its readability and re-usability make it an ideal choice for
programmers. [19] UML is used to describe and analyze the tool.

3.11WAMP:

Acronym for Windows/Apache/MySQL/PHP, Python, (and/or) PERL, The
acronym WAMP refers to a set of free (open source) applications, combined

with Microsoft Windows, which are commonly used in Web server
environments. The WAMP stack provides developers with the four key
elements of a Web server: an operating system, database, Web server and Web
scripting software. The combined usage of these programs is called a server
stack. In this stack, Microsoft Windows is the operating system (OS), Apache
is the Web server, MySQL handles the database components, while PHP,
Python, or PERL represents the dynamic scripting languages.[20]Wamp is
using as web server for case study website.
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CHAPTER 4: Analysis

4.1 Introduction:

This chapter analyzes the system operations, components and environment
using (UML) data modeling diagrams with brave description to better
understanding for the system.

4.2 UML diagrams:

4.2.1 The Use Case Diagram:

This Diagram is Functional description of a tool and its major processes,
provides a graphic description of who will use a system and what kinds of
interactions to expect within that tool.[21]

Processes that occur within the tool area are called use cases.

e Use cases:

e Enter URL :

Table4.1 Enter URL use case specification

Enter URL Name
Precondition

Load source code post condition

The user enter URL for the website to Description

check the vulnerabilities
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¢ Load source code :

Table4.2 Load source code use case specification

Load source code Name
Enter URL Precondition
select vulnerability post condition
The tool will download the source Description

code of the targeted website

* select vulnerability

Table 4.3 select vulnerability use case specification

Select vulnerability Name

Precondition
inject queries post condition
The user select vulnerability to be Description
scan

* inject queries:
Table4.4 inject queries use case specification
Inject queries Name
select vulnerability Precondition

post condition

inject SQL commands into an SQL Description
statement, via web page input

Entities outside the area that are going to use the tool are called actors.

e The actors :

43



e End user:

Table4.5 End user actor specification

End user Name

The end-useris the onlyuser whouses Description
thetool in orderto discover
vulnerability inspecific Website

uc Use Case Model/

select vulnerabilte

end user

«incliyde»

inject queries

«extexyd»

Figure 4.1 use case diagram




4.2.2 The Sequence Diagram:

This diagram is a model describing how groups of objects collaborate in some
behavior over time. The diagram captures the behavior of a single use case and
shows objects and the messages that are passed between these objects in the
use case.[22]

sdss /

user

O O O

tool server Website Database

Enter(URL) \

>

send request(URL)

>

Retum(source code)

send request(php URL) >I

Return(php source code)

Inject(query)

[if found vulnerability return datta, else null]:check(query)

]

Return(data)

Display(Report)

Figure 4.2 sequence diagram
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4.2.3 The Activity Diagram:

This diagram is Describes activities and flows of data or decisions between
activities and provides a very broad view of business processes and good for
showing parallel threads, shows different activities that will be handled by lots
of different symbols[23]

actss

end user tool

inject queries

vulnerabilte
report

Figure 4.3 Activity Diagram
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4.2.4 The Class Diagram:

This diagram describes the static structure of the symbols in tool. This model
allows to graphically representing symbol diagrams containing classes. Classes
are arranged in hierarchies sharing common structure and behavior and are

associated with other classes.[24]

class class /

user

used

tool

+ Enter URL(String) : void

Broyvses

website

type: String
URL: String

load

[N

+ locate php code(String) : string

reqliest

server

+ load source code(String) : String

Figure 4.4 Class Diagram
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CHAPTER 5: Implementation

Execution screen:
It's the main screen appears to user after executing the tool to detect
vulnerabilities in the site.

Enter the URL address of the desired website.

B 5gl Scanning Tool = O b4
About  Help

SQLI Scanning Tool
Enter URL: ‘http:f’flocalhostf’CSITfindex.html|

U Incorrect Query

Select Type:
L] Tautalogy
0] Union

L

Figure 5.2 Entering URL in execution screen
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Select the type to check, choose one or more type.

& Sql Scanning Tool = O X
About  Help

SQLI Scanning Tool
Enter URL: |http://localhost/CSIT/index.html

Select Type:

Tautology

[ Union

[J Incorrect Query

Scan

Figure 5.3 Choosing SQL injection type
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Progress bar appears after pressing the SCAN button. In this case user must
wait until the end of the examination

& 5ql Scanning Tool = O X
About  Help

SQLI Scanning Tool
Enter URL: |http://localhost/CSIT/index html

Select Type:

Tautology

[ Union

O Incorrect Query

Figure 5.4 Wait for detecting vulenerability
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Report window appears when the examination ends and a report of
vulnerabilities is delivered.

B Result Scanninf ? x

Thread of Scannin

Tautplogy

Union Incorrect Queries

Status

T[S
L
% |85
. bypass fail http://localhost/CSIT/Login.php7username=...
. bypass s... hitp://localhost/CSIT/User/index.php

. bypass fail http://localhost/CSIT/Login.php?username=...
. bypass fail http://localhost/CSIT/Login.php7username=...
. bypass s... hitp://localhost/CSIT/User/index.php

. bypass s... http://localhost/CSIT/User/index.php

. bypass fail http://localhost/CSIT/Login.php?username=...

. bypass s... hitp://localhost/CSIT/User/index.php
b B R N R LRSI e SO e e

Details URL e

bypass s... http://localhost/CSIT/User/index.php
bypass s... http://localhost/CSIT/User/index.php
bypass fail http://localhost/CSIT/Login.php?username=... —

-

Figure 5.5 Report window

52



Home page of the website that designed to check SQL injection types.

| SUST-CSIT x|+ - 5 IEEN
.\5-/[-) @ localhost/CS T/indexhtm v c.};O\Sﬁi"m | % B ¥ /& & =

Catch your Dreams with us
Sudan university of science and technology,
College of computer science and information technology

St

DISCOVER

Figure 5.6 Website home page
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| SUST-CSIT

€28

Website Login form used for entering the data to access user account.

*

localhost/CSIT/index. html

| +

Y

Login to your account

User Name opatned

Password

LOGIN

Figure 5.7 Website login form
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User profile page that contains all user's data.

= - o Em

User Profile X

€ C wBa 9@ 4+ A& B

Specific select

New Announcements

Department :
All Departments v

Last Graduation discutions :

The Last Graduation diseutions for the year of 2015 will start on
Year : 19 October,
All Years v

5 Last Graduation discutions end :

ke T T o e P o F e i 3rvsc e =k i
All sSemesters v 22 Ociober,

Last date for Graduation research :
The last date for delivering graduation research for the year of
2015 will be on 13 October.

Introductory lecture :

introductory Lecture of the fourth-year stndents concerning
with the basics of the final disenssions on Saturday, 17 October,
2015,

Holiday annonncement :
The bachelor laboratories will be openad for the students on the
Holiday of new migratory year.

Figure 5.8 Website user page
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User profile settings that allow user to change group of settings.

User Profile X Gk

€ lacalhost /S

Change my photo

Specific select

New Announcements A

Department :
All Departments v

Last Graduation discutions :

The Last Gradnation discutions for the year of 2015 will start on
Year: 15 October.
All Years hd

¥ Last Graduation discutions end :

SEfnalar: The Last Graduation discutions for the year of 2055 will end on
All Semesters 22 October.

Last date for Graduation research :
The last date for delivering graduation ressarch for the year of
2035 will be om 24 October.

Introductory lecture :
introductory Lecture of the fourth-year students concerning
with the basics of the final discussions on Saturday, 17 October,
2015.

Holiday announcement :
The bachelor laboratories will be opened for the students on the
Holiday of new migratory year.

Figure 5.9 Website user profile settings
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CHAPTER 6: Conclusion

6.3 Conclusion:

Proportion to the steady increase in the number of Internet users and websites
and needs of those websites to deal with sensitive personal data, fears have
grown in relation to the web confidentiality and data security so the community
has suffered many difficulties with regard to these issues. Therefore it was
necessary to develop solutions for the treatment of the causes leading to
security breaches, and here was this project in order to help provide the
environment and the safe structure that secures the use of these websites.

6.1 Results:

* Provide a tool to check websites using penetration testing technique that
tested on 20 sites aginest three types of SQLI using 24 qurey for
Tutology, 15 qurey for Union and 17 qurey for Incorrect inlegal qureies,
and the final results proof that test success in 7 sites for Tutology, 7 sites
for Union and 6 sites for Incorrect inlegal qureies.

* Provide a simple and easy to use interface.

* Provide user with an integrated and simplified report for use it in
securing the site.

* Provide a user manual with a number of instructions and guidelines to
facilitate the use and helping to solve the problems that may face user.

» Providing specially designed website to experience test the tool on.

6.2 Recommendations:

* Test the remaining types of SQL injection.

* Apply penetration testing Technology in all web applications not only
PHP web applications.
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* Enable tool to prevention SQL injection.
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CHAPTER 7: Supplements

7.1 User manual Supplement:

User Manual
Thank you for choosing our product and we hope to be able to provide you
with the best performance levels.

Caution:
Please read the user manual before you start using the product.

What are the SQL injection attacks?

SQL injection attack consists of injection of malicious SQL commands via
input data from the client to the application that are later passed to an instance
of a database for execution and aim to affect the execution of predefined SQL
commands.

Product function:
The product used as a tool to examine the websites against three types of SQL
injections.

Product output:
After using the Product a comprehensive report of all vulnerabilities on the site
is delivered and can be used as a basic guidance to secure the website.
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How to use:

Execution screen:

It is the screen from which you can use the product for the detection of
vulnerabilities in the site, and you can start using the product by following the
next instructions:

1. Enter the URL address of the desired website as described below.

& Sgl Scanning Tool fa O *
About  Help

SQLI Scanning Tool
Enter URL: H
Select Type:

O Tautology

O Union

O Incorrect Query
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2. Select the type to check for as in the figure below, and remember you
can choose one or more type.

& 5ql Scanning Tool e O *

About Help

SQLI Scanning Tool
Enter URL: |http:/localhost/CSIT/index.html

Select Type:

Tautology

[J Union

O Incorrect Query
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3. Press the SCAN button to start the process of searching for
vulnerabilities.

4. Wait until the end of the Scanning process and get a full vulnerabilities
report.

Status and notifications:

You can deal with notifications and pop-up windows through following the
next guidelines:

* Progress bar appears after pressing the SCAN button. In this case you
must wait until the end of the examination.

& Sql Scanning Tool
About  Help

SQLI Scanning Tool
Enter URL: |http://localhost/CSIT/index html

Select Type:

Tautology

] Union

U Incorrect Query
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The following window appears when the examination ends and a report
of vulnerabilities is delivered.

B Result Scanninf ? X

Thread of Scannin

Tautplogy Union Incorrect Queries

Status Details URL il

1 s... bypass s... http://localhost/CSIT/User/index.php
2 ... bypass s... http://localhost/CSIT/User/index.php
3 s... bypass fail http://localhost/CSIT/Login.php?username=...
4 s... bypass fail http://localhost/CSIT/Login.php?username=...
5 s... bypass s... http://localhost/CSIT/User/index.php
6 s... bypass fail http://localhost/CSIT/Login.php?username=...
7 s... bypass fail http://localhost/CSIT/Login.php?username=...
& s... bypass s... http://localhost/CSIT/User/index.php
9 s... bypass s... http://localhost/CSIT/User/index.php
10 s... bypass fail http://localhost/CSIT/Login.php?username=...
11 s... bypass s... http://localhost/CSIT/User/index.php

an 1 Foal bbb A analbact OQTTUT 133 _snthan Th aA— :_]
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Support and safety instructions:
The process of using the product:

» If you face any difficult in using the tool, you should re-read user
manual for efficient use.

» If you get a notice of an incorrect URL Check the URL you entered and
re-entry again.

» If you get a notice to choose a type make sure you choose at least one
type of the SQL injection types on the screen.

* In the case of a sudden interruption of the scanning process and get
notice of error make sure of a good network connection and make sure
to not interrupt scanning by clicking buttons on the interface during the
operation.

» If scanning took a period of time exceeding ten minutes make sure of
your network connection and try to scan again.

Legal information:

All rights reserved Omnia Mohammed, Fatima Mohammed, Maram Makkawi,
Sudan University of Science and Technology, college of Computer Science and
information technology 2015.
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