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Abstract 

 

 

 Network traffic classification is the foundation of many network 

research works. In recent years, the research on traffic classification 

based on machine learning method is giving more accuracy. The focus 

of  this  research is to classify the traffic based on application type 

specially (p2p, video, http) .Performance comparison among machine 

learning classifiers have been done, results shows that C4.5 tree is the 

suitable classifier based on accuracy and stability. This offline 

comparison has been done by building training data sets using two 

methods the first use WIRESHARK for sniff the network traffic the a 

pre-classification has been done. The second approach is based on  

SNORT for sniffing and detecting the type of application and then 

extracted short flow by excel sheet and calculated the feature of flow 

Evaluate the system by using only 7 features and its response with 

good accuracy. The prototype system results reach average accuracy 

82.7% by first data set   and 88.9% by the second data set.      

Finally, an idea of an online classifier has been presented based on 

short flows so as to quick the reaction time regarding the enhancement 

of the usage of the internet links.  

 

 

 

 

 

 

 

 



V 

 

 المستخلص

 

 

في الاّٗٔ الاخيشٓ . ذصْيف ؼشمح تياّاخ الاّرشّد اساط ٍؼظٌ الاتؽاز في ٍعاه الاّرشّد 

ٕزا  اىثؽس يشمض . اصثػ ذصْيف ؼشمح تياّاخ الاّرشّد تإسرخذاً ذؼيٌ الاىٔ يؼطي دقٔ ػاىئ 

ػيي  ذصْيف تياّاخ الاّرشّد ػيي ؼسة ّ٘ع اىرطثيق اىَ٘ىذ ىٖا ٗ ػيي ٗظٔ اىخص٘ص 

ذٌ ػَو ٍقاسّٔ ٍِ ّاؼيح اىع٘دٓ تيِ ٍصْفاخ ذؼيٌ . (اىفيذي٘ ٗ اىرصفػ, اىْذ ىيْذ  )ذطثيقاخ  

مزىل قذٍد .  ٍْاسثح  تإػرَاد اىذقح ٗ الاسرقشاس4.5اىْرائط اظٖشخ  اُ   شعشج سي .  الاىٔ

طشيقح ٍثْئ ػيي اساط اىرذفق اىقصيش ىرؽسيِ ظ٘دٓ اىخ٘اسصٍيح ػِ طشيق تْاء ّظاً  يرٌ 

مزىل ذٌ ػَو ٍعَ٘ػٔ تياّاخ .اىرذخو فئ اشْاء اىرشغيو ىْقو اىثياّاخ ٍِ ٍشؼئ لاخشي  

ىرؼيٌ الاىٔ ػِ طشيق اسرخذاً تشّاٍعيِ الاٗه  ٗيشمشاسك ٗ ذٌ ػَو ذصْيف ٍثذئي ىيثياّاخ 

تؼذ رىل . اىَقذٍح ٍِ ٕزا اىثشّاٍط ٗ اىصاّي  سْ٘سخ اسرخذً ىيرصْد ٗذؽذيذ ّ٘ع اىرصْيف  

ذٌ اسرخشاض اىثياّاخ في شنو ذذفق قصيش تإسرخذاً تشّاٍط الامسيو ٗ ؼساب اىَرغيشاخ في 

قيٌ اىْظاً ػيي اساط  سثؼح ٍرغيشاخ  ٗماّد الاسرعاتٔ تذقٔ ظيذٓ ٗ ماّد  ّرائط .مو ذذفق 

ػِ % 88.9ػِ طشيق ٍعَ٘ػح اىثياّاخ الاٗىي ٗ % 82.7اىْظاً اىَثذئي ٍر٘سط اىذقٔ ىٔ 

. طشيق ٍعَ٘ػح اىثياّاخ اىصاّئ

اخيشا ذٌ اقرشاغ ّظاً ىيرصْيف لا يرٌ اىرذخو فئ اشْاء اىرشغيو ٍثْي ػيي اساط اىرذفق 

 . اىقصيش  ىينُ٘ سشيغ الاسرعاتٔ  ىيْاسة  ذؽسيِ  اسرخذاً خط٘ط ّقو الاّرشّد
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1.1     Introduction 

The volume of network traffic is continuously increasing because of 

new multimedia applications (like peer to peer (P2P), voice over 

internet protocol (VoIP) and video) and advancements in Internet 

technology [1]. In this type of situation, application classification 

becomes very important for managing quality of service (QoS) in the 

Network and security monitoring for various internet service providers 

(ISP) and other governmental and private organizations. Accurate and 

efficient application classification is the key stone of network 

monitoring, and on the basis of the classification results network 

administrators can design various policies to enhance the network 

security. However, the challenging task to classify the applications 

based on the traffic characteristics due to the massive data in high-

speed networks[2]. Although various methods for traffic identification 

have been proposed, not a single method identifies all types of Internet 

traffic. Research community is responded by looking particular at 

application of Machine Learning (ML) method. 

1.2     Problem Statement 

Network administrators need to know what is going over the networks 

in order to manage the traffic in accordance with the requirements. 

ISP needs to know what real bandwidth consumes over any type of 

application to enhance the QoS. Moreover, both of them need to 

manage the bandwidth according to the application used. Nowadays, 

there exist some of the harmful applications which are designed 

intentionally to avoid detection. There for an accurate and fast 

classification approach is highly required. 
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1.3     Proposed Solution 

To design and implement prototype system that classifies the internet 

traffic based on applications type using machine learning. 

1.4     Aim and Objectives 

The main aim of this project is accurately and fast classification of the 

IP traffic using machine learning to the corresponding application 

type, this step is an essential requirement towards the accurate and fast 

control of bandwidth. The detailed objectives are: 

 To propose a lightweight and accurate internet traffic classification 

scheme. 

 To select a suitable measurement approach as well as relative features 

for the classifiers. 

 To propose an online traffic classifier. 

1.5     State of the art 

Traffic classification techniques can be broadly divided into port and 

packet payload based classification, behavioral identification 

techniques, and statistical measurement based approaches [3]. Port 

based classification techniques are now considered obsolete given the 

frequent obfuscation techniques and dynamic range of ports used by 

applications, packet payload inspection methods remain relevant 

primarily due to their high classification accuracy. Payload based 

classifiers inspect packet payloads using deep DPI to identify 

application signatures of packets. Although the resulting classification 

is highly accurate it also presents significant computational costs as 

well as being error-prone in dealing with encrypted packets. In 

comparison, behavioral classification techniques work higher up the 

networking stack and peruse the total traffic patterns of the end-points 
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(hosts and servers) such as the number of machines contacted and the 

protocol used to identify the application being used on the host. 

Behavioral techniques are highly promising and provide a great deal 

of classification accuracy with reduced overhead compared to payload 

inspection methods. However, behavioral techniques focus on end-

point activity and require parameters from a number of flows to be 

collected and analyzed before successful application identification. 

With increasing ubiquity of flow level network monitoring which 

presents a low-cost traffic accounting solution, specifically utilizing 

NetFlow due to scalability and ease of use, statistical classification 

techniques utilizing flow measurements have gained momentum [4]. 

Statistical approaches exploit application diversity and inherent traffic 

footprints (flow parameters) to characterize traffic and subsequently 

derive classification benchmarks through data mining techniques to 

identify individual applications. Statistical classification is considered 

light-weight and highly scalable from an operational point of view 

especially when real-time or near real-time traffic identification is 

required. While traffic classification in the network core is 

increasingly challenging and seldom implemented, application flow 

identification at the edge or network ingress  allows operators in 

shaping the respective traffic further upstream [3]. Statistical flow 

based traffic classifications however, due to minimal number of 

available features in a typical flow record such as NetFlow, report low 

classification accuracy and increasingly rely on additional packet 

payload information to produce effective results [5]. The present work 

picks up from this narrative and solely utilizes NetFlow attributes 

using two-phased machine learning (ML), incorporating a 
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combination of unsupervised and supervised to achieve high accuracy 

in application traffic classification. 

1.6     Methodology 

The method of Machine Learning traffic classification techniques 

involves following steps. First traffic is captured with the help 5-tuple 

(source and destination port, source and destination address and 

protocol) and traffic flow is created , then flow statistical properties 

are calculated in term of the each feature, to create the statistics data 

set .The feature are called attribute. The attributes of network traffic 

flow are calculated over more number of packets (such as minimum or 

maximum packet sizes, variance of packet length, flow durations, 

Direction of packet and inter arrival times of packets), then Machine 

learning classifier is trained on features that are calculated from flow 

that have labeled classed, then Machine learning algorithms are 

applied for classification of unknown network traffic using previously 

labeled classes[6]. 

After careful analysis of the system has been identified to have the 

following modules   

1.6.1   Pre-processing 

Here the IP packets crossing across a network is collected and used for 

constructing the flows by examining the header of packets. 

1.6.2   Features Selection and Extraction 

Here statistical features are defined and extracted to remove irrelevant 

and redundant features from the feature set. 

1.6.3   ML logarithm training 

Here select the ML algorithm and training by using different data set 

to reach optimizes training.   
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1.6.4   Classification process 

The core of the system is classification process depend on apply ML a 

logarithm to unknown data set to find the class name of applied 

dataset.     

1.7     Thesis Outlines 

The rest of the work has been divided into five chapters; chapter 2 

presents the literature review for internet Traffic classification and 

critically analyze the previous and current techniques used. Chapter 3 

describes the designed method; chapter 4show the implementation of 

the proposed method, explains the results and gives the corresponding 

discussions. Moreover, it also evaluates the validated the proposed 

framework, and carries out performance comparison. Finally in 

Chapter 5, concluding the work and propose a future research 

directions. 
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2.1     Background 

        This chapter presents some important aspects related to network 

traffic classification, which are necessary to understand the content of 

this thesis. 

2.1.1   Quick Overview of P2P Networking 

         Data and information exchange or content distribution can be in 

either client-server model or in Peer-to-Peer (P2P) model in addition to 

hybrid approach. In a P2P network, every work station can play the role 

of server as well as the client (as shown in figure2-1) below [7]. 

 

 

 

Figure 2-1: The structure of peer-to-peer networking. source:[8] 

 

         As seen in figure 2-1 above the movement of data in P2P can be 

from several peers to one client [9]. 

 Recently many application based on P2P infrastructure, all are considered 

as bandwidth  consume  applications such as BitTorrent, IPTV , PPLive  , 

VoD  and others. As P2P networks facilitate file transfer and sharing add 

some disadvantages such as Risks of downloaded content (when a file is 
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downloaded using the P2P software, it is not possible to know who 

created the file or whether it is trustworthy), P2P software is vulnerable 

to bugs [10]. 

        Thier are many techinques used for  internet traffic classification as 

shown in Figure2-2 below ,descrip in brief in next section.   

 

 

  

Figure 2-2: Traffic Classification  source:  [11]. 

2.1.2   Port based classification 

        In this method, the application type can be identified using port 

numbers registered in IANA list.  This method considered simple and 

easy to implement classification of applications for online and real time 

traffic. Nowadays it has shown lower accuracies (50% - 70%) because 

some applications use dynamically port number (port hopping), some 

application use other application ports (tunnelling). by above reason port 

number method become ineffective [11]. 
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2.1.3   Payload based Classification 

          In this scheme, the application type can be identified by using 

contents of the packet payloads by extract signature from payload[12]. 

The ruslt show problem of port based method solved morever given high 

accursy in resent internet traffic, but fail in encryption communication 

moreover take more time to extract signatures , need high resource in 

computation and the privacy laws may not allow administrators to 

inspect the payload [13] . 

2.1.4   Host-behaviour-Based Approach 

           In this method define the type of application by extract connection-

level patterns of the hosts observing at transport layer [14]. The main 

advantage of this method is that there is no need for packet payload, but 

cannot apply the method in online near real time classification [15]. 

2.1.5   Statistical Properties Classification 

          In this scheme the application type define by using the statistical 

properties like inter-arrival time, packet length and flow duration to 

classify the traffic. Solve all the problem mentions above and gain high 

accurse depending of the number of features [16] . 

2.1.6   Background on Machine Learning 

          Machine learning is the subset of algorithms developed in the 

discipline of Artificial Intelligence and these algorithms use different 

features to learn a set of rules in order to identify different classes [17].  

Machine learning has wide range of applications such as search engines, 

image screening, marketing, forecasting, medical science, text and hand 

writing are few among many. The input of a machine learning process is 

a dataset of instances or examples (training data set) these instances are 
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statistical parameters in case of networking. Output of such process is the 

knowledge learnt by the machine[18].  

Types of Learning 

          There are two major types of machine learning in context of network 

traffic classification. In this research the focus will be on supervised 

learning, for understanding brief about two types present next. 

 Unsupervised (clustering) 

          In this technique the input does not need labeled data.  It is  finds a 

way to naturally group the data sets also called clusters, but still these 

clusters needs to be labeled by an expert. Earliest work done on 

unsupervised technique uses Expectation maximization algorithm for IP 

traffic classification based on application[19]. Issues with unsupervised 

learning are that clusters do not map 1:1to applications, in ideal case 

number of clusters formed are equal to the number of application to be 

mapped, but practically that is not the case. The number of clusters is 

often greater than the number of applications that is one single 

application might dominate over the number of clusters or application 

might spread over but do not dominate any of the clusters[20]. 

 Supervised (classification) 

          It creates knowledge based structures which can help to classify the 

new instances of different classes. Input instances are provided during the 

learning processes which are pre-classified into classes and output of 

such a process depends on these generalized instances[21].The dataset 

provided for training is labeled and at this stage of process the time does 

not matter that is how long it takes to process the sampled flows. More 

the numbers of attributes or feature more will be the time to process them 
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and better will be the accuracy of classifier, different algorithm have 

different set of rules developed from the provided dataset and their 

performance[22]. The most common machine learning algorithms 

applied to traffic classification are C4.5 Decision Tree, Naïve Bayes, 

Naïve Bayes Kernal Estimation, Bayesian Network K-NN, Neural 

network and SVM (support vector machines). Most successful results 

have been obtained from C4.5 and SVM[23]. 

2.1.6.2 Machine Learning Algorithms 

          Here for understanding let us have a look on couple of most used 

algorithms. 

 C 4.5 Decision Tree 

          It is an algorithm developed by Ross Quinlan in 1992 as an 

extension of ID3.  

          C4.5 algorithm uses and generate tree based structure which can be 

used for Classification that is why it is also called statistical algorithm. It 

uses concept of entropy theory for classification for example we have 

data set S= {s1, s2…….sx.} where s1, s2 ….sx Represents the training 

samples of the data set which are characterized by different features, let 

say {X1, X2…} are the corresponding features consisting target class. 

Now C4.5 selects particular feature of the data set on each node, which is 

used to split these samples into different classes. The idea of selecting the 

feature depends on the normalized gain information from the samples, 

feature with the highest normalized gain is selected and the decision is 

made[24]. Some advantages of using decision trees are: 

 Self Explanatory and easy to follow 

 Can handle both numeric and nominal input attributes 
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 Can handle a data set with many errors including missing values 

          However, most decision trees require the target variable to only 

have discrete values; they tend to perform well with non complex 

attributes. Furthermore, they are very sensitive to the training data sets 

any corrupt values close to the root node can change the whole structure 

of the tree [25]. 

 SVM (Support vector Machine) 

          SVM are powerful algorithms used to solve classification and 

regression problems. In order to classify the algorithm transform the 

input data to a high dimensional hyper plane, where it becomes more 

separable compared to the original form[26].This is done by using non 

linear kernel functions, and then linear classifiers are used to construct 

maximum margin hyper planes to separate the different classes in 

training data. Two hyper planes are constructed both sides of the hyper 

plane separating the data which tends to maximize the space between two 

parallel hyper planes. The assumption made is larger the distance 

between parallel hyper planes the better the generalization errors of the 

classifier will be. SVM’s learns through historic cases in the form of data 

point which contribute to very accurate classification, another advantage 

of these algorithms is they can handle missing values and noise 

effectively. However, these are complex and demands high memory 

requirements [27]. 

2.2     Related work 

          Jayeeta Datta, Neha Katariaand and Neminath Hubballi in (2015) 

propose a novel technique based on application behavior. Used 

application semantics to identify a set of features which are subsequently 
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used by a classification algorithm to identify the class to which a packet 

belongs. Experimented with a dataset collected for Google Hangout and 

reported its detection performance using few classification algorithms 

(Naive Base, j48 and AdaBoost) classification algorithms to assess the 

detection performance[28]. 

          Babak Rahbarinia , Roberto Perdisci , Andrea Lanzi  and  Kang Li  

in (2014) present PeerRush, a novel system for the identification of 

unwanted P2P traffic PeerRush goes beyond P2P traffic detection, and 

can accurately categorize the detected P2P traffic and attribute it to 

specific P2P applications, including malicious applications such as P2P 

botnets. PeerRush achieves these results without the need of deep packet 

inspection, and can accurately identify applications that use encrypted 

P2P traffic. Implemented a prototype version of PeerRush and performed 

an extensive evaluation of the system over a variety of P2P traffic 

datasets. The results show that PeerRush can detect all the considered 

types of P2P traffic with up to 99.5% true positives and 0.1% false 

positives. Furthermore, PeerRush can attribute the P2P traffic to a 

specific P2P application with a misclassification rate of 0.68% or less 

[29]. 

          ValentınCarela-Espa˜nol,, Pere Barlet-Ros, and JosepSol´e-Pareta 

present classification method based on machine learning process without 

any human intervention using Net flow V5 to provide the features and 

C4.5  method as decision tree. The evaluation dataset consists of six full-

payload traces collected at the Gigabit access link of the Technical 

University of Catalonia. The traces are 15 minutes long with 

approximately 3 millions of unidirectional sanitized flows for each trace. 
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The average overall accuracy for the complete dataset is about 90%. The 

maximum overall accuracy is 93,6%, which corresponds to the trace used 

in the training phase. The minimum overall accuracies are 86% and 

88,5%. These lower results belong to the traces collected at night, when 

the mix of traffic is more different than the trace used in the training 

phase [30]. 

          Hardeep Singh evaluated two different unsupervised machine 

learning algorithm K-means and Expectation maximization for different 

types of network traffic application. Results show that K-means have 

higher accuracy then EM for all class of application. K-means have the 

ability to produce cluster that have single traffic class and most of the 

connection are placed in few clusters. EM also produced good quality of 

clusters for various traffic applications. Each algorithm tries to make 

cluster according to single application type. This approach gives good 

accuracy and overcome the drawback of port based classification. 

Moreover algorithm does not require pre classified set of data as a 

training. These techniques can also be applied to real time classification 

such as VoIP applications and streaming multimedia type of applications 

that require special Quality of Service[6].  

          AmjadHajjar, JawadKhalife and JesúsDíaz-Verdejo propose a novel 

blind, quintuple centric approach by exploring traffic attributes at the 

application level without inspecting the payloads. The identification 

model is based on the analysis of the first application-layer messages in a 

flow (quintuple), based on their sizes, directions and positions in the 

flow. That using the proposed method it is possible to correctly classify 

up to around98% of the TCP flows and 99% of the UDP sessions by only 



[Chapter Two]                                                                    [Literature Review] 

 

 

16 
 

analyzing the first 3 to 5 messages. The classifier uses the sizes of the 

initial messages exchanged between the hosts involved in the 

communication as inputs. This work focuses on the messages, not the 

packets [31]. 

          Jeffrey Erman and Martin Arlitt  and AnirbanMahanti  considers 

two unsupervised clustering algorithms, namely K-Means and DBSCAN, 

that have previously not been used for network traffic classification 

evaluate these two algorithms and compare them to the previously used 

Auto-Class algorithm, using empirical Internet traces. The experimental 

results show that both K-Means and DBSCAN work very well and much 

more quickly than Auto-Class. Our results indicate that although 

DBSCAN has lower accuracy compared to K-Means and Auto-Class, 

DBSCAN produces better clusters [32]. 

          Yang Hong1, Changcheng Huang1, Biswajit Nandy2 and Nabil 

Seddigh (2015) propose a novel iterative-tuning scheme to increase the 

training speed of the classification algorithm using Support Vector 

Machine (SVM) learning .Performance evaluation demonstrates that the 

proposed iterative-tuning SVM exhibits a training speed that is two to ten 

times faster than eight other previously proposed SVM techniques found 

in the literature, while maintaining comparable classification accuracy 

[33]. 
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THE DESIGN METHOD  

         This chapter will discuss the design methodology for classification 

task; furthermore it will highlight the approaches used to achieve the aim 

by using two phase online and offline (more details about the two phases 

in chapter 4). Step by step flow chart diagram describe traffic 

Classification method (as shown in figure3-1). 

 

 

Figure 3-1: Flow diagram for Classification Task. 

 

3.1     Pre-processing 

         Data collection which is usually called pre-processing, Here the IP 

packets crossing network is collected and used for constructing the flows 

by examining the header of packets. A flow can be define as successive 

IP packets having the same 5-tuple: source IP, source port, destination IP, 

destination port, and transport layer protocol.   
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3.2      Pre-classification 

         Is a process of adding a class feature to the extracted data, the last 

column in data part is class and represents the values for each row. There 

could be more than two values for class attribute but it depends on the 

type of data or classification used. In reference to this study wonted to 

classify the traffic as http, p2p and video. For this purpose it has three 

class nominal values “p2p”, “http” and “video”.  

3.3     Features   Selection and Extraction 

         Feature selection process is to remove the irrelevant or redundant 

feature from candidate feature set.  Select features which have unique 

properties among different applications. It is important to know the aim 

wants to achieve, for example classification between different 

applications requires different features, to be extracted. The main task 

here is to select the attributes which have different values of p2p, http 

and video as shown in figure 3-2 below. 

  

 

Figure 3-2: Features used for ip traffic classification. 

source port 

diestination port

 total number of byte 

avarage  packet size 

avarage interarrival time  

tcp flag

protocol 
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3.4     Convert to ARFF 

         Here convert the flow from excel accepted format (CSV) to WEKA 

accepted format (ARFF).  

3.5     Select MLA  

         Here applying the training data set with selected feature to many 

MLA in WEKA and compeer between them by the time of building the 

model and over all accuracy to find the stabile one with the station.     

3.6     Machine Learning a logarithm training 

          Apply data set to select MLA. There are three different ways 

provided by WEKA GUI to train a particular classifier to understand this 

process figure 3-3 has been provided below. 

 

 

Figure 3-3: Weka explorer Classification window GUI. 

 

         The above figure is a screen shot of Weka explorer GUI, after 

choosing the classifier there are training and testing options. In order to 
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train the classifier one can provide a separate training set which will 

build a trained model. Then one can provide a test set to test the already 

built model, this is one way of training and testing. 

         Another way of doing the same procedure is using cross validation, 

by default the value of cross validation is 10 it means that WEKA will 

split the training data in 10 equal parts and use 9/10 for training and 1/10 

for testing the classifier, the process repeats 10 times until all the training 

sets has been used to train and test the classifier and output of the process 

it the best average model. The third option is the percentage split, the 

specified value will split the data accordingly for example if the 

percentage value is selected 66 percent then WEKA will use 66 percent 

of data for training the classifier and 34 percent for testing the 

performance of trained model. 

3.7     Classification Process 

         In this phase the data is un known class when the data become over 

the MLA and MLA doing the processing can decide the class of the data 

and send to the control module. 

3.8     Using snort to collect and pre-classify accurate data 

set 

3.8.1   Install Snort 

         To verify that Snort is installed and running correctly we run a 

couple of commands from the Command Prompt. Open a command 

prompt as Administrator, switch to the "C:\Snort\Bin" directory and run 

"snort.exe -W" to see a list of interfaces available to Snort. The following 

figure 3-4 is output from the command on Windows 7. 

 



[Chapter three]                                                                          [Methodology] 

 

 

23 
 

 

 

Figure 3-4: snapshoot of select the interface listening to. 

         As you can see, the computer has many interfaces. If want to use 

Snort as a sniffer and watch all traffic on first interface, could issue the 

command "snort.exe -i 1 -v". This command would run Snort in verbose 

mode (-v) and have it listen on interface 1 (-i 1). It would also dump the 

header of each packet to the screen. Note: You can use CTRL-C to 

interrupt the running program as shown in figure 3-5. 
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Figure 3-5 snapshoot of packet capture. 

         Let's start Snort as a sniffer to display packet headers and contents. 

The command want to enter at command prompt is "snort.exe -i 1 -vd". 

To stop sniffing packets, break out of the program by pressing Ctrl-C. 

  3.8.2   Create Snort directory 

         To create directory can use the next command and the output show 

in figure 3-6. 

C:\>snort  -vde  -l  c:\Snort\log -i2 
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Figure 3-6 snapshoot of creating log file. 

  3.8.3   Configure Snort (edit snort .conf) 

          Configuration snort to use In packet logger mode, the program will 

log packets to the disk by using below command And then Save changes 

to snort.conf as shown in figure 3-7. 

 \snort\etc\snort .conf 

Line #45 - ipvar HOME_NET any – make this match your internal 

network; 

Line #48 - ipvar EXTERNAL_NET !$HOME_NET 

Line #104 - var RULE_PATH rules 

Line #109 - var WHITE_LIST_PATH rules 

Line #110 - var BLACK_LIST_PATH rules 

Line #528 -output log_tcpdump: tcpdump.log 

 Line#529-output alert_csv: marwa.csv default 

Line #543 - delete or comment out all of the “include 

$RULE_PATH” lines except: 
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include $RULE_PATH/local.rules 

include $RULE_PATH/snort.rules – add after local.rules 

 

 

Figure 3-7 snapshoot of snort.conf edit to specific rules. 

3.8.4   Create rule 

         Default Snort installation doesn’t contain any rules/signatures. 

Snort rules can be created by the user. 

          A rule composed of two distinct parts: the rule header, and the rule 

options. The rule header contains the rules action, protocol, source and 

destination IP Addresses and net masks, and the source and destination 

ports information. The rule option section contains alert messages and 

information on which parts of the packet should be inspected to 

determine if the rule action should be taken. Here is a sample rule as 

shown in figure 3-8. 
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P2p rule  

 #by Christopher Campesi 

alert tcp $HOME_NET 1024: -> $EXTERNAL_NET 1024: (msg:"ET 

P2P Ares Server Connection"; flow:established,to_server; dsize:<70; 

content:"r|be|bloop|00|dV"; content:"Ares|00 0a|"; distance:16; 

reference:url,aresgalaxy.sourceforge.net; 

reference:url,doc.emergingthreats.net/bin/view/Main/2008591; class type 

:policy-violation; sid:2008591; rev:3;) . 

 

 

Figure 3-8 snapshoot of p2p rules. 

         And then extracting  data set as shown in figure 3-9 And save the 

ruslt in directory in CSV format. as shown in figure 3-10.   
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Figure 3-9 snapshoot of detecting p2p packet from trace of internet. 
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Figure 3-10 snapshoot of packet save as CSV. 

         Then create a flow of packet by excel sheet and extracted the 

needed feature and remove unneeded one by the same step of offline 

phase in chapter four. 

 

 

 

 

 

 

  

 

 

 

 



  

 

  

 

 

 

 

 

 

 

 

 

 

 

 

Chapter Four: Result and discussion 
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4.1     Overview of the prototype system 

         Building two prototype of the system one for offline used to 

determine the feature needed and ML algorithm used with accepted 

accuracy then build the online one according with needed details. 

   4.1.1   Offline Phase    

          Build prototype of the system using WIRESHARK to capture the 

traffic as shown in figure 4-1. 

 

 

Figure 4-1 snapshoot of data capture by WIRESHARK. 

         And then save the data capture as CSV (to become readable by excel 

sheet) as shown in figure 4-2. 
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Figure 4-2 snapshoot of data capture as csv. 

         Doing pre-processing of capture packet by excel sheet to convert it 

to flow (by open the CSV file and sort with the 5-tuple (source port 

,destination port ,  source IP ,destination IP  and protocol) then calculate 

the average of the size , the total number of byte and duration of the same 

5-tuple and save as CSV again) as shown in figure 4-3. 
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Figure 4-3 snapshoot of flow data capture as CSV. 

         Then select the needed feature (source port, destination port, 

protocol, average size,  average  inter-arrival time and total number of 

byte ), deleting other feature  as shown in figure 4-4.  
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Figure 4-4 snapshoot of flow data capture include needed feature as CSV. 

         Add class name to the tanning data set as shown in figure4-5 below. 

 

  

Figure 4-5 snapshoot of flow data pre-classified saved as CSV. 
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         By using of ARFF viewer convert excel sheet to ARFF format 

accepted by WEKA platform as shown in figure 4-6. 

 

 

Figure 4-6 snapshoot of flow data capture include needed feature as ARFF. 

         By using above steps now ready to extract the training and testing   

data set below.   

 Training dataset 1  

           The data set conation of 10 flows for every application type and 

contain of 7 features as shown in figure 4-7.  
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Figure 4-7 snapshoot training dataset as AEFF format. 

         Then open WEKA and  enter the data set of training to train MLA 

(after trying many algorithm like J48 tree,bayes navie and other find J48 

is more stable one)as shown in figure 4-8 below. 
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Figure 4-8: snapshoot of the training process doing by WEKA. 

         Then select the cross validation mode as show in figure 4-9. 
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Figure 4-9: snapshoot of cross validation process doing by WEKA. 

Table 4.1 Final result of data set 1.  

TP Rate    FP Rate    Precision Recall F-Measure    ROC 

Area   

Class 

0.828      0.085       0.828      0.828      0.827       0.901 Avarge 

0.667 0.1 0.75 0.667 0.706 0.831 Vedio 

0.8 0.158 0.727 0.8 0.762 0.866 p2p 

1 0 1 1 1 1 HTTP 

 

 4.1.2 Training Data Set 2  

          The data captured and detected by snort convert it to flow by excel 

sheet then remove non needed feature then forwarded to ARFF format. 
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The data set conation of 10 flows and contain of 7 features. By apply the 

above data set to MLA selecting by above step in weka platform reach 

the following result as shown in below table4.2.  

Table 4.2 Final result of data set 2. 

 TP 

Rate    

FP Rate    Precision Recall F-Measure    ROC 

Area   

Class 

1 0.2 0.8 1 0.889 0.9 P2P 

1 0 1 1 1 1 HTT

P 

0 0 0 0 0 0.75 video 

0.889 0.089 0.8 0.889 0.84 0.928 Avarge 

 

4.2 Evaluation and Validation  

         High accuracy in field of network classification means low (positive 

false, False negative rate) and high (True positive, True negative) the 

table 4-3below explain. 

Table 4.3 Evaluation metrics. 

Belongs to  X  Y 

X True positive False negative 

Y False positive True negative 

 

         If it is a class “X” in which we are interested then the accuracy with 

these parameters is measured as: 

False positive         percentage of members belonging to Y but classified 

as X. 
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True positive          percentage of members of class X correctly classified 

as X. 

False negative         percentage of members belonging to X incorrectly 

classified as Y. 

True Negative      percentage of members not belonging to X and 

correctly classified as Y. 

There are two more metrics which are often used as Machine learning 

evaluation metrics: 

Recall: percentage of members belonging to X and correctly classified. 

Precision: percentage of member classified as X truly belongs to X. 

 

Accuracy =  
𝑡𝑟𝑢𝑒  𝑝𝑜𝑠𝑖𝑡𝑖𝑣𝑒

𝒕𝒓𝒖𝒆 𝑝𝑜𝑠𝑖𝑡𝑖𝑣𝑒𝑠 +𝑓𝑎𝑙𝑠𝑒  𝑛𝑒𝑔𝑎𝑡𝑖𝑣𝑒
 

Accuracy from data set 1 = 82.8% 

  Accuracy from data set 2 = 88.9% 

 

4.3 Conclusion 

         As shown in Table 4.1 and Table 4.2 reach different Accuracy by 

the same system and same feature that meaning the system is stable and 

can be reach high Accuracy depending on training data set.  More 

accurate data set depending on efficiencies analysis of the data and the 

number of instance in data set.    

4.4 Online Phase 

         In this phase try to build system that capture the network traffic and 

then save the capture packet and then convert it to short flow and then 
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extract the needed feature from flow and then use the ML a logarithm to 

classify the flow to specific application type. 

Select java language because the power of java runs anywhere JVM fond. 

First of all create java project and import JNETPCAP library and WEKA 

library in form of JAR file and then write simple code to do the job. 

Capture the traffic first select the interface listening to as show in the 

below figure 4-10. 

 

 

Figure 4-10 snapshoot of select the interface listening to. 
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         Then capture the traffic by  10  packet every time and extract the 

below feature from every packet (Source IP ,  Destination IP ,  source 

port , destination port, protocol, total length , size  and inter arrive time) 

and save the feature as array (as show in the below figure 4-11). 

 

 

Figure 4-11 snapshoot of packet capture. 

         Convert packet to flow for every 10 packet look at  Source IP ,  

Destination IP ,  source port , destination port, protocol and sort the array 

of packet based on the 5-tuple and save the same packet with 5-tuple as 
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one flow (as show in the below figure4-12).

 

 

Figure 4-12 snapshoot of creating flow of packet. 

         Feature extract for every flow  calculate the average size (by average 

the size of all packet on flow ),total number of byte (by sum the total 

length of all packet on flow) and duration(by subtract every two packet 

inter arrive time for every packet on flow) then save the Source IP ,  

Destination IP ,  source port , destination port, protocol, total number of 

byte , average size  and inter arrive time for every  flow  as array and 

save array on text file . 
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         Convert the text file to ARFF very sad to notate that this function is 

non work very well. But to show the next step working  use offline 

converter. 

         Classify the flow to specifics application build an object from J48 

tree to use as classification a logarithm. Read the file of training data set 

and train the tree by the train data and then read the test data set from the 

ARRF file save in before step and then display the class of each flow(as 

show in the below figure4-13). 

 

 

Figure 4-13 snapshoot of classifier result. 
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5.1 Conclusion 

In this thesis demonstrated the application of supervised Machine-

Learning to classify network traffic by application. We illustrated the 

performance both in terms of accuracy and trust in the resulting 

classification of traffic. Several machine learning classifiers have been 

evaluated, results showed that a C4.5 tree is most stable supervised 

Machine-Learning for classifier is able to provide 82.7% accuracy from 

training data set capture by WIRESHARK and 88.9% from data set 

capture by snort. Furthermore, this research also starts building an online 

classification module which based on the idea of short flows so as to 

enable the concept of real time reaction or control; however a remaining 

work is still there to complete the module in its final version. 

5.2 Recommendations  

 Although, an offline and online phases of the classifiers have been posed 

in this research, however In future researchers must plan to examine the 

machine learning classifiers with different data sets in addition to 

different number of features. That is to choose the optimum algorithm in 

different situations. Moreover, it is also to fine tuning the selected 

algorithm according to the suitable training datasets with acceptable 

number of features so as to reach the goal of an accurate classifier with 

minimum testing time. Thus, to deal with the quick response so as to give 

fastest recovery. 

 Update the dataset so as to include several application types 

 Although a prototype of the online classification has been presented in 

this thesis, however an additional effort is still required to complete the 

online phase and apply a system on a real network based on this 
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framework; moreover an evaluation and validation of the online is 

required so as to determine the capabilities and limitation of the online 

classifiers among different scenarios according to the network 

environment.  

 The outcome of the previous point (online phase) should be integrated 

with a control phase to enhance the performance according to 

administrative needed.  
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