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Abstract

Our time today witnessed a tremendous development in information
technology that led to the web is one of the most important factors,
which builds, the success of the transactions in various fields, and here
application of the concept of e-government to be able to all government
agencies from the link to each other using a network web, and in order
to facilitate transactions and procedures citizens and staff alike. And as
all transactions involving third-party state-governmental (organizations
and private) in the country, ask for private citizen national number
database, in order to complete various procedures.

And that data be found at civil registry foundation, which is considered
the nucleus for all government agencies; therefore it was necessary to
take advantage of data in the civil registry database, and connect all
parties that rule to make sure data citizen, and complete the work in a
short time and less effort. All these reasons have led to shed light on the
concept web service to provide data exchange process, and the secret
data exchanged necessitated shed light on the concept authentication;
do not even have access to the web service randomly but the authorities
have authorized access to the data; In order to prevent any party or
person of fraud and plagiarism personal someone else, as well as the
confidentiality of data necessitated select a specific range of data for
each of every citizen on the one hand alone. This project deals with the
application of web service and implementation of the concept
authentication, as well as determine the range of data retrieved using
the OAuth protocol second edition (OAuth 2.0) in order to achieve
optimal protection and prevent Hack that may occur on the system. As
well as in order to the abolition of many procedures are not needed and
which are made between the civil registry and other agencies
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: Retrive_Data 42 6.9.5
: Retrive_Data_by ID() 42 1.6.9.5

Retrive_Data_by_1D() A anf

(JSON) pmsa IS (A Ol sall Dbl g la L o 58 g gl
(String) sl (3,1 5 (String) J sl e S
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3 ga81)
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Retrive_Data_by ID() 412 13 Jsaall

: Retrive_Data_by Name() 422.6.9.5
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(JSON) O sms s IS (8 Ghal gall il gl o 55 i gl
(String) ob! sall (celll auY) 5 (String) dswash Sl
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3 ga81)

. (JSON String) csbl sall iy ]

Retrive_Data_by Name() 42 14 J sl

: URI_Redirection() 412 7.9.5

URI_Redirection() A aal

(links) dadl 5 1) 4aa g3 3ale s o o83 cia gl

(String) L1l Sl

&) aall Tl )l Jua ) 5 e 5 « URI_ checker() ¢l a5 s

URI_Formator()
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. (String) Ml Lyl 1 L sl Ll Sl )
URI_Redirection() 4l 15 Jsaal)

: URI_checker() 412 1.7.9.5

URI_ checker() Alal) a)

Al (gl Loyl 1 ad g5 add ol 5l A 5 (e (331 2 o83 AT
(String) L Sl
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3 ga8l)
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: URI_Formator() 4122.7.9.5

URI_Formator() Al o
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S

3 ga81)
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S WS | e 5 (Requirements) <bllkiall ¢ (Tasks) aleall ¢ (Processes) <kl ¢ (Data)
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: dadiall 1.7
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(i) Juadll
aldasl) {Las) cyla
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. danfall 3.7

i) Al

: (System Test Cases) alaill jLdd| eils 4.7

Test  Test case Test steps Test  Defect
case description status severity
name Step Expected Actual  (pass/
Fail)
HTTP Validate | Verify that Receive An error message Pass Medium
responses HTTP the HTTP acceptable “Sorry, there is
responses  response HTTP some problem,
IS response please try again”
acceptable Must be displayed
in new web page; if
the received HTTP
response wasn’t
6‘200’7'
Validate the | Verify the Receive no An error message
Performa  total number total more than =~ “Sorry, the system Pass High
nce test  Of TQUESS, ' number of =~ 100 requests  is busy, please try
that web request ~ atatime,in after few minutes”
service i
ther other = Must be displayed
servers at _ :
_ words , | in new web page ; if
same time _ _
receive 100 the web service

85




requests or

receive new request

less at the | while it was serving
same time 100 requests, in
the other
Words, if the total
number of requests
that web service
received at one time
were more than 100
requests .
Check | Web service | Verify that All open Web service Pass Medium
open  checks open | there is no sessionsare | remove all unused
sessions sessions unused used | open sessions for 10
with each open minutes.
request , sessions

and

removes

opean

sessions that

unused for

10 minutes

Login of Validate = Verify that  Fill client_id An error message Pass High

client login the and “client_id and
client_id ' client_secret = client_secret are not
and fields and entered”
client_secr click login | Must be displayed
et button with click login
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are both

entered

Verify that
the
client_id
and
client_secr
et entered
on login
form

are both

correct

Verify that
the
session_
code is

correct

Enter valid
login
credentials
(enter correct
client_id and
client_secret)
and click

login button

Client web
application
exchange
correct
session code
with web

service

87

button with no
insertion on
client_id and
client_secret
Fields.

An error message

“client id and

client_secret are not
correct” must be

displayed in new

web page with

wrong insertion on

client_id and
client_secret
Fields.

An error message

“sorry, wrong

session_code,

please try again”
must be displayed

in new web page ; if

the client web

application

exchange wrong

session_code with

web service

Pass

Pass

High

High



Verify that Client web
the application
authorizati exchange
on _code correct
Is correct | authorization
_code with

web service

Verify that Client web
the access application
token is exchange

correct | correct access

token with

web service

Verify that Client web
the access application
token is exchange

correct access

An error message
“sorry, wrong
authorization _code,
please try again”
must be displayed
in new web page ; if
the client web
application
exchange wrong
authorization

_code with web

service

An error message
“sorry, wrong
access token, please
try again” must be
displayed in new
web page ; if the
client web
application
exchange wrong
access token with
web service

An error message
“sorry, Time Out Of
Access Token,

please try again”

Pass

Pass

Pass

High

High

High
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used in 30 token with must be displayed
seconds = web service  in new web page ; if
the client web
application
exchange access
token with web
service after 30
seconds

Search | Validate the ' Verify that | Fill national An error message Pass High
for citizen = insertion on  national id ID field and “sorry you must
data Search | is correct fillitas  enter national ID”
fields when | numbers and must be displayed
choose click ok | with click ok button
search for button. | with no insertion on
citizen by national id field ,
ID. also must be
displayed an error
message “‘sorry you
must enter number”’
with insertion any
character on
national id field.
Verify that | Enter existing An error message

national national ID “sorry , The Pass High
IDis| and click ok national 1D is Not
existing button. found” must be
when displayed in new
choose web page ; if the
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search for
citizen by
ID.

Verify that
all fields
of name
are
inserted
when
choose
search for
citizen by

name.

Verify that
Name is
existing

when
choose
search for
citizen by

name.

Fill the all

fields of name

(first name,

second name,

third name,

quartet name)

and click ok

button.

Enter existing

Name and
click ok

button.

national ID isn’t
exist ,and that after
insertion number on
national ID field

and click ok button.

An error message
“sorry you must
enter first name,

second name, third
name, quartet
name” must be
displayed with click
ok button with no
insertion on one or
more fields of

name.

An error message
“sorry , The Name
is Not found” must

be displayed in new
web page ; if the
national ID isn’t
exist ,and that after
Fill the all fields of
name and click ok

button.

Pass

Pass

High

High
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Change Validate the | Verify that  Enter correct An error message Pass High
Client_ID Client_ID entered Client_ID and “sorry, Wrong
and/or and old ' Client_Secret, Client_ID and/or
Client_Se = Client_Secr Client_ID then clilck = Client_Secret” must
cret et, then and old OK button. | be displayed in new
change Client_Se web page; if the
them cret are Client_ID and/or
both Client_Secret
correct. weren’t correct.
Verify that Enter new An error message Pass High
entered Client_ID “sorry, The
new and/or Client_ID and/or
Client_ID | Client_Secret,  Client_Secret must
and/or = notlessthan = not be less than 11
new 11 bytes, then bytes” must be
Client_Se clilck OK displayed; if the
cret are button. Client_ID and/or
both not Client_Secret were
less than less than 11 bytes.
11 bytes.
Signup of = Validate the | Verify that Fill Emailand = After click signup Pass High
client insertionon the Email CODE fields button an error
signup and and click message “sorry ,
fields | CODE are Signup you must enter
both button. Email” must be
entered. displayed if the

91

Email is not entered



,and an error
message ‘“‘sorry, you
must enter CODE”
must be displayed if
the CODE is not

entered

Verify that | Enter Email An error message Pass High
the Email In consist | “sorry, the Email is
In consist format and not in consist
format. = click Signup format” must be
button displayed after
insert Email in
inconsistent format
and click signup
button.
Verify that | Enter correct An error message Pass Medium
the Email Email and “sorry, the Email
and CODE and ' and CODE are not
CODE  click signup correct” must be
Are both button displayed in new
correct. web page after
insert wrong Email
and CODE and
click signup button.
Login of Validate | Verify that Fill After click login Pass High
admin login the user_name button an error
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user_name and password message “sorry, you
and fields and must enter
password click login  user name” must be
are both button displayed if the
Entered user_name is not
entered, and an
error message
“sorry, you must
enter password”
must be displayed if
the password is not
entered.
Verify that Enter valid An error message Pass High
the login “sorry, the
user_name credentials user_name and
and = (enter correct password are not
password user_name correct” must be
entered on and displayed in new
login form password) web page after
are both and click insert wrong
correct.  login button. user_name and
password and click
login button.
Admin Validate | Verify that Fill Email After select insert
perform insertion of = the Email @ field and click  option and click ok
Insert utility email @ is entered. ok button. button, an error Pass High
new message “sorry, you
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utility must enter Email”
with must be displayed if
permissions the Email is not
entered.
Verify that | Enter Email An error message Pass High
the Email in consist | “sorry , the Email is
In consist format and not in consist
format. click ok format” must be
button displayed after
insert Email in
inconsistent format
and select insert
option and click ok
button
Verify that Enter new An error message Pass Medium
the Email Email and | “sorry, the Email is
IS not click ok = already exist” must
already button. be displayed after
exist. insert already exist
Email and select
insert option and
click ok button.
Admin
perform Validate = Verify that Fill Email ~ After select update
update insertion of  the Email | field and click | option and click ok Pass High
PErmIssions - +ility email = is entered ok button. button, an error
of utility

message “‘sorry, you
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must enter Email”
must be displayed if
the Email is not

entered.

Verify that | Enter Email An error message Pass
the Email in consist | “sorry, the Email is
in consist format and not in consist
format. click ok format” must be
button. displayed after
insert Email in
inconsistent format
and select update
option and click ok
button.
Verify that Enter exist An error message Pass
the Email Email and = “sorry, the Email is
IS exist. click ok |  not exist” must be
button. displayed after
insert not exist
Email and select
update option and
click ok button.
Admin Validate | Verify that Fill Email = After select delete
perform insertion of the Email field and click  option and click ok Pass
deletion utility email | is entered. ok button. button, an error
of utility message “sorry, you

95

High

High

High



Verify that
the Email
in consist

format.

Verify that
the Email

IS exist.

Enter Email
in consist
format and
click ok

button.

Enter exist
Email and
click ok

button.

must enter Email”
must be displayed if
the Email is not
entered.

An error message
“sorry, the Email is
not in consist
format” must be
displayed after
insert Email in
inconsistent format
and select delete
option and click ok
button.

An error message
“sorry, the Email is
not exist” must be
displayed after
insert not exist
Email and select
delete option and
click ok button.
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Login to Get
Informations About
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Enter The And First,
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Log Out &
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Enter New Client ID and

New Client Secret
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Enter Code
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" _I.-o_gi‘n to Add New Utility
With Its Permissions
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First, Then Move Beyond To Enter The Email
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Enter User Name

Enter Password

B Remember me Login &
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Of Utility That You
First . Then Enter To Finish .
W FATHER NAME
[l GRAND FATHER
Il GRE GRA FATHER W MOTHER NAME
[l MOTHER'S FATHER
Il MOTHER'S GRA FATHER
Il MOTHER'S GRE GRA FATHER
[l BIRTH DATE B EIRTH COUNTRY
[l BIRTH PLACE W GENDER

Il MARITAL STATUS W NATIONALITY TYPE

[l ADDRESS
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Of Utility That You
First, Then Enter :  To Finish .

| FIRST NAME B FATHER NAME

I LAST NAME I GRAND FATHER
B GRE GRA FATHER i MOTHER NAME
W MOTHER'S FATHER

Il MOTHER'S GRA FATHER

Bl MOTHER'S GRE GRA FATHER

Il BIRTH DATE I BIRTH COUNTRY
I BIRTH PLACE B GENDER

B MARITAL STATUS [l NATIONALITY TYPE

I ADDRESS
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Resource

URL
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GET oauth2/getPersonData:

Allows a consumer application to use an oauth request token to request citizen
data. Desktop applications must use this method (and cannot use GET

oauth2/getpersondata).

Resource URL.:

Http://192.168.10.184:8080/0auth2nationalnum 1/webresources/oauth2/getpersondata

Resource information:

Requires authentication Yes

Rate limited Yes

Parameters for search by national id value:

Force login Forces the user to enter their credentials to ensure the correct

users account is authorized.

National_number  Fills the national_num input box of the oauth login screen with

the given number value.

Example of URL.:

http://192.168.10.184:8080/0auth2nationalnum 1/webresources/oauth2/getpersondata/
CVR435Yttuo342daqp3332015101210345/1454100006268

Example of result:

{"Citizen™:[{"National_ID":"1454100006268","First_ Name":"Mazin","LAST_NAME
":"Ahmed","GRAND_FATHER":"Adballaha"}]}
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http://192.168.10.184:8080/oauth2nationalnum_1/webresources/oauth2/getpersondata
http://192.168.10.184:8080/oauth2nationalnum_1/webresources/oauth2/getpersondata/CVR435Yttuo342daqp3332015101210345/1454100006268
http://192.168.10.184:8080/oauth2nationalnum_1/webresources/oauth2/getpersondata/CVR435Yttuo342daqp3332015101210345/1454100006268

Parameters for search by citizen quartet

name value:

Force_login Forces the user to enter their credentials to ensure the correct

users account is authorized.

Citizen quartet Fills all four name input boxes of the oauth login screen with

name the given string values.

Example of URL :

http://192.168.10.184:8080/oauth2nationalnum 1/webresources/oauth?2/getpersondata/
CVRA435Yttuo342daqp3332015101210345/Mazin/Ali/Ahmed/Adballaha

Example of result :
{"Citizen™:[{"National _ID":"1454100006268","First_ Name":"Mazin","FATHER_Na

me":"Ali","LAST_NAME":"Ahmed","GRAND_FATHER":"Adballaha"},{"National_
ID":"1454100009988","First_Name":"mazin","FATHER_Name":"Abdalwahab","LA
ST_NAME":"Ahmed","GRAND_FATHER":"Adballaha"}]}
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