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Abstract 
 
 

This study focuses on the issue of the effectiveness of information security policy 

and procedure in the public sector in Sudan. The objectives of it are to develop the 

effectiveness of information security policies and applications at the public sector 

entities. Correspondingly, the analysis that uses of mix methods was held with 

those in charge for their organization’s information security and design specials 

code work to develop a system to help monitor networks and regularly evaluate the 

security policy of the institutions. These interviews and survey discussed how the 

organizations selected the counter-measures. The two most significant issues found 

in this research to avoid lack of information security policies framework have been 

identified as one of the main factors that contribute to the slow progress in the 

implementation of information security measures in institutions and management 

commitment and lack of employees’ understanding of information security. The 

scope and content of an effective security policy vary greatly depending on the 

nature of the organization activities, for which it was prepared. Principles, which 

remain useful regardless of the volume of the organization to which they apply, 

receive attention. Whatever the volume of an organization, and whatever its 

present situation of information security overall policy, there is always objective 

behind for a salutary check of existing policy and proceedings. The research finds 

that the main problem of the information security policies in the public sector in 

Sudan is the review, development and enforcement of a documented policy of each 

institution. Accordingly, the code was developed to help the monitor and regularly 

evaluate and develop the security policy of the institution. 
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 المستخلص

 
ف حزكز هذِ انذراست ػهى يسأنت فؼانٍت سٍاست أيٍ انًؼهىياث وإجزاءاحها فً انمطاع انؼاو فً انسىداٌ. انهذ

يٍ هذا انبحث حمٍٍى فؼانٍت سٍاساث أيٍ انًؼهىياث وحطبٍمها فً  انمطاع انؼاو. نهىصىل إنى هذا انهذف ، حى 

إجزاء يسح باسخخذاو الاسخبٍاَاث وانًمابهت يغ انًسؤونٍٍ ػٍ أيٍ يؼهىياث يُظًخهى. وحٍج حى حصًٍى كىد 

نهًؤسساث فً اطار انشبكت وحطىٌزها باَخظاو ٌؼًم ػهً يزالبت انشبكاث وحمٍٍى سٍاساث انًؼهىياث انخايٍٍُت 

هذِ انًمابلاث وانًسح كٍفٍت اخخٍار انًُظًاث نهخذابٍز انًضادة ، ولذ حى ححذٌذ أهى لضٍخٍٍ حى انؼثىر  َالشج .

ػهٍهًا فً هذا انبحث نخجُب ػذو وجىد إطار نسٍاساث أيٍ انًؼهىياث كىاحذ يٍ انؼىايم انزئٍسٍت انخً 

إجزاءاث أيٍ انًؼهىياث فً انًؤسساث والانخزاو الإداري وَمص فهى  حُفٍذو فً حساهى فً بظء انخمذ

سٍخخهف َطاق ويضًىٌ سٍاست الأيٍ انفؼانت اخخلافاً كبٍزًا اػخًادًا ػهى طبٍؼت  انًىظفٍٍ لأيٍ انًؼهىياث.

ُظًت انخً أَشطت انًؤسست انخً حى إػذادها يٍ أجهها. انًبادئ انخً سخبمى فؼانت بغض انُظز ػٍ حجى انً

حُطبك ػهٍها ، ححظى بالاهخًاو. يهًا كاٌ حجى انًُظًت ، ويهًا كاَج حانخها انحانٍت نهسٍاست انؼايت لأيٍ 

انبحث وجذ اٌ  .والإجزاءاث انحانٍت يٍ ولج َخز انًؼهىياث ، فهُان دائًاً هذف وراء انخحمك يٍ انسٍاساث

ث فً انمطاع انحكىيً وانًؤسساث ػذو وجىد يزاجؼت وحطىٌز انًشكهت انزئٍسٍت  فً سٍاست أيٍ انًؼهىيا

وحطبٍك انطزق انًُصىصت وانًؼخًذة نضبظ سٍاست  أيٍ انًؼهىياث فً انًؤسست وحى ػًم كىد يطىر 

 نٍساػذ فً ػًهٍت انًزالبت وانخمٍٍى وانخطىٌز نهسٍاست الايٍُت فً انًؤسست .
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