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ABSTRACT 

An online payment system is an Internet-based method of processing economic transactions. 

It allows a vendor to selling and obtains payments over Internet. The main components of 

online payment system are: customer who asked for a service, merchant who provides a 

services and bank who transfer a fund between them; to accomplish these processes customers 

are asked to providing personal details along with additional bank details, the major problem 

here is the responsibility of protecting customer’s information from being misused or being 

exposed. The thesis provides solution to protecting information of a customer by using 

cryptographic techniques that restricting who see what and to prevent customer against anti-

phishing attack. Some of these techniques like technique based on secret sharing that allow 

secret to be share among set of participants to make the recovering of a secret from set of 

shares is difficult, Advanced Encryption Standard (AES) is applied on shares to provide 

confidentiality and steganography as extra security layer. The main part of the solution that 

provide privacy and authority to customer’s information is the use of certified authority as 

trusted third party between merchant and customer, it’s extracting secret info and send least of 

customer info as account number to the merchant and secret info like PIN number to the bank. 

This solution prevent merchant from misused of customer info and if merchant side is a 

phishing website, it’ll not gain any secret info about a customer so that is providing privacy to 

the customer.   
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 الــــمستخلص

ويسمح  ، َظاو انذفغ ػثش الإَرشَد ْٕ طشٌمح ذؼرًذ ػهى الإَرشَد فً يؼانجح انًؼايلاخ الالرصادٌح

انًكَٕاخ انشئٍسٍح نُظاو انذفغ ػثش  .والحصول على المدفوعات عبر الإنترنتبإجراء عملية البيع للبائع 

انزي ٌمذو انخذياخ ٔانثُك انزي ٌمٕو ترحٌٕم  ٔيضٔد انخذيح انخذيح،ٌطهة  انزي ٍمالإَرشَد ًْ: انؼً

رفاصٍم انالأيٕال تٍُٓى. لإَجاص ْزِ انؼًهٍاخ، ٌطُهة يٍ انؼًلاء ذمذٌى ذفاصٍم شخصٍح تالإضافح إنى 

ذكًٍ انًشكهح انشئٍسٍح ُْا فً يسؤٔنٍح حًاٌح يؼهٕياخ انؼًٍم يٍ إساءج اسرخذايٓا أٔ  ،ًصشفٍحان

حذٌذ ًؼهٕياخ ػٍ طشٌك ذانذٕفش الأطشٔحح حلاا نحًاٌح  ػهٍٓا.طلاػٓى اإيكاٍَح حصٕل انغٍش ٔ

يٍ تؼض  . ثٍاَاخ يٍ انخذاع الإنكرشًَٔانذٕفش ذمٍُاخ ذحًً كًا ، نٕصٕل نثٍاَاخ انؼًلاءاصلاحٍاخ 

تانًشاسكح  هًؼهٕيح انسشٌحانًشاسكح انسشٌح انرً ذسًح ن ؼرًذج ػهىانرشفٍش انً انًسرخذيح ذمٍُحرمٍُاخ ان

 اا أيش ًشاسكٍٍيجًٕػح يٍ ان جضء يٍ يٍ انًؼهٕيح انسشٌحتٍٍ يجًٕػح يٍ انًشاسكٍٍ نجؼم اسرشداد 

ا، إخفاء خٕاسصيٍح ٔ،  ًٕثٕلٍحنرٕفٍش ان (AES)خٕاسصيٍح انرشفٍش انًؼٍاسي انًرمذو  ذى ذطثٍككى  صؼثا

ٌرًثم انجضء  الإحصائً.يٍ ْجًاخ كٓجًاخ انرحهٍم  نهحًاٌحٔنرٕفٍش انًضٌذ يٍ انسشٌح انًؼهٕياخ 

فً اسرخذاو طشف ثانث يٕثٕق تّ تٍٍ  ًؼهٕياخ هانشئٍسً يٍ انحم انزي ٌٕفش انخصٕصٍح ٔانسهطح ن

 انسشٌح ٔإسسال ألم يؼهٕياخ انؼًٍم يؼهٕياخسرخشاج ات مٕو ْزا انطشفحٍث ٌ ٔانؼًٍم، يضٔد انخذيح

فٍرى  (PIN)م سلى انرؼشٌف انشخصً سشٌح يثانًؼهٕياخ أيا ان يضٔد انخذيححساب إنى انكشلى  ّػُ

ْٕ  يضٔد انخذيح ذاو يؼهٕياخ انؼًٍم ٔإرا كاٌيٍ إساءج اسرخ يضٔد انخذيحنهثُك. ًٌُغ ْزا انحم إسسانّ 

ٌٕفش انخصٕصٍح ْٔزا  سشٌح حٕل انؼًٍم، يٕلغ ٌٔة نهرصٍذ الاحرٍانً، فهٍ ٌحصم ػهى أي يؼهٕياخ

  .نهؼًٍم
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