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APPENDIX 

Appendix I: 

Enhanced RC4 Algorithm java code: 

package rc4; 

import java.awt.Color; 

import java.awt.image.BufferedImage; 

import java.io.DataInputStream; 

import java.io.File; 

import java.io.IOException; 

import javax.imageio.IIOImage; 

import javax.imageio.ImageIO; 

import javax.imageio.ImageWriteParam; 

import javax.imageio.ImageWriter; 

import javax.imageio.plugins.bmp.BMPImageWriteParam; 

import javax.imageio.stream.ImageOutputStream; 

import static rc4.RC4.s2; 

public class RC4 { 

public static int s[]=new int[256]; 

public static int s2[]=new int[256]; 

public static int t2; 

public static void main(String[] args) throws IOException { 

//Main } 

public static int[] initKey( String key) { 

 int i=0,j=0,temp=0; 

 char keyc[]=key.toCharArray(); 
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int keyi[]=new int[key.length()]; 

for(int a=0;a<key.length();a++) { 

 keyi[a]=(int)keyc[a]; } 

for( i=0;i<255;i++) { 

  s[i]=i; 

  k[i%128]=keyi[i%key.length()]; } 

    return k;  } 

public static BufferedImage Decrypt(String old_path) { 

int i=0; 

int j=0; 

int t1; 

try { old_img = ImageIO.read(new File(old_path));} 

catch (Exception e) {  e.printStackTrace(); } 

BufferedImage new_img = new BufferedImage( old_img.getWidth(), 

old_img.getHeight(), 

BufferedImage.TYPE_INT_RGB); 

int n = new_img.getWidth(); 

int m = new_img.getHeight(); 

int red,green,blue,cr,cg,cb; 

int rgb ; 

for ( i = 0; i < n; ++i) { 

     for ( j = 0; j < m; ++j) { 

           rgb = old_img.getRGB(i,j); 

           blue = (rgb)&0xFF; 

           green = (rgb>>8)&0xFF; 

           red = (rgb>>16)&0xFF; 

           t1= permutate(i,j); 
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           cr=s[t1]^red; 

           t1= permutate(i,j); 

           cg=s[t1]^green; 

           t1=permutate(i,j); 

           cb=s[t1]^blue; 

           int rgb1=new Color(cr, cg, cb).getRGB(); 

          new_img.setRGB(i, j, rgb1) }  } 

return new_img; } //end       

Appendix II: 

Original image Histogram : 

I = imread('flower.jpg'); 

figure,imshow(I) 

R=imhist(I(:,:,1)); 

G=imhist(I(:,:,2)); 

B=imhist(I(:,:,3)); 

subplot(3,1,1),plot(R,'r') 

subplot(3,1,2),plot(G,'g') 

subplot(3,1,3),plot(B,'b') 

Encrypted image Histogram: 

I = imread('etest.jpg'); 

figure,imshow(I) 

R=imhist(I(:,:,1)); 

G=imhist(I(:,:,2)); 

B=imhist(I(:,:,3)); 

subplot(3,1,1),plot(R,'r') 
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subplot(3,1,2),plot(G,'g') 

subplot(3,1,3),plot(B,'b') 

PSNR & MSE code: 

InputImage=imread('flower.JPG'); 

ReconstructedImage=imread('dtest.JPG'); 

n=size(InputImage); 

 M=n(1); 

 N=n(2); 

 MSE = sum(sum((InputImage-ReconstructedImage).^2))/(M*N); 

PSNR = 10*log10(256*256/MSE); 

 fprintf('\n MSE: %7.2f ', MSE); 

 fprintf('\nPSNR: %9.7f dB', PSNR) 

Diehard Tool: 

Diehard tool work in different platform I implement it under DOS. 

1- Cd diehard  

2- Diehard.exe 

3- Enter the input file. 
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4- Select the choice of test 
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5- The result of test  

 


